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EDITOR’S WORD

Dear Readers,

Enter the world of the Dark Web..

The vast expanse of the digital realm is much like the great oceans of our
planet: we've explored only a fraction, with fathomless depths still
concealed in mystery. Just below the Surface Web, which is the portion we
navigate daily, lies the deepest, most enigmatic layer: the Dark Web. It's a
term that often conjures images of shadowy figures, illicit activities, and
digital rogues. But is it just that? Or is there more beneath the surface
waiting to be discovered?

In this issue of Hakin9 Magazine, we're delving deep into the recesses of
the Dark Web — not meaning to sensationalize, but to educate and inform.
Our mission is to demystify the misconceptions, unravel the complexities,
and shed light on how cybersecurity is intrinsically tied to this often
misunderstood digital underworld. You will find articles on protecting your
privacy online and the dual nature of the web.

We're very proud of this issue and without further ado.. Delve in!

Helena Piorun and the Hakin9 Editorial Team

HELENAPIORUN@HAKINS.ORG
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1 HAKIN9

Goce Stevanoski

Exploring the Dark Web: Unveiling its Dual Nature of
Good and Evil

Freedom of speech is one of the fundamental human rights. It took a
long time in human history to be developed to this stage of freedom
and openness. With the advancement of the different technologies for
communication and information dissemination, much research has had
the vision that freedom of speech and open idea sharing will become
more and more developed [1]. However, the new technologies don't
always allow for free communications. Current technologies can limit
the access to free communication and can impose surveillance on
private communication [2].

The technology behind the Internet is leading to global interconnections
and information availability. These technologies are making our life
easier and more productive. We are able to exchange news information,
currencies, social likes and dislikes, we can work over internet, even we
can show our affection to some person. But this does not come without
some price that has to be paid. The price is access to our privacy [3].

From social media sites and advertising agencies to state sponsored
intelligence agencies, everybody is aware that the internet is an ocean
full of data, particularly corporate and private data. This greed for
private and corporate data leads companies to develop tools and
methods for gathering and storing the data for their specific purposes.
State agencies are developing tools for intelligence activities that result
in many cases of illegal activities on their own population [4], and social
media and advertising agencies are gathering data for specific target
marketing or reselling to other parties [3]. All these personal and
corporate data can be used for influencing large population groups by
indoctrinating them with selected news information [5] or for limiting
their freedom of speech and, in many cases, even completely prohibit it.
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This situation in the open internet shows the need for the introduction
of a network that will provide better privacy online for regular users
[6]. Developed in the mid-1990s as a project of US's Office of Naval
Research (ONR) and DARPA agency, TOR Project successfully fulfilled
this need. TOR, an abbreviation of “The Onion Router”, was a project
for implementing anonymity for the US intelligence agents that needed
to be connected on the internet in any part of the world. With this
project, the anonymity of the user is achieved by encrypting the data
in an “application layer” multiple times. Further, this encrypted data
is rerouted over many relay points, which are decrypting the data, a
layer on each relay point (Figure 1). By this, on the destination side, the
receiver does not know the source location. With this project, a special
top level domain suffix was introduced, “.onion”, that allows creating and
hosting hidden web pages on the TOR network. All users and servers
that are anonymously connected over TOR project are accessible over
a specially created TOR Browser [7]. Because TOR network guarantees
anonymity on the network, and as an opposite of the Clearnet (regular
internet access over search engines), it was named Darknet or the Dark
Web.
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An unencrypted link is
exposed to surveillance,
allowing someone to learn
what websites you visit.

After obtalning a list of Tor nodes fro a directory server,
the user's Tor client picks a random series of Tor nodes

to the destination server.

If the user visits another site at a later time, a second
random path will be chosen to the new destination.

Figure 1: How TOR works.

Source of the image: https://www.extremetech.com/internet/279391-indie-
[sp-offering-tor-enabled-sim-cards /

This successful implementation of anonymity over the Internet revealed
many other aspects for utilization of the Dark Web. The aspects can be
presented as good and evil sides of the Dark Web.

The good side of the Dark Web

On the good side, anonymous interaction on the internet can help
different social rights activists, people that are under a totalitarian
regime, threatened journalists and bloggers. Nowadays, the Dark Web
has become a digital space that enables regaining the right for freedom
of speech in censorship circumstances.


https://www.extremetech.com/internet/279391-indie-isp-offering-tor-enabled-sim-cards%20/
https://www.extremetech.com/internet/279391-indie-isp-offering-tor-enabled-sim-cards%20/
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This network allows whistleblowers to expose all kind of violations and
stay anonymous. There are news agencies that have their own presence
on the Dark Web where whistleblowers can securely drop their digital
material. Daily newspapers, like the British, The Guardian (Figure 2) and
the US, New York Times (Figure 3), are only some of the news agencies
that have secure drop on the Dark Web. This practice gives them an
opportunity to obtain relevant information without revealing the source,
which is very important in investigative journalism [8].

w P W " +
reguardian.securedrop.tor.onion
'l‘hE First submission Return visit
G“ﬂrdlﬂn First time subm |E'|'|‘;: 1o our -"!'"L'Hl::j' have a codename? Check

securelirop? Start here for replies or submit something

FEW

@ Engish  ~ GET STARTED LOG IN

@ Powered by Securebrop 2.6.0

Please note: Shanng sensité information may pul you at nsk, éven when using Tor and SecuréDrop

Figure 2: The secure drop on the Dark Web of British daily newspaper

The Guardian URL: http://theguardian.securedrop.tor.onion/
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Figure 3: The secure drop on the Dark Web of US daily newspaper

The New York Times, URL:
https.//ej3kv4ebuugcmuwxctx5ic7zxh73rnxt42soi3tdneu2c2em55thufqgd.oni
on/

All over the world, many activist groups need secure communication
lines to coordinate their activities. The Dark Web provides this kind of
service. Here are some examples that show the usefulness of the Dark
Web infrastructure for these activists groups:


https://ej3kv4ebuugcmuwxctx5ic7zxh73rnxt42soi3tdneu2c2em55thufqd.onion/
https://ej3kv4ebuugcmuwxctx5ic7zxh73rnxt42soi3tdneu2c2em55thufqd.onion/
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Figure 4: People protesting against internet censorship during Arab Spring
Uprising - Egypt

Source: https://johnpostill.wordpress.com/2011/02/10/egypt-uprising-
different-media-ensembles-at-different-stages/

* In the Arab Spring uprising in 2011, many governments across
the Arab world implemented internet censorship and mass
communication surveillance on their own population. People,
especially in Egypt, had used TOR browser to avoid the
governmental censorship and maintain secure communication
and information sharing [9].
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Figure 5: Comparison of one conversation over same network in censorship
environment

Source:  https://www.hongkongfp.com/2016/12/01/one-app-two-systems-
wechat-censorship-researchers-find/

» During the mass protest in Hong Kong, the “Umbrella
Revolution” in 2014, the government blocked communication
over the mobile internet (Figure 5). Their intention was to block
the coordination between the protestors and scale down their
activity. The protestors continued their communication and
coordination over FireChat messenger service, a decentralized
network service [10].

While many people are assuming that the Dark Web is an unnecessary
part of the internet, filed with evil and threats, the examples above
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show that its existence is truly needed. The good side of the Dark Web
represents an essential weapon in the fight for freedom and democracy.

The evil side of the Dark Web

On the other hand, the Dark Web infrastructure has its own evil side.
This network became a space for various criminal activities and odd
behavior online. The added anonymity brought out the worst in the
people’s behaviors, represented by the creation of markets that are
selling illegal items and services.

The Dark Web as an “island of lawlessness” [11] became part of the
cyber space where criminal activities are spreading and advancing. At
the beginning, the criminal activities were focused in different dark
forums where hackers and criminals were exchanging tools and ideas
about how to commit fraud to make money. Later, this evolved into the
creation of special marketplaces (Dream Market, Wallstreet Market) for
selling drugs, fake ID documents, weapons, credit cards and different
services, such as financial frauds, DDoS services, renting hackers and
even renting hitmen (Figure 6).
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Figure 6: The front page of Dark Web Market place on 20" January 2019.

Partial blame for the evolution of these marketplaces can be attributed
to the introduction of digital cryptocurrency, Bitcoin, to the world.
Bitcoin is an unregulated currency with the technical capability to be
anonymously exchanged between different people on the Dark Web
[12]. The bitcoin ledger is available to the public, so all transactions are
public, but the accounts are not linked to any person on the web.

Nowadays, the Dark Web evil side is not only a black marketplace,
it also became the cyber space where sexual and sadistic predators
found their own ground. These predators use hidden web forums to
exchange videos and images of their victims so that later they can
blackmail them into carrying out depraved sexual and physical acts.
The trial in 2018 of convicted British citizen Matthew Falder, a former
post-doctoral researcher in geophysics at the University of Birmingham,
has clearly shown the cruelty and effects of these behaviors [13]. Faced
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with blackmailing from this predator, at least three traumatized victims
attempted to take their own lives.

This evil side of the Dark Web is very popular among the cybercriminal
communities but is condemned in the law enforcement agencies and
the public over the internet. Numerous governments and international
organizations are actively engaged in efforts to identify and apprehend
criminals and predators who operate behind the veil of anonymity on
the Dark Web.

The occurrence of the Dark Web on the world stage became a
counterbalance to the Clearnet, as in everyday life, where many other
aspects always have their own opposite side. The technology revolution
will always bring new and innovative ways to improve people’s lives,
but almost always, it will bring an opposite effect or side effect to the
community where we live. These opposite or even side effects may not
always be good and in correlation with human development. That is why
the new findings must perceive the benefits to the communities and
attempt to predict the evil aspects to the same community.
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