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107 RECONNAISSANCE - QUESTIONS AND ANSWERS WITH GILBERT OVIEDO

In this course, Eva Prokofiev, the prominent expert in

the CTI and OSINT areas, will share with you her know-

how and point of view on how to examine a target not

only from a “pentester’s angle”, but also from other

cybersecurity perspectives.
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CYBER KILL 
CHAIN: 
RECONNAISSANCE 
Priyanka Tomar 

No wonder that cyber threats pose a significant risk to all of us be 
it individuals, organizations and nations. Cyber-attacks are becoming 
sophisticated day by day therefore understanding the attack 
methodologies used by cyber threat actors is crucial for defensive 
purposes. Here Cyber Kill Chain framework comes into play, it was 
developed by Lockheed Martin. The Cyber Kill Chain framework provides 
a well-structured approach to understand the various stages of a cyber-
attack, from reconnaissance to data exfiltration. In this article, we 
discuss the first phase of the Cyber Kill Chain i.e.  reconnaissance. 

The Cyber Kill Chain Overview 

The Cyber Kill Chain’s concept has been drawn from military strategy 
which was adapted for cybersecurity purposes. It outlines the steps of 
a cyber-attack, allowing defenders to understand effectively intervene in 
the cyber-attack process. The seven stages of the Cyber Kill Chain are: 

1. Reconnaissance: Collecting information about the target. 
2. Weaponization: Cyber attackers develop or acquire the tools 

and methods necessary to exploit the vulnerabilities identified 
during reconnaissance. Weaponization can take various forms, 
including the creation of custom malware tailored to specific 
targets or the repurposing of existing exploits to suit the 
attacker’s needs. 

3. Delivery: Attackers deliver the malicious payload such as 
malware or exploit code to the target. The objective of the 
delivery phase is to successfully infiltrate the target 
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environment 
4. Exploitation: Exploiting the weaknesses to gain access to the 

target device. 
5. Installation: Establishing a foothold within the compromised 

device. 
6. Command and Control (C2): Setting up communication 

channels for taking over the remote control of target device. 
7. Actions on Objectives: Achieving the cyber-attacks goals such 

as data breach or disruption of the operation. 

Each stage plays a critical role in the cyber-attack kill chain with 
defenders aiming to disrupt the chain at any stage to thwart the attack. 

The Reconnaissance 

Reconnaissance is the first stage of the Cyber Kill Chain, is considered 
the most critical part. It sets the foundation for the cyber-attack because 
it provides the vital information about the target.  The goal of 
reconnaissance is to collect as much information as possible about the 
target so that next stages of the cyber attack can be planned effectively. 
These stages may be gaining unauthorized access, exploiting 
vulnerabilities or launching targeted phishing campaigns etc. By 
understanding the reconnaissance phase, organizations can implement 
measures to detect and prevent attackers from gathering information 
and initiating subsequent stages of the cyber kill chain. 

In cyber warfare, adversaries increasingly turn to the dark web to 
procure reconnaissance data offered by cybercriminals. The dark web 
encompasses a plethora of websites, forums, shops, and marketplaces 
specializing in the sale of unlawfully obtained information. Utilizing 
personally identifiable information (PII) sourced from the dark web, 
hackers orchestrate social engineering attacks, such as phishing emails, 
domain name manipulation, and IP address spoofing. Beyond 
credentials, the dark web serves as a marketplace for cybercriminals 
to peddle malware, tools, and code, facilitating various malicious 
endeavors like code injection attacks. 

As part of their reconnaissance efforts, cybercriminals seek out 
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vulnerabilities within target networks. These vulnerabilities often 
manifest in the form of outdated operating systems, vulnerable 
applications, insecure tools, and inadequately configured security 
firewalls. The dark web equips hackers with an arsenal of firewalls and 
antivirus evasion malware, enabling them to infiltrate networks 
clandestinely and evade detection. 

Reconnaissance can be done in multiple ways such as : 
1. Passive Reconnaissance: Collecting publicly accessible data 

related to the target from diverse sources such as social media 
platforms, corporate websites, or public databases, directories, 
and archives is a common tactic. This process involves 
obtaining domain names, IP addresses, and subdomains linked 
to the target through sources such as WHOIS records. 
Additionally, they may acquire email addresses, job listings 
published by the target organization and contact information. 
Attackers analyse publicly available historical data to gain 
valuable insights. Moreover, they can discern potential targets 
for social engineering maneuvers from the amassed 
information. Attackers might get details about the physical 
location of servers. 

• Active Reconnaissance: It includes probing the target’s 
network infrastructure for vulnerabilities. Attackers identify 
open ports and services on target systems using tools like 
Nmap because this information provides insight into the 
network architecture and potential vulnerabilities. Further they 
collect detailed information about the services running on open 
ports such as version numbers and configurations. This helps 
attackers identify known vulnerabilities that can be exploited. 
They use automated tools to scan for known vulnerabilities in 
software, operating systems, or network devices. This helps 
attackers identify potential points of entry into the target’s 
systems. Attackers can capture and analyze network traffic to 
gather information such as usernames, passwords, or other 
sensitive data being transmitted over the network. Attackers 
scan wireless network in the target’s vicinity to identify SSIDs, 
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encryption types and potential points of entry. 

Techniques Used in Reconnaissance 

Cyber Threat actors employ variety of techniques during the 
reconnaissance phase to collect intelligence about their target. Some 
common reconnaissance techniques are: 

1. Open-Source Intelligence (OSINT): Cyber threat actors 
leverage publicly and freely available information from various 
sources like social media, company websites, job postings and 
news articles etc. to gather information about the target, 
organization’s employees, technologies and infrastructure. 

2. Network Scanning: Cyber attackers conducting scans on 
target’s network to identify active hosts, open ports and 
services running on those open ports. Tools such as Nmap and 
Shodan are commonly used for scanning purpose. 

3. Vulnerability Scanning: Identifying potential weaknesses or 
vulnerabilities within the target’s network infrastructure is also 
part of reconnaissance process. Vulnerability scanning tools 
such as Nessus, Burpsuite, Nexpose and OpenVAS can 
automate this process because these tools scans for known 
vulnerabilities in network devices, servers and applications. 

4. Social Engineering: Manipulating individuals within the target 
organization to reveal sensitive information or grant 
unauthorized access to the target falls under social 
engineering. This can be achieved through multiple techniques 
such as phishing emails, pretexting (creating a false scenario to 
obtain information), or impersonation (This may involve 
imitating another person’s voice, appearance, or behaviour to 
deceive others into thinking they are that person). 

5. Dumpster Diving: Physically or digitally searching through the 
target organization’s trash or discarded documents to find 
valuable information such as usernames, passwords, financial 
documents or internal documents. 

6. DNS Enumeration: Gathering information about domain 
names, subdomains and associated IP addresses of the target 
organizations. Multiple techniques can be used such as DNS 
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zone transfers, DNS querying, and DNS reconnaissance tools 
like DNSrecon, NSlookup, DNSenum etc . 

7. Website Analysis: Analysing the target organization’s website 
for information such as employee names, email addresses, 
internal systems, software versions and other potentially 
sensitive data. 

Mitigating Reconnaissance Attacks 

Considering the critical role of reconnaissance in the Cyber Kill Chain, 
organizations must employ robust strategies to mitigate reconnaissance 
attempts effectively. Some best practices for defending against 
reconnaissance attacks include: 

1.  Implementing Security Controls: Implementing robust 
security controls involves deploying necessary network 
safeguards such as firewalls, Intrusion Detection System (IDS) 
and Intrusion Prevention System (IPS). These defensive 
techniques actively surveillance network traffic and helps in 
identifying and thwarting reconnaissance activities. Firewalls 
regulate traffic flow while IDS and IPS analyze anomalies and 
promptly respond to potential cyber threats ensuring a 
fortified network environment against malicious intrusions or 
similar activities. 

2. Patch Management: Regularly patching and updating 
software and systems to address known vulnerabilities helps in 
reducing the possibilities of successful exploitation during the 
reconnaissance phase. 

3. Network Segmentation: Segmenting the network into smaller 
subnetworks is important for managing reconnaissance risks 
and deterring lateral movement of cyber threat actors. By 
dividing the network into more manageable and smaller units, 
constrains the scope of potential cybersecurity breaches and 
enhance overall cyber security posture of the organization. 
Also, it minimizes the impact of unauthorized access attempts. 

4. Monitoring and Logging: Implementation of robust logging 
and monitoring protocols is aimed at detecting and analysing 
network traffic, system logs, and user conduct to identify 
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potential reconnaissance or malicious activities. 
5. Security Awareness Programs: Regular cyber security 

awareness initiatives, coupled with simulated phishing drills, 
serve to fortify adherence to sound security protocols among 
staff. These efforts also play a pivotal role in empowering 
employees to discern and promptly report any dubious 
behaviours or incidents. By instilling a heightened sense of 
vigilance and competence, such programs contribute 
significantly to the overall resilience of the organization against 
potential security threats and breaches.Educating employees 
about the risks of social engineering attacks and imparting 
training on how to recognize and respond to suspicious emails, 
phone calls or other forms of communication. 

6. Information Sharing: Participation in information-sharing 
endeavours within the cybersecurity community is essential for 
staying informed about emerging threats and the tactics 
employed by threat actors, especially during the 
reconnaissance phase. By actively engaging in these initiatives, 
individuals and organizations can enhance their awareness and 
preparedness against potential cybersecurity risks. Sharing 
insights, best practices, and intelligence not only fosters a 
collective defense posture but also facilitates the timely 
dissemination of critical information to thwart malicious 
activities. 

Conclusion 

Reconnaissance plays an important role in the Cyber Kill Chain, serving 
as the foundation to understand how cyber-attacks are planned and 
executed. By understanding the techniques employed by threat actors 
during the reconnaissance phase and implementing effective defense 
strategies, organizations can significantly reduce their susceptibility to 
cyber threats. Through continuous vigilance, education, and 
collaboration, defenders can stay one step ahead of adversaries and 
safeguard their digital assets against malicious actors. 

Priyanka Tomar 
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