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Introduction to Windows Server 2025

By Michael Pietroforte

At the end of the 4sysops article introducing this eBook, you will find a special ChatGPT chatbot that has access to the
entire eBook and additional Server 2025 resources for context. Since 4sysops Al only uses information from reliable
sources, it’s the top choice for exploring Windows Server 2025. If you have questions about the latest changes in Server
2025, you can use 4sysops Al to search in Google or Tavily. Windows Server 2025 Al is available only to logged-in 4sysops
members. The guest chatbot doesn’t have access to the book’s context. Membership is free, and you can register here.

Windows Server 2025 marks a significant leap in Microsoft's server technology, bringing forward a host of new features
aimed at enhancing performance, security, and hybrid cloud integration. This eBook guides IT professionals, offering a
detailed exploration of the operating system’s advancements and providing practical knowledge for deployment,
management, and optimization.

The journey begins with a detailed look at obtaining the ISO files for Windows Server 2025. Readers will learn about the
expanded support for ARM64 architectures, reflecting Microsoft's commitment to diverse hardware platforms. This chapter
also touches on new download sources and methodologies, enabling efficient access to the system.

Understanding the differences between a feature update and a clean install is critical to upgrading to Windows Server
2025. The chapter discusses the pros and cons of both approaches and offers insights into the scenarios best suited for
each. With this information, administrators can confidently decide how to transition their existing environments to the latest
server version.

Winget’s integration into Windows Server 2025 revolutionizes software management by enabling streamlined, automated
application deployment and updates directly from the command line. Its support for centralized, secure repositories
reduces the risks associated with manual installations, while its scripting capabilities allow administrators to standardize
software management across multiple servers. By simplifying tasks like bulk updates and silent installations, Winget
enhances operational efficiency and ensures consistency in enterprise environments.

Hybrid cloud management takes center stage with the integration of Azure Arc. This feature empowers administrators to
manage on-premises, multi-cloud, and edge resources from a single, unified platform. By detailing the setup and
capabilities of Azure Arc, this chapter underscores its role in bridging traditional and cloud-native environments.

Minimizing downtime has always been a priority in server management, and Windows Server 2025 addresses this with its
Hotpatching capability. This innovative feature allows critical updates to be applied without rebooting, providing
uninterrupted service and enhanced security. The chapter explores the technical aspects of Hotpatching and demonstrates
its implementation in various scenarios.

Secure remote connectivity receives a substantial upgrade through the Routing and Remote Access Services (RRAS).
Supporting modern VPN protocols like SSTP and IKEv2, this feature ensures encrypted communication and reliable
routing for hybrid workforces. The chapter provides a comprehensive guide to configuring and optimizing RRAS for secure
network access.

Cluster networking is simplified with the introduction of Network ATC (Automatic Traffic Configuration). This automation tool
reduces manual configuration errors by applying Microsoft's recommended best practices for cluster networks. The chapter
explains how administrators can leverage Network ATC to streamline management across complex environments.

Windows Server 2025 features notable storage enhancements, including full NVMe-OF (Non-Volatile Memory Express
over Fabrics) support and significant Storage Spaces Direct (S2D) updates. Thin provisioning, improved deduplication for
ReFS drives, and automatic repair processes are just a few of the features that boost efficiency and reduce resource
consumption. The chapter delves into these storage innovations, highlighting their impact on virtualized and physical
environments.

File services also receive substantial security upgrades, with the introduction of SMB over QUIC as a default feature in all
editions. This protocol combines enhanced performance with mandatory encryption, enabling secure file access even over
untrusted networks. The chapter examines how these advancements bolster file services’ resilience and protect against
emerging threats.

Credential protection takes a significant step forward with the integration of Credential Guard, which isolates sensitive
information using Virtualization-Based Security (VBS). Credential Guard ensures a more secure operating environment by
preventing credential theft and common attack vectors like Pass-the-Hash. Readers will learn how to enable, verify, and
troubleshoot this essential feature.
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OSConfig in Windows Server 2025 streamlines security by detecting and correcting configuration drift, ensuring
compliance with Microsoft’s baselines. Managed via PowerShell, Windows Admin Center, or Azure Policy, it offers flexible
control for standalone and hybrid servers, making secure configurations easier to implement and maintain.

Hyper-V continues to evolve with notable improvements, including GPU partitioning for optimized resource use,
deduplication for virtual hard drives, and the ability to perform live migrations without Active Directory dependencies. The
chapter provides practical insights into leveraging these capabilities for enhanced virtualization performance.

Active Directory undergoes meaningful updates in Windows Server 2025, with a new functional level that improves
database performance and strengthens security. This book explores the enhancements and their implications for domain
management, particularly in high-security environments. It also guides readers through installing domain controllers, raising
functional levels, and managing updated Active Directory databases.

Finally, the book addresses the pricing and licensing options available for Windows Server 2025. This chapter ensures
readers understand the cost structures and can choose the edition that best aligns with their organization’s needs.

This book highlights Windows Server 2025’s new features and capabilities in each chapter, providing readers with the tools
and knowledge to maximize their server deployments. Whether adopting it for hybrid cloud scenarios, security
enhancements, or improved infrastructure management, this guide ensures you’re prepared to unlock its full potential.



Download the Windows Server 2025 ISO for Intel (x64) and ARM (ARM64)

By Michael Pietroforte

Windows Server 2025 is now generally available, and you can download the ISO and VHD files for Intel-based systems.
Since Microsoft hasn'’t yet provided an ARM ISO for Windows Server 2025, you can download it from uupdump.net. To test
the GA release, avoid downloading it from the Windows Insider Program page.

Windows Server 2025 introduces new features, particularly in these areas:

Network ATC

Active Directory

Delegated Managed Service Accounts
Security

Storage

SMB over QUIC

Hyper-V

To familiarize yourself with the system, download the ISO or VHD of the Windows Server 2025 evaluation version, which
will function for 180 days.

Download from the Microsoft Evaluation Center

The simplest way, without dealing with Microsoft’s Insider login hassles (see below), is to download Windows Server 2025
from the Microsoft Evaluation Center, as no account is required. The ISOs are currently offered in English, Chinese,
French, German, Italian, Spanish, and even Russian. The VHD is available only in English.

BE¥ Microsoft | Evaluation Center  Windows ~  Windows Server +

Please select your Windows Server 2025
download

English (United States)
1SO download VHD download
64

Try Windows Server on Azure
64-bit edition > earn more

Chinese (Simplified)
150 download
64-bit edition >

15O download
64-bit edition >

1SO download
64-bit edition >

150 download
64-bit edition >

Download Windows Server 2025 from the Microsoft Evaluation Center

Before downloading, be aware that Microsoft will harvest some of your personal data. To avoid this, you can download from
the Windows Insider page. Downloading the Azure and Containers edition also requires being a “Windows Insider.”

Download from the Windows Insider website

The build number of the GA release is 26100.1742. Windows Server uses a versioning system in which the first part of the
build number (e.g., 26100) typically indicates the major version or release iteration. The second part (e.g., .1742) often
represents minor updates, patches, or revisions to that specific build.
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As of this writing, the Insider Program page provides Windows Server vNext build 26311, which is not a stable release for
production use.

In theory, to become an “insider,” you only have to sign in with a Microsoft account and then click on Register on the
Windows Insider website.

For this article, | decided to create a new account, and | must admit that | wasn’t smart enough for the task because | failed
miserably.

After entering my account name and password, Microsoft offered me the option to create a passkey. When | clicked Skip
now, the page simply reloaded. Creating a passkey didn’'t work either. After scanning the QR code with my iPhone, a
window appeared asking me to save a passkey. However, the webpage reloaded again with an error message. It seems
like “Windows Insiders” might not be intended to work on a Mac. It's frustrating that Microsoft can’t implement a passkey
feature for Macs, which any service provider supporting passkeys can easily do.

| apologize for bothering you, but | need to express my frustration. If you had better luck registering for a new account for
the Windows Insider Program on a Mac, please share your experience in the comments below.

| eventually signed in with my old Microsoft MVP account, which was still registered as “insider.”

Windows Server Insider Preview Navigate to

Windows PC OS Preview

Follow these steps to download Windows Server Insider Preview builds:
Windows Server Insider Preview

Select an entry from the dropdown below, and click Confirm. Download the image.
Windows 11 on Arm Insider Preview

We encourage you to visit the Windows Server Insiders forum on Microsoft Tech Communities to collaborate,

share and learn from experts. SDK Insider Preview

For more information and to manage your Insider membership, visit the Windows Insider home page or ADK Insider Preview

Windows Insiders for Business home page. WDK Insider Preview

HLK Insider Preview

Microsoft Server Previews

v Select edition

Windows Server VNext Preview ISO (Canary) - Build 26311

Windows Server VNext Preview VHDX (Canary) - Build 26311

Windows Server VNext Azure Edition Preview ISO (Canary) - Build 26311
Windows Server VNext Azure Edition Preview VHDX (Canary) - Build 26311
Windows Server VNext Annual Channel for Containers (Canary) — Build 26085
Microsoft Server Language and Optional Features Preview (Canary) - Build 26311

.
Windows Admin Center "Modernized Gateway" SIS prerEIease
Microsoft will collect data about your installation and use of Windows Server Insider Software
Preview builds to help us improve our products and services. See the Microsoft
ico and Drivan: tn lasen mara Alen rafar ta tha Windawe Incidar Windows Server Insider Preview builds mav he substantiallv modified before thev are

Download Windows Server 2025 from the Windows Insider Program

Aside from having access to the latest build, the benefit of downloading_from the Windows Insider page is the availability of
more languages and editions.

Windows Server 2025 is designed for deployment across various environments, including on-premises and cloud
platforms. In contrast, the Azure Edition, based on the Datacenter Edition, is optimized explicitly for Azure and Azure Stack
HCI environments. The Annual Channel for Containers is a specialized edition of Windows Server designed to enhance
containerization capabilities.

Download for ARM (ARM64)

To install Windows Server 2025 on an M-chip Mac using Parallels or VMware Workstation, you’ll need the ARM version of
the Windows Server 2025 I1SO.

As of November 4, 2024, Microsoft has not released an ARM64 ISO for Windows Server 2025. Discussions within the
Windows Server Insider community indicate that while there is interest in an ARM64 version, Microsoft has not announced
any plans to release such a version in the near future.

However, you can download an ARM version of Windows 2025 on uupdump.net. UUP dump is a community-driven
platform that allows users to download Unified Update Platform (UUP) files directly from Microsoft's Windows Update
servers. These UUP files can be used to create custom ISO images for various Windows builds, including Insider releases
and stable releases.
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It's important to note that while UUP dump facilitates access to these files, it is not affiliated with Microsoft. Therefore, you
should proceed with caution and remain mindful of the risks.

After downloading the Windows Server 2025 I1SO, you can mount the ISO using virtualization tools like Hyper-V, VMware
Workstation, or Parallels Desktop. If you'd prefer to test Windows Server 2025 on a physical machine, you can create
installation media using a tool like BalenaEtcher.

If you've tried Windows Server 2025, please share your experience in the comments below.
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Windows Server 2025 upgrade: Feature update versus clean install

By Wolfgang Sommergut

Microsoft provides two primary options for migrating to Windows Server 2025: performing a clean install (fresh install, wipe
and load) or a feature update (in-place upgrade). Although the upgrade is quicker and less complicated, it is irreversible
and comes with a risk of failure. Windows Server 2025 adopts the same upgrade strategy as Windows 11, with Microsoft’s
recommended method being an in-place update. Terms like feature update, upgrade, and in-place update are used
interchangeably.

It's crucial to remember that when managing updates via WSUS, you must select the Upgrade classification to receive
feature updates.

Clean install vs. feature update

Microsoft remains neutral regarding the methods for Windows Server, instead emphasizing the advantages and
disadvantages of each. For instance, a clean OS install is more automation-friendly but requires reinstalling and
configuring applications, libraries, and frameworks.

While a feature update could preserve this work, it carries a higher risk of failure. Microsoft indicates that up to 4% of in-
place updates fail, emphasizing the importance of completing a full backup beforehand.

Strong Recommendation: )‘ 4
g

Backup Your Windows Server Before Feature Update

We want your Feature Update to be successful !!!

* Telemetry data shows a failure rate between 1.5% and 4% for Feature Updates
* It is NOT 100% successful — and we are continuing to improve reliability every day
« If there is a recoverable error, installation will rollback automatically

* Note that Windows Server cannot be uninstalled after Feature Update - unlike
Windows 11 Feature Updates, which can be uninstalled for 10 days

* Error logs can be captured to discover the cause of Feature Update failures
* Best practice is to test your backups with a restore test

Microsoft highlights the limitations and potential risks of in-place updates.

Notably, a full system backup is crucial if you need to revert to an earlier version, as Windows Server 2025 does not
support uninstalling feature updates, unlike Windows 11.

Update sources

Users can receive feature updates from familiar sources, including the Setup 1ISO, Windows Update (for Business), and
WSUS. If you opt for WSUS, ensure you subscribe to Microsoft Server Operating System 24H2 under Products and
Classifications. This follows the same naming convention as Windows Server 2022.

However, at the Windows Server Summit, Windows Server 2025 was listed as an option instead of Microsoft Server
Operating System 24H2. It remains unclear if Microsoft will adjust the naming convention in WSUS.
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All products, including products that are added in the future.

|® Cannot save configuration because the server is synchronizing.

OK Cancel Apply

Updates for Windows Server 2025 will likely be accessible through the Microsoft Server Operating System 24H2 option

Upgrades through Windows Update can be controlled using Group Policy. After an update is approved for a particular
server, it will appear in the Settings app under Windows Update. For Server Core, upgrades can be started using the

sconfig utility.

Chack for ugstates

T
@ Home Windows Update
|1 | You're up to date
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Update & Secunty

Feature Update to Windows Server 2025
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You Bgred 19 the Mscrosoft hopnse T and Prvacy termi, See Windows Server gricang for information sbout product
keys. Visk Bast Pracuces for cata bachup and update information

Download and ratal  See what't in s update

@ Pane updates ‘o0 T dayy

Vel By g gt gt b

Manw R paae DR

% Change sctrve haury
Cuarvarhy 100 MM 72 200 Pid

@ View update hatory
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o Advanced optons
=0

A R Sl T

The Settings app in Windows Update shows the feature update for Windows Server 2025.
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A clean install, on the other hand, requires the use of installation media. This process can be automated by executing
setup.exe with an answer file, and a product key might be required depending on the license type.

Upgrade prerequisites

A fresh OS install only requires compatible hardware, but in-place upgrades have limitations based on the current server
version. Microsoft supports in-place upgrades via N-4 media-based feature updates, meaning you can upgrade directly to
Windows Server 2025 from the last four OS versions. The oldest version that is supported for an upgrade is Windows
Server 2012 R2.

Upgrade from Windows Windows Windows Windows Windows

/ to Server 2012 Server 2016  Server 2019  Server 2022  Server 2025
R2 (preview)

Windows Yes Yes - - -

Server 2012

Windows - Yes Yes - Yes

Server 2012 R2

Windows - - Yes Yes Yes
Server 2016

Windows - - - Yes Yes
Server 2019

Windows - - - - Yes
Server 2022

Windows - - - - Yes
Server 2025
(preview)

Windows Server 2025, unlike Server 2022, supports an upgrade from version 2012 R2

Considering server roles

Microsoft advises choosing the upgrade method that aligns with the specific use case without going into excessive detail. A
critical factor in this decision is the roles and features the server is running.

A best practice is to avoid in-place upgrades on a Domain Controller (DC). Instead, it's advisable to set up a new DC,
transfer the FSMO roles to it, and then demote the old DC.

Conversely, file servers, web servers, or DHCP servers are ideal candidates for feature updates. A reliable method for
migrating_the service to another server exists for DHCP servers.

Summary

Microsoft provides two options for upgrading to Windows Server 2025: an in-place upgrade or a fresh installation. The in-
place upgrade preserves apps and libraries, speeding up the process. However, Microsoft acknowledges that up to 4
percent of these upgrades may fail.

Feature updates may be obtained from the setup 1SO, Windows Update, or WSUS. Clean installs take more time since
applications, libraries, and frameworks need reconfiguration. However, a clean install can be automated and typically
results in more stable systems.

The choice between these methods largely depends on the server’s roles and responsibilities.
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Use Winget on Windows Server 2025 to install, update, and uninstall apps

By Markus Elsberger

The Windows Package Manager Winget is now included in Windows Server 2025. In this guide, | will demonstrate how to
use Winget to search for, install, update, and uninstall apps on Windows Server 2025.

What is Winget?

Winget is a tool developed by Microsoft for package management on Windows. It was designed to simplify and automate
software installation and management.

With the new Windows Server 2025, this package manager is now pre-installed. Winget lets you download, install, update,
or uninstall programs from a central repository database. If you are familiar with Linux, this should be familiar since most
Linux distributions include a package manager.

Using Winget, you can quickly and easily install programs as all required installation files can be fetched and processed

directly from the command line. Additionally, Winget allows you to control installations through custom parameters and
scripts, which is particularly useful for automating tasks.

Prerequisites

Winget is already pre-installed on the new Windows Server 2025. All you need to do is open a terminal with administrative
rights. For software installation, you naturally need an active internet connection.

To install Winget on an older server, such as Server 2022, you can download the winget-cli from GitHub.

Checking if Winget is installed

To check if Winget is already available on your system, open PowerShell or Command Prompt and enter the following
command.

1. winget --version

| B Administrator: Windows Pow X S

PS C:\Users\Administrator> Get—ComputerInfo WindowsProductName

WindowsProductName

Windows Server 2025 Datacenter Azure Edition

PS C:\Users\Administrator> winget
v1.6.10121
PS C:\Users\Administrator>

Version on Windows Server 2025

Displaying the Winget version

Install apps

After Winget is installed, you can search for and install programs. Entering winget will show you all possible commands
and parameters.
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] B Administrator: Windows Pows X +

PS C:\Users\Administrator> winget
Windows Package Manager v1.6.10121
Copyright (c) Microsoft Corporation. ALl rights reserved.

The winget command line utility enables installing applications and other packages from the command line.
usage: winget [<command>] [<options>]

The following commands are available:
install Installs the given package
show Shows information about a package
source Manage sources of packages
search Find and show basic info of pachkages
list Display installed packages
upgrade Shows and performs available upgrades
uninstall Uninstalls the given package
hash Helper to hash installer files
validate Validates a manifest file
settings Open settings or set administrator settings
features Shows the status of experimental features
export Exports a list of the installed packages
import Installs all the packages in a file
pin Manage package pins
configure Configures the system into a desired state
download Downloads the installer from a given package

For more details on a specific command, pass it the help argument. [-?]

The following options are available:
-v,==-version Display the version of the tool
--info Display general info of the tool
-7,--help Shows help about the selected command
-—wait Prompts the user to press any key before exiting
--logs,—-open-logs Open the default logs location
--verbose,--verbose-logs Enables verbose logging for winget
--disable-interactivity Disable interactive prompts

More help can be found at: https://aka.ms/winget-command-help
PS C:\Users\Administrator=

Displaying Winget help
Searching for apps

To check if a specific app is available, you can use the search parameter of winget, followed by the name of the desired
program.

For example, you can search for the program vscode, known as Visual Studio Code, with this command:

1. winget search vscode

Winget then displays a list of programs containing the search term vscode. The list also includes the ID and name you can
use for installation.
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B Administrator: Window

PS C:\Users\Administrator> winget search vscode

The “msstore' source requires that you view the following agreements before using.

Terms of Transaction: https://aka.ms/microsoft-store-terms-of-transaction

The source requires the current machine's 2-letter geographic region to be sent to the backend service to funct
ion properly (ex. "US").

Do you agree to all the source agreements terms?
[¥] Yes [N] No: y

Version Match Source

Microsoft Visual 5§ -

MrCode zokugun . MrCode
VSCodium Insiders VSCodium.VSCodium.Insi..
VSCodium VSCodium.VSCodium
Upgit pluveto.Upgit
vscli michidk.vscli
Huawei QuickApp IDE Huawei.QuickAppIde
TheiaBlueprint EclipseFoundation.Thei..
Codium Alex313031.Codium
TheiaIDE EclipseFoundation.Thei..
Microsoft Visual Studi.. Microseft.VisualStudio..
Microsoft Visual Stud icrosoft.V alStudio..
Microsoft Visual Studi.. Microsoft.VisualStudio.
markdown-oxide FelixZeller.markdown-o..
PS C:\Users\Administrator>

Moniker: vscode winget
3 Tag: vscode winget
Tag: vscode winget
6 Tag: vscode winget
Tag: vscode winget
Tag: vscode winget
Tag: vscode winget
Tag: vscode winget
Tag: vscode winget
Tag: vscode winget
Moniker: vscode-inside.. winget
Moniker: vscode-inside.. winget
Moniker: vscode-cli vinget
Tag: vscode-language-s.. winget

NE O R

(=-]

or e

OHRREFREFREREREREROREHERER
@

Searching apps with Winget

Installing an app

To install a program, you need the ID of the program that appears in the search list. Once you find the ID, you can install
the program. For instance, you can install Visual Studio Code with this command:

1. winget install --id Microsoft.VisualStudioCode

Winget will begin downloading and installing the software.

. Administrator: Windows Pow: X

PS C:\Users\Administrator> wingetfs
Found Microsoft Visual Studio Cod
- - 1 - B Preparing to Install
This application is licensed to y Setup is preparing to install Visual Studio Code an your computer.
Microsoft is not responsible for,
Downloading

Successfully verified installer h
Starting package install...

Install vscode

Installing VS Code with Winget

Installation without user interaction

To automate installation with winget, you can use the —silent parameter, appended to the above installation command:

1. winget install --id Microsoft.VisualStudioCode --silent

Updating installed apps

With Winget, you can also update programs. To see which apps can be updated, enter this command:

1. winget upgrade
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B Administrator: Windows Pows X + i

PS C:\Users\Administrator> winget upgrade
Version Available

Microsoft Edge Microsoft 122.0.2365.59 130.0.2849.68 winget
Microsoft Edge WebView2 Runtime Microsoft.EdgeWebView2Runtime 122.0.2365.59 130.0.2849.56 winget
App Installer Microsoft.AppInstaller 1.21.10121.0 1.23.1911.0 winget

Microsoft Visual C++ 2015 UWP Des.. Microsoft.VCLibs.Desktop.14 14.0.307604.0 14.0.33321.0 winget
Windows-Terminal Microsoft.WindowsTerminal 1.18.160301.0 1.21.2911.0 winget
5 upgrades available.

PS C:\Users\Administrator>

Updating apps with Winget
Use this command to update an individual program:

1. winget upgrade --id Microsoft.WindowsTerminal

To update all installed apps, this is the command you need:

1. winget upgrade --all

Uninstalling programs

Similar to installation, you can uninstall programs with Winget:

1. winget uninstall --id Microsoft.VisualStudioCode

Benefits of using Winget

1. Time Savings: Install, update, or uninstall apps in seconds.

2. Automation: Integrate Winget into scripts and automation processes.

3. Centralized Management: Install all packages from a secure and verified source.
4. Easy Updates: Update all installed programs with a single command.

Conclusion

Winget on Windows Server 2025 is a powerful tool that makes software management more efficient. Utilizing concise
installation and flexible program management through the command line saves time and enables the automation of
installation and maintenance processes.
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Install Azure Arc on Windows Server 2025

By Markus Elsberger
Azure Arc is a management platform that enables centralized control of on-premises, multi-cloud, and edge resources
through the Azure Portal. In Windows Server 2025, features such as Hotpatching—which allows for applying security

updates without requiring a system reboot—require integration with Azure Arc. To install Azure Arc on Windows Server
2025, use a PowerShell script or launch the Azure Arc setup wizard on your server.

What is Azure Arc?

Azure Arc is a management platform that allows you to centrally manage servers, Kubernetes clusters, databases, and
other resources through the Azure Portal, whether on-premises, in the cloud, or with different providers.

Think of Azure Arc as a bridge: it brings Azure services to your local resources while enabling you to control everything
from a single location.

Azure Arc and Windows Server

When paired with Azure Arc, Windows Server offers several features:

Seamless integration: Windows servers can now be integrated into Azure Arc more easily. An improved user interface
and optimized tools make the process intuitive.

Automated updates: With Azure Arc, you can centrally manage updates for your Windows servers—even across multiple
locations simultaneously.

Enhanced security features: Security policies can be centrally defined and applied to your Windows Server. This
simplifies compliance and minimizes threats.

Hybrid capabilities: The server supports new hybrid features, such as direct use of Azure Backup and Azure security
functions.

Requirements for Azure Arc

To use Azure Arc with Windows Server, the following requirements must be met:

e An Azure subscription
e The Azure Arc agent must be installed on Windows Server
» Network access to the internet or a connection to Azure via a proxy

Install the Azure Arc agent

You must install the Azure Arc agent to connect your Windows Server to Azure Arc. You can either create an Azure
installation script or use the Azure Arc setup wizard available on Windows Server.

Option 1: Create an Azure script

If your server is not yet connected to Azure Arc, follow these steps:
In the Azure Portal, navigate to Azure Arc > Machines.

Click Add a machine.
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https://portal.azure.com/

/portal.azure.cor

m/#view/Microsoft_Azu

UX/ArcCenterMenuBlade/~/servers

Home > Azure Arc

l O Copilot

B Azure Arc | Machines X
Microsoft
O Search o + Add/Create 33 Manageview ~ () Refresh L ExporttoCsV % Open query
84 Overview Add a machine "
v More (2)
B All Azure Arc resources. machine from any of your environments
Vv Azure Arc resources s reaching the end of their support lifecycle protected by enabling Extended Security Updates
Gl Create a machine in a connected host B
! Machines environment
Create 3 virtual machine in your connected host

Kubernetes clusters environments. No grouping v List view v
> Host environments [ Name © Kind Ty, Arcagentstatus 7, Resourcegroup 7y Subscription Ty Operating system 1
> Dataservices O & svsait Connected > Azuresubscription1  Windows Server 202
> Intemet of Things (loT)
> Application services
> Licenses
> Management
> Devops

Prev

Page

Adding machines to Azure Arc

Under Add a single server, open the Generate script.

<« C &) httpsy/portal.azure.com/#view

v/Microsoft_Azure_HybridCompute/HybridVmAddBlade

1 v \on \ Next > &7 Give feedback

[ g

Home > Azure Arc | Machines >

Add servers with Azure Arc

Machines - Azure Arc

l o Copilot

Azure Arc allows you to use Azure tools to manage on-premises servers and servers from other clouds. We'll start with some prerequisites and deploy the Azure Connected Machine agent. Learn more

Add a single server

Add multiple servers Add Windows Server with installer
This option will generate a script to run on your target To add multiple servers to Azure, we will generate a Onboard a single Windows Server with your Azure
server. The script will prompt you for your Azure login, script that handles authentication through a service credentials using an installer that guides you through
5o this option is best for adding servers one at a time. principal. You will see that and other prerequisites next, the process step by step.

Add servers from AWS

Connect your Amazon Web Services (AWS) accounts
for scalable and automatic onboarding of EC2
instances by creating an AWS connector.

Add servers  [JESHRUIS

https://aka.ms/hybridonboarding

Leam more Download installer  [IESTRIEIS

Add servers from Update Management

Non-Azure servers managed by the Update
Management service can be easily connected to Azure
via Azure Arc. Once you have selected the servers, the
deployment will happen automatically.

2 8 - O

info@it-leamer.de @
StanDARDVERZEICHNS @9

info@it-leamer.de @
SANDARDVERZEIHNIS @8

Generating the setup script

Enter your data: subscription, resource group, region, operating system, connectivity method.

Finally, click Download and run the script.
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Home > Azure Arc | Machines > Add servers with Azure Arc

Add a server with Azure Arc X

Basics Tags Download and run script S
Complete the fields below to connect servers on-premise and in other clouds to be managed and governed in Azure. Learn more
Project details —
Select the subscription and resource group where you want the server to be managed within Azure.
Subscription * () Azure subscription 1 v ‘

Resource group * ELS-Ressource-MacPro v |

Create new
Server details
Select details for the servers that you want to add. An agent package will be generated for the selected server type.
Region * @ (Europe) Germany West Central v ‘
Operating system * () [ ‘Windows v |
SQL Server
Connect SQL Server @
(D Automatically connect any SQL Server instances to Azure Arc. Learn more &
Connectivity method
Choose how the connected machine agent running in the server should connect to the Internet. This setting only applies to the Arc
agent. Proxy settings for extensions are configured separately.
Connectivity method *
¥ (® public endpoint
O Proxy server
v

O Private endooint

5 Give feedbac
Next | Download and run script A’ Give feedback

Download setup script
Open a PowerShell console on your server and run the script.

After running the script, your server will be registered with Azure Arc. You can verify that your Windows Server is now
connected with the Azure Arc icon in the taskbar and the Azure Portal.

fa Server Manager - [u] ¢

@ ¥ Server Manager * Local Server @ | F Mosge Toos  view Hep

v25ditl 01122024 00:17
Dashboard o
WORKGROUP Download updates only, using Windows Update
Local Server 09.12.2024 10:51
All Servers
W} File and Storage Services b vall  Public: On Real-Time Protection: On
Enabled
Enabled
Disabled (UTC-08:00) Pacific Time (US & Canada)

192.168.178.50, IPv6 enabled
172.16.1.254, IPv6 enabled

anagement Enabled | g
ss Enabled

00491-60338-75066-AA882 (activated)

-—
systemversion  Mic Datacenter Pr 13th Gen Intel(R) Core(TM) i7

| EVENTS
‘ Al eve TASKS v
} ) H) v O
| -
| SeverName D Severity Source Log Date and Time

SV25DITL 1014 Waming Microsoft-Windows-DNS Client Events System  0.12.2024 06:26:09

SV25DITL 1014 Warning Microsoft-Windows-DNS Client Events System  00.12.2024 06:0001

SV25DITL 1800 Wamnina Microsoft-Windows-TPM-WMI Svstem 09.12.2024 060001

Viewing the Azure Arc connection in Server Manager
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Option 2: Azure Arc setup

To initiate Azure Arc Setup on Windows Server 2025, click the Azure Arc system tray icon and select Launch Azure Arc
Setup, or access it via the Server Manager under the Azure Arc Management section. @iThis launches a wizard that
guides you through the installation. In the wizard, you must provide your data (subscription, resource group, region,
operating system, connectivity).

¥ Azure Arc Setup = O X

Get Started with Azure Arc

Install Azure Arc

Azure Arc connects your server to Azure, giving you fast access to Microsoft’s best management,
monitoring and security services.

With Azure Arc, you can:

* Enable Microsoft Defender for Servers to protect your servers from active threats
= Monitor your servers and quickly query logs without setting up any infrastructure
= Automatically onboard and configure your server to comply with Azure best practices

Learn more at https://aka.ms/Azurefrc

Please review the Azure Connected Machine agent license terms before proceeding as they
govern your use of the agent. By clicking 'Next' to download the agent, you accept the license
terms. Once the agent has been installed, you will be prompted to configure and connect the
agent to Azure. To view the license terms, see https://aka.ms/AzureArclicenseTerms

Privacy Statement

s

Configure Cancel

Managing Windows Server 2025 via Azure Arc

After connecting your server to Azure Arc, you can manage Windows Server 2025 directly in the Azure Portal. You will have
access to features such as:

Monitoring: Keep track of your server’s status.
Update management: Centrally install updates.
Security policies: Implement compliance standards, such as Azure Policy.

The portal also provides an overview of the current actions needed for the server.
Conclusion

Azure Arc streamlines Windows Server management, enhancing control over hybrid environments and enabling Azure
services. This integration allows on-premises or multi-cloud Windows Servers to utilize Azure services such as Azure
Policy, Azure Monitor, and Azure Security Center. For more information, visit the Azure Arc Portal.
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Enable Windows Server 2025 Hotpatching

By Markus Elsberger

Hotpatching in Windows Server 2025 allows admins to apply critical updates without restarting the system. Hotpatching is
available in the Standard and Datacenter editions of Windows Server 2025. It can be used in on-premises environments,
the Azure cloud, or virtual servers with VMware or Hyper-V, provided that Virtualization-Based Security (VBS) is supported.

What is Hotpatching?

Hotpatching updates the in-memory code of running processes, enabling the application of security updates without
requiring a restart. Unlike traditional updates, which necessitate restarts because files cannot be replaced while in use,
Hotpatching allows system updates while avoiding restarts.

Syl iy

& Settings

@  Administrator Windows Update

@P  Local Account
m You're up to date
Find a setting Q. u ast checked: Today, 140 PM G GIEATapERen

System

2024-08 Cumulative Update for Microsoft server

Bluetooth & devices operating system Version 24H2 for x64-based Completed
Systems (Hotpatch capable) (KB5041570)

Network & internet

Windows Malicious Software Removal Tool x64 -

v5.127 (KB890830)

: Completed
Personalization

Apps 2024-08 Cumulative Update for NET Framework 3.5
and 4811 for Microsoft server operating system Completed
P version 24H2 for 64 (KB5042098)

Security Intelligence Update for Microsoft Defender
Antivirus - KB2267602 (Version 1.417.94.0) - Current Completed
Channel (Broad)

Time & language

Accessibility

Great news! The latest security update was installed X

without a restart.

Privacy & security

| Windows Update
Learn more

Notification from Windows Update indicating that Hotpatching has been applied

Windows Server 2025 Hotpatching only updates security-relevant components. Hotpatch update packages are smaller,
reducing installation times and conserving CPU and storage resources.

Hotpatching offers these advantages:
Minimal downtime: Servers remain operational as no restarts are necessary.
Improved security: Security updates can be applied immediately without waiting for maintenance windows.

Reduced planning time: It simplifies the planning and execution of maintenance tasks.

Hotpatching requirements

The Hotpatching feature is dependent on the following requirements:
Supported editions: Standard or Datacenter editions of Windows Server 2025
Stable internet connection: Essential for accessing Microsoft update servers
Azure Arc integration: Connection to Azure Arc to manage Hotpatch updates

Virtualization-Based Security (VBS): Systems support for VBS
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VBS uses hardware virtualization to create an isolated environment that protects critical system processes and sensitive
data from unauthorized access or malware.

Enable Hotpatching on Windows Server 2025
Connect to Azure Arc

If your server is not yet connected to Azure Arc, follow these steps:

1. Open Azure Portal: Log in to the Azure portal.

2. Add Azure Arc for Servers: Navigate to Azure Arc > Servers > + Add.

3. Download the installation script: Download the script to connect the server to Azure. Alternatively, use the setup
assistant in Windows Server 2025 to connect directly.

4. Run the script: Execute the script on your server to register it with Azure Arc.

5. Test the connection: Verify that your server is visible in the portal under Azure Arc.

¥ Azure Arc Setup = O X

Get Started with Azure Arc

Install Azure Arc

Azure Arc connects your server to Azure, giving you fast access to Microsoft’s best management,
monitoring and security services.

With Azure Arc, you can:

* Enable Microsoft Defender for Servers to protect your servers from active threats
= Monitor your servers and quickly query logs without setting up any infrastructure
= Automatically onboard and configure your server to comply with Azure best practices

Learn more at https://aka.ms/Azurefrc

Please review the Azure Connected Machine agent license terms before proceeding as they
govern your use of the agent. By clicking 'Next' to download the agent, you accept the license
terms. Once the agent has been installed, you will be prompted to configure and connect the
agent to Azure. To view the license terms, see https://aka.ms/AzureArclicenseTerms

Privacy Statement

s

Configure Cancel

Connecting to Azure Arc
Enable Hotpatching

Configure Azure Update Manager

1. Navigate to Overview
2. Select your server

Enable Hotpatching (Preview)

1. Ensure your server has the necessary license.
2. Save the configuration.
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o Copilot 3 S
I =00 ¥ STANDARDVERZEICHNIS @0

Home > ELS-Ressource-MacPro >

B sv25ditl

== Machine - Azure Arc

[Psearch o « il Delete () Refresh A Feedback

Hotpatch (preview) X

With a Hotpatch subscription, your organization can minimize downtime caused by security
updates thanks to smaller and faster installations, fewer reboots, and lowered workload CPU
utilization. You'll only be charged for months where reboots are skipped. Learn more G

| & overview
@ Activity log
A Access control (IAM)

@ Tags

X Diagnose and solve problems

v Settings
& Connect
© Security
©] Extensions
1I! Properties

£ Locks

<

Operations

& Policies

(5] Machine Configuration
E¥ Run command (preview)

B 5qL Server Configuration

# Updates
& Inventory

% Change tracking

A Essentials Virtualization-based security

Resource group (move) : ELS-Ressource-MacPro
available if VBS is enabled

Status : Connected
Location (move) Germany West Central VBS Status
Subscription (move Azure subscription 1

Hotpatch
Subscription ID i
Agent version : 147.02843.1892

Enable hotpatching * @
Tags (edit) : Add tags

Capabilities Recommendations Tutorials

& Hotpatch (preview) ﬁ Updates

Enroll in Hotpatch to receive Customize updates for your Arc-

monthly security updates without enabled server.

reboots.

@ Enabled @ enable periodic assessment
- ~ .

Enabling Hotpatching in Azure Arc

Troubleshoot Hotpatching activation

VBS is a prerequisite for using Hotpatch. Regardless of enrollment, hotpatches will only be

| want to license this Windows Server to receive monthly hotpatches

& Give feedback

Possible issues include the server not being connected to Azure Arc or VBS not being active. In the first case, ensure an

active internet connection and that your Azure account credentials are available.

VBS is supposed to be enabled by default on Windows Server 2025, but this might not always be the case. You can use
the systeminfo command to verify if VBS is active.

‘ System Information
File Edit View Help

b

System Summary
Hardware Resources
omponents
Software Environment

Item Value

Boot Device \Device\HarddiskVolume1
Locale United States

Hardware Abstraction Layer Version = "10.0.26100.1"
User Name Not Available

Time Zone Pacific Standard Time
Installed Physical Memory (RAM) 4,00 GB

Total Physical Memory 3,06 GB

Available Physical Memory 730 MB

Total Virtual Memory 4,44 GB

Available Virtual Memory 2,08 GB

Page File Space 1,38 GB

Page File C:\pagefile.sys

Kernel DMA Protection Off

Virtualization-based security Require... Base Virtualization Support, Secure Boot, DMA Protection
Virtualization-based security Availabl... Base Virtualization Support, Secure Boot, DMA Protection, UEFI Code Read...
Virtualization-based security Services...

Credential Guard, Hypervisor enforced Code Integrity

Virtualization-based security Services... Credential Guard, Hypervisor enforced Code Integrity

App Control for Business policy Enforced
App Control for Business user mode ... Off
Automatic Device Encryption Support  Not Available
A hypervisor has been detected. Feat...

Find what: Find

() Search selected category only [JSearch category names only

Verifying that VBS Status Hotpatching in Windows Server 2025 is enabled

If VBS is not active, you can turn it on with this Group Policy setting:

Computer Configuration > Administrative Templates > System > Device Guard > Turn On Virtualization Based Security
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| File Classification Infrastru
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Filesystem
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| Group Policy
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7 iscst
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2 setting(s)

Edit

enabled

Requirements:
At least Windows Server 2016,

{8 Tum On Virtualizatiof

Virtualization Based Security is

Virtualization Based Security
uses the Windows Hypervisor to
provide support for security
services. Virtualization Based
Security requires Secure Boot, and
can optionally be enabled with the
use of DMA Protections, DMA
protections require hardware
support and will only be enabled
on correctly configured devices.

™

Virtuslization Based Protection of Code Integrity:

[ Enabled with UEF lock <]

() Require UEFI Memory Attributes Table

Machine Identity solstion Configuration:

Enabled in enforcement mode |

Secure Launch Configuration:

[ Enabled |

to provide suppert for security services. Virtualization Besed
Security requires Secure Bost, and can optionally be enabled
with the use of DMA Protections, DMA protections require
hardware suppert and will enly be enabled on correctly

i e Windaws 10 configured devices.
Disk Quotas Description: Erfenho S Oarigimhon Virtualization Based Protection of Code Integrity
Display [ Enabled with UEFI lock ] _

Distributed COM Specifies whether itk it | This setting ensbles virtuslization based protection of

Kernel Mode Code Integrity. When this is enabled, kernel mode
memory protections are enfarced and the Code Integrity
validation path is protected by the Virtualization Based Security
festure.

The "Disabled" option turns off Virtualization Based
Protection of Code Integrity remotely if it was previously turned
on with the “Enabled without lock optian.

Cancel

Apply

"\ Extended  Standerd

Enabling Virtualization-Based Security (VBS) with Group Policy

Verify Hotpatch updates

In Windows Update, you can confirm that Hotpatching is working:

Settings > Windows Update > Update History

You have to look for updates labeled Hotpatch.

< Settings 2 =
@  Administrator Windows Update > Update history
@  Local Account
R
lity Updates (2) 2
Find a setting Q Quality Updates (2)
2024-10 Cumulative Update for .NET Framework 3.5 and 4.8.1 for Microsoft server operating system version 24H2 for x64 (KB5044030) L rigie
System Successfully installed on 25.11.2024
Bluetooth & devices 2024-11 Cumulative Update for Microsoft server operating system Version 24H2 for x64-based System} (Hotpatch capable) (KB5046696) L
earn more
Successfully installed on 25.11.2024
Network & internet
Personalization Definition Updates (3) s
Apps — nd
e Hotpateh
Other Updates (1) o S
Accounts
Time & language
Related settings
Accessibility
Privacy & security @ Uninstall updates >
] Windows Update
& Recovery 3,

Locating hotpatches in Windows Update

Hotpatch update strategy

At the beginning of each calendar quarter—January, April, July, and October—your servers receive a comprehensive
monthly security update. This standard update includes the latest security fixes, new features, and enhancements and is
completed with a restart.
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In the following two months, so-called Hotpatch updates are provided. These contain only security updates, which can be
installed without a restart, ensuring your servers remain protected.

At the start of the next quarter, the cycle begins anew.

With this optimized update strategy, the required restarts are decreased from twelve to four annually, complemented by
eight scheduled Hotpatch updates yearly.

Conclusion

Hotpatching in Windows Server 2025 streamlines the update process, making it faster, safer, and more user-friendly. This
means reduced maintenance effort and enhanced security for administrators and IT professionals. In critical environments
where downtime leads to considerable disruptions, Hotpatching offers substantial improvement.
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Windows Server 2025 Routing and Remote Access Services (RRAS)

By Markus Elsberger

Routing and Remote Access Service (RRAS) provides secure remote connectivity and network management on Windows
Server. With support for modern VPN protocols like SSTP and IKEv2, RRAS ensures encrypted connections, reliable
routing, and seamless access to internal resources, making it ideal for hybrid and remote work environments. This guide
covers the latest updates in Windows Server 2025, including changes to VPN protocol support and step-by-step
instructions for configuration and optimization.

What is Routing and Remote Access Services (RRAS)

Remote Access Services (RRAS) is a feature in Microsoft Windows Server that allows organizations to set up secure
remote access to their networks. This feature enables users to connect to the organization’s network from remote locations
through the internet or private networks. RRAS offers various services, including:

« Virtual Private Network (VPN): Supports secure encrypted remote connections through protocols such as SSTP,
IKEv2, and the older L2TP.

* Routing Services: Functions as a router to relay data across network segments.

« Dial-Up Networking: Enables remote connections via telephone lines.

+ Network Address Translation (NAT): Allows private IP addresses to connect to the internet through a shared
public IP.

« Firewall and IP Filtering: Provides fundamental security measures for network traffic.

RRAS is widely used for hybrid work settings, allowing employees to securely access internal resources. It can be
configured using Windows Server Manager or PowerShell.

Change on Windows Server 2025

New installations of Routing and Remote Access Services (RRAS) on Windows Server 2025 no longer accept VPN
connections via PPTP and L2TP protocols by default. Nevertheless, you can enable these protocols if required.
Connections using SSTP and IKEv2 remain unaffected and function as before.
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E Routing |

File  Actior Microsoft Windows Server
£m ‘ ’J Version 21H2 (OS Build 20348.887)
| © Microsoft Corpeoration. All rights reserved
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Devices
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Remote Access VPN Port PPTP, L2TP on Server 2022

Current settings keep their original functionality. For example, if you're operating Windows Server 2022 with PPTP and
L2TP connections activated and you carry out an in-place upgrade to Windows Server 2025, those connections will still
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E Routing and Remote Access — O
File [}Action View Help
e[ E Gz Hem

= ing and Remote Access . R 7 x

9 Server Status
v 3 SV25DITL (local)

Name

B Network Interfaces 5 waN Miniport (55

T Ports P WAN Miniport (S5 Rting and Remote Access (RRAS) uses the devices isted below.

T Remote Access Clients (1| & WAN Miniport (S

23 Remote Access Logging £} WAN Miniport (55 b | Ueed By [Tpe Jobeb ]
s H P A3 WAN Miniport (55| WAN Mripor SSTP) ée  SSTP 1

> M IPvE A3 WAN Miniport (S5
P WAN Miniport (55
A3 WAN Miniport (S5
A3 WAN Miniport (55
A3 WAN Miniport (55
23 WAN Miniport (S5

B3 WAN Miniport (55 By DQf‘Ult on seI'VQI' 2025

22 WAN Miniport (S5
A3 WAN Miniport (SS N b f P ﬂ o
A3 WAN Miniport (S5 U m e r O 0 3 -

P WAN Miniport (55
A3 WAN Miniport (SS

23 WAN Miniport (55 Configure... |

ZPWAN Miniport (55

A2 WAN Miniport (S5

=P WAN Miniport (55 Cancel Aoply

2 WAN Miniport (S5 5 yer ver w7 - Y ey

gWAN Miniport (S5TP) (VPN1-79) VPN RAS/Routing Inactive |

Remote Access VPN Port PPTP, L2TP on Server 2025

27


https://4sysops.com/wp-content/uploads/2025/01/Remote-Access-VPN-Port-PPTP,-L2TP-on-Server-2022.png
https://4sysops.com/wp-content/uploads/2025/01/Remote-Access-VPN-Port-PPTP,-L2TP-on-Server-2022.png
https://4sysops.com/wp-content/uploads/2025/01/Remote-Access-VPN-Port-PPTP,-L2TP-on-Server-2025.png
https://4sysops.com/wp-content/uploads/2025/01/Remote-Access-VPN-Port-PPTP,-L2TP-on-Server-2025.png

Enable VPN on Windows Server 2025

Prerequisites
To configure the Routing and Remote Access protocols, make sure you have these prerequisites:

* Windows Server 2025 with the DirectAccess and VPN (RAS) role service installed and configured.
« Membership in the Administrators group or similar permissions. For RAS servers connected to the domain, an
account with administrative rights on the server is required.

About the VPN protocols

Routing and Remote Access Services (RRAS) enables remote users and site-to-site links via virtual private networks
(VPN) or dial-up connections.

RRAS supports various VPN protocols such as PPTP, L2TP, SSTP, and IKEv2. In the past, authorized clients could
connect using any enabled protocol. However, with Windows Server 2025, there’s a significant change: new RRAS
installations will not accept PPTP and L2TP connections by default.

This modification applies solely to new installations. Upgrading from Windows Server 2022 to 2025 will not disrupt existing
PPTP and L2TP configurations. This alteration does not affect Windows client operating systems. While IKEv2 is an option,
you may also opt for SSTP. However, | recommend against using L2TP or PPTP due to their insufficient security features.

Install VPN on Windows Server 2025

Install RRAS

1. Open Server Manager > Click Add Roles and Features.
2. Select Remote Access > Choose Routing and Remote Access Services (RRAS).
3. Complete the installation and restart if required.

o Server M

v @ | F Manage Tools View Help

Server Manager * Dashboard

#- Add Roles and Features Wizard - O X
0 Local Sen i e DESTINATION SERVER
= Select server roles sv2sat
EE All Server
B ki <
B File and ¢ Select one or more roles to install on the selected server,

Roles Description

] Active Directory Certificate Services
| Active Directory Domain Services

Remote Access provides seamless
connectivity through DirectAccess,

VPN, and Web Application Proxy.

] Active Directory Federation Services
DirectAccess provides an Always On

] Active Directory Lightweight Directory Services
] Active Directory Rights Management Services
] Device Health Attestation

and Always Managed experience.
RAS provides traditional VPN

] DHCP Server services, including site-to-site
] DNS Server (branch-office or cloud-based)
connectivity, Web Application Proxy Hide

enables the publishing of selected
HTTP- and HTTPS-based
applications from your corporate
network to client devices outside of
the corporate network. Routing
provides traditional routing
capabilities, including NAT and other
connectivity options. RAS and
Routing can be deployed in single-
tenant or multi-tenant mode.

m File and Storage Services (1 of 12 installed)
_] Host Guardian Service

(] Hyper-V

] Network Controller

] Network Policy and Access Services
] Print and Document Services

)

] Remote Desktop Services

[ Volume Activation Services

[C] Web Server (lIS)

[] Windows Deployment Services

[
[
[
[
[
[
[
[
[] Fax Server
[
{
[
{
[

[ <Previous | [ Nea> |

BPA results rFerrormance

BPA results

Cancel

Install Remote Access
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Installing DirectAccess and VPN (RAS)
Configure RRAS

1. Open RRAS Management Console (rrasmgmt.msc).

2. Right-click the server name > Select Configure and Enable Routing and Remote Access.
3. Choose VPN Access and NAT or just VPN Access.

4. Follow the wizard to specify network interfaces and address assignments.

Select role services 7 Add Roles and Features Wizard X |
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Routing and Remote Access Server Setup Wizard

Configuration
You can enable any of the following combinations of services, or you can
customize this server

* Remote access (dial-up or VPN)

Allow remote clients to connect to this server through either a dial-up connection or a

secure vitual private network (VPN) Intemet connection. Hide
" Network address translation (NAT)

Allow intemal clients to connect to the Intemet using one public IP address

" Virtual private network (VPN) access and NAT

Allow remote clients to connect to this server through the Intemet and local clients to
connect to the Intemet using a single public IP address.

" Secure connection between two private networks
Connect this network to a remote network, such as a branch office.

" Custom configuration
Select any combination of the features available in Routing and Remote Access

Events
Performa

< Back Next > Cancel
BPA resul

BPA results

Enable Remote Access (Dialup VPN)
Configure VPN Protocols

1. SSTP and KEv2 are supported on Windows Server 2025.
2. Make sure that the firewall allows access to ports such as 443 for SSTP and 500/4500 for IKEv2.

Enable user VPN Access

1. Open Active Directory Users and Computers.
2. Edit user properties > Go to the Dial-In tab > Select Allow access under Network Access Permission.

Test the connection

1. On a client device, set up a VPN connection by using the public IP address or domain name of the server.

2. Select the VPN type (e.g., SSTP, IKEv2) along with your credentials.
3. Connect and verify access to the internal network.

Tip: Always ensure strong authentication for the VPN and regularly monitor its usage.

Conclusion

Windows Server 2025 improves VPN functionality by enhancing security and performance. It supports modern protocols
such as SSTP and IKEv2, while phasing out outdated ones like PPTP. With features including encryption, user access
control, and easy integration with Active Directory, it offers a strong solution for secure remote access. By utilizing these
features, organizations can guarantee reliable connectivity for remote users, addressing the needs of hybrid and remote

work settings. Effective configuration and management are crucial for optimizing security and efficiency.
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Windows Server 2025 Network ATC: Automatically configure networks in a
cluster using intends
By Wolfgang Sommergut
Setting up management, compute, and storage networks in a Windows cluster can be challenging and error-prone.
Network ATC automates this process. Available in Azure Stack HCI since version 21H2, it is now integrated into Windows

Server 2025.

Windows clusters have fairly strict networking requirements. The nodes should be mostly identical servers, ideally using
the same network adapters for each traffic type.

NICs on each server should be consistently named for optimal administration, ensuring storage connection adapters share
the same designation across all servers. This consistency streamlines management.

Common tasks when setting up networks

When multiple traffic types use the same adapters, assigning distinct VLANs for each is typical. QoS settings can then be
applied to limit the maximum bandwidth for each VLAN.

Conversely, when multiple adapters are available for specific traffic types, you can combine them using NIC teaming or
Switch-Embedded Teaming (SET). This allows multiple traffic types to flow over a single NIC team, with QoS handling their
respective bandwidth allocations.

Configuring networking in a cluster usually involves creating multiple virtual switches and assigning them to the physical
NICs.

Checklist:

- Adapter Settings

- Management VLANs

- Storage VLANs

+ HostvNICs

- Team Mappings

- vSwitch Load Balancing Mode

+ Management and/or Storage MTU

« Cluster and SMB Policies,
Reservations, Traffic Classes

« IEEE Priority Tags
+ Many more!

Microsoft’s (incomplete) checklist for network configuration in a Windows cluster
It's evident that the effort needed for these tasks increases as the number of cluster nodes grows.

This extends to maintenance and detecting deviations from the original configuration. Network ATC handles this by
rectifying manual alterations to individual node networks.

Automation using Network ATC

Network ATC aims to free administrators from manually configuring cluster networks. It automatically implements
Microsoft's recommended best practices while allowing specific settings to be customized through overrides when
necessary.
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For reference on Microsoft's recommended settings, the default values for storage VLANs are available in the

documentation.

Install Network ATC

Network ATC, available in Windows Server 2025, can be installed through Server Manager or PowerShell, similar to other

features.
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Select features
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Remote Assistance
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L]
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etup and Boot Event Collection
imole TCP/IP Services

]
[l
L
]
]
=

S
S

< Previous

= O X

DESTINATION SERVER
WIN-DPFMVLGTVFC

Description

Deploys and maintains the Hyper-
Converged Infrastructure (HCI)
network configuration

Cancel

Installing Network ATC via the Server Manager wizard

Alternatively, you can install it using PowerShell with the following command:

1. Install-WindowsFeature -Name NetworkATC -IncludeManagementTools

Both Windows Admin Center (WAC), which provides a dedicated extension, and PowerShell can be used to manage
Network ATC. Since PowerShell allows relatively straightforward management, the notoriously slow WAC, often plagued by
remote management issues, doesn’t offer a significant advantage in this case.

Preparations

Ensure that NICs with the same function across all nodes are assigned identical names before proceeding.

Furthermore, ensure that each adapter displays an Up status. You can check this using PowerShell by executing the

following command on one of the cluster nodes:

1. Get-NetAdapter -CimSession (Get-ClusterNode) .Name
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Windows PowerShell
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Install the latest PowerShell for new features and improvements! https://aka.ms/PSWindows
PS C:\Users\eroot> Get-NetAdapter (Get-ClusterNode) . Name

Name ceDescription ifIndex Status
NIC1 Microsoft Hyper-V Network Adapter
NIC3 Microsoft Hyper-V Network Adapter
NIC1 Microsoft Hyper-V Network Adapter
NIC2 Microsoft Hyper-V Network Adapter
NIC2 Microsoft Hyper-V Network Adapter
NIC3 Microsoft Hyper-V Network Adapter
NIC3 Microsoft Hyper-V Network Adapter
NIC1 Microsoft Hyper-V Network Adapter
NIC2 Microsoft Hyper-V Network Adapter

7
5
6
3
5
4
9
5
u

=PS C:\Users\eroot>

Displaying NIC names and status in the cluster with PowerShell

Configuration using intents

Network configuration is controlled through intents, specifying the desired purpose for each network. Each physical NIC
can be assigned to only one intent.

To display existing intents, use this command:

1. Get-NetIntent | select IntentName, IntentType, NetAdapterNameCsv

At first, the list will be empty, enabling you to define your intents. You can create new ones using the Add-Netintent cmdlet.
For instance, to set up the management network, execute the following command on one of the cluster nodes:

1. Add-NetIntent -Name Mgmt -Management -AdapterName NIC1
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PS C:\Users\eroot>
PS C:\Users\eroot> Get-NetAdapter (Get-ClusterNode) . Name

ifIndex Status Mach LinkSpeed
/ Network Adapter
/ Network Adapter
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Mgmt NIC1
Mgmt

AR : Forcing u ent wh ement is specified
Checking if exact intent reques g E v
Checking if specified p ical adapters conflict with an existing intent
Validating if physical NI vith the name exist on node w —-nodel and have status 'Up'
Found NIC1 on ws2025-nodel
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Validating if g al NICs with the name exist on node WS2025-Node2 and have status 'Up'
Found NIC1 on WS2025-Node2
Validating physical NICs on 25-Node2 are symmetric
E i cal NICs t Node3 a ave status 'Up'
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Validating physical NICs on W
The specified Storage Vlan for N
Submitting Intent request for mgmt

Checking for ing global intent
No existing g intent. Putting global intent with default parameters

etIntentStatus to see provisioning status. Deployment can take several minutes to complete.

Configuring the management network using PowerShell

In this simple example, the NIC1 adapter would be configured for cluster management on all nodes. The process may take
a while, and you can track its progress with the following command:

1. Get-NetIntentStatus —-Name Mgmt

You can also assign two NICs for this task, and Network ATC will automatically set up NIC teaming.

1. Add-NetIntent -Name Mgmt -Management -AdapterName NIC1l, NIC2

An alternative converged configuration might integrate both management and compute traffic across two NICs:

1. Add-NetIntent -Name CompMgmt -Management -Compute -AdapterName NIC1l, NIC2

If sufficient network adapters are available for optimal performance, you can assign a dedicated NIC or NIC team to each
traffic type.

A storage intent automatically assigns IP addresses to the designated adapters and ensures they are not already in use on
the network. Below is a straightforward example of creating a storage intent:

1. Add-NetIntent -Name Storage -Storage -AdapterName NIC2

Customize intent with override

In a lab environment where cluster nodes run on VMs, attempting to create a storage intent may fail with the error
RdmaNotOperational. This occurs because virtual NICs lack RDMA support.
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PS C:\Users\eroot> Get-NetIntentStatus Storage

IntentName storage

Host ws2025-nodel
IsComputeIntentSet False
IsManagementIntentSet False
IsStorageIntentSet True
IsSwitchlessIntentSet False
IsStretchIntentSet False

LastUpdated 09.03.2024 10:10:21
LastSuccess =

RetryCount 3
LastConfigApplied 1

Error RdmaNotOperational
Progress 1l1of1l
ConfigurationStatus Failed
ProvisioningStatus Completed

IntentName storage

| Pl o kel = [ e |

The Storage Intent will fail if the NICs lack RDMA support, as RDMA is required by default
You can bypass this requirement by using an override. It would look like this:

$override

$override.NetworkDirect = (

ent -Name Storage -Storage -AdapterName NIC2 -AdapterPropertyOverrides $override

:\Users\eroot> New-NetIntentAdapterPropertyOverrides

:\Users\eroot>

:\Users\eroot> .NetworkDirect ]

:\Users\eroot>

:\Users\eroot> Add-NetIntent Storage

Creating a new intent with name Storage

Storage intent was submitted

Override found for Adapter Properties

Checking if exact intent request 'storage' already exists

Checking if specified physical adapters conflict with an existing intent

Validating if physical NICs with the name exist on node ws2025-nodel and have status
Found NIC2 on ws2025-nodel

Validating physical NICs on ws2025-nodel are symmetric

Validating if physical NICs with the name exist on node WS2025-Node2 and have status
Found NIC2 on WS2025-Node2

Validating physical NICs on WS2025-Node2 are symmetric

Validating if physical NICs with the name exist on node WS52025-Node3 and have status
Found NIC2 on WS2825-Node3

Validating physical NICs on WS2025-Node3 are symmetric

The specified Storage Vlan for NIC2 was: 711

Submitting Intent request for storage

Checking for existing global intent

Please check Get-NetIntentStatus to see provisioning status. Deployment can take several minutes to complete.
PS C:\Users\eroot> Get-NetIntentStatus Storage

IntentName : storage

Host : ws2025-nodel
IsComputeIntentSet : False
IsManagementIntentSet : False
IsStorageIntentSet : True
IsSwitchlessIntentSet : False
IsStretchIntentSet : False

LastUpdated 1 09.03.2024 12:10:03
LastSuccess : 09.03.2024 12:10:03
RetryCount H )

LastConfigApplied g il

Error :

Progress :1lofl
ConfigurationStatus : Success
ProvisioningStatus : Completed

Adding a storage intent on an adapter or enabling RDMA support
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In addition to adapter property overrides, the PowerShell module provides several cmdlets for customizing other settings,
such as for switches or storage. You can list these cmdlets with the following command:

1. Get-Command -Noun NetIntent*Over* -Module NetworkATC

Invoking these cmdlets displays a list of modifiable properties. For example, the New-NetintentSiteOverrides cmdlet lets
you configure VLANSs for storage and management networks.

B Administrator: Windows Powe B Administrator: Windows Pows X + v

PS C:\Users\eroot> Get-Command NetIntent*Over* NetworkATC

CommandType Name

Function New-NetIntentAdapterPropertyOverrides
Function New-NetIntentAdapterRssOverrides
Function New-NetIntentGlobalClusterOverrides
Function New-NetIntentGlobalProxyOverrides
Function New-NetIntentQoSPolicyOverrides
Function New-NetIntentSiteOverrides

NetworkATC
NetworkATC
NetworkATC
NetworkATC
NetworkATC
NetworkATC
NetworkATC
NetworkATC

Function New-NetIntentStorageOverrides
Function New-NetIntentSwitchConfigurationOverrides

e N Y
cooocoo@®
coooooO®
coooooO®

PS C:\Users\eroot> New-NetIntentSiteOverrides

Name

StorageVLAN

StretchVLAN

ManagementVLAN :

Instanceld : 807a2987-4f74-4fb7-9112-8e83898b93bd
ObjectVersion : 1.0.0.10

Cmdlets for defining overrides
To limit the bandwidth for SMB traffic to 25 percent, you would configure an override like this:

1. $QosOverride = New-NetIntentQosPolicyOverrides
2. $QosOverride.BandwidthPercentage SMB = 25

If the intent has already been created without the override, you can apply the override later using the following command:

1. Set-NetIntent -Name ComputeStorage -QosPolicyOverrides $QosOverride

Remove intents

Modifying existing intents is limited to applying overrides. Other changes require removing the Intent and creating a new
one.

The Remove-Netintent cmdlet is used for this task. However, it only deletes the intent and does not revert the network
configuration changes it applies. As a result, you must manually clean up associated settings, such as switches or NetQoS
configurations.

Summary

Windows Server 2025 introduces Network ATC, a feature first seen in Azure Stack HCI, which significantly streamlines and
accelerates network configuration in clusters. It also tracks manual setting changes and automatically restores them to
maintain consistency.

Network ATC operates on the concept of intents—predefined configurations for managing storage, compute, and network
resources. These intents align with Microsoft’s best practices and automate tasks like NIC teaming and vSwitch setup.
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You can use overrides to apply custom configurations that are different from the ATC defaults. Microsoft offers two main
tools for managing Network ATC: Windows Admin Center (WAC) and PowerShell.

37



New storage features in Windows Server 2025: NVMe-OF initiator, update for
S2D, deduplication for ReFS

By Wolfgang Sommergut

Although the most notable updates in Windows Server 2025 center on Active Directory, Hyper-V, and SMB, the upcoming
OS release also introduces substantial improvements to the storage subsystem. These features include improved NVMe
support, an updated Storage Spaces Direct (S2D), and enhanced deduplication for ReFS.

As most Windows servers are not installed on bare metal, storage choices primarily impact Hyper-V hosts. These individual
servers can store virtual machines (VMs) on local storage, NAS, or SAN.

Hyper-V clusters can pool local storage from nodes with Storage Spaces Direct (S2D) to create volumes on software-
defined storage. Windows Server 2025 maintains the 16-node limit for S2D clusters.

As an alternative to a hyper-converged architecture, you can set up a separate storage tier using a Scale-out File Server
(SoFS). This approach allows compute and storage resources to be scaled independently. Additionally, you can reduce
licensing costs since the Standard Edition is adequate for running a SoFS, while S2D nodes require the Windows Server
Datacenter Edition.

Windows Server 2025 Storage Opt

Hyperconverged —
nfrastructure L S el

Cluster
Storage Scale-out Storage o —
Options = e

SANStorage | — c—1

Storage options for Hyper-V clusters

Full support for NVMe

A Hyper-V cluster can connect to SANs using iSCSI, Fibre Channel, and, starting with Windows Server 2025, the
integrated initiator for NVMe over Fabrics (NVMe-OF). Initially limited to TCP, future updates will add RDMA support for
workloads needing lower latency.

Microsoft promises significantly higher performance on NVMe storage, with up to 90% more IOPS. This improvement is
expected to come with lower CPU utilization, freeing up more compute power for VMs.

Storage Spaces Direct

A key innovation in Storage Spaces Direct (S2D) is its support for thin provisioning, which enables overcommitting physical
storage and consuming space only when data is written. Existing fixed volumes can be converted to thin provisioning.

Thin volumes can be set as the default for a storage pool, or admins can choose the preferred type when creating new
volumes.
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Thin or fixed volumes can be set as the default for storage pools, or you can select the type when creating them

Windows Server 2025 enhances S2D for drive repair and resynchronization. When a faulty disk is replaced, S2D
automatically restores data to the new disk, leveraging redundant storage in the pool.

Synchronization is also required when an offline node is brought back online.

In Windows Server 2025

Adjustable Storage Repair and Resync Speed

+ Repair and resynchronization operations could affect resource constrained workloads (VMs)
» Repair Example: Drive replacement

= Resynchronization Example: After restart of a node

* Repair speed is tunable using Windows Admin Center or PowerShell

+ Administrator can optimize for Svoroge Syeces snd povls
» Workload (e.g. VM) performance PRSP

+ Repair/resync speed /

. Megum recommended)

Optimize for Favor repair Optimize for
workloads Favor workioads Galanced or resync repair or resync

Resource allocation to S2D sync and repair can be prioritized in five levels

Admins can prioritize S2D operations over workloads or prioritize VMs, delaying S2D synchronization. Windows Server
2025 offers five levels for allocating resources between these tasks.

Deduplication and compression for ReFS

Since Windows Server 2016, the Resilient File System (ReFS) has supported data deduplication, but this feature was
restricted to cold data, such as shared drives on a file server.
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Windows Server 2025 explicitly supports deduplication for ReFS drives storing virtual machines. In Azure Stack HCI 24H2,
this includes Azure Virtual Desktop images. With VHD(X), the potential savings are substantial due to high redundancy.

In Windows Server 2025

REFS Deduplication and Compression

Sy Significant savings m

Over 60% storage savings in virtualization, backups ~ |== 7 "= g o e o
file server workloads =

Includes Azure Virtual Desktop on Azure Stack HCI

v’ Easy to manage

Use Windows Admin Center or PowerShell cmdlets = wim nam
Schedule, monitor and start optimizations ”
v' Smart and efficient — N e A (i [Szmmn [ e
Cluster-aware, low overhead .- - S— “W*»,Jv\“!\,s,”‘,w_,,. VY ATy
! L i i | AR NPOET T ey
Deduplicates only new or changed data = DU i b T AL B pac L

¥ Multiple modes

Choose from deduplication only, compression only, or both (default)

Compression has two separate algorithms enable choice of aggression

v" Administrator enablement required

Deduplication and compression for ReFS can be controlled via the Windows Admin Center

Deduplication and compression for the Resilient File System (ReFS) can be managed through the Windows Admin Center

or PowerShell. PowerShell now offers two distinct algorithms optimized for either higher compression ratios or greater
speed.

Summary

Windows Server 2025 brings numerous enhancements to the storage subsystem, including enhanced NVMe support with
an integrated NVMe-OF initiator, promising significantly improved performance for these storage media.

Thin provisioning support in S2D, a crucial feature also found in competitor platforms like VMware and Nutanix, allows for
dynamic utilization and overcommitting of physical storage space.

ReFS’s advanced deduplication capabilities can manage frequently changing data, making it especially advantageous for
virtual disks, where the potential for savings is significant.
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Windows Server 2025: New security features for file services (SMB, NTLM)

By Wolfgang Sommergut

The announced support for SMB over QUIC in all editions of Windows Server 2025 marks a significant advancement for
the file services role. In addition, the upcoming LTSC server release brings several new mechanisms designed to enhance
the security of traditional SMB over TCP or RDMA.

One key advantage of SMB over QUIC lies in its superior performance when accessing file shares. However, it also
enhances the security of file services by acting as an SMB VPN for users working remotely. The SMB traffic, including
authentication, is routed through a TLS 1.3-encrypted tunnel.

Despite Microsoft’s assertion that SMB over QUIC is the future, traditional transport mechanisms will continue to exist.
Windows Server introduces several features to enhance their security as well.

Block NTLM authentication for SMB connections

By default, clients and servers negotiate the authentication protocol using SPNEGO. Typically, Kerberos is utilized for
connections between domain-joined machines.

However, NTLM authentication occurs in specific situations, such as when:

« the client establishes a connection via an |P address;
» the Kerberos CIFS Service Principal Name for the SMB server is missing in the Active Directory;
» alocal user account is used to log on to the SMB server.

In the medium to long term, Kerberos extensions will eliminate this necessity for NTLM authentication. In the meantime,
Microsoft provides the option to block NTLM for SMB. However, connections will fail if NTLM must be used due to the
previously mentioned reasons.

Blocking via Group Policy

For this purpose, Windows 11 and Server 2025 introduce a Group Policy named Block NTLM (LM, NTLM, NTLMv2). 1t is
available specifically for the SMB client and can be found under Computer Configuration > Policies > Administrative
Templates > Network > Lanman Workstation.
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Group Policy settings for blocking SMB authentication using NTLM

If individual servers rely on NTLM authentication, you can define exceptions for them. The group policy Block NTLM Server
Exception List serves this purpose.

Restrict NTLM authentication using PowerShell
In addition, it is possible to disable NTLM with PowerShell for all or specific SMB servers:

1. Set-SMbClientConfiguration -BlockNTLM S$true

This command globally changes the configuration of the SMB client. To narrow the scope to a specific connection, use the
following:

1. New-SmbMapping -RemotePath \\server\share -BlockNTLM $true

The current status of this property can then be queried with

1. Get-SMbClientConfiguration | select BlockNTLM

and

1. Get-SmbMapping | select BlockNTLM
Even the old net use command now has a /blockntim switch.

Limit the number of NTLM login attempts

If hackers manage to guess usernames or extract them from the Active Directory, they can send NTLM login attempts to an
SMB server at very short intervals.

Typically, dictionaries or lists of compromised passwords are used in attempts to guess the passwords of the targeted

accounts. In automated attacks, where several hundred login attempts per second are possible, there is a high chance of
successful authentication in a short period.
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Until now, companies have been able to protect themselves against this by locking accounts after a certain number of

failed login attempts. However, this feature can be exploited for denial-of-service attacks.

Intervals between logins

Windows Server 2025 introduces an alternative protection mechanism against abusive SMB NTLM authentications. The
SMB NTLM Authentication Rate Limiter defines intervals that must elapse between two login attempts. This can be used,

for example, when blocking SMB NTLM is not an option.

This feature slows down automated attacks, significantly extending the time to hack a password.

Configuration via Group Policy

The Enable Authentication Rate Limiter policy can reduce the number of login attempts within a specific interval. This
setting is found under LanMan Server.

cal Gre
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10 setting(s)

» ] Software Settings
> | Windows Settings
~ 7] Administrative Templates
| Control Panel
| Desktop
~ 7] Network

Setting
|iz) Cipher suite order

|iz, Disable SMB compression

E Enable authentication rate limiter

|i=] Request traffic compression for all shares

| Background Intelligent Transfer Service| ®& Enable authentication rate limiter

1 BranchCache

DNS Client

| Fonts

_| Hotspot Authentication

| Lanman Server

1 Lanman Workstation

] Link-Layer Topology Discovery

_| Network Connections

Network Connectivity Status Indicator

| Network Isolation

Network Provider

_| Offline Files

1 QoS Packet Scheduler

SNMP

SSL Configuration Settings
TCPIP Settings

Windows Connect Now
Windows Connection Manager
| Wireless Display

1 WLAN Service

» | WWAN Service

DirectAccess Client Experience Settings E} Enable authentication rate limiter

© Not Configured Comment:
{) Enabled

() Disabled
Supported on:

Opticns:

State Comment
Not configured No
Not configured No
Not configured No
Not configured No
Previous Setting Next Setting

At least Windows Server 2025, Windows 11

Help:
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If you disable this policy setting, the authentication rate limiter

will not be enabled.

If you do not configure this policy setting, the authentication rate
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Throttle logon attempts and brute force attacks via Group Policy.

However, the Group Policy does not allow the configuration of intervals between invalid login attempts; this can only be
done with PowerShell.

Administration via PowerShell

To query the current setting in PowerShell, use the following command:

1.

Get-SmbServerConfiguration | select InvalidAuthenticationDelayTimeInMs
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ralir: Windaws PowerShell

tem32> Get-Sm rerConfiguration | select InvalidAuthenticationDelayTimeInMs

Confirm

Configuring the SMB NTLM authentication rate limiter with PowerShell.

To set the interval between two login attempts, run this command:

1. Set-SmbServerConfiguration -InvalidAuthenticationDelayTimeInMs <milliseconds>

Enforce specific SMB versions

By default, SMB clients and servers negotiate the highest protocol version supported by both sides. With two new Group
Policy settings, administrators can now set a minimum and maximum version of SMB.

This means that you can block older and less secure versions. The lowest available version is 2.0.2. For example, if an
organization sets the policy to the latest version, 3.1.1, all previous versions are no longer allowed.

The Group Policy for setting a minimum and maximum SMB version exists for both the client (outgoing connection) and the
server (incoming connection). It can be found under Computer Configuration > Policies > Administrative Templates >
Network > LanMan Workstation or LanMan Server.
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Selecting the minimum and maximum SMB versions using Group Policy settings
Microsoft also allows configuration through PowerShell. The cmdlets

o Set-SmbClientConfiguration
o Set-SmbServerConfiguration

support new parameters for this purpose: Smb2DialectMin and Smb2DialectMax. As with the Group Policy setting,
SMB202 to SMB311 can be used as values.

The current settings can be queried via Get-SmbClientConfiguration and Get-SmbServerConfiguration.

¥ Admirestrator Windows Foveershel

c

PS C:\WINDOWS\system32» Get-SmbServerConfiguration | select Smb2DialectMin, Smb2DialectMax

smb2DialectMin Smb2DialectMax

65535

v Get-SmbClientConfiguration | selec ' Smb2DialectMax

Smb2DialectMax

Query settings for minimum and maximum SMB versions.

As the above screenshot shows, all SMB versions are allowed by default.
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SMB signing enabled by default

Previously, only connections to a domain controller required SMB signatures. Microsoft will enable SMB signing by default
for both the client and the server.

The decision was delayed due to potential compatibility issues with older systems. Administrators should, therefore,
prepare for this upcoming change.

The following PowerShell commands can be used to query the current client and server settings for SMB signing:

1. Get-SmbClientConfiguration | Format-List RequireSecuritySignature
2. Get-SmbServerConfiguration | Format-List RequireSecuritySignature

Windows PowerShell
Copyright (C) Microsoft Corporation. Alle Rechte vorbehalten.

Lernen 5ie das neue plattformubergreifende PowerShell kennen - https://aka.ms/pscoreé

PS5 Cih\Usersi\wolf: (lientConfiguration | FL reguiresecuritysignature

requiresecuritysignature : False

PS C:\Users\wolf» -SmbServerConfiguration | FL requiresecuritysignature

requiresecuritysignature : False

P5 C:yUsersiwolf: _

Until now, SMB signing has been disabled by default.

Disable SMB signing

If a legacy system does not support SMB signing, it can be disabled for outgoing client connections using the following
PowerShell command in an elevated PowerShell session:

1. Set-SmbClientConfiguration -RequireSecuritySignature S$false

To disable the SMB signature request on the server, use the following PowerShell command:

1. Set-SmbServerConfiguration -RequireSecuritySignature S$false

There are also settings in Group Policy for this task, named Microsoft Network (Client/Server): Communication digitally
sign. These settings exist for the client and server with the options always or “if the other party agrees.”

They can be found under Computer Configuration > Policies > Windows Settings > Security Settings > Local Policies >
Security Options.
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The default SMB signing can be deactivated via Group Policies

Firewall rules activated by default

Previously, when installing the file services role, it not only automatically activated firewall rules for SMB or the spooler
service but also opened the NetBIOS ports. In Windows Server 2025, this is no longer the case. However, the

corresponding rules still exist, a

llowing them to be activated if needed.
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In Windows Server 2025, installing the file server role no longer opens the NetBIOS ports in the firewall
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Summary

The most significant enhancement for file services in Windows Server 2025 is undoubtedly the support for SMB over QUIC
in all editions. This not only improves performance but also enhances security.

In addition, the new OS introduces several improvements to secure SMB across all transport mechanisms. This includes,
notably, the restriction of NTLM authentication at the SMB level, which can either be blocked entirely or delayed by a
specific interval after failed attempts.

Furthermore, users can avoid older versions of SMB by specifying a minimum version through Group Policy settings or

PowerShell. Finally, the default SMB signing and leaving the NetBIOS ports closed in the firewall enhance the security of
file services.
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Windows Server 2025 supports SMB over QUIC in all editions

By Wolfgang Sommergut

One of the main new features of Windows Server 2022 is SMB over QUIC. QUIC serves as an alternative to TCP and
RDMA, providing a secure connection to a file server over untrusted networks. This protocol is based on UDP and TLS 1.3,
enhancing the security and performance of file shares. Windows Server 2025 will include it in all editions, along with the
new QUIC Client Access Control. QUIC has been exclusive to the Azure Edition until now.

A major advantage of QUIC is its mandatory certificate-based encryption. SMB over QUIC is like an SMB VPN for users
working remotely. The server certificate creates a TLS 1.3 encrypted tunnel via UDP port 443. SMB traffic, including
authentication, is not exposed to the underlying network.

SMB Server

Multichannel / Signing / Encryption / Compression

SMBD QUIC

NDK/RD Multiplexing

MA TLS

Congestion
Control

Transport options for Server Message Block SMB

Within the QUIC tunnel, SMB behaves as usual from the user’s point of view, and features such as multi-channel and
compression are still available.

SMB over QUIC as the preferred protocol in the future

Due to these characteristics, Microsoft has positioned SMB over QUIC as a feature for edge servers, i.e., file servers
running in the cloud or DMZ accessible over the internet. This was the reason for restricting QUIC support to the Azure
Edition, which runs in the Microsoft Cloud or on-premises on Azure Stack HCI.

The announcement of SMB over QUIC for Windows Server 2025 aligns with the overall repositioning of the feature as a

secure alternative to SMB over TCP. It hardens file servers even for internal use, and protects NTLM credentials against
leakage. As a result, QUIC will become the preferred transport mechanism for SMB.

QUIC Client Access Control

Compared to the implementation in Windows Server 2022, there is new a feature that allows restricting access to file
servers via QUIC to certain clients. Currently, a server accepts all clients whose certificate chains up to the same root
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certificate as the one used for QUIC on the server.

The new restriction is also based on certificates. Admins add the fingerprints of client certificates to a list of trusted devices
on the server. When a computer connects to the server, it can decide, based on the transmitted certificate information,
whether the client is authorized for access.

In large environments, maintaining the thumbprints of all client certificates on the server could be tedious. Therefore, QUIC

Client Access Control also supports SAN certificates, which can include the names of multiple hosts.

Activating SMB over QUIC

The Windows Server Insider Preview Build 25997 includes SMB over QUIC for all editions, including Standard and
Datacenter. By default, the feature is disabled and must be enabled by the server admin. Clients cannot enforce the use of

the protocol.

The tools for activating SMB over QUIC remain the Windows Admin Center (WAC) and PowerShell. The current version of

WAC is still limited to the Azure Edition for this task and denies QUIC configuration for other OS editions.

Windows Admin Center | Server Manager m Microsoft

e Lol S

Search Tools P

B overview

A Azure hybrid center

& Azure Kubernetes Servic
& Azure Backup
@ Azure File Sync
@ Azure Monitor
© Azure Security Center
§ Certificates
Bk Devices
& Events

Files & file sharing
B Firewall
= Installed apps
& Local users & groups
= Networks
{id Performance Monitor
B PowerShel
B Processes
B Registry

@ Remote Desktop

Tools < Settings

General

File shares (SMB server)
Environment variables
Azure Arc for servers
Power configuration
Remote Desktop

Role-based Access Control

lown ™ “—

File shares (SMB server)

These settings affect all file shares on this server that use the SMB protocol, overruling settings on individual shares.

General settings
@ SMB 1isn't installed

SMB 1 removal ©

@ Don't audit SMB 1 connections
() Audit SMB 1 connections

SMB signing (O

(®) Not required

@

O Required

SMB 3 encryption

@ Not required

() Required from clients that support it
() Required from all clients (others are rejected)

File sharing across the internet with SMB over QUIC

Enable shares on this file server to be accessible across the internet — without using a VPN — by configuring the QUIC protocol. Learn more =

SMB over QUIC is not configured

& configure
Discard changes

Enabling SMB over QUIC in the Windows Admin Center

In PowerShell, the

cmdlets

responsible for this task are
SmbServerConfiguration (see also: How to use SMB over QUIC in Windows Server 2022).

New-SmbServerCertificateMapping and Set-
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EX¥ Administrator: Windows PowerShell

PS C:\Users\wolf> Get-SmbServerConfiguration |
>> select EnableSMBQUIC, RestrictNamedPipeAccessViaQuic, DisableSmbEncryptionOnSecureConnection

EnableSMBQUIC RestrictNamedPipeAccessViaQuic DisableSmbEncryptionOnSecureConnection

PS C:\Users\wolf> _

Checking the status of SMB over QUIC in PowerShell

Summary

Microsoft initially positioned SMB over QUIC, introduced with Windows Server 2022, exclusively for accessing file servers
via the internet. It was therefore only available in the Azure Edition. However, the enhanced security of the QUIC protocol
also benefits purely on-prem environments.

For this reason, all editions of Windows Server 2025 support the QUIC tunnel for SMB. The company hinted that this will
be the preferred transport for SMB in the future.

In addition to making SMB over QUIC available for all Windows Server 2025 editions, they ship with Client Access Control,
allowing access to a file server to be restricted to specific devices.
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Change SMB ports in Windows 11 and Server 2025

By Wolfgang Sommergut

Windows 11 24H2 and Server 2025 improve the SMB protocol with a strong focus on security. One key feature is the ability
to change ports to TCP 445, which offers enhanced security and flexibility. However, this capability is restricted to the QUIC
transport on the server side.

For decades, Windows SMB has been restricted to TCP port 445, preventing the use of other ports. However, this has
changed with the latest operating system versions. Utilizing an alternative port enhances protection against opportunistic
scans and strengthens security alongside measures like SMB traffic signing and encryption.

This modification also offers network administrators enhanced flexibility, especially when SMB traffic traverses a firewall or
load balancer.

Configure alternative ports for SMB client

On the client side, you can define an alternative port for each transport mechanism: TCP, RDMA, and QUIC. The default
ports for TCP and RDMA are TCP 445 (though RDMA doesn’t need it for actual data transfer), while SMB over QUIC uses
UDP port 443.

You can modify the default port using PowerShell, net.exe, or Group Policy.
PowerShell

Microsoft has upgraded the New-SmbMapping cmdlet in PowerShell by adding the parameters TcpPort, RdmaPort, and
QuicPort. You can specify a port number between 0 and 65536.

An example command for mapping a network drive would look like this:

1. New-SmbMapping -LocalPath J -RemotePath \\filer.contoso.com\ppt -TcpPort 487

In this example, the network share ppt on filer.contoso.com is mapped to the local drive J, and the SMB connection will use
TCP port 487.

S Windows PawerShell b + v

PS C:\Users\wolf.WINDOWSPRO> New-SmbMapping 2 \\win81-i7-11\users
Status Local Path Remote Path

\\win81-i7-11\users
PS C:\Users\wolf.WINDOWSPRO> Get-SmbMapping | select

Status 1 OK
BlockNTLM . False
CompressNetworkTraffic : @
GlobalMapping . False
LocalPath ISE

QuicPort 1443
RdmaPort ;445
RemotePath : \\win81-i7-11\users

RequireIntegrity : False
RequirePrivacy . False
SkipCertificateCheck . _False
TcpPort : 874

Setting an alternative TCP port for SMB using PowerShell.
Using net.exe

The equivalent command using net.exe is as follows:

1. NET USE J: \\filer.contoso.com\ppt /TCPPORT:487
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Either way, you can substitute TcpPort with RdmaPort or QuicPort to set up SMB over these protocols using an alternative
port.

Configuration via GPO

A new Group Policy setting has been introduced to centralize the management of the SMB port. It is located under
Computer Configuration => Policies => Administrative Templates => Network => LanMan Workstation and is labeled
Alternative Port Mappings.

Enabling this policy allows you to input the mappings, including the new port, in Alternative Port Registry Mappings. For the
example provided, you would enter:

filer.contoso.com:tcp:487

Each entry includes a server name, transport type, and port number, separated by colons. Unlike the New-SmbMapping
and net.exe commands, specifying the share name is not required here.

8] Editor fiir lokale Gruppenrichtlinien D
File Action View Help

= 2@ = Bm 7

[ Local Computer Policy | Settina State Comment
~ % Computer Configuration & Alternative Port Mappings [m] X
» [ Software Settings
_ Windows Settings i i
~ [ Administrative Tgsmplales 5 Atemative PortMappings Hex eing
» 1 Control Panel
| Desktop O Mot Configured ~ Comment:
¥ Network O Enabled
7| Background Intelligent Transfer Service (B
J BranchCache O Disabled
_| DirectAccess Client Experience Settings Supported on: a4 jaast Windows Server 2025, Windows 11
| DNSClient
_| Fonts
_ Hotspot Authentication Options: Help:
! Lanman Server
: tannkir;g&:;:s;;::usmww Altemative Port Registry Mappings: ‘;r’\:\‘sa;:;rl;z setting determines the alternative port registry mappings used by the
- Network Connections filer.contoso comcp:487]
- Network Connectivity Status Indicator If you enable this policy setting, the first valid mapping will be used if the
I Network Isolation v mapping's server name matches the targeted server name for connectivity.

| Network Provider " >
% Offline Files If you enable this policy setting and do not specify at least one valid mapping, or if

you disable or do not configure this policy setting, then the SMB client will refer to
other methods of determining alternative port usage such as with the NET USE or
New-SmbMapping commands.

| QoS Packet Scheduler
7| SNMP
7 S5L Configuration Settings

» (] TCPIP Settings Bamples
. Windows Connect Now
| Windows Connection Manager contososafile.corewindows.nettcp448
| Wireless Display edgesrv1.corp.contoso.comquic450
_I WLAN Service
5 WWAN Service How to modify this setting:
- ;2:;" Arrange the desired alternative port mappings in the edit box with one mapping

entry per line.

» . Start Menu and Taskbar

oK Cancel Apply

18 setting(s)

Configuring port 487 for TCP on the SMB client.

It is crucial to verify that the SMB server is actively listening on the port you select, regardless of which one you choose.

Alternative port on the server

In this context, “server” applies to any Windows machine acting as an SMB server, not just Windows Server but also
Windows 11. Microsoft offers PowerShell as the only option to configure a non-standard port. The relevant cmdlets are:

Get-SmbServerAlternativePort
New-SmbServerAlternativePort
¢ Remove-SmbServerAlternativePort
Set-SmbServerAlternativePort

The first cmdlet displays the current active port configuration, while the second cmdlet assigns an alternative port to SMB.

1. New-SmbServerAlternativePort -TransportType QUIC -Port 1111

Currently, the TransportType parameter exclusively supports QUIC, meaning TCP and RDMA cannot be assigned different
ports on the server side.

53


https://4sysops.com/wp-content/uploads/2024/12/Configuring-port-487-for-TCP-on-the-SMB-client..png
https://4sysops.com/wp-content/uploads/2024/12/Configuring-port-487-for-TCP-on-the-SMB-client..png

Microsoft likely prioritized SMB over QUIC because it allows direct use over the Internet, often making it necessary to open
various firewall ports. On the other hand, SMB over TCP is usually accessed through a VPN for security reasons.

Although changing the port for all three protocols on the client side is possible, the server only offers the option to adjust
the QUIC port. This combination may not seem practical, but it has advantages beyond Windows environments.

Samba, for instance, allows setting an alternative port by adding an entry in the smb.conf file, as shown below:

1. [global]
2. smb ports = 1445

Selecting a different TCP port on the client can be advantageous if the SMB server is behind a load balancer that may not
manage SMB traffic on port 445.

Prevent port changes

Administrators can use a Group Policy to restrict users from altering the port when mapping a network drive, as this could
disrupt the connection.

This policy, Enable Alternative Ports , is located under Computer Configuration => Policies => Administrative Templates =>
Network => LanMan Workstation.

or fiir lokale Gruppenrichtlinien
File Action View Help
e 2@ Hm T

1=/ Local Computer Policy

« 8 Computer Configuration & Enable Alternative Ports m] X

> || Software Settings
> ] Windows Settings
~ | Administrative Templates
» L.l Control Panel O Not Configured Comment: .
| Desktop ~
v [ Network O Enabled

E Enable Alternative Ports. Previous Setting Next Setting

| Background Intelligent Trar O Disabled v
_| BranchCache Supported on:
DirectAccess Client Experien

DNS Client v
Fonts

Hotspot Authentication
| Lanman Server

At least Windows Server 2025, Windows 11

Options: Help:

Lanman Workstation This policy controls whether the SMB client will enable or disable alternative ports. | &

Link-Layer Topology Discov i . i
If you disable this policy setting, alternative ports will not be used by the SMB

— Network Connections
dient.

| Network Connectivity Statu

~| Network Isolation If you do not configure this policy setting, alternative ports may be used by the
| Network Provider SMB dient.
_| Offline Files

~ QoS Packet Scheduler

| SNMP

_| SSLConfiguration Settings
> [ TCPIP Settings

_ Windows Connect Now

| Windows Connection Mang

~| Wireless Display

» 1| WLAN Service
~| WWAN Service
1 Printers
| Server =
» | Start Menu and Taskbar
P oK Cancel Apply

The configuration of alternative ports on the SMB client can be restricted through Group Policy

This setting must be disabled to prevent the use of alternative ports. If left unconfigured or enabled, the option remains
available.

Conclusion

Microsoft upgraded the SMB protocol in Windows Server 2025 with various enhancements, such as allowing the
configuration of an alternative communication port, eliminating the strict dependency on TCP 445.

The client side allows for adjusting the port for all transports, whereas the server is restricted from configuring an
alternative QUIC port. Consequently, the enhanced flexibility on the client side proves most advantageous when dealing
with third-party products, such as a Samba server.

54


https://4sysops.com/wp-content/uploads/2024/12/The-configuration-of-alternative-ports-on-the-SMB-client-can-be-restricted-through-Group-Policy.png
https://4sysops.com/wp-content/uploads/2024/12/The-configuration-of-alternative-ports-on-the-SMB-client-can-be-restricted-through-Group-Policy.png

Enable Credential Guard on Windows Server 2025

By Markus Elsberger
Credential Guard in Windows Server 2025 enhances security by isolating credentials using Virtualization-Based Security

(VBS). To enable Credential Guard with PowerShell or Group Policy, ensure your systems meet the hardware and firmware
requirements. After enabling Credential Guard, you can use PowerShell to verify its activation.

What is Credential Guard?

Credential Guard is a security feature in Windows Server 2025 designed to protect credentials like Kerberos Ticket-
Granting Tickets (TGTs) and NTLM hashes. It uses Virtualization-Based Security (VBS) to isolate sensitive data in a
protected environment, separate from the rest of the operating system. This makes it harder for attackers to extract
credentials from memory, even with administrative rights. Credential Guard prevents attacks like Pass-the-Hash and
Pass-the-Ticket.

On Windows Server 2025, Credential Guard offers several security advantages, including:

Hardware security

Technologies like NTLM, Kerberos, and the Credential Manager protect credentials using modern security features like
Secure Boot and virtualization.

Virtualization-Based Security (VBS)

Process NTLM, Kerberos data, and other sensitive information in a protected, isolated environment, independent of the
main operating system, keeping your data secure even if the OS is compromised.

Protection against targeted attacks

VBS makes it difficult for attackers to steal credentials. Malware with administrative privileges cannot extract VBS-protected
data, blocking many tools used in persistent attacks.

Requirements

Credential Guard is generally enabled by default in Windows Server 2025 and Windows 11 22H2, but specific conditions
must be met to utilize it:

Hardware requirements

» A processor with virtualization extensions and Second Level Address Translation (SLAT) is required.
e TPM 1.2 and 2.0 (Trusted Platform Module) are recommended but not mandatory.

Firmware requirements

« Enable UEFI firmware without Compatibility Support Module (CSM).
» Activate Secure Boot to ensure the boot chain’s integrity.

Software requirements

» Enable Hyper-V in Windows Features because Credential Guard relies on VBS.
License requirements

« Fulfill the licensing requirements for Windows Server 2025.
Network Requirements

» The device should join a domain but not be a domain controller, as Credential Guard is not recommended on
domain controllers.
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Enable Credential Guard

Generally, Credential Guard is enabled by default on Windows Server 2025. Read the following section to verify whether
Credential Guard is activated on your systems. If not, follow these steps to enable Credential Guard:

Enable Hyper-V hypervisor
Run PowerShell as administrator and execute this command to enable the Hyper-V hypervisor:

1. Enable-WindowsOptionalFeature -Online -FeatureName HypervisorPlatform

This ensures the virtual infrastructure required by Credential Guard is available.

Enable Virtualization-Based Security (VBS)
Virtualization-based security (VBS) in Windows Server 2025 leverages hardware virtualization to create isolated memory

regions, enhancing protection against sophisticated threats by securely isolating sensitive data and processes from the
main operating system. Execute the following PowerShell command to enable VBS:

1. Set-ItemProperty —Path "HKLM:\\SYSTEM\\CurrentControlSet\\Control\\DeviceGuard" -Name
"EnableVirtualizationBasedSecurity" -Value 1

Require Secure Boot

Secure Boot is a security feature that ensures a device boots only with software trusted by the manufacturer, protecting
against unauthorized code execution during startup.

1. Set-ItemProperty —Path "HKLM:\\SYSTEM\\CurrentControlSet\\Control\\DeviceGuard" -Name
"RequirePlatformSecurityFeatures" -Value 1

Enable Credential Guard

The next command sets the LsaCfgFlags registry value to 2, enabling Credential Guard without persisting the configuration
to UEFI firmware, allowing for easier modification or disabling of the feature.

1. Set-ItemProperty —-Path "HKLM:\\SYSTEM\\CurrentControlSet\\Control\\Lsa" -Name "LsaCfgFlags" -Value 2

Restart Server

Restart the server to apply changes.

1. Restart-Computer

Verify Credential Guard activation

Use PowerShell to verify if Credential Guard is enabled on a single server. To confirm the feature is active in your Active
Directory domain, use Group Policy.

Check with PowerShell:

Open PowerShell as administrator and run this command:

1. (Get-CimInstance -ClassName Win32 DeviceGuard -Namespace
root\Microsoft\Windows\DeviceGuard) .SecurityServicesRunning

When Credential Guard is active, the SecurityServicesRunning value should be 1.
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C; #' Administrator: Windows Pows X + v

PS C:\Users\Administrator>|Get-WmiObject

__GENUS
__CLASS
__SUPERCLASS
__DYNASTY
__RELPATH

__PROPERTY_COUNT
__DERIVATION
__SERVER
__NAMESPACE
__PATH

AvailableSecurityProperties
CodelIntegrityPolicyEnforcementStatus
Instanceldentifier
RequiredSecurityProperties
SecurityFeaturesEnabled
SecurityServicesConfigured
SecurityServicesRunning
SmmIsolationLevel
UsermodeCodeIntegrityPolicyEnforcementStatus
Version
VirtualizationBasedSecurityStatus
VirtualMachineIsolation
VirtualMachineIsolationProperties
PSComputerName

PS C:\Users\Administrator>

2
Win32_DeviceGuard

Win32_DeviceGuard

Win32_DeviceGuard.InstanceIdentifier="u4ffU0742-26U49-U1b8-bdd1-e80fadlcce

a"

SV25DITL

root\Microsoft\Windows\DeviceGuard

\\SV25DITL\root\Microsoft\Windows\DeviceGuard:Win32_DeviceGuard.Instance

Identifier="4ffd0742-2649-41b8-bdd1-e80fadlcce80"

{1, 2, 3, 5...}

2
4ffue7u42-2649-41b8-bdd1-e80fadlcce8®

{1, 2, 3}
{0}
{1, 2}

SV25DITL

Check if Credential Guard is enabled with PowerShell

Check in Group Policy:

Open the Group Policy Editor and navigate to this location:

Computer Configuration > Administrative Templates> System > Device Guard

Enable Virtualization-Based Security should be set to Enabled.

| File Action View Help

== El = BEl T

&

IE Turn On Virtualization Based Security

() Not Configured ~ Comment:

G O Erobied o —

O Disabled
Supported on:

Options:

tem " Device Guard

| Access-Denied Assistance
1 App-V
7 Audit Process Creation

Security

|| Edit
" Device Health Attestation Requirements:
Device Installation At least Windows Server 2016,
[ Windows 10
B Disk Qi Description:
| Display
| Distributed COM Specifies whether
Driver Installation Virtualization Based Security is

| Early Launch Antimalware || S"20led:

| Enhanced Storage Access Virtualization Based Security

| File Classification Infrastru || uses the Windows Hypenvisor to
File Share Shadow Copy P || provide support for security
Filesystem services. Virtualization Based

Security requires Secure Boat, and

B, S Kesersiipn can optionally be enabled with the

1 Group Policy use of DMA Protections. DMA
Internet Communication [ protections require hardware.
] iscsl support and will only be enabled

Turn On Virtualization Based Setting

Previcus Setting

At least Windows Server 2016, Windows 10

Help:

Select Platform Security Level:

*| Deploy App Control f|| Secure Boot and DMA Protection ~
i Turn On Virtualizatiol

Virtuslization Based Protection of Code Integrity:
Enabled with UEFI lock .

) Require UEFI Memory Attributes Table
Credential Guard Configuration:

Enabled with UEFI lock P

Machine Identity lsolation Configuration:
Enabled in enforcement mode -

Secure Launch Configuration:

Enabled ~

Specifies whether Virtualization Based Security is enabled.

Virtualization Based Security uses the Windows Hypervisor
to provide support for security services. Virtualization Besed
Security requires Secure Boot, and can optionally be enabled
with the use of DMA Protections, DMA protections require
hardware suppert and will enly be enabled on correctly
configured devices.

Virtualization Based Protection of Code Integrity

This setting enables virtualization based protection of
Kernel Mode Code Integrity. When this is enabled, kernel mode
memory protections are enfarced and the Code Integrity
validation path is protected by the Virtualization Based Security
feature.

The "Disabled" option tums off Virtualization Based
Protection of Cods Integrity remotely if it was previously turned
on with the "Enabled without lock optian.

KDC on comectly configured devices.

ok || Cancel Apply

i ' Extended { Standard
2 setting(s)

N

Verify if Credential Gurard is enabled in Group Policy

=
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Key considerations

Application compatibility

Enabling Credential Guard may affect applications relying on specific authentication methods like NTLMv1 or Unsecure
Kerberos Delegation. Test applications for compatibility before deploying Credential Guard in production.

Domain Controllers
Credential Guard on domain controllers provides no additional security benefits and may cause compatibility issues.
TPM clearing

Clearing TPM deletes protected data for all VBS functions, including Credential Guard. Be cautious with TPM operations.

Refer to Microsoft's documentation for detailed information and additional configuration options.

Conclusion

Credential Guard in Windows Server 2025 enhances security by isolating sensitive credentials using Virtualization-Based
Security (VBS), mitigating threats like Pass-the-Hash and Pass-the-Ticket attacks. To ensure its effective deployment, it's
crucial to meet specific hardware, firmware, software, licensing, and network prerequisites and verify its activation post-
implementation. Administrators should also assess application compatibility and be aware of considerations related to
domain controllers and TPM operations to maintain a secure and functional environment.
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OSConfig: Manage security settings in Windows Server 2025 and revert
configuration drift

By Wolfgang Sommergut

OSConfig, a new feature in Windows Server 2025, allows you to configure Microsoft’s recommended security settings.
These settings largely align with the security baselines. Management options include PowerShell, the Windows Admin
Center, and Azure Policy. OSConfig can automatically detect and correct configuration drifts, ensuring compliance.

Traditionally, Microsoft has provided its recommended security settings as GPO backups, which administrators can import
selectively or entirely into their environments.

The security baseline includes templates for various roles and features, such as member servers, domain controllers,
Defender Antivirus, and Credential Guard. However, as of two months after the release of Windows Server 2025, this
baseline is not yet included in the Security Compliance Toolkit.

2 windows PowerShell X S - (m]

PS C:\Users\wolf\Downloads\Windows Server 2822 Security Baseline> .\Scripts\Tools\MapGuidsToGpoNames.psl *
.\GPOs | Format-List

Name : MSFT Internet Explorer 11 - Computer
Value : {0A531EAC-7B92-UE®2-9877-1FB7CBE41398}

Name : MSFT Internet Explorer 11 - User
Value : {BEA®SB79-U482E-U216-B5DE-8528F3688DD5}

Name : MSFT Windows Server 2022 — Defender Antivirus
Value : {966B53AB-4B25-U43F6-BACA-9738F0053331}

Name : MSFT Windows Server 2022 — Domain Controller
Value : {E2B8214C-729F-U324-A876-FO67E58BTUOB}

Name : MSFT Windows Server 2022 — Domain Controller Virtualization Based Security
Value : {81@UAFEB-DU9C-U125-92F9-7U8F50UATA6B}

Name : MSFT Windows Server 2022 - Domain Security
Value : {AAC7C960-51D3-UBEE-89BD-7FB10361AA16}

Name : MSFT Windows Server 2022 — Member Server
Value : {20FAD6FB-7C6D-U496E-801C-0U34T7698UTFF}

Name : MSFT Windows Server 2022 - Member Server Credential Guard
Value : {6U4059F15-E999-UE2F-865D-C0766B886266}

GPO templates in the security baseline for various Windows Server 2022 roles and features

OSConfig in Windows Server 2025 largely follows the concept of Microsoft’'s security baselines but is not built on Group
Policy. Instead, it leverages a PowerShell interface for local management, along with a dedicated service that continuously
monitors and corrects deviations from the desired configurations.

Installing the OSConfig module

The PowerShell module for OSConfig is not bundled with the operating system and needs to be installed separately:

1. Install-Module -Name Microsoft.0SConfig -Scope AllUsers -Repository PSGallery -Force

After installation, you can view the commands available in the module by running the following:

1. Get-Command -Module Microsoft.OSConfig

This will display a list of 8 functions and 3 aliases. Four of these functions are dedicated to configuring drift control. They
allow you to view or change the interval for checks, as well as enable or disable the service.
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() & Administrator: Windows Powr X +

PS C:\Users\wolf> Install-Module Microsoft.0SConfig AllUsers PSGallery

NuGet provider is required to continue

PowerShellGet requires NuGet provider version '2.8.5.201' or newer to interact with NuGet-based
repositories. The NuGet provider must be available in 'C:\Program
Files\PackageManagement\ProviderAssemblies' or
"C:\Users\wolf\AppData\Local\PackageManagement\ProviderAssemblies'. You can also install the NuGet
provider by running 'Install-PackageProvider -Name NuGet -MinimumVersion 2.8.5.201 -Force'. Do you want
PowerShellGet to install and import the NuGet provider now?

[¥] Yes [N] No [S] Suspend [?] Help (default is "Y"): y

PS C:\Users\wolf>

PS C:\Users\wolf> Get-Command Microsoft.0SConfig

CommandType Name i Source
osc—get

Alias osc-remove

Alias osc-set

Function Disable-0SConfigDriftControl

Function Enable-05ConfigDriftControl

Function Get-0SConfigDesiredConfiguration

Function Get-0SConfigDriftControl

Function Get-0SConfigMetadata

Function Remove-0SConfigDesiredConfiguration

Function Set-0SConfigDesiredConfiguration

Function Set-0SConfigDriftControl

Microsoft.0SConfig
Microsoft.0SConfig
Microsoft.0SConfig
Microsoft.0SConfig
Microsoft.05Config
Microsoft.05Config
Microsoft.05Config
Microsoft.0S5Config
Microsoft.0S5Config
Microsoft.05Config
Microsoft.05Config

PFREBRERRBERRPBRERR
NRENNNRNNNRONBOR
PFREBRERRRERPBRERR

Installing the Microsoft. OSConfig module and displaying its commands.

One function is specifically designed to display metadata for a template, referred to as a scenario. The actual management
of security settings is handled by three functions with the noun OSConfigDesiredConfiguration (Get / Set / Remove).

Listing available scenarios

To identify the available templates for security settings in OSConfig, use the following command:

1. Get-OSConfigMetadata | Format-Table Name, Description -Wrap

[J B¥ Administrator: Windows Pows X +

PS C:\Users\wolf>
PS C:\Users\wolf> Get-0SConfigMetadata | Format-Table Name, Description

Name Description

AppControl Application Control for Business allows organizations to control which
drivers and applications are allowed to run on their Windows clients

AppControl\WS2025\AppBlockList\Audit A default (block list) Application Control for Business policy (audit mode)
for Windows Server 2025.

AppControl\WS2025\AppBlockList\Enforce A default (block list) Application Control for Business policy (enforce
mode) for Windows Server 2025.

AppControl\WS2025\DefaultPolicy\Audit A default Application Control for Business policy (audit mode) for Windows
Server 2025.

AppControl\WS2025\DefaultPolicy\Enforce A default Application Control for Business policy (enforce mode) for Windows
Server 2025.

Defender\Antivirus Recommendations by Microsoft to secure configurations for Microsoft Defender
Antivirus.

SecuredCore Secured-core is a collection of capabilities that offers built-in hardware,
firmware, driver and operating system security features.

SecuredCoreState Secured-core state is a read-only collection of capabilities to display
built-in hardware, firmware, driver and operating system security features.

SecurityBaseline\AzureWindowsBaseline

SecurityBaseline\WS2025\DomainController Recommendations by Microsoft to secure configurations for Windows Server
2025 machines in the Domain Controller role.

SecurityBaseline\WS2025\MemberServer Recommendations by Microsoft to secure configurations for Windows Server
2025 machines in the Member Server role.

SecurityBaseline\WS2025 roupMember Recommendations by Microsoft to secure configurations for Windows Server
2025 machines in the Workgroup Member role.

PS C:\Users\wolf>

Display available scenarios for OSConfig

In addition to the templates familiar from the security baseline, such as those for member servers and domain controllers,
OSConfig also includes scenarios for AppControl, Secured Core , and workgroup servers. Workgroup servers are likely the
primary target for OSConfig, as AD domains already offer centralized management via Group Policy.
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Applying settings from a baseline

Administrators typically customize the settings with traditional GPOs from the security baseline before applying them to
target computers. In OSConfig, the process often works the other way around: you activate a scenario with all its default
settings and then exclude specific configurations as necessary.

Adjustments are often required, as strict security configurations may cause compatibility issues with certain applications or
systems.

To view the settings and their default values for a specific template, you can run the following command:

1. Get-0SConfigDesiredConfiguration -Scenario Defender\Antivirus |
2. select name, Description, @{n="Reason"; e={$_.Compliance.Reason}},
3. @{n="Status"; e={$_.Compliance.Status}} | Format-List

) B Administrator: Windows Pows X + -

PS C:\Users\wolf>

PS C:\Users\wolf> Get-0SConfigDesiredConfiguration Defender\Antivirus
>> select name, Description, @in ; e={%_.Compliance.Reason}}

>> @{n ; e={}_.Compliance.Status}} | Format-List

Name : AllowDatagramProcessingOnWinServer

Description : This setting controls datagram processing for Network Protection is enabled on Server
Reason : (null) is not equal to @

Status : NotCompliant

Name 1 AllowNetworkProtectionOnWinServer

Description : This setting controls whether Network Protection is allows to be configured into block or Audit mode on
Windows Server

Reason : (null) is not equal to 1

Status : NotCompliant

Name : ASRBlockAbuseOfExploitedVulnerableSignedDrivers
Description : Block abuse of exploited vulnerable signed drivers
Reason : (null) is not equal to 1

Status : NotCompliant

Name : ASRBlockAdobeReaderFromCreatingChildProcesses
Description : Block Adobe Reader from creating child processes
Reason : (null) is not equal to @

Status : NotCompliant

Name : ASRBlockEXEFromEmailClientAndWebmail

Description : Block executable content from email client and webmail
Reason : (null) is not equal to @

Status : NotCompliant

Name : ASRBlockEXEFromRunningUnlessTrusted
Description : Block executable files from running unless they meet a prevalence, age, or trusted list criterion

Display Defender Antivirus settings and their recommended values.

As shown in the output, Get-OSConfigDesiredConfiguration is primarily used to check the desired configuration status and
highlight any deviations. Our example shows the settings for Defender Antivirus, all of which are marked as NotCompliant
because the corresponding baseline has not yet been activated.

To resolve this, use the Set-OSConfigDesiredConfiguration, as demonstrated below for Defender Antivirus:

1. Set-0SConfigDesiredConfiguration -Scenario Defender\Antivirus -Default

The Default switch ensures that all settings from the template are applied. Alternatively, you can specify Setting to
configure individual settings. One of these two parameters is required.

To modify a specific setting, follow this pattern:

. Set-0SConfigDesiredConfiguration -Scenario Defender\Antivirus
2. -Setting SubmitSamplesConsent -Value 0
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) B Administrator: Windows Powt X aF

PS C:\Users\wolf>

PS C:\Users\wolf> Set-0SConfigDesiredConfiguration Defender\Antivirus

Processed 48 out of 48 settings.

PS C:\Users\wolf>

PS C:\Users\wolf> Set-0SConfigDesiredConfiguration Defender\Antivirus SubmitSamplesConsent
Processed 1 out of 1 settings.

PS C:\Users\wolf>

PS C:\Users\wolf> Get-0SConfigDesiredConfiguration Defender\Antivirus SubmitSamplesConsent

Name : SubmitSamplesConsent

Description : Send file samples when further analysis is required

DataType : integer

Value : 0

Compliance : @f{Status=NotCompliant; Reason=0 is not one of the allowed values: [1,3]; Severity=Critical}
RefreshPeriod : 84:00:00

Enable all settings for Defender Antivirus, modify SubmitSamplesConsent, and display the setting’s
status

If you want not only to modify but also remove a specific setting, you can use the following command:

1. Remove-OSConfigDesiredConfiguration -Scenario Defender\Antivirus -Setting SubmitSamplesConsent

|7| B Administrator: Windows Powt X +

PS C:\Users\wolf>
PS C:\Users\wolf> Remove-0S5ConfigDesiredConfiguration Defender\Antivirus SubmitSamplesConsent

Confirm

Are you sure you want to perform this action?

Performing the operation "Remove-0SConfigDesiredConfiguration" on target
"Defender\Antivirus@24ll.0:SubmitSamplesConsent"”.

[¥] Yes [A] Yes to ALL [N] No [L] No to All [S] Suspend [?] Help (default is "Y"): y

PS C:\Users\wolf>

PS C:\Users\wolf> Get-0SConfigDesiredConfiguration Defender\Antivirus SubmitSamplesConsent

Name : SubmitSamplesConsent

Description : Send file samples when further analysis is required

DataType : integer

Value =

Compliance : @{Status=NotCompliant; Reason=(null) is not one of the allowed values: [1,3]; Severity=Critical}

5

Delete setting SubmitSamplesConsent for Defender Antivirus.
This command deletes the specified setting for Defender Antivirus:

1. Remove-0SConfigDesiredConfiguration -Scenario Defender\Antivirus

However, keep the following restrictions in mind when modifying or deleting settings:

« Applying or removing a baseline requires a server reboot for the changes to take effect;
» Customizing individual settings often also necessitates a restart;
» Deleting a baseline does not always restore the previous configuration state.

Managing OSConfig via Admin Center and Azure Policy

In addition to PowerShell, OSConfig can be managed using the Windows Admin Center (WAC) or Azure Policy. Managing
OSConfig via Azure Policy requires that Windows Server 2025 be connected to the Microsoft Cloud via Azure Arc.

WAC 2410 features a preview of the Security Extension, which allows OSConfig settings to be managed through the
Security Baseline tab. Notably, this approach does not require installing the OSConfig PowerShell module on the target
system.
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Managing OSConfig with Windows Admin Center.

Summary

With OSConfig, Microsoft integrates security baselines directly into the operating system. The configuration tools available
for OSConfig include PowerShell, Windows Admin Center, and Azure Policy. Additionally, OSConfig features a service that
automatically identifies and corrects deviations from desired configurations.

Essentially, OSConfig serves the same purpose as Group Policy and traditional security baselines. While GPOs enable

centralized management of servers within a Windows domain, OSConfig is primarily designed to manage individual
machines. As such, it is particularly suitable for workgroups and cloud servers.
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Delegated Managed Service Accounts in Windows Server 2025

By Surender Kumar

Windows Server 2025 introduces the delegated Managed Service Account (AMSA) feature to address security concerns of
reqular service accounts. This blog post provides an overview of dMSA, explaining its functionality and offering guidance
on its setup.

Types of Service Accounts

Before delving into the subject, let's explore various types of service accounts to ensure clarity for individuals new to
Windows administration.

Regular service accounts

A Windows service account (SA) is a user account used by Windows services to interact with the operating system and
network resources. These accounts provide the necessary permissions and security context for services to run and
perform their intended functions without requiring direct user interaction.

Regular service accounts have several problems:

¢ They require manual password management.

« Admins often set never-expiring passwords for management ease, which is a significant security risk.

¢ When you change the password for a service account, the service that depends on this account may cease to
function unless you update the service with the new password.

» Service accounts are vulnerable to credential harvesting attacks, like Kerberoasting. In Kerberoasting, the attacker
requests a Ticket Granting Service (TGS) ticket from the Key Distribution Center (KDC). The attacker can then
attempt to crack the session key within the TGS ticket offline or impersonate the service account to access other
network resources.

Managed service accounts

A managed service account (MSA), also known as a standalone managed service account (sMSA), is an Active Directory
(AD) managed account created to run a service on a specific server. It helps reduce administrative overhead by providing
automatic password management. However, the inability to share MSAs across multiple servers may still challenge
administrators. That's where group-managed service accounts (gMSA) come in.

Group-managed service accounts

A group Managed Service Account (gMSA) is an Active Directory (AD) managed account that extends the functionality of
MSAs to multiple servers. This makes it ideal for load-balanced or clustered environments where a service might need to
failover or be distributed across several servers.

MSAs and gMSAs are more secure than conventional service accounts but are not entirely immune to credential
harvesting attacks.

Delegated Managed Service Accounts

Delegated Managed Service Accounts (AMSAs) assist organizations in transitioning from regular service accounts to more
secure gMSA-style accounts. A dMSA possesses the following key features:

1. It supports multiple servers.

2. It supports automatic password management.

3. The keys are bound to the machine identity and secured with the Credential Guard to offer robust protection against
credential harvesting attacks.

4. The keys are retrieved via Kerberos only. The passwords are never passed to the client and are never stored locally
where dMSA is used.

5. It helps admins migrate from regular service accounts, which are considered unsafe.

6. No changes are required to the target service that uses a regular service account because the domain controllers
handle everything.
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Migrating to delegated Managed Service Accounts (dMSA)

This is the process of migrating a regular service account to a delegated Managed Service Account (dMSA):

A OWN -

[8)

6.
7.

. Credential Guard is configured to protect the machine identities in your domain.

. The administrator creates a dMSA to supersede a regular service account.

. The administrator starts the service account migration.

. The service account attempts to refresh the Ticket Granting Ticket (TGT). The request is redirected to the Local

Security Authority (LSA), which helps map the service account to the dMSA.

. The machine identity is added to the dMSA's PrincipalsAllowedToRetrieveManagedPassword attribute, and the

dMSA inherits all the access rights and permissions that the previous service account had.
The administrator completes the migration, which disables the original service account.
The target service continues to work using dMSA.

Prerequisites for this guide

You must have domain admin rights.

Only Windows Server 2025 (Preview) allows for creating the dMSA at this time.

There must be at least one Windows Server 2025 domain controller in your Active Directory.

On the client devices, you must activate the following Group Policy settings:Computer Configuration\Administrative
Templates\System\Kerberos\Enable Delegated Managed Service Account logons

& Enable Delegated Managed Service Account logons O x

E] Enable Delegated Managed Service Account logons Prcvious Sctting Next Setting

() Mot Configured Comment:

© Enabled [&—

(") Disabled
Supported on:  at |east Windows 11 Version 24H2

Options: Help:

Realms: This. policy setting enables Dr.disable.s delegated managed
service account legons for this machine.
If you enable this policy setting, delegated managed service
account logons will be supported by the Kerberos client. Note
that this policy has certain prerequites. The prerequisites and the
directions to create a new delegated managed service account
can be found at https://go.microsoft.com/fwlink/?

Syntau:

linkid=2250379.

Enter a list of real here DMSAs might exist,
MREr @ISt of reaims whers = ight == If you disable or do not configure this policy setting, delegated
Enter both the Fully Qualified Domain Mame (FODN) managed service account logons will not be supported.

and the short name.,

Enter cne realm per line,

Details:

The Kerberos client will attempt to find a DMSA
capable Domain Controller for the listed realms,

o (o]

Enable Delegated Managed Service Account logons group policy setting

This setting is only available for Windows 11 24H2 (Preview) and Windows Server 2025 (Preview). Other Windows

versions do not support dMSA logons at this time.
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Enable Kerberos logging [optional]

| had a domain controller and a web server running Windows Server 2025 for my test. The steps described below were
executed on the web server.

To enable Kerberos logging, open Event Viewer, expand Applications and Services, navigate to
Microsoft\Windows\Security-Kerberos, right-click on Operational, and choose Enable Log.

Event Viewer — a *

File Action View Help

@« n
3 [ Resource-Exhaustion-Dete Operational Number of events: 0 (Disabled) Actions
> ] Resource-Exhaustion-Reso | Operational =
5 [ RestartManager Level Date and Time P!
> ] RRAS-AGILEVPN-Provider = Open Saved Log..
> ] RRAS-Provider ¥ Create Custom View...
> i Securfty—Audlt-C.onflguraFl Import Custom View...
» L Security-EnterpriseData-Fil
»> [ Security-ExchangeActiveSy R Clear Log...
»> [ Security-lsolation-Brokerin x ¥ Filter Current Log...
w [ -Secu rity—K.erberos D Properties
General  Peoeaine
> |1 Security-LessP Open Saved Log... Enable Log
> [ Security-Mitigi Create Custom View... @ Find...
= Securfty—NetIo Import Custom View... [ Save All Events As...
> L Security-SPP-L )
5 [ Security-SPP-L Clear Log... Attach a Task To this L...
> = Security-UserC Filter Current Log... View 4
SecurityMitiga
7o e rtyMitiga Properties i Refresh
» L] SENSE =
> 1 SenselR Enable Log | € A Hep
; - Logged:
> L1 ServerManagel Find...
> [ ServerManager Save All Events As... Task Category:
; Keywords:
7 serverManagel Attach a Task Te this Log... Ea
> L ServerManagel Computer:
» [ Service Reporti View 3
> ] Shell-Connect:
> ] Shell-Core Refresh
Help
Enable Log

Enable Kerberos logs in the Event Viewer

This step is optional but helps understand what’s happening as you configure a dMSA.

Set up a delegated Managed Service Account (dMSA)

The SETP service on the web server currently uses the ssh.service service account, which is a regular AD user. | created a
new dMSA and superseded the service account for demonstration purposes.

Launch an elevated PowerShell terminal and install the Remote Server Administration Tools (RSAT) tools for Active
Directory with this command.

1. Install-WindowsFeature -Name RSAT-AD-Tools

If this is your first time using a Managed Service Account, your domain may have no Key Distribution Service (KDS) root
key. Domain controllers need a root key to start generating managed service account passwords. You can use the Get-
KdsRootKey command to check if the key exists. If it returns nothing, run this command to create a new root key.

1. Add-KdsRootKey -EffectiveImmediately

Please note that the newly created root key takes up to 10 hours to become active. This gives sufficient time to replicate
the key in large environments. However, if you’re operating in a test lab, you can use the following command to create a
key that starts working immediately.

1. Add-KdsRootKey -EffectiveTime ((Get-Date) .AddHours (-10))
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You can create a delegated Managed Service Account (dAMSA) with the following command.

1. New-ADServiceAccount -Name <dMSA-Name> -DNSHostName <dMSA-FQDN> -CreateDelegatedServiceAccount -
KerberosEncryptionType AES256

I"I & Administrator: Windows Pow: X + o~ a

PS C:\> New-ADServiceAccount dMSA-SSHService dMSA-SSHService.testlab.local
AES256

PS C:\>

PS C:\> Get-ADServiceAccount dMSA-SSHService PrincipalsAllowedToRetrieve

ManagedPassword

DistinguishedName : CN=dMSA-SSHService,CN=Managed Service
Accounts,DC=testlab,DC=local

Enabled : True

Name : dMSA-SSHService

ObjectClass : msDS-DelegatedManagedServiceAccount

ObjectGUID : 3fb6a@72-368f-U1bl1-9cf1-a832U20Uf526

PrincipalsAllowedToRetrieveManagedPassword : {}

SamAccountName : dMSA-SSHService$

SID : §-1-5-21-3805708028-1460232158-2486849743-1119

UserPrincipalName ]

Create a delegated Managed Service Account (dMSA) on Windows Server 2025

You can use the New-ADServiceAccount cmdlet to create various types of managed service accounts. However, the
CreateDelegatedServiceAccount switch parameter indicates we are creating a delegated Managed Service Account
(dMSA). The command does not return any output, so if you don’t see an error, it usually means a success.

Next, you can use the following command to view dMSA attributes.

1. Get-ADServiceAccount -Identity <dMSA-Name> -Properties PrincipalsAllowedToRetrieveManagedPassword,
msDS-DelegatedMSAState

The screenshot above shows that the PrincipalsAllowedToRetrieveManagedPassword attribute is currently empty but will
populate automatically during the dMSA migration. The msDS-DelegatedMSAState attribute value is initially O, indicating
that it is in an unlinked state (the MSA is not currently associated with or delegated to any specific service or computer).

Now, start the service account migration and view the dMSA attributes again.

1. Start-ADServiceAccountMigration -Identity <dMSA-Name> -SupersededAccount "Superseded-Service-
Distinguished-Name" -Server <Server-2025-DC>

The -Identity parameter specifies the dMSA name, the -SupersededAccount parameter specifies the distinguished name of
the service account, and the optional -Server parameter can be used to specify a dMSA-capable (Windows Server 2025)
domain controller.

You can explore the dMSA attributes using AD Explorer. Navigate to the Managed Service Accounts container and select
the dMSA you created. You will notice that the msDS-DelegatedMSAState attribute value has now changed to 1, indicating
that the account migration has started.
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= Active Directory Explorer - Sysinternals: www.sysinternals.com [<default domain> [dcl.testlabllocal]] - [m] X

File Edit Favorites Search Compare History Help

S gFH e

Path: CN=dMSA-S5HService,CN=Managed Service Accounts, DC=testlab,DC=local, <default domain> [dcl. testiab.local]

@’ Active Directory Explorer Attribute Syntax Count  Value(s)
=18 B <default domain > [dcl. testlab. local] .
El;g,l DC=testiah,DC=local @ accountExpires Integerd 1 Ox 7FFFFFFFFFFFFFFF
5" CN=Builtin @badPasswurd‘ﬁma Integerd 1 0x0
5 CN=Computers @ badPwdCount Integer 1 0
- CN=Deleted Objects Q m DirectoryString 1 dMSA-55HService
{5 OU=Domain Controllers =] codePage Integer 1 0
i | CN=ForeignSecurityPrincpals QCUUH‘TB‘CUC‘E Integer 1 0
i-[Z] CN=Infrastructure @ distinguishediame DN 1 CN=dMSA-5SHService,CN=Managed Service Accounts,DC =testlab,DC=l
g | Ch=Keys @dNSHosmame DirectoryString 1 dMSA-S5HService. testlab. local
-[Z1] CN=LostandFound @ dsCorePropagationData GeneralizedTime 2 7/4/2024 12:55:45 PM; 1/1/1601 5:30:00 AM
= CN=Managed Service Accounts @instanceType Integer 1 4
‘@ @ isCriticalSystemObject Boolean 1 FALSE
j[:l CN=NTDS5 Quotas @ lastLogoff Integerd 1 0x0
H- | CN=Program Data @Iastl.ogon Integerd 1 0x0
=3 ] OU=Service Acco.unis @ localPolicyFlags Integer | 0
D CN:%"::::;'SEW'CE ralngonCount Integer 1 0 ‘
-3 CN=TPM Devices I msDS-DelegatedMSAState Enumeration i ii
D CN=Users =) msDS-GroupMS AMembership MNTSecurityDescriptor 1 D:(A;;RP;;;5-1-5-21-3505708028-1460232 158-2456543743-1103)
[-1%2] EN=Configuration,DC =testlab,DC=local 18] msDS-ManagedAccountPrecededByLink DN 1 CN=ssh.service,OU=Service Accounts,DC =testlab,DC=local |
-2 CN=Schema,CN=Configuration,DC=tes ] msDS-ManagedPasswordId OctetString 1 1000756883752000106 100170003000 2502411588 538
I ag‘z DC=DomainDnsZones,DC =testiab,nC=l{ | 2] msDS-ManagedPasswordInterval Integer 1 30
(12 DC=ForestDnsZones,DC =testiab,DC =lo| | 1] msDS-SupersededManagedAccountlinkBL _ DN 1 CN=ssh.service,OU=5ervice Accounts, DC=testlab, DC=local |
ﬂ meDS-5upportedEncryptionTypes Integer 1 16
@ name DirectoryString 1 dMSA-S5HService
@ nTSecurityDescriptor MTSecurityDescriptor 1 D:AI{OD;;CR;00299570-246d-11d0-a 768-00aa00620529; ;WD) (O0; ;RP;e
@ objectCategory DN 1 CN=ms-D5-Delegated-Managed-Service-Account,CN=Schema, CM=Confi;
@ objectClass [win] [ top;person;organizationalPerson;user; computer;msDS-DelegatedManage
@ objectGUID OctetString 1 {3FBEADT2-368F-4181-9CF1-A3324204F 525}
@ objectSid Sid 1 5-1-5-21-3805708028-1460232158-2486845743-1115
fal mrimarvroontn Tntener 1 515

CMN=dM5A-55H5ervice, CN=Managed Service Accounts,DC=testlab,DC=local, <default domain> [dcl testlab.local]

Explore delegated Managed Service Account (dMSA) attributes using AD Explorer

Also, the msDS-ManagedAccountPrecededByLink points to the service account (ssh.service in our case). Similarly,
inspecting the service account attributes will reveal that the msDS-SupersededManagedAccountlLink and msDS-

ManagedAccountPrecededByLinkBL attributes now point to the newly created dMSA.

Now, you need to restart the target service so that the PrincipalsAllowedToRetrieveManagedPassword attribute can pick
the machine identity of the server where the service runs. When the service starts again, you will notice the web server

automatically adds to the attribute, as shown in the screenshot below.

& Administrator: Windows Pows X +

PS C:\> Start-ADServiceAccountMigration dMSA-SSHService
dcl.testlab.local
PS C:\>
PS C:\> (Get-CimInstance Win32_Service ) .StartName
ssh.service@testlab.local
PS C:\>
PS C:\> Restart-Service sshd
VERBOSE: Performing the operation "Restart-Service" on target "OpenSSH SSH Server (sshd)".
PS C:\>
PS C:\> Get—ADServiceAccount dMSA-SSHService PrincipalsAllowedToRetrieve
ManagedPassword

DistinguishedName : CN=dMSA-SSHService,CN=Managed Service
Accounts,DC=testlab,DC=Llocal

Enabled : True

Name : dMSA-SSHService

ObjectClass : msDS-DelegatedManagedServiceAccount

ObjectGUID :_3fb6a@72-368f-U1lb1l-9cf1-aB832U20Uf526

PrincipalsAllowedToRetrieveManagedPassword : {CN=WEBSERVERL,CN=Computers,DC=testlab,DC=local}

SamAccountName : dMSA-SSHService$

SID : 5-1-5-21-3805708028-1460232158-2U86849743-1119

UserPrincipalName ]

Start the service account migration
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If you have made a mistake (e.g., specified the wrong account name), you can undo the migration with this command.
1. Undo-ADServiceAccountMigration -Identity <dMSA-Name> -SupersededAccount <Superseded-Service-
Distinguished-Name>
Similarly, to revert the service account to an unlinked state, use the following command:

1. Reset-ADServiceAccountMigration -Identity <dMSA-Name> -SupersededAccount <Superseded-Service-

Distinguished-Name>

If the service account is used on multiple  computers, alow a few days for the
PrincipalsAllowedToRetrieveManagedPassword attribute to identify all servers where the service account is in use. To
complete the migration, use this command.

1. Complete-ADServiceAccountMigration -Identity <dMSA-Name> -SupersededAccount <Superseded-Service-

Distinguished-Name>

Once the migration is complete, dMSA disables the regular service account while the target service, in our case, sshd,
continues functioning. There will be no service disruption, and you don’t need to change the target service.

2 Administrator: Windows Powt X +

Complete-ADServiceAccountMigration dMSA-SSHService

Restart-Service sshd
Name DisplayName

Running sshd OpenSSH SSH Server

PS C:\> Get-ADUser ssh.service

DistinguishedName : CN=ssh.service, OU=Service Accounts,KDC=testlab,K DC=local
Enabled : False

GivenName : ssh

Name : ssh.service

ObjectClass : user

ObjectGUID : U2002Ud8-aafe-Ulec-b017-13318Ud06337
SamAccountName : ssh.service

SID : 5-1-5-21-3805708028-1U60232158-21U868U9713-1118
Surname : service

UserPrincipalName : ssh.service@testlab.local

Complete the dMSA migration and restart the service

Microsoft recommends retaining the original service account in Active Directory even after it has been disabled during
dMSA migration as a precaution.

The Kerberos events in the Event Viewer show Event ID 307 to indicate the dMSA migration has started and Event ID 308
to indicate the machine has been added to the PrincipalsAllowedToRetrieveManagedPassword attribute.
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Operational  Number of events: 147

7 Filtered: Log: Microseft-Windows-Kerberos/Operational: Level: Infermation; Source:

Level Date and Time

(i) Information 7/4/2024 2:25:25 PM |
/42024 2:25:25 PM

7/4/20241:02:52 PM

Information

Event 308, Security-Kerberos x

General Details

Adding machine to the Principals Allowed Managed Password attribute of a DMSA
DC Used: \WDC1

DMSA Distinguished Name: CN=dM5A-55H5ervice, CM=Managed Service
Accounts,DC=testlab,DC=local

Linked Account: ssh.service

Domain Mame: TESTLAB.LOCAL

Previously Authorized: false

Status: (b
Log Mame: Microsoft-Windows-Security-Kerberos/Operational
Source: Security-Kerberos Logged: 7/4/2024 1:02:52 PM
Event ID: 308 Task Category: Mone
Level: Information Keywords:
User: TESTLAB\ssh.service Computer: webserver].testlab.local
OpCode: Info

View Kerberos logs in the Event Viewer

Actions

Operational

7= Open Saved Log...
¥ Create Custom V...

Import Custom ...

Clear Log...

¥ Filter Current Lo...

Clear Filter
Properties

Disable Log

El
88 Find..
[

Save Filtered Log...
Attach a Task To ...
]ﬁ Save Filter to Cu..,

View

| Refresh

Help

Event 308, Security-K...

G Event Properties

] Attach TaskTo T...
H Save Selected Ev..

5z Copy
|G Refresh

When the service restarted, Event ID 309 was logged, which indicates that the Kerberos client fetched dMSA keys from the

domain controller.

Conclusion

Delegated Managed Service Accounts (dMSAs) enhance security by leveraging machine identities and Credential Guard.
Remember, dMSAs are meant to supersede regular service accounts, and you cannot use them to migrate Managed
Service Accounts (MSAs) and group Managed Service Accounts (gMSAs). Furthermore, thoroughly test dMSAs in a lab
before deploying them in your production environment. This new feature may evolve before Windows Server 2025 is

generally available.
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Windows Server 2025 Hyper-V: GPU partitioning, deduplication for VHDs,
AD-less live migration

By Wolfgang Sommergut

The upcoming LTSC release of Windows Server introduces several enhancements to Hyper-V and new storage functions,
which primarily benefit the operation of virtual machines. This includes GPU virtualization, a new deduplication feature for
ReFS, and live migration of VMs on clusters that are not members of an AD domain.

As hypervisors have matured, there haven’t been too many innovations for them in recent years. The last two versions of
Windows Server showed hardly any progress in this area. However, Microsoft is now addressing some overdue
improvements.

Share GPU between VMs

With the increasing significance of graphics processors, particularly due to their central role for Al applications, the existing
support for GPUs in Hyper-V is no longer sufficient. Up until now, it has been limited to passing a GPU through to a virtual
machine using Direct Device Assignment (DDA), making it exclusively available to that particular VM.

Considering their high performance and costs, such utilization of modern graphics processors is inefficient. Therefore,
Windows Server 2025 will allow the partitioning of GPUs, enabling them to be shared among multiple VMs.

GPU Partitioning (GPU-P)

Each VM receives a fraction of a GPU

Share a GPU across multiple VMs i .

» Create GPU Partitions
Apps Apps

» Assign each partition to a VM that supports
a set of users (multi-session) — Wit
Fy

« PS or WAC management

Support for Live Migration and

H H Host 1 Host 2
failover clustering ——_L -

3] 3]

Windows Server v.Next Cluster :

Partitioning GPUs across multiple virtual machines

In addition to improving resource utilization, this GPU virtualization also supports live migration, both within a cluster and
between standalone hosts. The previous concept of directly assigning physical hardware to a VM blocked the uninterrupted
transfer of a VM to another host.

The same applies to the high availability of VMs, which is now supported when utilizing GPU partitions.

The prerequisites for the new feature are support for single-root input/output virtualization (SR-IOV), AMD Milan or Intel
Sapphire Rapids processors, and Nvidia GPUs A2, A10, A16 and A40. Windows 10/11, Windows Server 2019/2022, and
Linux Ubuntu 18.04/20.04 LTS can be used as guests.

Pooling of graphics processors

In addition to GPU partitioning, Windows Server 2025 also supports the opposite process: i.e. combining multiple graphics
processors into one virtual GPU. This pooling is exclusively designed for failover, with no support for live migration as it
relies on DDA.
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GPU Pools

Group GPUs for high availability

On every node, create PCl
Express resource pool with
same name and add GPUs

to the pool WS v.Mext

Physical host 2 - Physical host 2

Assign VM to GPU pool
instead of individual GPU

During failover or move,
cluster will start VM on
another host if there are
GPUs available in the pool

GPU pooling for VM failover

Administrators need to create a pool with the same name on each cluster node and assign the VMs to this pool. If a node
fails, the cluster will launch the VM on another server and connect it to the corresponding pool.

Live migration in workgroup clusters

Windows Server 2025 introduces another innovation regarding live migration. Since version 2016, the operating system
allows the setup of a cluster in a workgroup. Such a configuration is primarily suitable for smaller deployments, such as
remote offices, where organizations want to keep the infrastructure as simple as possible.

A cluster that is not a member of an Active Directory traditionally does not support all workloads and for the Hyper-V role, it

only offers quick migration. This changes with Server 2025, which introduces certificate-based live migration on AD-less
clusters.

Mixed CPUs in clusters

There is also an update to Dynamic Processor Compatibility. It allows computers with processors of different generations
from the same manufacturer to be grouped into a cluster. In this case, Windows utilizes only the lowest common
denominator of the CPU’s functions.
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Same Windows Server v.Next cluster

Dynamic Processor Compatibility allows using different Xeon CPUs in a cluster.

In the 2025 version, it is now possible to mix Intel Xeon processors from the third and fourth generations within a cluster.

Gen2 VMs as the default

Another change will make second-generation VMs the default. Currently, when creating a VM using the Hyper-V Manager
or the Windows Admin Center, the default is still Gen1.

Gen2 not only provides higher scalability but also supports features such as Secure Boot, TPM, and UEFI.

Storage improvements for Hyper-V

The upcoming version of Windows Server introduces a series of enhancements in storage functions, particularly benefiting
virtualized workloads.

These include the improved performance of NVMe thanks to a new native driver. According to the manufacturer, this will
increase the maximum number of IOPS by up to 90 percent compared to Server 2022. Additionally, the new operating
system will include an NVMe over Fabric Initiator for connecting to SANSs.

ReFS will receive a new dedup function which, unlike the current implementation, is not limited to cold storage. This
involves data that typically resides on file servers, which rarely changes. However, the new ReFS dedup is also suitable for
hot data such as virtual drives, promising storage space savings of up to 90 percent for VHD(X) and ISO files.

Summary

After a period of relatively slow innovation, Hyper-V in Windows Server 2025 receives several interesting updates. Among
these is GPU virtualization, a capability VMware has had for some time and is particularly crucial for Al applications.

The OS supports both the partitioning and pooling of GPUs. The latter is intended solely for failover, whereas partitioning
also allows for live migration of VMs assigned a vGPU.

A noteworthy addition is the support for live migration in a cluster not joined with AD. The Dynamic Processor Compatibility
feature enables the coexistence of third and fourth-generation Xeon CPUs in a cluster.

Virtualized workloads benefit not only from improvements in Hyper-V but also in the storage subsystem. These include, in
particular, the acceleration of NVMe storage and the new dedup feature for ReFS.
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Build a Windows Server 2025 S2D cluster lab with Hyper-V and PowerShell

By Wolfgang Sommergut

To explore Storage Spaces Direct (S2D) in Windows Server 2025, you can set up a lab environment using virtual machines
with Hyper-V and PowerShell.

A hyper-converged infrastructure (HCI) intended for production imposes stringent requirements on the hardware used. For
specific components, mere certification for Windows Server is insufficient; they must also comply with the Software-Defined
Data Center (SDDC) standards.

Although most lab environments fall short of these specifications, it remains feasible to configure an HCI using virtual
machines. These VMs will act as the nodes of the S2D cluster, operating both a nested Hyper-V environment and S2D,
which provides the software-defined storage.

Windows Server 2025 introduces several exciting enhancements to this storage feature, including support for thin
provisioning and accelerated disk resynchronization.

Workflow for setting up an S2D lab

The fundamental steps for establishing a virtual S2D cluster are as follows:

Create a VM with the required specifications
Install Windows Server 2025 as the guest OS
Add necessary server roles

Clone the VM to create a total of three nodes
Join the cluster nodes to the domain
Configure networks using Network ATC
Validate the cluster and form the cluster
Activate Storage Spaces Direct

Creating the VM for the first cluster node

The virtual machines for the S2D nodes should at least have the following specifications:

4 CPU cores

8GB RAM

1 disk for the Operating System

4 additional disks, each with at least 30 GB for S2D

2 Network Adapters (for example, one external for management and one private for compute and storage)

This process can be automated with a PowerShell script, as shown in the example using Azure Stack HCI.

If you choose to use Hyper-V Manager for this task, ensure that the VMs and virtual NICs are named according to a
specific schema (e.g., ws2025-node1, ws2025-node2 for VMs and NIC01, NIC02 for network adapters).

Once Hyper-V runs within the VMs, you must enable MAC address spoofing.
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MAC address spoofing is required for nested virtualization

Additionally, you must enable Nested Virtualization, which can only be done through PowerShell with the following
command:

1. Set-VMProcessor -VMName <VMName> -ExposeVirtualizationExtensions $True

Installing the guest OS
In the newly created VM, install Windows Server 2025. For S2D, you will need the Data Center Edition.
Adding roles and features

Once the initial setup is complete, you can add the required server roles. This can be accomplished through the GUI using
Server Manager, but using PowerShell is faster.

1. Install-WindowsFeature -Name "Hyper-V", "Failover-Clustering", "RSAT-Clustering-PowerShell", "Hyper-V-
PowerShell", "FS-FileServer", "NetworkATC" -IncludeManagementTools

The File Server role is necessary for providing file shares on S2D volumes, whereas Network ATC is a new feature in
Windows Server 2025 that automates network configuration.

In this scenario, you can omit the typically required Data Center Bridging, as the virtual NICs are generally not RDMA-
capable unless physical NICs are assigned to the VM via SR-IOV.

Disable IPv6

To avoid issues during_the domain join process, it's advisable to disable IPv6. You can do this for all network adapters
within the guest OS using the following command:

1. Get-NetAdapterBinding -ComponentID "ms tcpip6" | where Enabled -eq $true |
2. Disable-NetAdapterBinding -ComponentID "ms_ tcpip6"

The simplest method is to clone the initial node to streamline the process of creating and installing the guest operating
system for the rest of the virtual machines. Since Hyper-V doesn’t have a dedicated feature for this, you can export the
virtual machine and then import it again.
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Exporting the VM for cloning in Hyper-V Manager

Hyper-V Manager allows you to export the VM, but it's significantly faster to accomplish this through PowerShell with
Export-VM and Import-VM.

Domain join the cluster nodes

The future cluster nodes should only join the AD domain after cloning. Joining the domain in the first VM before cloning can
lead to issues when renaming hostnames, as this would also change the associated AD object.

Microsoft provides several methods for domain joining, with PowerShell being strongly recommended in this case. If you
need to assign a new hostname (which will be required for Node2 and Node3), the following command can be used:

1. Add-Computer -Credential contosoladmin -DomainName contoso.com
2. -NewName ws2025-node3 -Restart

You can omit the NewName parameter if renaming is not required.

Configure networks

The next step is to set up the networks for different traffic types: management, compute, and storage. This task can be
significantly simplified in Windows Server 2025 with Network ATC, eliminating the need for manual configuration.

To automatically aggregate the adapters NIC1 and NIC2 and direct traffic for management and compute through them, you
can use the following command:

1. Add-NetIntent -Name CompMgmt -Management -Compute -AdapterName NIC1l, NIC2

To configure the storage network, this is the command you need:

1. Add-NetIntent -Name Storage -Storage -AdapterName NIC3
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Create clusters

Before linking the three virtual servers into a cluster, ensuring they fulfill all prerequisites is crucial. Although the failover
cluster manager GUI allows you to perform this verification, PowerShell offers a convenient alternative.

1. Test-Cluster -Node ws2025-nodel.contoso.de, ws2025-node2.contoso.de, ws2025-node3.contoso.de -Include
"Storage Spaces Direct", "Inventory", "Network", "System Configuration"

The Test-Cluster cmdlet creates a comprehensive report in HTML format, located at the path provided in the output. While
the test often generates multiple warnings, you can continue with the cluster setup if no errors are detected.

£ D [ Feilover Cluster Validation Report X | 4= - o x
< C (@ File | CyUsersferoot/AppData/Local/Temp/2/Validation%20Report3202024.09.02%20At%2019.56.47 htm m = @R 0
| FYH a
mm Microsoft 0

Failover Cluster Validation Report

Node: ws2025-node2.windowspro.local Validated
Node: ws2025-node3.windowspro.local Validated
Started
Completed 02.09.2024 19:57:52

The Validate a Configuration Wizard must be run after any change is made to the configuration of the cluster or hardware. For more information, see hitns/go.microsoft com/hwlink/p/2Linkid = 260145

Results by Category

Name Result Summai Description
Inventory v. & Success
Netweork v 0 Success
v. B Success
Y. o Success
Inventory
Name Result Description
List BIOS Information v. @ Success
v. 0 Success
z v
Lis st Bus Adaplecs @ Success
ce client configuration v e Success
V. Success.
&
Y- 7] Success
v. G Success
v B Success
v. 0 Success
b V. b
Result of the cluster validation in HTML format
1. New-Cluster -Name S2DCluster -Node WS2025-Nodel, WS2025-Node2, WS2025-Node3

In this example, the cluster is named S2DCluster.

Activate Storage Spaces Direct

Next, you can enable the S2D feature using PowerShell:

1. Enable-ClusterS2D
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PS C:\Users\eroot> Test-Cluster ws2025-Node2.windowspro.local, ws2025-Node3.windowspro.local

Mode LastWriteTime

e e 02.09.2024 139 791949 Validation Report 2024.09.02 At 20.38.31.htm

PS C:\Users\eroot> New-Cluster S2DCluster WS2025-Nodel, WS2025-Node2, WS2025-Node3

Name

S2DCluster

PS C:\Users\eroot> Enable-ClusterS2D
WARNING: 2024/09/02-20:51:18.979 Knoten WS2025-Node2: Nicht beanspruchte Datentrédger -
054+9ac7-ff83-5fc 3d3-3e7152c00cT7d

WARNING: 2024/09/02-20:51:18.979 Knoten WS2025-Node3: Nicht beanspruchte Datentridger -
B54+9acT7-ff83-5fc1-88d3-3e7152c00cTd

WARNING: 2024/09/02-20:51:18.979 Knoten ws2025-nodel: Nicht beanspruchte Datentrager -
05Uf9acT-ff83-5fc1-88d3-3e7152c00cTY

Confirm

Are you sure you want to perform this action?

Performing operation '"Direkte Speicherpldtze" fiir Cluster aktivieren' on Target 'S2DCluster’

[¥Y] Yes [A] Yes to A1l [N] No [L] No to ALl [S] Suspend [?] Help (default is "Y"): y

WARNING: 2024/09/02-20:54:35.277 Knoten WS2025-Node2: Es wurden keine Datentrédger fiir die Verwendung mit dem Cache
gefunden.

WARNING: 2024/09/02-20:54:35.283 Knoten WS2025-Node3: Es wurden keine Datentrédger fiir die Verwendung mit dem Cache
gefunden.

WARNING: 2024,/09/02-20:54:35.288 Knoten ws2025-nodel: Es wurden keine Datentrdger fiir die Verwendung mit dem Cache
gefunden.

Node EnableReport

ster\Reports\EnableClusterS2D on 2024,09.02-20.54,35.htm

Enable Storage Spaces Direct (S2D) with PowerShell

In the screenshot above, the feature displays a warning regarding the absence of cache storage. In a production setting,
allocating extra high-performance drives specifically for this task is common.

To disable caching, use the following command:

1. Set-ClusterS2D -CacheState Disabled

Summary

To evaluate an HCI with Hyper-V and S2D, you can configure the entire setup using virtual machines. To streamline the
process and avoid repeated installations and configurations of the guest OS, it's recommended to fully configure one node
and then clone it.

Setting up the first node involves creating a VM with the necessary specifications, enabling Nested Virtualization, and
installing the guest OS with all required roles and features.

After cloning the VM, each node can join an Active Directory (AD) domain. Subsequently, you can configure the networks
using the new Network ATC and form the cluster after successful validation.

Finally, activate Storage Spaces Direct and disable caching as necessary based on the warning received.
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Active Directory in Windows Server 2025: New functional level, updated
database, security improvements

By Wolfgang Sommergut

Windows Server vNext introduces several interesting enhancements for Active Directory Domain Services (AD DS) and AD
LDS in build 25951. These include a new functional level for domains and forests, an increase in database page size to
32K, a schema update, and several security improvements.

AD DS have not received any significant updates since Windows Server 2016, and the functional level didn’t increase in
Server 2019/2022. However, this will change with the next release of the operating system in the Long Term Service
Channel (LTSC), expected to be called Windows Server 2025 if Microsoft follows its previous update cycles.

New functional level

Elevating the functional level for domains or forests is typically done to take advantage of new features offered by the
respective server version. The vNext update for AD DS and Lightweight Domain Services (AD LDS) carries an internal
version number of 10, whereas Server 2016 was at version 7.

[ Active Directory Domain Services Configuration Wizard = = *
: il : TARGET SERVER
Domain Controller Options S

Select functional level of the new forest and root domain

Domain Controller Options

Forest functional level: Windows Server viNEXT

Domain functional level: Windows Server viNEXT

Specify demain controller capabilities

/| Domain Name Systern (DNS) server
| Global Catalog (GC)
Read only domain controller (RODC)

Type the Directory Services Restore Mode (DSRM) password
Password.

Confirm password:

Mare about domain controller options

< Previous Mext = Insta Cancel

With the next LTSC version of Windows Server the Active Directory AD will receive a new functional level

Microsoft is thus skipping versions 8 and 9, which normally would have been given to Server 2019 and 2022, both of which
are stuck at the 2016 level. According to the announcement, there are no plans to retroactively assign these unused
versions to the two older servers.

For newly created AD forests under Server vNext, the minimum functional level must be set to Server 2016. If you wish to
promote a Server 2025 to a domain controller in an existing domain, that domain must also be at least at the 2016
functional level.
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More powerful database

The primary reason for upgrading an AD forest to the new functional level 10 is to benefit from the enhanced database
engine. Since the introduction of AD in Windows Server 2000, it has used an 8K page size, resulting in various limitations,
such as individual objects not being able to exceed 8K in size.

The revised Jet Blue extends the page size to 32K, allowing the maximum size of objects to reach this value. Multi-value
attributes can then accommodate up to 3200 values.

New domain controllers are installed with a 32K page size and use 64-bit long value IDs. For compatibility with existing
environments, they also support an 8K page mode.

When upgrading existing DCs to Server vNext, they continue to use the previous database format with an 8K page size.
The global transition to 32K occurs at the forest level by raising the functional level, assuming that all DCs have a 32K-
capable database and the feature is additionally enabled.

The new release also expands the Active Directory Schema with two new LDF files. The equivalent schema update for AD
LDS is contained in the file MS-ADAM-Upgrade3./df.

NUMA-Support

The new NUMA (Non-Uniform Memory Access) support benefits scalability and performance. Previously, AD DS could only
utilize CPUs in group 0, but now they have access to all processor groups.

However, this improvement isn’t exclusive to Server vNext since it was also delivered with the cumulative update for
August 2022 to Windows Server 2022.

New performance counters

Microsoft has introduced several new counters for tracking the performance of various AD operations. These cover the
following functions:

» Local Security Authority (LSA) Lookups

e DC Locator
o LDAP Client
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New Indicator for LDAP client performance

Priority of replication partners

The system automatically calculates the priority for data replication between different DCs. However, with Server vNext,
administrators now have the ability to increase the priority for specific replication partners.

This provides greater flexibility in replication for specific scenarios.

New algorithm for locating DC

Microsoft has disabled WINS and Mailslots as methods by which members of the domain can locate a DC. The new
discovery algorithm allows DCs to be found based on NetBIOS names without relying on this outdated protocol.

Security enhancements

The next version of Active Directory introduces several security enhancements, some of which have become necessary
due to past issues.

This includes improvements related to Kerberos support for the RC4 algorithm, which Microsoft had advised against using,
especially after the discovery of CVE-2022-37966. RC4 is now added to the cipher list for methods that should not be
used.

LDAP communication now supports TLS 1.3 for LDAP over TLS. In addition, LDAP sealing is automatically enabled after
SASL authentication.

If LDAP Channel Binding is enforced through a stricter policy, errors can occur, especially on older devices. Two new
events (3074 and 3075) are designed to help detect such issues. This option is now also available in Windows Server
2022.
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Password change methods

The current SAM-RPC method for changing passwords uses AES encryption and is accepted as the new default. However,
Microsoft will block several older SAM-RPCs in the future.

For members of the Protected Users group and for local accounts of domain computers, the SAM-RPC interface will be
blocked by default. This can be changed via group policy if required.

Conclusion

After two releases of Windows Server without any significant innovation for AD DS, the Active Directory is once again
receiving major enhancements. These include a database upgrade to address long standing limitations, reflected in a new
functional level for forests and domains.

Additional improvements in security, replication management, and long-awaited NUMA support further enhance the
capabilities of Active Directory.
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Install Windows Server 2025 domain controller, raise AD functional level,
enable 32K database
By Wolfgang Sommergut
Windows Server 2025 introduces significant improvements for Active Directory, including increased scalability thanks to the
Jet database’s 32K pages. New Server 2025 forests can immediately leverage this feature, whereas existing domains must

be raised to the new functional level before you can enable the 32K database.

The 32K-page database format enhances scalability with 64-bit Long Value IDs (LIDs), enabling multi-value attributes to
hold approximately 3,200 values. However, switching to this format does increase storage consumption.

Integration with legacy domain controllers

A domain controller installed on Windows Server 2025 uses the upgraded database, which also supports an 8K-page
simulation mode. This allows a Server 2025-based DC to be integrated into an Active Directory with domain controllers
running previous versions of Windows Server.

To utilize 32K pages, it's necessary to raise the domain and forest functional levels to Windows Server 2025. This
irreversible process makes a rollback to the 8K page database impossible.

Install new Windows Server 2025 forest

Installing a Windows Server 2025 Active Directory forest resembles the setup process of previous versions. First, install the
domain services:

1. Install-WindowsFeature -Name AD-Domain-Services -IncludeManagementTools

Next, set up the new forest. Start by saving the password for the DSRM admin as a secure string

1. $DSRM = Read-Host -AsSecureString -Prompt "Enter DSRM password"

You will then use this password for configuring the forest:

1. Install-ADDSForest -DomainName "contoso.com" -DomainNetbiosName "contoso"
2. -ForestMode "Win2025" -DomainMode " Win2025" -InstallDNS
3. -SafeModeAdministratorPassword $DSRM

2 Administrator: Windows Pc % % Administrator: Windows Poy X

Windows PowerShell
Copyright (C) Microsoft Corporation. All rights reserved.

stall the latest PowerShell for new features and improvements! https://aka.ms/PSWindows

Users\Administrator> Install-WindowsFeature AD-Domain-Services
Success Restart Needed Exit Code Feature Result

Success {Active Directory Domain Services, Active ...

PS C:\Users\Administrator> Read-Host
DSRM-Passwort eingeben: ##xxx*x

PS C:\Users\Administrator>

PS C:\Users\Administrator> Install-ADDSForest
>>

>>

The target server will be configured as a domain controller and restarted when this operation is complete.
Do you want to continue with this operation?
[Y] Yes [A] Yes to ALl [N] No [L] No to ALl [S] Suspend [?] Help (default is "Y"): |

Creating a new forest with PowerShell on Windows Server 2025
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After the mandatory reboot, you can verify the operation’s success using the following PowerShell commands:

1. Get-AdDomain
2. and
3. Get-ADForest

% Administrator: Windows Pc X + v

PS C:\Users\Administrator> Get-ADForest

ApplicationPartitions : {DC=ForestDnsZones, K DC=contoso,DC=labs, DC=DomainDnsZones,K DC=contoso,DC=labs}
CrossForestReferences : {}

DomainNamingMaster : DC-contoso.contoso.labs

Domains : {contoso.labs}

ForestMode : Windows2025Forest

GlobalCatalogs : {DC-contoso.contoso.labs}

Name : contoso.labs

PartitionsContainer : CN=Partitions,CN=Configuration,DC=contoso,DC=1labs
RootDomain : contoso.labs

SchemaMaster : DC-contoso.contoso.labs

Sites : {Default-First-Site-Name}

SPNSuffixes : {}

UPNSuffixes 3

PS C:\Users\Administrator> Get-ADDomain

AllowedDNSSuffixes : i}

ChildDomains : {1}

ComputersContainer : CN=Computers,DC=contoso,DC=1abs
DeletedObjectsContainer : CN=Deleted Objects,DC=contoso, DC=labs
DistinguishedName : contoso,DC=1labs

DNSRoot : contoso.labs

DomainControllersContainer : OU=Domain Controllers,DC=contoso,DC=labs
DomainMode : Windows2025Domain

DomainSID ¢ §-1-5-21-1441579156-3799067275-2655292037
ForeignSecurityPrincipalsContainer : CN=ForeignSecurityPrincipals,DC=contoso,DC=labs
Forest : contoso.labs

InfrastructureMaster : DC-contoso.contoso.labs
LastLogonReplicationInterval

Viewing the properties of the new forest and the new domain with PowerShell

These commands should confirm that the forest and the first domain have been raised to the functional level of Windows
Server 2025.

Enable 32k database page size

The 32K-page database is an optional AD feature that can be enabled using the following PowerShell script:

1. $params = @{

2. Identity = 'Database 32k pages feature'
3. Scope = 'ForestOrConfigurationSet'

4. Target = 'contoso.com'

5. }

Enable-ADOptionalFeature @params

o

This script uses splatting, but you could also pass the parameters directly to the cmdlet if preferred.

You can verify the success of the operation with the following command:

1. Get-ADOptionalFeature -Filter {Name -eqg "Database 32k pages feature"}

If the EnabledScopes property is empty, then the optional feature is inactive.

84


https://4sysops.com/wp-content/uploads/2024/12/Viewing-the-properties-of-the-new-forest-and-the-new-domain-with-PowerShell.png
https://4sysops.com/wp-content/uploads/2024/12/Viewing-the-properties-of-the-new-forest-and-the-new-domain-with-PowerShell.png
https://4sysops.com/archives/use-splatting-and-psboundparameters-to-pass-parameters-in-powershell/

B Administrator: Windows Pc X + v

PS C:\Users\Administrator> Get-ADOptionalFeature {Name

DistinguishedName : CN=Database 32k Pages Feature,CN=Optional Features,CN=Directory Service,CN=Windows
NT,CN=Services,CN=Configuration,DC=contoso,DC=1labs

EnabledScopes . {3}

FeatureGUID : 52982ac6-1e73-75Uf-ae2U4-73ae2775aab8

FeatureScope : {ForestOrConfigurationSet}

IsDisableable : False

Name : Database 32k Pages Feature

ObjectClass : msDS—OptionalFeature

ObjectGUID : 86cTcec8-7b62-4131-b5b0-b85743a5ad22

RequiredDomainMode :

RequiredForestMode : Windows2025Forest

PS C:\Users\Administrator> Enable-ADOptionalFeature

WARNING: Enabling 'Database 32k Pages Feature' on 'CN=Partitions,CN=Configuration,KDC=contoso, DC=labs' is an
irreversible action! You will not be able to disable 'Database 32k Pages Feature' on
'CN=Partitions,CN=Configuration,DC=contoso,DC=labs' if you proceed.

Confirm

Are you sure you want to perform this action?

Performing the operation "Enable" on target "Database 32k Pages Feature".

[Y] Yes [A] Yes to ATL [N] No [L] No to A1l [S] Suspend [?] Help (default is "Y"): y
PS C:\Users\Administrator=>

PS C:\Users\Administrator> Get-ADOptionalFeature {Name

DistinguishedName : CN=Database 32k Pages Feature, CN=Optional Features,CN=Directory Service,CN=Windows
NT,CN=Services, CN=Configuration,DC=contoso,DC=1labs

EnabledScopes : {CN=Partitions,CN=Confiquration,DC=contoso,DC=labs, CN=NTDS Settings,CN=DC-CONTOSO,CN=Servers,CN=D
efault-First-Site-Name, CN=Sites, CN=Configuration,DC=contoso,DC=1labs}

FeatureGUID : 52982ac6-1e73-75uUf-ae2d-73ae2775aab8

FeatureScope : {ForestOrConfigurationSet}

IsDisableable : False

Name : Database 32k Pages Feature

ObjectClass : msDS-OptionalFeature

ObjectGUID : 86¢c7cec8-Tb62-4131-b5b0-b85743a5ad22

RequiredDomainMode :

RequiredForestMode : Windows2025Forest

Enable AD feature for the use of 32K database pages and check the success of the action

Raise domain and forest functional level

If you are running Active Directory on Windows Server 2016, 2019, or 2022, all domain controllers must be upgraded to
Windows Server 2025 before the database can be expanded to 32K pages.

It is important to note that the database will still use 8K pages after an in-place server upgrade, so it is advisable to avoid
this approach to overcome the limitation.

Instead, install new Windows Server 2025 domain controllers and replicate the data with the existing Active Directory.
These new DCs will temporarily operate in 8K simulation mode in a mixed environment.

Once all DCs are running Windows Server 2025, raise the forest and domain functional levels as follows:

1. Get-ADForest | Set-ADForestMode -ForestMode Windows2025Forest
2. Get-ADDomain | Set-ADDomainMode -DomainMode Windows2025Domain

Verify requirements for 32K migration

Before migrating the database to 32K pages, identify the DCs holding the FSMO roles and the global catalog. Ensure
backups are created for these DCs to safeguard against data loss during the transition.

To determine whether the database supports 32K pages, run the following command on your domain controllers:

1. Get-ADObject -LDAPFilter " (ObjectClass=nTDSDSA)"
2. -SearchBase "CN=Configuration,DC=contoso,DC=com" -properties msDS-JetDBPageSize
3. Format-List distinguishedName,msDs-JetDBPageSize

If the result shows 32768, the database meets the requirements for 32K pages. An empty output indicates that the
database is still limited to 8K pages.
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& Administrator: Windows Poy X % Administrator: Windows Pc X

PS C:\Users\Administrator> Get-ADObject
>> msDS-JetDBPageSize |

>> fl distinguishedName,K msDs-JetDBPageSize

distinguishedName : CN=NTDS Settings,CN=DC-CONTOSO,CN=Servers,CN=Default-First-Site-Name
,CN=Sites,CN=Configuration, DC=contoso,DC=1labs
msDs—-JetDBPageSize : 32768

PS C:\Users\Administrator> |

Query the possible page size in the Jet database.

Finally, enable the optional AD feature for 32K pages following the process described earlier for a new forest. Once this
action is performed on a domain controller, the new setting is replicated across the AD.

Conclusion

The Jet database with 32K pages is one of the key innovations for Active Directory in Windows Server 2025. However, this
feature is only available when creating a new forest with the new AD functional level.

All domain controllers must first be upgraded to Windows Server 2025 in existing environments. Avoid in-place upgrades,
as they will retain the database at 8K pages.

Before enabling the enhanced database, the forest and domain functional levels must be raised to Windows Server 2025.
To migrate to the 32k database, you only have to execute the Enable-ADOptionalFeature cmdlet.
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Windows Server 2025 pricing and licensing options

By Wolfgang Sommergut

Windows Server 2025 introduces new pricing and licensing options, with notable updates to the Standard and Datacenter
editions. License fees have increased by 10 to 20 percent.

Microsoft has quietly launched Windows Server 2025 Build 26100.1742 as a General Availability (GA) release. As usual,
this latest version in the Long Term Servicing Channel (LTSC) will receive 10 years of support. Mainstream support will
continue until October 9, 2029, with extended support concluding on October 10, 2034.

Windows Server 2025 comes in two primary editions: Standard and Datacenter. The Essentials edition is still offered but
exclusively via OEM channels. A new pay-as-you-go pricing model has also been introduced, with billing based on usage
through Azure.

Two main editions

The primary difference between the Standard and Datacenter editions lies in their virtualization rights. While Datacenter
Edition allows users to run unlimited virtual instances of Windows Server (Virtual Operating System Environment, VOSE),
the Standard Edition is limited to two VOSEs.

Settings - = s
@ Administrator System > About
L Local Account
Find a setting qQ Related links  Domain or workgroup ~ System protection  Advanced system settings
| Bl System BB  Windows specifications Copy ~
e Bluetooth & devices
Edition Windows Server 2025 Datacenter
¥ Network & internet Version 24H2
. Installed on 10/19/2024
/ Personalization
Evaluation expireson  9/15/2025 2:16 PM
B Apps 05 build 26304.5000
Experience Windows Feature Experience Pack 1000.26100.31.0
o Accounts . )
Microsoft Services Agreement
D Time & language Microsoft Software License Terms
K Accessibility
Related
W Privacy & security
3 Trade-in or recycle your PC R
@ Windows Update
p Product key and activation 3
Channe neadict kev ar inarade uonr edition of Wind

The Datacenter Edition allows unlimited VOSEs with Windows Server 2025

Technical differences also exist. For example, the Standard Edition omits Storage Spaces Direct, which provides software-
defined storage for hyper-converged systems. It also excludes the Network Controller and Host Guardian Service.
Moreover, Storage Replica in the Standard Edition is restricted to up to 2 TB volumes.

The Azure Edition, built on the Datacenter Edition, has some restrictions. It is limited to use on Azure or Azure Stack HCI
and lacks virtualization rights for running Windows Server in virtual machines.

It also does not include the functionality of a KMS server for automatic Windows activation nor the features required to
operate as a container host. A comprehensive comparison of the three editions is available on Microsoft’'s website.
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Limited Essentials edition

The Essentials edition now serves mainly as a licensing and installation option, since Microsoft eliminated all exclusive
features and associated roles with Server 2019. It is designed for smaller environments, supporting up to 25 users and 50
connected devices, and does not require Client Access Licenses (CALs). The Essentials edition is exclusively available
through OEMs.

It also allows running a single OS instance in a VM, but the host system must be restricted to virtualization in this scenario.
There are further hardware limitations. An Essentials server can only have one processor with a maximum of 10 CPU
cores and up to 128GB of RAM.

Remote Desktop Services have never been fully supported with all roles on an Essentials server, but the updated usage

terms now explicitly exclude its use as a terminal server. The 2025 version’s terms of use also ban the deployment of
Rights Management Services (RMS).

Licensing options

Microsoft has long provided core-based licensing for perpetual licenses across multiple generations of its operating
system, mandating a minimum of 16 cores to be licensed per server. If a server exceeds 16 cores, additional licenses must
be acquired in increments of 2, 4, or 16 cores.

The introduction of separate pricing for individual functionalities is a new feature. This now includes hotpatching, also
available in on-premises versions of Windows Server 2025. However, utilizing this technology requires servers to be
connected to Azure Arc and necessitates Software Assurance.

As of now, Microsoft's website does not provide pricing details for hotpatching, although the company has previously
suggested that a separate subscription might be necessary.

Pay-as-you-go licensing

The consumption-based licensing model is designed for Standard edition users without unlimited virtualization rights who
require temporary extra capacity. It enables them to run additional VMs using Windows Server 2025.

To use this model, servers need to be connected to Microsoft’s cloud through Azure Arc. The licensing and pricing structure
is identical to running Windows Server in an Azure VM.

The prices for both the Standard and Datacenter editions are the same, and no CALs are needed. However, if the VM
functions as a terminal server, RDS CALs must be acquired.

For the pay-as-you-go option to be used, the Windows Server must remain unactivated with any other license, and this
feature is exclusively available in the retail version of the operating system.
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Windows Server 2025 setup allows users to enter a product key or select pay-as-you-go licensing

Switching between consumption-based and traditional licensing is simple; to end pay-as-you-go, users simply enter a
product key for a perpetual license.

When a VM is shut down or permanently deleted without disabling pay-as-you-go, billing may still continue, potentially

resulting in unexpected charges. This can be controlled via the Azure Portal, PowerShell, or by removing the device from
Azure Arc.

Licensing at the VM level

Since Q4 2022, vCore licensing enabled users to acquire Windows Server licenses for specific VMs, regardless of the
underlying physical hardware. At least eight virtual processor cores are required to be licensed.

Pricing hikes

Microsoft did not reveal pricing during the announcement of Windows Server 2025. However, recommended prices for the
two main editions can be found on the manufacturer’s website.

According to these listings, the Datacenter Edition is priced at $6,771, whereas the Standard Edition costs $1,176. Both
prices cover the base setup with 16 cores.

The prices across various resellers indicate the following increases:

* Windows Server 2025 Essentials: 15 percent
+ Windows Server 2025 Standard, Datacenter and CALs: 10 percent
* Windows Server 2025 RDS-CALs: 20 percent

This trend extends beyond Windows Server 2025 and is also apparent in other products. A recent example is System
Center 2025, launched alongside Server 2025, which also saw a 10 percent price hike.
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Conclusion

By Michael Pietroforte

Windows Server 2025 equips IT professionals with the tools and knowledge to build secure and modern server
environments. By exploring its new security, storage, networking, and hybrid cloud integration features, readers are well-
prepared to harness the system’s full potential. As the technological landscape continues to evolve, this guide serves as a
foundation for mastering the capabilities of Windows Server 2025 while encouraging further learning and application.

This book will be updated as new articles about Windows Server 2025 are published on 4sysops, ensuring it remains a
current and comprehensive resource for professionals.

Exclusively for members, 4sysops offers an Al-powered chatbot tailored to Windows Server 2025 for ongoing support.
4sysops Al leverages reliable sources, including this eBook, to provide accurate answers. 4sysops Al also integrates
Google and Tavily search to explore the latest Server 2025 topics. Membership is free, grants full access to all Al features,
and allows you to read 4sysops articles without advertisements.

Join the 4sysops IT community now!
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