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Preface

Nowadays, machine learning has become an essential part of many com-
mercial and industrial applications and research developments. It has 
expanded its roots in areas ranging from automatic medical diagnosis in 
healthcare to product recommendations in social networks. Many people 
think that machine learning can only be applied by large companies with 
extensive research teams. In this book, we try to show you how you your-
self can easily adopt machine learning to build solutions for small applica-
tions and the best way to go about it. With the knowledge presented herein, 
you can build your own system to find the faults in a company’s manufac-
tured products and the fake profiles in social networks. This book clearly 
explains the various applications of machine and deep learning for use in 
the medical field, animal classification, gene selection from microarray 
gene expression data, sentiment analysis, fake profile detection in social 
media, farming sectors, etc.   

For the ambitious machine learning specialists of today who are looking 
to implement solutions to real-world machine learning problems, this book 
thoroughly discusses the various applications of machine and deep learn-
ing techniques. Each chapter deals with the novel approach of machine 
learning architecture for a specific application and its results, including 
comparisons with previous algorithms. In order to present a unified treat-
ment of machine learning problems and solutions, many methods based 
in different fields are discussed, including statistics, pattern recognition, 
neural networks, artificial intelligence, sentiment analysis, control, and 
data mining. Furthermore, all learning algorithms are explained in a way 
that makes it easy for students to move from the equations in the book to 
a computer program. 

The Editors
June 2020
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A Learning-Based Visualization 
Application for Air Quality Evaluation 

During COVID-19 Pandemic in 
Open Data Centric Services

Priyank Jain* and Gagandeep Kaur†

Dept. of CSE & IT, Jaypee Institute of Information Technology,  
Noida, Uttar Pradesh, India

Abstract
Air pollution has become a major concern in many developing countries. There 
are various factors that affect the quality of air. Some of them are Nitrogen Dioxide 
(NO2), Ozone (O3), Particulate Matter 10 (PM10), Particulate Matter 2.5 (PM2.5), 
Sulfur Dioxide (SO2), and Carbon Monoxide (CO). The Government of India 
under the Open Data Initiative provides data related to air pollution. Interpretation 
of this data requires analysis, visualization, and prediction. This study proposes 
machine learning and visualization techniques for air pollution. Both supervised 
and unsupervised learning techniques have been used for prediction and analysis 
of air quality at major places in India. The data used in this research contains the 
presence of six major air pollutants in a given area. The work has been extended to 
study the impact of lockdown on air pollution in Indian cities as well.

Keywords:  Open Data, JSON API, OpenAQ, clustering, SVM, LSTM, 
prediction, Heat Map visualizations

*Corresponding author: priyankjn62@gmail.com
†Corresponding author: gagandeep.kaur@jiit.ac.in
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1.1	 Introduction

1.1.1	 Open Government Data Initiative

These days, Open Government Data (OGD) is gaining momentum in pro-
viding sharing of knowledge by making public data and information of 
governmental bodies freely available to private citizens in system process-
able formats so as to reuse it for mutual benefits. OGD is a global move-
ment and has its roots in the initiative started in 2009 by the US President 
as a Memorandum on Transparency and Open Government providing 
transparency in government projects and collaborations through sharing 
of data by public administration and industry to private citizens. Indian 
Government also has joined this initiative and provides free access to the 
data for development of applications, etc., so as to be able to reuse the 
information for mutual growth of industry and government. Open Data 
is the raw data made available by governments, industry, as well as NGOs, 
scientific institutions, and educational organizations and as such is not an 
individual’s property.

The growth in the field of Open Data surely asks for new tools and tech-
niques that can support it. Digital transformation needs companies to look 
out for new tools and techniques so as to be able to support the increas-
ing need for faster delivery of services at large numbers of delivery points. 
Technologies like SaaS, mobile, and Internet of Things are gaining grounds 
in providing increase in endpoints and thus enabling the success of Open 
Data Initiative.

1.1.2	 Air Quality

A report, State of Global Air 2017, by Institute for Health Metrics pub-
lished recently [1] stated that, in the year 2015, there have been 1,090,400 
deaths in India only due to an increase in PM2.5. High concentration of 
PM2.5 in the air is majorly caused by burning of petroleum fuels, household 
fuels, wooden fuels, agricultural fires, and industry related pollutants and 
contaminants. In 2015, India and Bangladesh came next to North African 
and Middle East countries in terms of places with high concentration of 
PM2.5 in air.

The report compares the ambient concentrations to the air quality guide-
lines established by the WHO in 2005. Based on the report by WHO, in the 
year 2015, 92% of the world’s population and 86% of Indian population 
lived in unsafe areas exceeding safe limits. It is therefore need of the hour 
to develop tools that can provide better forecasting and easy understanding 
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of the surrounding environment to naive users with lowest cost possible. 
Air Quality Index (AQI) is a commonly used index by agencies to provide 
information about quality of air in the vicinity to its residents.

The irony of today’s Internet world is that even when we are inundated 
with large quantities of data or information, we as humans still struggle 
with its rightful interpretation. Extracting meaningful information from 
plain textual data in old tabular formats is an extraneous task. It is under 
these circumstances that data visualizations play a vital role.

The objective of this work was to build a machine learning–based 
visualization app for air quality evaluation and air pollution assessment 
by assessing various parameters by which air is getting polluted. Existing 
approaches did not account for variations in values of parameters at dif-
ferent locations. That is why we have trained different models for different 
locations to capture the trends better.

1.1.3	 Impact of Lockdown on Air Quality

COVID-19 is a highly infectious disease caused by a newly discovered 
Coronavirus which was firstly identified in Wuhan, Central China. It has 
taken more than 460,000 lives as on 20th June, 2020, around the world. 
Due to this pandemic, a nationwide lockdown was imposed in India from 
24th March, 2020, which extended up to several weeks. It is observed that 
lockdown could help in reducing pollution levels to a certain extent. This 
study tries to capture the variations in air pollution levels with and without 
lockdown.

1.2	 Literature Survey

Air pollution occurs when particulates (pm2.5 and pm10), biological mol-
ecules, and other harmful substances are introduced into Earth’s atmo-
sphere. Natural processes and human activities can both generate air 
pollution. Air pollution can be further classified into two sections: visible 
air pollution and invisible air pollution.

Proactive monitoring and control of our natural and built environ-
ments is important in various application scenarios. Semantic Sensor Web 
technologies have been well researched and used for environmental mon-
itoring applications to expose sensor data for analysis in order to provide 
responsive actions in situations of interest [2]. A sliding window approach 
that employs the Multilayer Perceptron model to predict short-term PM 
2.5 pollution situations is integrated into the proactive monitoring and 
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control framework [2]. Time series data in practical applications always 
contain missing values due to sensor malfunction, network failure, out-
liers, etc. [3]. A spatiotemporal prediction framework based on missing 
value processing algorithms and deep recurrent neural network (DRNN) 
has been proposed [3]. A generic methodology for weather forecasting 
is proposed by the help of incremental K-means clustering algorithm in 
[4]. Air pollution data are available to the public as numeric values on the 
concentration of pollutants in the air on a web page [5, 6]. The numeric 
information is not conducive to determining the air pollution level intui-
tively [6]. To address this problem, the study developed and implemented 
a program for visualizing the air pollution level for six pollutants by 
obtaining real-time air pollution data using API and generating a keyhole 
markup language (KML) file defined to visualize the data on Google Earth 
intuitively [6]. Visualization method is intuitive and reliable through data 
quality checking and information sharing with multi-perspective air pol-
lution graphs [7]. This method allows the data to be easily understood 
by the public and inspire or aid further studies in other fields [7]. As the 
tools are invented using spatial-temporal visualization and visual analyt-
ics for general visualization purposes of geo-referenced time series data of 
air quality and environmental data, they can be applied to other environ-
mental monitoring data (temperature, precipitation, etc.) through some 
configurations [8].

According to a survey mentioned in [9], pollution levels in many cit-
ies across the country reduced down drastically only after a few days of 
imposing lockdown. Also, as discussed in the study [10], lockdown could 
be the effective alternative measure to be implemented for controlling air 
pollution.

The results above show us that all these machine learning tech-
niques can be used for prediction and evaluating air pollution thereafter. 
Implementation details are described in the next section.

1.3	 Implementation Details

There are several paradigms that can be implemented to classify the quality 
of air. The novelty of the application is to predict the future air quality of 
different places in detail with estimated values of various parameters along 
with its air quality and AQI. The application is able to visualize data in an 
efficient and descriptive way which is hard to analyze numerically in its 
raw form.
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1.3.1	 Proposed Methodology

Our proposed methodology steps have been discussed as follows: 

1.	 Fetch real-time air quality data through an API of Open Data.
2.	 Clustering of air quality data based on AQI and assigning 

classes of air quality from good to severe.
3.	 Train a Support Vector Machine (SVM) model on the previ-

ously clustered data.
4.	 Train different time series Long Short-Term Memory 

(LSTM), a Recurrent Neural Network (RNN) model for dif-
ferent places to predict the future air quality of that place 
based on the previous trend.

5.	 Assign air quality and AQI to the observed/predicted val-
ues of the parameters. AQI is assigned based on the worst 
24-hour average of all the parameters.

6.	 Different visualizations of the past data and future predic-
tions using Heat Maps, Graphs, etc.

7.	 Compare variations in different parameters contributing 
toward air pollution at different places.

8.	 Provide a user-friendly web app to predict and analyze air 
quality.

Fetch latest Input location Fetch latest through
API

Display it with Air
Quality. Air Quality
Index and Health

Advisory

Predict Future
through LSTM

Fetch latest through
API

Input Future Date and
location

PredictionWeb App

Visualization

Heat Map Graph India Map

Current to FuturePast to Current

Figure 1.1  Workflow of the application.
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Figure 1.1 shows the detailed description of the working of the applica-
tion. The latest data for specific location/place is fetched using Restful API 
in JSON format from the Open Data Repository. Prediction is also done for 
the future air quality using the past values. The predicted data is displayed 
with an adequate message through the web app to the user. Visualization 
involved displaying the results in human understandable format. For that, 
Heat Maps were generated and appropriate messages were displayed based 
on the WHO guidelines. The results were also displayed through graphs to 
show connectivity between different values. Finally, the outputs were also 
displayed on the Indian map.

1.3.2	 System Specifications

Main hardware requirements are high computational power CPU such as 
an i5/i7 Intel processor or equivalent. The system must be able to fulfill 
both primary and secondary high memory requirements approximately 
around 50-GB HDD and 4–8 GB of RAM. Main software requirements 
consist of any open source operating system, Python language with depen-
dencies like scikit-learn, and other packages and libraries like pandas, 
numpy, matplotlib, bokeh, flask, tensorflow, and theano.

1.3.3	 Algorithms

1.	 K-Means Clustering: The K-means algorithm takes a set of 
input values and, based on parameter k, clusters the values 
into k clusters. The division of values into k clusters is based 
on a similarity index in which data values having close sim-
ilarity index are grouped into one cluster and another set of 
values is grouped into another cluster [11]. Distance mea-
sures like Euclidean, Manhattan, and Minkowski are some 
of the similarity indices that are used for clustering. We have 
used clustering because our dataset values were to be divided 
into classes. We choose six classes, viz., Good, Satisfactory, 
Moderately Polluted, Poor, Very Poor, and Severe.

2.	 Support Vector Machine Algorithm (SVMA) for Prediction: 
SVMAs are an age old excellent algorithms in use for solv-
ing classification and regression problems. SVM provides a 
supervised learning model and is used to analyze the pat-
terns in the data. In SVM, a linear model is applied to convert 
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non-linear class boundaries to linear classes. This is done by 
reducing the high-dimensional feature vector space. Kernel 
selection is an integral part of SVMs. Different kernels exist 
and we have used linear and Radial Basis Function (RBF) 
for our experiments. The outputs have been discussed under 
results. Two major kinds of SVM considered are therefore 
linear-based modeling and non-linear based modeling.

3.	 Recurrent Neural Network LSTM Algorithm (LSTM-RNN): 
Contemporary Neural Networks such as Feed Forward 
Neural Networks (FFNNs) are different from Recurrent 
Neural Networks (RNNs) because they are trained on 
labeled data and forward feed is used till prediction error 
gets minimized.

RNNs are different from FFNNs because the output or result received at 
stage t − 1 impacts the output or result received at stage t. In RNN, there 
are two input values: first one being the present input value and second 
one being the recent past value. Both inputs are used to compute the new 
output.

Figure 1.2 shows the simple form of RNN. For a hidden state (ht) which 
is non-linear transformation in itself, it can be computed using a combi-
nation of linear input value (It) and recent hidden past value (ht − 1). From 
the figure, it can be observed that the output result is computable using 
the present dependent hidden state ht. The output Ot holds dependence 
on probability pt which was computed using a function called softmax. 
Softmax was only computed in the last layer of RNN-based classification 
before the final result was received.

Wt Wt Wt Wt
ht–1

Ot–1 Ot+1Ot

It–1 It+1It

ht+1ht

Figure 1.2  Basic steps of recurrent neural network.
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Since RNN in itself suffers from two gradient problems of vanishing 
gradients and exploding gradients, therefore there have been two modifi-
cations to the basic RNN. Gates have been provided to control the impact 
of the multiplying factor that is majorly responsible for increase (explosion) 
in gradient (multiplying factor if larger than one) or decrease (vanishing) 
in gradient (multiplying factor if less than one). We now have LSTM and 
Gated Recurrent Unit (GRU). LSTM has been used in our work [12].

Because we were trying to predict future values based on present and 
past pollution data values that were in time series and had lags, therefore 
LSTM suited our use case. LSTM learns from the historical data to not only 
classify but also to process the results and predict the future scores without 
getting affected by gradient incumbencies.

1.3.4	 Control Flow

In terms of control flow, the working of our model can be explained with 
respect to training model and testing model:

1.	 Training Model: As the first step of the training model, the 
data is fetched from the OpenAQ Open Data Community 
and is pre-processed to remove any kind of noise from the 
data. The cleaned world data is passed for K-means cluster-
ing. Before setting the number of clusters required to classify 
the data we measured Silhouette coefficient to determine the 
optimal number of clusters required. On the second hand, 
the cleaned single place data is passed to the LSTM for dif-
ferent places. The output of the world data clustering and 
LSTM training of single place data is passed to measure the 
performance using MAE and RMSE values. Also, the world 
data after clustering is assigned labels using the AQI table. 
The labeled data is then split into testing data and training 
data. SVM training is done with values of parameters as 
input and air quality as output. At the end, 10-fold cross- 
validations were done and performances were measured 
using confusion matrix, precision and recall parameters.

2.	 Testing Model: Under testing, new data was fetched using 
API. It was passed to the respective places LSTM. Future 
values of all parameters were predicted by the LSTM. This 
was passed as input to the SVM and the final result was pre-
diction of air quality and assignment of AQI was done.
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1.4	 Results and Discussions

The open data is being provided by OpenAQ organization [13]. Their aim is 
to help people fight air pollution by providing open data and open-source 
tools. The data is obtained from government bodies as well as research 
groups and aggregated by OpenAQ. OpenAQ API was used to fetch the lat-
est data in data frame and saved in .csv format for computations. Figure 1.3 
shows the screenshot of data fetched on 6th June, 2020 for Visakhapatnam, 
India.

1.	 K-Means Clustering Outcomes: As explained in the method-
ology section, we applied K-means clustering to determine 
the classes via clusters for our unsupervised data. In order to 
find out the optimal number of clusters required, Silhouette 
coefficient was calculated. The Silhouette coefficient is calcu-
lated using the mean intra-cluster distance (a) and the mean 
nearest-cluster distance (b) for each sample where b is the 
distance between a sample and the nearest cluster that the 
sample is not a part of. The value of Silhouette coefficient 
for a sample is (b – a)/max (a, b). For our experiments, we 
kept it equal to 7 using the Elbow method. After clustering, 
the clustered data were assigned labels for air quality using 
the AQI table. The required range for different air control 
parameters is shown in Table 1.1.

We worked on six parameters, namely, NO2, O3, 
PM10, PM2.5, SO2, and CO. To build the LSTM model, we 
trained our model for 14 different places in India, namely, 
Visakhapatnam (GVMC Ram Nagar), Ajmer (Civil Lines), 
Alwar, Vasundhara (Ghaziabad), Gurgaon (Vikas Sadan), 
Bandra (Maharashtra), Bhiwadi Industrial Area, Bengaluru 
(BWSSB Kadabesanaha), Amritsar (Golden Temple), Anand 

Visakhapatnam

Date &
Time

2020-06-06
06:00:00

NO2 O3 PM10 PM2.5 SO2 CO

22.10 41.00 93.00 14.00 11.30 400.00

Figure 1.3  Screenshot of fetched data.
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Vihar, R K Puram, Punjabi Bagh, NSIT (Dwarka), and Sector 
62 Noida. First of all, K-means clustering was applied.

2.	 SVM outcomes: The data values (1,870) were divided into 
training and testing sets. We took 80% for the training set 
and 20% for the testing set. The clustered data was trained 
on SVM against air quality so that air quality could be 
determined based on the values of all parameters. Sklearn 
library was used for it [14]. SVM was cross-validated using 
GridSearchCV (k = 10) technique. Results on 374 test sam-
ples could be seen in Table 1.2. Best parameter set found was 
{c: 0.1, gamma: 0.001, kernel: linear}.

3.	 LSTM outcomes: To build the LSTM model, we trained 
our model for 14 different places in India, namely, 
Visakhapatnam (GVMC Ram Nagar), Ajmer (Civil Lines), 
Alwar, Vasundhara (Ghaziabad), Gurgaon (Vikas Sadan), 
Bandra (Maharashtra), Bhiwadi Industrial Area, Bengaluru 
(BWSSB Kadabesanaha), Amritsar (Golden Temple), Anand 
Vihar, R K Puram, Punjabi Bagh, NSIT (Dwarka), and Sector 
62 Noida. Five thousand samples were used for training and 
500 samples for testing of each model.

Each model had different values for different parameters 
like kernel initializer, batch size, and epochs during hyper 
parameter tuning. We used Keras library in Python [15]. 
The performance was evaluated with two metrics: Mean 

Table 1.2  Precision, recall, and F1-score.

Classes Precision Recall F1-Score

Moderate 1.0 0.99 0.99

Poor 1.0 0.95 0.97

Satisfactory 0.98 1.0 0.99

Severe 1.0 1.0 1.0

Very Poor 1.0 1.0 1.0

Avg/total 0.99 0.99 0.99

Final Accuracy: 0.9893
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Absolute Error (MAE), Root Mean Square Error (RMSE). 
Table 1.3 shows the MAE and RMSE values received. MAE is 
calculated by (∑|y − x|)/n, and RMSE is calculated by √(∑y − 
x)2/n where y is predicted value and x is actual value.

Figure 1.4 shows the prediction values for Bengaluru 
City at present hour as well as for 2 days 3 hours after 13th 

Table 1.3  MAE and RMSE scores for 
different epochs.

Test MAE for 1 8.864

Test RMSE for 1 12.122

Test MAE for 2 17.996

Test RMSE for 2 35.390

Test MAE for 3 23.820

Test RMSE for 3 35.938

Test MAE for 4 6.021

Test RMSE for 4 9.269

Prediction at Bengaluru (BWSSB Kadabesanaha) at present hour

Prediction at Bengaluru (BWSSB Kadabesanaha) after 2 days and 3 hours

Date & Time NO2 PM2.5 SO2 CO

13 19:00:00 21.68 15.82 3.29 392.25

Date & Time NO2 PM2.5 SO2 CO

15 22:00:00 21.68 15.82 3.29 392.25

Air Quality Index: 21.68
Air Quality: Good
Health Advisory: None
Health Impacts: Minimal Impact.

Air Quality Index: 21.68
Air Quality: Good
Health Advisory: None
Health Impacts: Minimal Impact.

Figure 1.4  Predicted values in Bengaluru in December, 2017.



Visualization for Air Quality Evaluation   15

December, 2017. Figure 1.5 shows the prediction values for 
2 days 3 hours after 6th June, 2020. We observed that on 
an average Bengaluru is a cleaner city as compared to other 
cities even during November and December. It was realized 
that it could have been due to rainy weather. Bengaluru gets 
rain almost every day and due to which the majority of air 
pollutants get washed down thus resulting into reduced air 
pollution.

Figure 1.6 shows the predicted values at present hour 
and for future one day 3 hours for Anand Vihar, New Delhi, 
after 13th December, 2017. New Delhi suffers from heavy 
pollution and therefore the quality of observed air was very 
poor. PM2.5 level remains high, making the air not only toxic 
but also prone to causing breathing problems. We have also 
generated advisory for the users of the app. Figure 1.7 shows 
the predicted values for 1 day and 3 hours for Anand Vihar, 
New Delhi, after 6th June, 2020. It could clearly be seen that 
pollution levels have drastically reduced and air quality has 
also become better due to imposed lockdown as there is less 
traffic and industrial waste emissions.

The experiments were performed for batch sizes of 10, 
24, 15, 8, and 6 with epochs of 10 and 100. The MAE Scores 

Prediction at Bengaluru (BWSSB Kadabesanaha) at present hour

Prediction at Bengaluru (BWSSB Kadabesanaha) after 2 days and 3 hours

Date & Time NO2 PM2.5 SO2 CO

6 16:00:00 14.64 0.79 1.31 116.84

Date & Time NO2 PM2.5 SO2 CO

8 19:00:00 14.12 0.89 0.09 111.47

Air Quality Index: 13.76
Air Quality: Good
Health Advisory: None
Health Impacts: Minimal Impact.

Air Quality Index: 14.12
Air Quality: Good
Health Advisory: None
Health Impacts: Minimal Impact.

Figure 1.5  Predicted values in Bengaluru in June, 2020.
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for LSTM Hyper Parameters for NO2, O3, PM10, PM2.5, and 
SO2 are shown in (Table 1.4), and after careful analysis of the 
LSTM Hyper Parameter scores, we zeroed in on the batch 
size with minimum bias.

Prediction at Anand Vihar at present hour

Date & Time NO2 O3 PM10

39.09

PM2.5 SO2

6 16:00:00 35.94 56.07 127.31 6.11

Prediction at Anand Vihar after 1 day and 3 hours

Date & Time NO2 O3 PM10

41.39

PM2.5 SO2

7 19:00:00 37.05 43.51 141.06 6.44

Air Quality Index: 115.53
Air Quality: Satisfactory
Health Advisory: Sensitive groups should reduce prolonged or heavy exertion.
Health Impacts: May cause minor breathing discomfort to sensitive people.

Air Quality Index: 138.64
Air Quality: Moderate

Figure 1.7  Predicted values in New Delhi in June, 2020.

Prediction at Anand Vihar at present hour

Date & Time NO2 O3 PM10

24.88

PM2.5 SO2

13 19:00:00 92.27 55.40 457.75 14.18

Prediction at Anand Vihar after 1 day and 3 hours

Date & Time NO2 O3 PM10

24.60

PM2.5 SO2

14 22:00:00 92.17 55.38 459.60 14.16

Air Quality Index: 456.94
Air Quality: Very Poor
Health Advisory: … State of Emergency …. Everyone should avoid all physical activity outdoors.
Health Impacts: May cause respiratory illness to the people on prolonged exposure.
E�ect may be more pronouced in people with lung and heart diseases.

Air Quality Index: 458.83
Air Quality: Very Poor

Figure 1.6  Predicted values in New Delhi in December, 2017.
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4.	 Data Visualization: One of the main objectives of the proj-
ect was to provide better visualizations to the normal people 
who are not able to interpret the relations between different 
values of the air pollutants. We therefore generated the Heat 
Maps of different parameters. Individual Heat Maps for the 
parameters as well as combined Heat Maps for the parame-
ters have been provided.

Figure 1.8 shows the Heat Map for Ozone gas O3 for 12th 
and 13th December, 2017. From the map, we could observe 
that O3 suffers maximum fluctuations between day and night 
intervals. O3 levels reduce at midnight and are very high on 
13th December evening time. This could be due to heavy 
vehicular traffic during evening hours. Figure 1.9 shows 
Heat Map for O3 for 6th to 8th June, 2020 which clearly 
shows reduction in O3 levels during less vehicular traffic and 
reduced industrial emissions.

Table 1.4  MAE scores for LSTM hyper parameters.

Batch size Epochs NO2 O3 PM10 PM2.5 SO2

10 10 22 52 142 64 14

24 100 17 22 142 52 13

15 100 13 19 139 51 13

8 10 16.8 25.4 124 44.8 13

6 10 13 25 119.7 44 13

12/11/2017 16:00:00

12/11/2017 19:00:00

12/11/2017 22:00:00

12/12/2017 1:00:00

12/12/2017 4:00:00

12/12/2017 7:00:00

12/12/2017 10:00:00

12/12/2017 13:00:00

12/12/2017 16:00:00

12/12/2017 19:00:00

12/12/2017 22:00:00

12/13/2017 1:00:00

12/13/2017 4:00:00

12/13/2017 7:00:00

O3

75%

70%

65%

60%

55%

Figure 1.8  Heat map for ozone O3 for day and night in December, 2017.
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Figure 1.10 shows the Heat Map for all the parameters 
for the days 11th, 12th, and 13th December, 2017, at Sector 62, 
Noida. From the Heat Maps it could be observed that PM2.5 
is the main pollution causing parameter in the Air. It could 
also be observed that it remains at dangerous levels on all 
days and during Days as well as Nights. Figure 1.11 shows 
the Heat Map for all the parameters for the days 6th, 7th 
and 8th June, 2020 at Sector 62, Noida. The reduced levels 
of all pollutants could clearly be seen from the Heat Map as 

o3

6/6/2020 16:00:00

6/6/2020 19:00:00

6/6/2020 22:00:00

6/7/2020 1:00:00

6/7/2020 4:00:00

6/7/2020 7:00:00

6/7/2020 10:00:00

6/7/2020 13:00:00

6/7/2020 16:00:00

6/7/2020 19:00:00

6/7/2020 22:00:00

6/8/2020 1:00:00

6/8/2020 4:00:00

6/8/2020 7:00:00

100%

80%

60%

Figure 1.9  Heat map for ozone O3 for day and night in June, 2020.

no2

o3

pm10

pm2.5

so2

12/11/2017 16:00:00

12/11/2017 19:00:00

12/11/2017 22:00:00

12/12/2017 1:00:00

12/12/2017 4:00:00

12/12/2017 7:00:00

12/12/2017 10:00:00

12/12/2017 13:00:00

12/12/2017 16:00:00

12/12/2017 19:00:00

12/12/2017 22:00:00

12/13/2017 1:00:00

12/13/2017 4:00:00

12/13/2017 7:00:00

800%

600%

400%

200%

Figure 1.10  Heat map for all parameters for 3 days and nights in December, 2017.
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6/6/2020 16:00:00

6/6/2020 19:00:00

6/6/2020 22:00:00

6/7/2020 1:00:00

6/7/2020 4:00:00

6/7/2020 7:00:00

6/7/2020 10:00:00

6/7/2020 13:00:00

6/7/2020 16:00:00

6/7/2020 19:00:00

6/7/2020 22:00:00

6/8/2020 1:00:00

6/8/2020 4:00:00

6/8/2020 7:00:00

100%

50%

Figure 1.11  Heat map for all parameters for 3 days and nights in June, 2020.
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a result of imposed lockdown. However, PM2.5 still remains 
the top contributing factor toward pollution in the area.

Figure 1.12 shows the predicted values of O3 for Anand 
Vihar, New Delhi in December, 2017, and decline in O3 lev-
els can be observed. Figure 1.13 shows the predicted values 

Current to Future Analysis of O3 at Anand Vihar
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Figure 1.12  Predicted values for O3 for Anand Vihar, New Delhi.
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60

40

20

0

Va
lu

es
(µ

g/
m

3)

6/7/2020 6/9/20206/8/2020 6/10/2020
Days

Figure 1.13  Predicted values for PM10 for Sector 62, Noida.
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of PM10 for Sector 62, Noida in June, 2020, and decline in 
levels could be observed.

The quality of air as shown in Figure 1.14 could also be 
observed/predicted for the major cities of India. This helped 
the user to study the quality of air throughout the country. 
The figure shows the quality of air as severe (magenta), very 
poor (yellow), poor (cyan), moderate (red), satisfactory 
(green), and good as blue dot on the map. It was realized 
that smaller cities, towns, and villages in India have good 
air quality. It is only the Metropolitan cities and the areas 
surrounding these cities that suffer from worst air quality. 

From our project, we had some major findings. It was 
found that the values of different parameters of air depend 

Severe(401 - 500)

Very Poor(301 - 400)

Poor(201 - 300)

Moderate(101 - 200)

Satisfactory(51 - 100)

Good(0 - 50)

Figure 1.14  Pollution levels in major Indian cities.
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on the latest past records (few days to a month) and not 
on many previous months. While retrieving real-time val-
ues through API for different parameters, sometimes, null 
or zero values occur. This might be due to malfunctioning 
of the sensors or inappropriate weather conditions. Zero 
or very less values might also occur at night because of the 
fact that certain parameters like O3 mix with other chemi-
cal compounds to form other compounds and consequently 
their value reduces. No2 and SO2 are also sometimes inter-
acting and hence their abrupt values. The raw data is much 
easier to understand through visualizations for a common 
man. Also, lockdown is expected to be the effective alterna-
tive measure to be implemented for controlling air pollution.

1.5	 Conclusion

After applying K-means clustering using Silhouette coefficient, the data is 
divided into seven clusters. The SVM is successfully able to classify the 
data into its respective air quality class with accuracy of 99%. The LSTM 
models for different places have been tuned accordingly to minimize MAE 
and RMSE. The proposed model could be used for various purposes like 
predicting future trends of air quality, assessing past trends of air quality, 
visualizing data in an effective way, issuing health advisory, and providing 
health effects (if any) based on the current air quality. Various parameters 
can be compared and it could be determined which pollutant is affecting 
more in a particular area and accordingly actions could be taken before-
hand. Anyone could get inference from the data easily which is tough to 
analyze numerically and could take certain actions to control air pollution 
in any area.
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Abstract
The method of using convolutional neural networks to identify and quantify the 
silkworm eggs that are laid on a sheet of paper by female silk moth. The method is 
also capable of segmenting individual egg and classifying them into hatched egg 
class and unhatched egg class, thus outperforming image processing techniques 
used earlier. Fewer limitations of the techniques employed earlier are described 
and attempt to increase accuracy using uniform illumination of a digital scanner is 
illustrated. The use of a standard key marker that helps to transform any silkworm 
egg sheet into a standard image, which can be used as input to a trained con-
volution neural network model to get predictions, is discussed briefly. The deep 
learning model is trained on silkworm datasets of over 100K images for each cate-
gory. The experimental results on test image sets show that our approach yields an 
accuracy of above 97% coupled with high repeatability. 

Keywords:  Deep learning, convolution neural network, datasets, accuracy, 
silkworms, fecundity, hatching percentage

2.1	 Introduction

In the last decade, machine learning has gained the popularity that no 
sequential programming approach has reached in a century in various 
fields of engineering. Deep learning/convolution neural network (CNN) is 
a part of a machine learning approach that solves a given problem without 
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explicitly providing the features to be considered to generate useful results. 
These advanced techniques are predominantly deployed in the engineering 
field. However, disciplines such as medical imaging [1], microbiology [2], 
and finance [3] are vastly adopting machine learning to achieve superior 
results.

Further, some areas of science still use the conventional approach of 
solving the problem, and sericulture is one among them. The sericulture 
industry involves the art and science of host plant cultivation as well as 
silkworm rearing to produce natural silk products. Silk is the queen of 
textiles and globally India is the second-largest producer of four different 
types of silk. Thus, sericulture serves as the base for economic, social, sci-
entific, political, and intellectual advancements [4]. The fecundity (number 
of eggs laid by fertilized female silk moth), hatching percentage (silkworm 
birth rate), survival percentage (disease and environment tolerant), and 
silk productivity are a few economic traits (parameters) on which entire 
silk industry thrives. Manual counting of eggs is in vogue to quantify 
fecundity and hatching percentage parameters. Many automatic methods 
(image processing and new hardware design) have been attempted with 
lower accuracy [5]. A new approach of automatic counting and classifying 
eggs is described in this paper to quantify fecundity and hatching percent-
age accurately which provides required rearing information to harvest suc-
cessful silk cocoon crops.

The chapter describes a few conventional approaches and their draw-
backs and, further, introduce the CNN approach adopted in this paper and 
to explain the specifications of each model trained to surpass the results 
provided by other image processing techniques.

2.2	 Conventional Silkworm Egg Detection Approaches 

Manual counting of silkworm egg is in practice in countries like India, 
China, Thailand, and other Asian countries [6]. The silkworm eggs are 
small-sized [5], approximately 2 to 3 mm in diameter, densely populated in 
small clusters. Hence, the manual counting process will be tediously asso-
ciated with prolonged time and is susceptible to human error. The incon-
sistency in determining the fecundity and hatching percentage impacts the 
overall cocoon crop performance and Silk productivity.

Many techniques have been implemented to measure the quantity of egg 
laid, such as designing hardware [6, 7], and using image processing tech-
niques. The primary focus in previously published papers was to segment 
the silkworm egg from the background using different image processing 
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techniques such as low contrast image setting [8], contrast enhancement fol-
lowed by image morphological operations [7], image patch centroid analysis 
[6], image channel conversion from RGB to HSV to identify the region of 
interest (ROI) [9], using Gaussian mixture model [10], and using Hough 
transforms (blob analysis) [11, 12]. The accuracy achieved in these tech-
niques completely depends on the consistency of the experimental condi-
tions such as the color of the sheet on which the silkworm eggs were laid, the 
size of the eggs, and uniform illumination while capturing a digital image of 
eggs. By altering any one of these parameters, the results vary drastically, and 
hence designing an image processing algorithm for every possible scenario 
becomes laborious. Also, the method used in these techniques to capture 
digital data of the eggs was to use digital cameras, operated manually without 
any preset illumination parameter and hence resulting in poor accuracy.

2.3	 Proposed Method 

Two of the main parameters that vary during capturing digital data for 
image processing are the size of the silkworm egg and uniform illumina-
tion spread across the image. Firstly, since the image processing (including 
blob analysis) algorithms are designed to identify a particular egg size or 
range of egg sizes, exceeding this limit causes error in the final result. Since 
no constant distance is set between the egg sheet and camera, in any of the 
earlier papers, the pixel size of captured eggs varies which causes the prob-
lem to the image processing algorithm. Also, the irregular distribution of 
illumination over ROI causes the digital cameras to record the data slightly 
in a different way, which may over saturate or under saturate the ROI. The 
image processing algorithms such as contrast stretch and histogram equal-
ization perform well on the limited scenario and do not provide complete 
confidence to enhance low-quality data.

To overcome these issues, a constant illumination light source with a 
fixed distance between camera and egg sheets of a paper scanner is used 
to capture the digital data of the silkworm egg sheets. Since the distance 
between the camera array of the paper scanner is fixed, the egg size can 
be approximated to stay within a specific range, i.e., around 28 to 36 pixels 
in diameter in our experiment. However, not all manufacturers of paper 
scanner follow strict dimensions while designing, hence the silkworm eggs 
scanned with different scanner results are found to be different. For exam-
ple, the eggs scanned with Canon® scanner have a diameter of 28 to 32 
pixels under, while 36 to 40 pixels with Hewlett-Packard® (HP) scanners 
for the same resolution and dots per inch (dpi). 
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Also, by changing the scanner parameters such as resolution and dpi, 
the resulting egg diameter is of different pixels size for the same scanner. 
Hence, a key marker is printed on the egg sheet before it is scanned to cap-
ture the details in a digital format. The dimension of the key marker is 100 × 
100 pixels (10 × 10 mm) which are considered as a standard dimension 
in our experiment. Let R(hxw) be the standard resolution required by the 
image processing algorithm, while R′(h’xw’) be the resolution at which the 
egg sheet is scanned and R″ is the resulting resolution of the image. Also, 
let (Dx, Dy) be the standard dimensions of the key marker, while ′ ′D ,D( )x y  
is the key marker dimension calculated from the new scan. Figure 2.1 
shows a part of the silkworm egg sheet before and after the key marker was 
stamped. Figure 2.1 (left) represents the original egg sheet while Figure 2.1 
(right) represents the egg sheet with key marker stamped. Equations (2.1) 
to (2.3) represent the method of converting images with any dpi into the 
standard dpi by comparing the dimensions (Dx, Dy) with ′ ′D ,D( )x y , where 
R″ values are used in image processing platforms such as MATLAB to 
resize the image sheet to match the standard required dimensions.

	 = − ′d D D( )x x x 	 (2.1)

	 = − ′d D D( )y y y 	 (2.2)

	 R″ − h  − dx × w  – dy	 (2.3)

2.3.1	 Model Architecture

To overcome the problem with conventional image processing algorithms 
as stated in Section 2.2, machine learning (ML) techniques were employed 
to segment the eggs from the background (egg sheet). The features to be 
considered for segmentation such as color (grayscale pixel values), the 

Standard Key Marker

Dy

Dx

Figure 2.1  Adding a key marker on the silkworm egg sheet.
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diameter of eggs was collected manually using image processing and fea-
ture engineering, later fed into various ML algorithms (KNN, decision 
trees, and SVM). ML algorithms provide accuracy over 90% but fail when 
the input data is of a different class (breed in terms of sericulture field) 
when compared to the class for which the algorithm was trained since the 
color of eggs is not the same for different breeds of the silkworm. To over-
come this issue, a supervised CNN technique is used which requires the 
true label while the features are selected automatically. The primary aim 
of our approach was to accurately count several silkworm eggs present in 
a given digital image and further classify them into respective classes such 
as hatched and unhatched. Figure 2.2 represents a sample digital image 
of the egg sheet with a different class of eggs being marked with specific 
colors manually. The eggs marked with green color represent the hatched 
class (HC), while eggs marked with red color represent the unhatched class 
(UHC). 

To identify the core features of the eggs, for segmenting them from the 
background sheet and to classify them into respective categories, a sim-
ple deep learning technique was used with four hidden layers to provide 
results that are much more accurate compared to conventional methods. 
Deep learning models are trained using TensorFlow framework to pro-
vide three different results such as foreground-background segmentation, 
detecting eggs, and classifying detected egg. 

The core deep learning model used in our experiments is shown in 
Figure 2.3. The model consists of convolution layers, max-pooling layers, 
and fully connected layers. These layers are trained to identify the features 
of egg, while the last layer is modified to provide categorical or continuous 
data. The core CNN model is trained using a stride of (2 × 2) and kernel 
of (5 × 5) for convolution, with (2 × 2) max pooling and a fully connected 

U
n-

H
at

ch
ed

 e
gg

s
H

at
ch

ed
 e

gg
s

Figure 2.2  Silkworm egg classes: hatched eggs and unhatched eggs.
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layer consisting of 3200 neurons. The input to the CNN model is a 32 × 32 
dimension image with three color channels, RGB.

2.3.2	 Foreground-Background Segmentation

The basic requirement for accurate counting of silkworm egg is to perform 
foreground-background (FB) segmentation. In the previous attempts, the 
background was segmented based on the intensity value of the eggs [8]. 
The region that has no pixel values corresponding to the eggs is considered 
as background and discarded before the image processing stage. However, 
this is not ideal in all situations, since the silkworm eggs laid on the sheet 
may also contain urine from the silkworms that discolor the background. 
The urinated background dries into a white layer that resembles an egg 
pixel intensity value close to 230 for an 8-bit grayscale image.

The resolution of the digital data that is fed into the CNN model is 
another reason to perform segment the background before the class of eggs 
is determined. The eggs are of the size around 32 × 32 pixels after scanning, 
while the entire sheet of silkworm eggs is of the size 5008 × 6984 pixels 
(in our experiment). If the entire sheet was fed to the CNN model with an 
input image size of 32 × 32 pixels with a sliding window method, then the 
model must classify 35M images that would be computationally expensive 
for a system without GPU support.

To overcome this issue, the FB CNN model was trained with an input 
data of 128 × 128 pixels, three-channel RGB image that was fed to the core 
CNN model, as shown in Figure 2.3, to provide categorical output using 
the softmax activation function. Some of the corresponding specifica-
tions of the FB CNN model are provided in Table 2.1 along with accuracy 
scores. Using a 128 × 128 pixel input to the FB CNN model, the entire 

Input

Core CNN Model
Output

Softmax

Regression
convolution
(5×5 kernal)

Convolution Layers-1

Convolution Layers-2
Pooling Layers-1

Pooling
Layers-2

Fully connected
Layers

convolution
(5×5 kernal)

Max pooling
(2×2)

Max pooling
(2×2) Flatten

Figure 2.3  Core CNN model.
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silkworm egg sheet is divided into square grids of 128 × 128 with a stride 
of 128, resulting in an image set of 2K images that must be processed for 
categorical results as foreground or background class. Figure 2.4 represents 
the segmentation of the entire silkworm egg sheet, where the foreground 
(presence of egg) and background (absence of egg) are represented by a 
green color (pixels) and red color, respectively. Further processing is only 
carried out for pixels represented in green color that minimizes computa-
tional time and increase final accuracy as background pixels are dropped 
out of the data processing cycle.

2.3.3	 Egg Location Predictor

After segmentation of egg pixels from background pixels, the next step 
is to determine the location of the eggs. Many CNN models have been 
introduced such as Fast-RCNN [13] and YOLO [14] to predict the location 
of the object using the Intersect over Union method. There are two main 
reasons for not considering well-known techniques to locate the eggs. 
Firstly, in these methods the object/ROI dimensions are over 100 × 100, 
irregular in size, and the method has been trained for different bounding 
box dimensions. These techniques become unacceptable to determine the 
location of the egg, as the eggs have an average size of 28 × 28 pixels to  
36 × 36 pixels. Moreover, the shape of the egg remains similar with minor 
deformation that can be neglected; hence, training for different dimension 

0
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3000
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(a) (b)

Figure 2.4  Foreground-background segmentation of entire silkworm egg sheet (a) (input) 
and (b) (output).
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bounding box will not yield any good result. Secondly, these methods have 
the limitation of how many similar class objects can be recognized within a 
single bounding box, which are two objects for YOLO [14]. Since the eggs 
are small, many eggs will be present within a 100 × 100 grid image that may 
belong to the same class and hence may not be detected. 

The specification of the egg location predictor CNN model is rep-
resented in Table 2.2, where the input to the core CNN model has been 
changed to 32 × 32 pixels, three-channel RGB image. Here, the output is 
a regression that provides the location of the egg center (x, y) rather than 
a bounding box (four corner points). The training dataset consists of both 
the class images, i.e., hatched eggs and unhatched eggs. The positive sam-
ples consist of images where an individual egg is visible completely, while 
the negative samples consist of eggs that are partially visible and have mul-
tiple egg entries. Figure 2.5 represents the classifier model that is trained to 
determine positive and negative samples, and the positive samples are later 
trained to predict the egg center location in terms of pixel values. Further, 
during the practical application, the center location of the egg predicted is 
used to crop a single egg data to be fed into a classifier that determines the 
class of the selected egg into HC or UHC. Figure 2.6 represents an overall 
result of locating egg centers using egg location predictor CNN model for 
one of the test data sheets where all egg centers are marked with a blue dot. 
A sliding window of (32 × 32) with a stride of (4, 4) was used to achieve 
the results. 

2.3.4	 Predicting Egg Class

The sliding window method is used to generate input images, and a sin-
gle egg may be represented by many image windows each of size 32 × 
32. Euclidean distance equation, − + −x x y y( 1 2) ( 1 2)2 2 , was used to 
select the egg center by combining all the egg location predictions that 
fall within a certain user-defined distance limit. (x1, y1) and (x2, y2) are 
the reference pixel and pixel under consideration. Since the egg diameter 
is well within the range of 28 to 32 pixels, a distance limit is set that is 
equal to the radius of the egg, i.e., 16 pixels. Any center locations that fall 
within this limit are considered to be representing same egg and hence 
combined to generate single egg location that can be then cropped by 
using Equations (2.4) to (2.7), where (xa, ya) are the resulting egg location 
after averaging all predicted egg locations that fall within distance limits. 
(x, y) pixel is the original location while w, h represents the width and 
height of the image to be cropped that is equal to 32 pixels. The resulting 
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Table 2.2  Specifications of egg location CNN model.

Input 
image

Activation/ 
output

Training 
samples

Test 
samples

Validation 
samples

Test 
loss

Validation 
loss

32 × 32 Regression 
Center 
of the 
egg (x, y)

439 × 103 51.6 × 103 25.8 × 103 0.5488 0.5450

Input
CNN Model

Positive samples

Negative samples

1

0

Egg Classifier

CNN Model

Output

Egg Location
Predictor

(x,y)

(x,y)

(x,y)

(x,y)

Figure 2.5  CNN training model to predict egg location in terms of pixel values.
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Figure 2.6  Result of egg location CNN model.
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images are fed into the egg class predictor CNN model, which provides 
categorical data to distinguish the input image into class HC or UHC. 
The specification of the egg class predictor CNN model is represented in 
Table 2.3.

	 x = xa − 16	 (2.4)

	 y = ya – 16	 (2.5)

	 w = xa + 16	 (2.6)

	 h = ya + 16	 (2.7)

The overall result of egg classification and counting yields an accuracy 
greater than 97%, and Figure 2.7 represents the result generated using the 
proposed method where green dots represent the hatched eggs while red 
dots represent unhatched eggs. Some of the areas of the images are zoomed 
and shown separately in Figure 2.7 since the input image is too big to fit in 
the page and eggs are minuscule to see any features. 
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0 200 400 600 800 1000

Hatched Class

Unhatched Class

Figure 2.7  Result of egg classification generated by the proposed method.
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2.4	 Dataset Generation

In comparison with the conventional method of extracting egg count 
information using digital images that hardly require any training data, the 
proposed method that employs the CNN technique required large data-
sets to learn the features automatically to provide the required results. The 
CNN method uses plenty of training data along with test and validation 
datasets as the number of hidden layers increases. 

There are many datasets available for free that can be downloaded to 
train our own CNN models to classify handwritten digits, identify objects, 
and many more. But there is no single public dataset available correspond-
ing with the sericulture field especially silkworm egg counting or classifi-
cation. So, in our work, training datasets were generated by cropping class 
images from the silkworm egg sheet and providing class labels and other 
features that are necessary for CNN training such as egg center location. 
Over 400K image set was generated for egg location and FB class and over 
100K image set for individual classes (HC and UHC). Also, data augmen-
tation is implemented to increase the datasets.

2.5	 Results

The trained CNN models were tested with new silkworm egg sheets that 
were scanned using a Canon® paper scanner at 600 dpi, to classify and 
count the number of eggs. These digital datasets were completely isolated 
from the training step; thereby, the trained CNN models had to predict the 
results than providing learned results. Table 2.4 represents the performance 
of the overall CNN model trained using our datasets. The performance of a 
few datasets is shown due to space restriction. It can be observed that CNN 
models trained with two hidden layers perform superior to the conven-
tional techniques by providing accuracy of over 97%. The accuracy shown 
in Table 2.4 is the accuracy of the number of eggs counted and accuracy in 
classifying the eggs. The model consistently outperforms the conventional 
computer vision/image processing technique of silkworm counting and 
classification with accuracy over 97% for newer data of the same breed. 
The inference time shown in Table 2.4 was performed on an Nvidia GPU 
(GTX 1060).

The model performance drops to newer egg data that are completely 
different in color and texture, which were not available in the training data-
set. This happens due to the nature of different breed eggs that are spatially 
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different from the trained model. Collecting and training a deep learning 
model to a different breed of silkworm eggs will resolve these issues, which 
is under action.

2.6	 Conclusion 

In this paper, CNN-based silkworm egg counting and classification model 
that overcomes many issues found with conventional image processing 
techniques is explained. The main contribution of this paper is in four-
folds. First, a method to generalize the method of capturing silkworm egg 
sheet data in a digital format using normal paper scanners rather than 
designing extra hardware, which eliminates the need for additional light 
sources to provide uniform illumination while recording data and main-
tain high repeatability. 

Second, the scanned digital data can be transformed into standard size 
by using key markers stamped onto the egg sheets before scanning. This 
allows the user to resize the dimension of digital data and later use it in an 
image processing algorithm or CNN without introducing dimensionality 
error. 

A dataset has been put together containing over 400K images represent-
ing different features of silkworm eggs. The CNN and other models that 
need a lot of training, testing and validation data can easily use this dataset 
to skip the data generation phase which is the third contribution.    

Fourth, a CNN model has been trained using the dataset that is designed 
to predict the egg class and count the number of eggs per egg sheet. With 
over 97% accuracy the model outperforms many conventional approaches 
with only 4 hidden layers and a fully connected layer.

The model performs accurately in quantifying (counting) different 
breed silkworm eggs, but new datasets become necessary to predict the 
class labels for new silkworm breed for which the model is not trained. This 
is because HC class eggs have high pixel intensity throughout the egg sur-
face while UHC has dark pixels at the center surrounded with high-value 
pixels for the egg breed used on our experiment. This color feature may 
not be the same as other breed silkworm eggs, and hence, additional data 
becomes important that can be fed into already trained CNN using trans-
fer learning. Also, the egg location model performs well with new breed 
data, the training dataset to determining the class of eggs can be easily 
generated with minimal human effort.
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Abstract
The demand for renewable energy sources has improved significantly due to the 
depletion of fossil fuels at a tremendous rate. The usage of conventional energy 
sources is making the environment more polluted. So, wind and other renewable 
energy sources have got more significance and demand. Low cost and availability 
are the key factors that make wind one of the most dominant renewable sources of 
energy. Wind speed prediction has applications in various domains such as wind 
power stations, agriculture, navy, and airport operations. Wind speed can be pre-
dicted depending on various environmental factors such as dew point, humidity, 
temperature, and pressure. Deep Neural Networks (DNNs) are particular types of 
neural networks that can process and analyze massive datasets by applying a series 
of trained algorithms and are capable of making predictions based on past data. 
This chapter suggests a DNN model to forecast daily average wind speed using 
massive datasets. The metrics used to estimate the accuracy of the prediction sys-
tem are mean absolute error, root mean squared error, and R2. Performance com-
parison of the proposed model with Artificial Neural Network, Support Vector 
Machine, and Random Forests are analyzed, and the experimental outcomes 
demonstrate that the proposed model is more efficient and effective.
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3.1	 Introduction

Energy sources are an inevitable part of every developing country for their 
industrial and agricultural activities. Wind energy is observed to be the 
most promising and environment-friendly source of renewable energy that 
can be used for power generation. Wind speed prediction is an essential 
activity as the wind has many applications in various domains such as agri-
culture, industry, marine applications, military, and airport applications. 
In wind power generators, effective and precise wind speed prediction is 
a necessity for generating electricity. The cultivation of certain crops also 
depends on wind speed. It also plays a significant role during the rocket 
launching process. Wind speed forecasting can be accomplished with the 
help of historical wind speed data. Wind speed is weather dependent, and 
the recurrent behavior of wind speed makes the accurate prediction a 
challenging task [1]. Hence, the development of accurate wind speed fore-
casting models has got more significance, and several systems are being 
implemented for enhancing accuracy. In this big data era, traditional com-
putational intelligence models could take a considerable amount of time 
to extract relevant information from big datasets. However, the incredible 
potential of deep learning helps to process and analyze extensive datasets 
for better feature learning and pattern analysis.

Current prediction systems can be grouped into four categories, namely, 
physical, statistical, Artificial Intelligence (AI), and hybrid systems, depend-
ing on the methods employed for forecasting [2]. Physical systems utilize 
mathematical models to forecast future states. Statistical models are linear 
models and are suited for short-term wind speed forecasting. The most 
commonly employed statistical models for wind speed forecasting are 
Autoregressive Integrated Moving Average (ARIMA), multiple regression, 
and Vector Autoregression (VAR). The development of AI has inspired the 
development of intelligent prediction models. These models have proven to 
be robust and effective when compared to statistical models. AI models can 
efficiently manage non-linear datasets and demonstrate better predictive 
performance. AI systems are further divided into machine learning pre-
dictors and deep learning predictors. Artificial Neural Networks (ANNs), 
Extreme Learning Machine (ELM), and Support Vector Machine (SVM) 
are the popular machine learning models used for forecasting wind speed. 
Machine learning techniques are prevalent for predictive systems, in which 
ANNs are frequently employed as they can learn nonlinear functions. Deep 
learning uses neural networks with deep architectures that cover many lay-
ers of non-linear processing stages. Subsequently, Deep Neural Networks 
(DNNs) are successfully implemented to predict wind speed due to their 
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high prediction accuracy. Hybrid models are made by combining two or 
more linear or nonlinear models. These are the latest models that offer the 
best performance. Yet, another classification found in the literature based 
on the prediction period is the short, medium, and long term. 

He and Xu [3] built a model to forecast wind speed using SVM with 
two types of kernel functions, namely, polynomial and wavelet kernel 
functions. The results proved the effectiveness of employing combined 
learning functions over a single function. Yang et al. [4] recommended 
a forecasting model to predict wind power using the representative unit 
method, where the Least Square SVM (LSSVM) approach is employed to 
forecast wind power. Finamore et al. [5] suggested a feed forward neural 
network model for predicting wind power and compared its performance 
with the persistence model. Yu et al. [6] built a hybrid model to forecast 
wind speed based on WPD (wavelet packet decomposition) and Elman 
neural network. The ANN model developed by Filik and Filik [7] utilized 
weather parameters such as temperature, wind speed, and pressure, and 
the effect of these variables is also investigated. Tarade and Katti [8] car-
ried out an in-depth survey on the existing wind speed forecasting mod-
els based on ARIMA, ANN, and Polynomial Curve Fitting. Liu et al. [9] 
suggested a hybrid model employing wavelet, wavelet packet, time series, 
and ANN. Wavelet Packet ANN model outperformed all other models. 
Ramasamy et al. [10] detailed a wind speed prediction system using ANN 
to predict wind speed at eleven locations in Himachal Pradesh. Ghorbani 
et al. [11] suggested an hourly wind speed prediction model based on 
ANN and Genetic Expression Programming (GEP) using 8 years of data 
from Colorado, USA, from 2005 to 2012 and compared the results with 
multiple linear regression model and persistence model. Mi et al. [2] 
defined a new hybrid method employing wavelet, ELM, and outlier cor-
rection algorithm. Distortions in the dataset are reduced by applying the 
wavelet domain. 

Khandelwal et al. [12] recommended a wind speed forecasting system 
using Discrete Wavelet Transform (DWT), ARIMA, and ANN, where the 
original signal is partitioned into low and high-frequency components 
using DWT. Low-frequency components are then trained using ARIMA 
and high-frequency components using ANN. Yousefi et al. [13] devised 
a wind speed forecasting system using Wavelet Transform (WT) and 
ANN. The results showed that the prediction accuracy was significantly 
improved and thus the effectiveness of the proposed model was tested. 
Shao et al. [14] demonstrated a wind speed prediction system based on 
the AdaBoost neural network, which initially denoise the wind speed 
data using WT to improve accuracy. Cui et al. [15] suggested a model 
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using a neural network for wind speed prediction, where enhanced 
empirical mode decomposition is adopted to decompose the input data. 
The model parameters are optimized using bat algorithm, and the sim-
ulation results revealed the superiority of the suggested model. Senthil 
[16] developed three different wind speed forecasting models based on 
machine learning. The authors employed backpropagation neural net-
works, Radial Basis Function (RBF), and nonlinear autoregressive net-
work with exogenous inputs (NARX) model to predict wind speed. The 
results proved that the NARX model surpassed the other two models 
in the wind speed prediction. The application of the mutual informa-
tion feature selection method increased the prediction accuracy of the 
NARX model. Hui et al. [17] proposed a two-stage wind power predic-
tion model that employs fuzzy clustering and RBF networks to predict 
wind power.

In most of the models presented in the literature, single hidden layer 
architectures are used. For training a neural network with more hidden 
layers, deep learning architecture has to be employed. Deep learning uti-
lizes both developments in computing power and unique types of neural 
networks that can automatically extract essential features from massive 
datasets. Bali et al. [18] conducted a detailed and comprehensive survey 
of various deep learning–based wind speed forecasting systems. The pro-
posed survey provided better and efficient methods to assess the effective-
ness of the approaches employed for wind speed forecasting. Coa et al. 
[19] performed a complete review of the accuracy of wind speed predic-
tion models by combining recurrent neural network (RNN) with mul-
tivariate and univariate ARIMA models. The authors suggested that the 
nonlinear RNN model achieved better performance compared to ARIMA 
models. Khodayar and Teshnehlab [20] recommended a stacked autoen-
coder DNN model for extremely short-term forecasts of wind speed in 
Colorado, USA. Sergio and Ludermir [21] and Liu et al. [22] described 
deep learning–based models for forecasting wind speed. The transfer 
learning–based model implemented by Hu et al. [23] used a DNN archi-
tecture with shared hidden layer that is suitable for datasets with deficit 
data.

The analysis of the literature reveals that the forecasting performance 
of the models can be enhanced by employing neural networks with more 
hidden layers. Moreover, with more hidden layers, the system will be able 
to learn the features more accurately. Hence, in this chapter, an optimal 
DNN-based system for predicting daily average wind speed of a mete-
orological station in Stanford, California, is proposed. Initially, experi-
ments are done to determine reliable and optimal configuration for the 
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DNN model. The effectiveness of this model is analyzed with other popu-
lar machine learning models. The main highlights of the chapter are pre-
sented below.

(1)	 A study was conducted to find the optimal configuration 
for DNNs.

(2)	 Investigation of the efficiency of the proposed system using 
quantitative error indicators and coverage percentage value.

(3)	 Assessment of the recommended model with other popular 
machine learning models.

(4)	 Simulation results reveal the dominance of the proposed 
system over other systems.

The chapter is organized as follows. The proposed methodology is 
explained in Section 3.2. The results achieved by the system are described 
in Section 3.3, followed by conclusions in Section 3.4.

3.2	 Methodology

The proposed framework is presented in this section with an introduc-
tion to DNNs. The primary objective is to predict daily average wind speed 
using an optimal DNN architecture. In order to find out the optimum con-
figuration for the DNN architecture, initially, a parametric study of various 
network parameters is conducted. The parameters considered for the study 
are the count of hidden layers, count of neurons in each hidden layer, and 
the learning rate. Accuracy of the proposed optimal model is then com-
pared with popular and widely used machine learning models like ANNs, 
Random Forests (RF), Decision Trees (DT), SVM, and Linear Regression 
(LR).

3.2.1	 Deep Neural Networks

Deep learning, a subset of machine learning, comprises of many layers of 
neural networks capable of learning from massive datasets. Deep learn-
ing has a hierarchical structure of neural networks by which data can be 
processed with a nonlinear approach [24]. The main advantage of deep 
learning is that its performance increases as the volume of data increases. 
The architecture of a DNN with four hidden layers is shown in Figure 3.1. 
The neurons in the input layer receive features as input, which are then 
transferred to the next hidden layer. Each neuron applies a nonlinear 
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transformation on its input to produce outputs with the help of activation 
functions. The output layer performs classification and regression tasks. 
The association between input X and output Y of a neural network at layer 
i can be represented as in Equation (3.1).
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where Wij represents the weight of the connection between neurons, bi rep-
resents the bias of the neuron i, and g is the activation function.

Each neuron in the hidden and output layers aggregates its input values 
and then applies an activation function to it. The Rectified Linear Unit 
(ReLU) is a nonlinear activation function used in the majority of the DNN 
models. It is used with the hidden layers of a neural network. The equation 
of ReLU activation function is given by Equation (3.2).
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During the learning process, the network learns by adjusting the 
weights of the connections using an optimization algorithm to achieve 
the desired output. The selection of activation functions and optimiza-
tion algorithms are crucial in assessing the quality and learning capabil-
ity of a DNN. Adagrad, a gradient-based optimization algorithm, is used 
for optimizing the objective function in neural networks [25]. In this 
algorithm, the parameter ∅, where ∅ is a vector of W and b (i.e., [W,b]), 

Hidden layers

Output
layer

Input
layer

Figure 3.1  Deep Neural Network architecture.
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is updated by using Equations (3.3) and (3.4) to optimize an objective 
function f(∅).

	 ∅t+1 = ∅t + ∇∅t	 (3.3)
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where W represents weights, b represents biases, ∇∅t is the change in param-
eter ∅t, l is the learning rate which controls the step size in the direction of 
the negative gradient, and gt represents the gradient of the parameter at tth 
iteration. L2 norm of all previous gradients is computed by the denominator 
of Equation (3.4). The learning rate is not constant throughout the entire 
learning process. The new learning rate is computed each time by dividing 
each current gradient by an L2 norm of past observed gradients for that 
component [25]. This characteristic is mainly valuable for training DNNs.

3.2.2	 The Proposed Method

The different phases in the proposed framework are presented in Figure 
3.2. The phases include data acquisition, data pre-processing, model selec-
tion and training, performance evaluation, and visualization.

3.2.2.1	 Data Acquisition

The acquisition of data is an essential step because the quality and quantity 
of data collected will directly determine the quality of our predictive model. 
Meteorological data observations from the Stanford (Palo Alto of Santa Clara 
County) Meteorological station of California from January 1996 to March 
2018 were selected for this research work. Stanford, CA, USA is located at 
37.42°N, and 122.17°W, and an elevation of 7 ft above sea level. The data-
sets for the experiments are downloaded from www.wunderground.com. 
Environmental factors like wind speed, temperature, sea level pressure, dew 
point, humidity, and visibility are collected daily. Table 3.1 provides statisti-
cal information about the data collected from the Stanford weather station. 
The distribution of the average wind speed data from January 1996 to March 
2018 is depicted in Figure 3.3 using both distribution charts and histograms.

The feature names are represented using abbreviations in Table 3.1. The 
abbreviations T, DP, H, SP, V, and WS, represent temperature, dew point, 
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humidity, sea level pressure, visibility, and wind speed, respectively. The 
variables low, avg, and high are synonyms for minimum, average, and 
maximum, respectively. 

3.2.2.2	 Data Pre-Processing

Real-world data often has missing values for a variety of reasons, such as 
unrecorded values and data corruption. Missing values may affect the qual-
ity of results. Therefore, it is necessary to impute missing values before pro-
cessing the data. In this study, missing values are imputed using mean values. 
MinMax normalization technique is applied to the datasets to standardize 
data after missing values are imputed. MinMax normalization technique 
normalizes data between 0 and 1 using the equation given in Equation (3.5).

	
′ = −

−
v v min

max min 	 (3.5)

where v is the original value and v’ is the value obtained after normaliza-
tion. The variables min and max are minimum and maximum values of the 
samples, respectively. 
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Figure 3.2  Framework of the proposed methodology.
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Table 3.1  Statistical information of data collected from Stanford Station.

Feature Units
Parameter 

type Mean Std Min Max

T_high Degree Celsius Input 20.53 5.09 0 42

T_avg Degree Celsius Input 15.42 4.26 0 31

T_low Degree Celsius Input 10.68 4.34 −4 24

DP_high Degree Celsius Input 11.93 4.05 −6 26

DP_avg Degree Celsius Input 9.78 4.27 −11 21

DP_low Degree Celsius Input 7.19 4.85 −43 19

H_high Percentage Input 87.50 9.46 18 100

H_avg Percentage Input 67.30 11.62 17 100

H_low Percentage Input 50.13 14.31 4 100

SP_high Hectopascals Input 1018.31 4.99 993 1055

SP_avg Hectopascals Input 1016.66 4.81 989 1035

SP_low Hectopascals Input 1015.03 5.00 970 1034

V_high Kilometer Input 26.19 7.17 1 32

V_avg Kilometer Input 20.88 6.84 0 32

V_low Kilometer Input 15.66 8.24 0 32

WS_high Kilometer/Hr Input 25.13 12.14 0 230

WS_avg Kilometer/Hr Output 11.98 4.74 0 35
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Figure 3.3  Distribution of average wind speed: (a) distribution chart and (b) histogram.
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3.2.2.3	 Model Selection and Training

Models that are suitable for big data processing are selected to forecast 
wind speed. The proposed model employs a four-hidden layer DNN 
with 0.01 as the learning rate and ReLU as the activation function. Four 
hidden layers with 25, 20, 10, and 5 neurons in the first, second, third, 
and fourth hidden layers, respectively, are chosen as the optimal con-
figuration using trial and error method. The procedure adopted in this 
study to find optimal configuration is described in Section 3.3.1. The 
neuron count in the input layer corresponds to the number of features 
in the input dataset. The output layer has one neuron corresponding 
to predicted wind speed. The configuration of the DNN architecture is 
demonstrated in Figure 3.4. In the figure, the features, namely, tempera-
ture, humidity, dew point, pressure, visibility, and high wind speed, are 
given as input to the DNN architecture. Each hidden layer extracts the 
abstract features from the input and passes it to the next hidden layer. 
Finally, the output layer transfers the predicted average wind speed as 
the output.

The model is trained using data from 1996 to 2013, and the predic-
tion accuracy of the model is then assessed using data from 2014 to 2018. 
Since the collected data is time-series data, a six-fold time-series cross-
validation is applied for evaluating the model accuracy. The dataset is 
divided into different folds sequentially, and they are trained and evalu-
ated separately. The forecasting accuracy of the model is then compared 
with various machine learning models. The ANN model employed for 
comparison is developed with two hidden layers, with 20 neurons each 
and 0.001 as a learning rate. 
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Figure 3.4  The architecture of the proposed DNN model.
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3.2.2.4	 Performance Evaluation

Assessment plays a vital role in any prediction model. Therefore, the per-
formance assessment of the proposed DNN system is done to evaluate its 
effectiveness. The prediction accuracy of the model is computed using error 
indices root mean squared error (RMSE), mean absolute error (MAE), and 
R2. RMSE is demarcated as the square root of the average of squared differ-
ences between predicted data y( ˆ)  and the actual data (y), which is given 
in Equation (3.6).
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MAE is the absolute variation among the predicted (y^) and actual data 
(y) as shown in Equation (3.7).
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R2, the coefficient of determination, is a metric that illustrates the close-
ness of the data to the regression line. It is computed using equation (3.8), 
which measures the effectiveness of the model. It ranges from 0% and 
100%. Higher R2 values represent smaller differences between the observed 
and predicted values. 

	
=R Variance Explained by the model

Total Variance
2

	
(3.8)

3.2.2.5	 Visualization

Visualization is yet another essential step in any predictive system. In 
this study, scatter plots and semi-log plots are employed to visualize 
the results. Scatter plots are utilized to analyze graphically, the differ-
ence between actual and predicted values, and these plots are further 
employed to assess the efficiency of the system. The variation of predicted 
values from actual values can be visualized more precisely using semi-log 
plots.
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3.3	 Results and Discussions

3.3.1	 Selection of Parameters

The construction of the optimal DNN model is based on the selection of 
learning rate, number of inputs, outputs, count of hidden layers, and the 
count of neurons in each hidden layer. A DNN architecture with four hid-
den layers is selected initially, and then, experiments are conducted by alter-
ing the learning rate and the count of neurons in each hidden layer. Four 
combinations are randomly selected for number of hidden neurons, such 
as (20,20,20,10), (25,20,15,10), (25,20,10,5), and (25,25,10,5). The differ-
ent learning rates considered for the study are 0.01, 0.02, 0.001, and 0.002. 
Table 3.2 illustrates the effect of various parameters investigated during the 

Table 3.2  Effect of various parameters.

Number of neurons 
in hidden layers

Learning 
rate RMSE MAE R2

(20, 20, 20, 10) 0.01 2.8684 2.1118 64.90

(20, 20, 20, 10) 0.02 2.8777 2.1111 64.67

(20, 20, 20, 10) 0.001 2.8775 2.1134 64.64

(20, 20, 20, 10) 0.002 2.8602 2.1049 65.01

(25, 20, 15, 10) 0.01 3.0012 2.1808 61.57

(25, 20, 15, 10) 0.02 2.9748 2.2055 62.25

(25, 20, 15, 10) 0.001 4.0504 2.9430 30.01

(25, 20, 15, 10) 0.002 3.7289 2.6933 40.68

(25, 20, 10, 5) 0.01 2.8207 2.0781 66.56

(25, 20, 10, 5) 0.02 2.8425 2.0894 65.53

(25, 20, 10, 5) 0.001 2.8355 2.0810 65.70

(25, 20, 10, 5) 0.002 2.9370 2.1642 63.20

(25, 25, 10, 5) 0.01 2.9315 2.1890 63.34

(25, 25, 10, 5) 0.02 2.8898 2.1307 64.37

(25, 25, 10, 5) 0.001 3.6713 2.6243 42.50

(25, 25, 10, 5) 0.002 2.8411 2.1003 65.56
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experiments. It can be observed that the architecture with the number of 
hidden neurons (25, 20, 10, and 5) in the corresponding hidden layers with 
learning rate 0.01 achieves low RMSE and MAE values and high R2 value. 
The architecture with hidden neurons (25, 20, 10, and 5) in the hidden lay-
ers attains the RMSE value of 2.8207, MAE value of 2.0781, and an R2 value 
of 66.56. Hence, this configuration has been chosen as optimal configura-
tion. The DNN system with optimal architecture is represented in Table 3.3.

3.3.2	 Comparison of Models

The proposed DNN system to forecast average wind speed is compared 
with other machine learning models to evaluate its effectiveness. The pre-
dicted values and actual values are compared to assess the quality of the 
developed DNN model using quantitative error indicators RMSE, MAE, 
and R2. Table 3.4 presents the attained performance assessment results of 
the developed models. Smaller values of RMSE and MAE denote higher 
accuracy of the forecasts, while larger values of R2 show a higher linear 
relationship between the predicted and actual values. It can be perceived 
from the table that the suggested DNN model achieves minimum error val-
ues in terms of RMSE and MAE and maximum R2 value compared to other 
models. The results presented in the table illustrate that the implemented 
DNN system is efficient for predicting average wind speed with a minimal 
RMSE of 2.8207 and MAE of 2.0781. The higher R2 value also substantiates 
the effectiveness of the developed DNN model. The prediction accuracy 
of the various models in terms of RMSE, MAE, and R2 is represented in 
Figure 3.5. The figure illustrates that the developed DNN system performs 
well with lowest MAE and RMSE values and highest R2 value.

The prediction capability of the developed DNN, ANN, RF, and SVM 
models is analyzed graphically by plotting the predicted data against 

Table 3.3  Optimum configuration.

Parameter Value

Count of input layer neurons 16

Count of hidden layers 4

Count of hidden layer neurons (25, 20, 10, 5)

Learning rate 0.01

Count of output layer neurons 1
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the recorded (actual) data using scatter plots. DNN, ANN, RF, and 
SVM models are considered for visualization because they produced 
comparable results. The scatter plots of predicted daily data against the 
recorded data to predict wind speed using various models are illustrated 
in Figure 3.6.

Table 3.4  Comparison of models.

Algorithm

Average wind speed

RMSE MAE R2 (%)

DT 3.0062 2.2845 60

RF 2.8892 2.2182 63

SVM 2.8612 2.1102 64

ANN 3.0626 2.2943 62

LR 3.3207 2.4431 51

DNN 2.8207 2.0781 67
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Figure 3.5  Prediction accuracy based on (a) RMSE, (b) MAE, and (c) R2.
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The effectiveness of the models can be further evaluated by drawing 
two lines closer to the regression line starting from the origin with slopes 
1.3 and 0.7, respectively. The goodness of the model can be calculated by 
counting the data points lying inside the ±30% boundary lines. Thus, the 
percentage coverage of the data points lying inside the ±30% boundary 
lines can be determined using the equation given in (3.9). The percent-
age coverage values of various wind speed prediction models are presented 
in Table 3.5. The observations show that 83.95% of the points lie within 
the ± 30% boundary of the regression line in the case of the DNN model. 
However, with ANN, RF, and SVM models, only 78.42%, 76.31%, and 
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Figure 3.6  Comparison of predicted against the actual values (a) Average wind speed 
using DNN (b) Average wind speed using ANN (c) Average wind speed using RF (d) 
Average wind speed using SVM.

Table 3.5  Coverage of points within the boundary of the 
regression line.

Algorithm
No. of points within ±30% 

boundary (out of 1427) Coverage %

ANN 1119 78.42

RF 1089 76.31

SVM 1158 81.15

DNN 1198 83.95
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81.15% of the points lie within the ± 30% boundary of the regression line, 
respectively. It can therefore be concluded that the proposed DNN system 
exhibits better predictive accuracy when compared other models.

	
=Coverage No of points within the boundary

Total Number of points
% .

	 (3.9)

Semi-log plots are used to visualize the variation in observed and 
recorded values more precisely. Semi-log plots of predicted average wind 
speed data against the recorded data of DNN, ANN, RF, and SVM models 
are illustrated in Figure 3.7. It is observed that there is a slight deviation in 
the predicted values from the actual values of the proposed DNN model 
compared to other machine learning models. The variation of predicted 
values from the actual values seems to be higher for SVM, ANN, and RF 
models. Because the prediction accuracy is high compared to SVM, ANN, 
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Figure 3.7  Comparison of prediction accuracy of DNN and other models (a)Average 
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and RF models, the study concludes that DNNs can be employed effec-
tively to forecast daily average wind speed.

3.4	 Conclusion

The proposed framework investigates the effects of various model parame-
ters and selects an architecture with low RMSE and MAE value as the most 
appropriate architecture for predicting average wind speed. The data col-
lected from Stanford weather station has been utilized for the experiments. 
The optimal DNN architecture with hidden neurons (25, 20, 10, and 5) in 
the hidden layers from 1 to 4 is employed for the study. Performance com-
parison of the proposed DNN model is performed with the benchmark 
models, such as SVM, ANN, and RF models. The developed DNN model 
outperforms the other prediction models with a minimum RMSE value of 
2.8207, MAE of 2.0781, and a maximum R2 value of 67%. Analysis of the 
experimental outcomes illustrates the effectiveness of the proposed DNN 
system for predicting wind speed. Optimization algorithms to enhance 
further the performance of the predictive model will be deliberated in 
future works. Other deep learning–based wind speed forecasting models 
using RNNs will also be considered as future directions. 
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Abstract
One of the ways to train deep neural networks effectively is to use residual connec-
tions. Residual connections can be classified as being either identity connections 
or bridge connections with a reshaping convolution. Empirical observations on 
CIFAR-10 and CIFAR-100 datasets using a baseline ResNet model, with bridge 
connections removed, have shown a significant reduction in accuracy. This reduc-
tion is due to lack of contribution, in the form of feature maps, by the bridge 
connections. Hence, bridge connections are vital for ResNet. However, all feature 
maps in the bridge connections are equally important. In this work, an upgraded 
architecture “Res-SE-Net” is proposed to further strengthen the contribution from 
the bridge connections by quantifying the importance of each feature map and 
weighting them accordingly using Squeeze-and-Excitation (SE) block. It is demon-
strated that Res-SE-Net generalizes much better than ResNet and SE-ResNet on 
the benchmark CIFAR-10 and CIFAR-100 datasets.

Keywords:  Deep residual learning, weighting activations, bridge connections, 
ResNet, Squeeze-and-Excitation Net

4.1	 Introduction

Deep neural networks are increasingly being used in a number of com-
puter vision tasks. One great disadvantage of training a very deep network 
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is the vanishing gradient problem which delays the convergence. This is 
alleviated to some extent by initialization techniques mentioned in [1] 
and [2] and batch normalization [8]. It is observed in [3] that accuracy 
stagnates and degrades subsequently as the network becomes deeper. They 
argue that this degradation is not caused by over-fitting and that adding 
more layers to an already “deep” model results in an increase in train and 
test errors. Therefore, in order to make training of deep networks possible, 
they introduce “ResNets”. ResNet [3] attends to this problem by emphasiz-
ing on learning residual mapping rather than directly fit input to output. 
This is achieved by introducing skip connections which ensure a larger 
gradient is flown back during the backpropagation.

After ResNet a plethora of variants like ResNeXt [14], DenseNet [7], 
ResNet with stochastic depth [6], and preactivated ResNet [4] have been 
proposed that makes training very deep networks possible. All these vari-
ants have either focused on pre-activation or split-transform-merge para-
digm or dense skip connections or dropping layers at random. But none 
have investigated the bridge connections in ResNet that connect two blocks 
with a varying number of feature maps. In this work, the effect of bridge 
connections in ResNet is investigated, and subsequently, a novel network 
architecture called Res-SE-Net is proposed that outperforms the baseline 
ResNet and SE-ResNet.

4.2	 Related Work

Training deep networks had been a concern until ResNets [3] were intro-
duced. ResNet emphasizes on learning residual mappings rather than 
directly fit input to output. After ResNet, a lot of its variants have been pro-
posed. Fully preactivated ResNet [4] performs activation before addition 
of identity to the residue to facilitate unhindered gradient flow through 
the shortcut connections to earlier layers. This makes training of a 1001 
layered deep network possible. ResNeXt [14] follows a model which is 
like Inception net [13], by splitting the input to ResNet block into multi-
ple transformation paths and subsequently merging them before identity 
addition. The number of paths is a new hyperparameter that character-
izes model capacity. With higher capacity, the authors have demonstrated 
improved performance without going much wider or deeper. DenseNet 
[7] further exploits the effect of skip-connections by densely connecting 
through skip-connections the output of every earlier layer to every other 
following layer. The connections are made using depth concatenation and 
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not addition. The authors argue that such connections would help in fea-
ture reuse and thereby an unhindered information flow. In Ref. [6], the 
weight layers in the ResNet block are randomly dropped thereby only 
keeping skip-connections active in these layers. This gives rise to an ensem-
ble of ResNets similar to dropout [12]. Dropping weight layers depend 
on “survival probability”. This idea outperforms the baseline ResNet. 
Another important architecture that won the 2017 ILSVRC1

§ competition 
is SE-ResNet [5]. This winning architecture has in its base a ResNet with 
an SE block introduced between the layers of ResNet. This block quantifies 
the importance of feature maps instead of considering all of them equally 
likely. This has resulted in a significant level of improvement in perfor-
mance of the ResNet.

Though ResNet has been studied in detail, to the best of our knowledge 
there has not been any work focusing on bridge connections in ResNet. 
In this work, the effectiveness of bridge connections is investigated and 
a novel architecture namely “Res-SE-Net” is proposed. This architecture 
consists of an SE block in the bridge connection to weigh the importance 
of feature maps. The proposed architecture demonstrates a superior per-
formance on CIFAR-10 and CIFAR-100 benchmark datasets over baseline 
ResNet and SE-ResNet.

4.3	 Preliminaries

4.3.1	 ResNet

The idea behind ResNets [3] is to make a shallow architecture deeper 
by adding identity mapping from a previous layer to the current layer 
and then applying a suitable non-linear activation. Addition of skip- 
connections facilitates larger gradient flow to earlier layers thereby address-
ing the degradation problem as mentioned in [3]. The building block of a 
ResNet is depicted in Figure 4.1. Here, x is identity and F(x) is called the 
residual mapping.

ResNet comprises of a stack of these blocks. A part of the 34-layer 
ResNet is shown in Figure 4.2. The skip-connections that carry activations 
within a block are referred to as identity skip-connections and those that 
carry from block to another are called as bridge connections.

1 
§http://image-net.org/challenges/LSVRC/.
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The dotted connection is an example of a bridge connection. It involves 
a 1×1 convolution to increase the number of feature maps from 64 to 128 
and a down sampling operation to reduce their spatial dimension. In its 
absence, F(x) and x will have incompatible dimensions to be added.

4.3.2	 Squeeze-and-Excitation Block

Filters in a convolutional layer capture local spatial relationships in the 
form of feature maps. These feature maps are further used as they are, 
without any importance being attached to them. In other words, each fea-
ture map is treated independently and equal. This may allow insignificant 
features that are not globally relevant to propagate through the network, 
thereby affecting the accuracy. Hence, to model the relationship between 
the feature maps, SE block is introduced in [5]. This enhances the quality 
of representations produced by a convolutional neural network. SE block 

x

weight layer

weight layer

relu
x

identity

relu

F(x)

F(x) + x

Figure 4.1  ResNet module (adapted from [3]).
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Figure 4.2  Bridge connection in ResNet (adapted from [3]).
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performs a recalibration of features so that the global information is used 
to weight features from the feature map that are more “informative” than 
the rest.

The SE block has two operations, viz., squeeze and excitation. Features 
are first passed to the “squeeze” operation to produce a descriptor for each 
of the feature maps by aggregating along each of their spatial dimensions 
[5]. The descriptor produces an embedding of a global distribution of 
channel-wise feature responses. This allows information from the global 
receptive field of the network to be used by all its layers. The squeeze oper-
ation is followed by an “excitation” operation, wherein the embedding pro-
duced is used to get a collection of modulation weights for every feature 
map. These weights are applied to the feature maps to generate weighted 
feature maps as shown in Figure 4.3. In Figure 4.3, the input X ∈ RH×W×C 
is fed to global pooling function which outputs a vector of dimension 
1 × 1 × C. Its dimension is further reduced by r using a fully connected 
layer, which is followed by ReLU activation [10]. This constitutes a squeeze 
operation. The output of squeeze operation is then upsampled to dimen-
sion 1 × 1 × C using another  fully connected layer followed by sigmoid 
activation which gives weights for each of the channels. This constitutes 
an excitation operation. The input X is thus rescaled using the output of 
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Figure 4.3  Squeeze-and-Excitation block (adapted from [5]).
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excitation to get the weighted feature map which is  ∈ × ×X R H W C  as shown 
in Figure 4.3.

SE blocks add negligible extra computation and can be included in any 
part of the network [5]. SE-ResNet module is a ResNet module with each 
residual mapping passing through a SE block which is added with identity 
connection. SE-ResNet is a stack of SE-ResNet modules.

4.4	 Proposed Model

The motivation for the proposed model is presented prior to its elucida-
tion. As shown in Figure 4.2, bridge connections (represented as dotted 
lines) connect two blocks of ResNet that have a different number of feature 
maps and different spatial dimensions. The following subsection discusses 
the effect of bridge connections in ResNet.

4.4.1	 Effect of Bridge Connections in ResNet

Tables 4.1 and 4.2 compare the performance of various ResNet architec-
tures with and without bridge connections, respectively. The performance 
without bridge connections drastically drops, particularly in ResNet-56 
and ResNet-110. This comparison stresses the importance of bridge con-
nections. However, in the original ResNet [3], all feature maps in the bridge 
connections are weighted equally. It is to be noted that SE-ResNet [5] 
weights the feature maps along the non-skip connections, based on their 
importance. The importance is learnt using a simple feed forward network 
that adds negligible computations. This idea motivated us to quantify the 
importance of feature maps that arise in bridge connections.

Table 4.1  Performance of baseline ResNets.

Architecture
CIFAR-10 

Top-1
(Acc %) 

Top-5
CIFAR-100 

Top-1
(Acc %) 

Top-5

Res-20 91.4 99.74 67.37 91.06

Res-32 92.32 99.73 69.8 91.25

Res-44 93.57 99.81 73.15 92.9

Res-56 93.16 99.82 73.8 92.99

Res-110 93.66 99.77 73.33 92.7
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4.4.2	 Res-SE-Net: Proposed Architecture

The novel architecture incorporates an SE block in each of the bridge con-
nection of a ResNet. Figure 4.4 shows an illustration of a modified bridge 
connection. The proposed model Res-SE-Net has a similar architecture as 
mentioned in [3]. Specifically, our architecture is as follows.

The input image is of the size 32 × 32. The first layer is a 3 × 3 convolu-
tional layer, which is followed by batch normalization [8] and ReLU [10]. 
This is followed by a stack of ResNet modules. A group of ResNet modules 
within the stack which have the same number of feature maps constitute 
a block. Average-pooling follows the stack of ResNet modules. The final 
layer is a fully connected layer followed by softmax activation, which pre-
dicts the probability of an input belonging to a class. The sub-sampling 
of feature-maps is done in the first convolutional layer of every block, by 
performing the convolution with a stride of 2. There is a reduction in the 
size of feature maps and an increase in their number from one block to 
another. Hence, to take activations from one block to another, the bridge 
connection downsamples the feature map size and increases their number 
by using 1 × 1 convolution with stride 2.

An SE block [5] is added on to the bridge connection just after downsam-
pling. This ensures that when the feature maps are taken from one block to 
another, they are weighted according to the content that they carry. Hence, 
those features that are more relevant are given higher importance. The 
downsampled feature maps are sent from the previous block to the next 
one, so the weighting process must be done after downsampling in order to 
give more importance to the downsampled feature maps. Doing this before 
downsampling would reduce the significance of the weighted features. This 
is the primary reason for adding SE layer after downsampling and not before. 

Table 4.2  Performance of baseline ResNets without bridge 
connections.

Architecture

CIFAR-10 (Acc %) CIFAR-100 (Acc %)

Top-1 Top-5 Top-1 Top-5

Res-20 90.48 99.71 67.37 91.06

Res-32 90.38 99.62 69.8 91.25

Res-44 87.62 99.51 73.15 92.9

Res-56 77.46 98.55 48.65 76.67

Res-110 92.42 99.83 1.00 5.00
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It is also found empirically that adding SE layer before the downsampling 
process gives less accuracy compared to adding it after downsampling.

4.5	 Experiments

4.5.1	 Datasets

All experiments are conducted on CIFAR-10 [9] and CIFAR-100 [9] data-
sets. The CIFAR-10 dataset consists of 50,000 training images and 10,000 
test images in 10 classes, with 5,000 training images and 1,000 test images 
per class. The CIFAR-100 dataset consists of 50,000 training images and 
10,000 test images in 100 classes, with 500 training images and 100 test 
images per class. There are 20 main classes which contain these classes. The 
size of images in both the datasets is 32 × 32 and all of them are RGB images.

4.5.2	 Experimental Setup

The experiments on ResNets considered ResNets of varying depths such as 
20, 32, 44, 56, and 110 layers. The implementations are coded in Pytorch 
[11]. The code for baseline ResNet3 and SE-ResNet4 have been adapted 
from existing implementations and modified. The following data augmen-
tation techniques are used:

•	 Padding with 4 pixels on each side.
•	 Random cropping to a size of 32 × 32 from the padded image.
•	 Random horizontal flip.
•	 Standard normalization.

Conv 2D Batch
Norm

Downsampling

SE Block

Conv 2D Conv 2D Conv 2DBatch
Norm

Batch
Norm

Batch
Norm

ReLU ReLU ReLU

Figure 4.4  Modified bridge connection.2

2 Image from Andrew Ng’s Deep Learning course and modified with an SE block.
3 Adapted from https://github.com/bearpaw/pytorch-classification.
4 Adapted from https://github.com/moskomule/senet.pytorch.
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The images are only normalized at the test time. The input to the net-
work is of size 32 × 32. The architecture of the network used, for both 
CIFAR-10 and CIFAR-100 datasets, is mentioned in Section 4.4. The 
training starts with an initial learning rate of 0.1, and subsequently, it is 
divided by 10 at 32,000 and 48,000 iterations. The training is done for a 
maximum of 64,000 iterations. Stochastic Gradient Descent (SGD) is used 
for updating the weights. The weights in the model are initialized by the 
method described in [2], and further, batch normalization [8] is adopted. 
The hyperparameters used are enlisted in Table 4.3.

4.6	 Results

Tables 4.1, 4.4, and 4.5 report the accuracies obtained by baseline ResNets, 
baseline SEResNets, and Res-SE-Nets, respectively. As evident from Table 
4.1, the best performing ResNet is ResNet-110 with Top-1 accuracies of 
93.66% and 73.33% on CIFAR-10 and CIFAR-100, respectively. Similarly, 

Table 4.3  Hyperparameters.

Hyperparameter Value

Initial learning rate 0.1

Weight decay 0.0001

Momentum 0.9

Batch size 128

Table 4.4  Performance of baseline SE-ResNets.

Architecture

CIFAR-10 (Acc %) CIFAR-100 (Acc %)

Top-1 Top-5 Top-1 Top-5

SE-ResNet-20 92.1 99.7 68.31 90.69

SE-ResNet-32 93.08 99.83 70.09 92.12

SE-ResNet-44 93.71 99.77 71.2 91.78

SE-ResNet-56 93.64 99.76 71.42 91.28

SE-ResNet-110 93.79 99.74 72.99 92.71
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from Table 4.4, the best performing SE-ResNet is SE-ResNet-110 with 
Top-1 accuracies of 93.79% and 72.99% on CIFAR-10 and CIFAR100, 
respectively. It is clear from Table 4.5 that, our model, Res-SE-Net-110 
reporting Top-1 accuracies of 94.53% and 74.93% on CIFAR-10 and 
CIFAR-100 datasets respectively, significantly overwhelms the baseline 
ResNets and SE-ResNets. It can further be observed from Table 4.5, that 
Res-SE-Net-44 performs exceedingly well compared to baseline ResNets 
and SE-ResNets. In fact, Res-SE-Net-44 can outperform ResNet-110 and 
SE-ResNet-110 by a significant margin of 0.42% and 0.29% on CIFAR-10 
dataset, respectively. On CIFAR-100 dataset, Res-SE-Net-44 dominates 
over ResNet-110 and SE-ResNet-110 by a margin of 0.5% and 0.84%. It 
is to be noted that Res-SE-Net-44 has 61.75% and 62.06% lesser number 
of parameters compared to ResNet-110 and SE-ResNet-110, respectively. 
Res-SE-Net-56 too exhibits outstanding performance on CIFAR-100 data-
set compared to baseline ResNets and SE-ResNets, and near on-par perfor-
mance on CIFAR-10 dataset with baseline ResNets and SE-ResNets. This 
strongly emphasizes the gravity of the proposed idea to activate the fea-
ture maps in bridge connections by their importance. The proposed idea 
enables a reasonably deep network with lesser number of parameters to 
outperform very deep networks.

The improvement in accuracies of Res-SE-Nets, for both the datasets in 
comparison to baseline ResNets [3] and SE-ResNets [5] are tabulated in 
Tables 4.6 and 4.7, respectively. Res-SE-Net outperforms baseline ResNet 
by 0.566%, i.e., about 56 images on CIFAR-10 and by 0.704%, i.e., about 
70 images on CIFAR-100 datasets on an average. Res-SE-Net-110 has 
achieved the maximum improvement in accuracy of 0.87% on CIFAR-10 
and 1.6% on CIFAR-100 over Res-110. Similarly, Res-SE-Net outperforms 
SE-ResNet by 0.124% on CIFAR-10 and by 1.392% on CIFAR-100 datasets, 

Table 4.5  Performance of proposed model.

Architecture

CIFAR-10 (Acc%) CIFAR-100 (Acc%)

Top-1 Top-5 Top-1 Top-5

Res-SE-Net-20 91.9 99.75 67.99 91.03

Res-SE-Net-32 92.79 99.82 69.93 91.95

Res-SE-Net-44 94.08 99.83 73.83 93.54

Res-SE-Net-56 93.64 99.87 74.29 93.45

Res-SE-Net-110 94.53 99.87 74.93 93.48
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respectively. Res-SE-Net-110 has achieved maximum overall improvement 
over SE-ResNet-110 with an increase in accuracy of 0.74% on CIFAR-10 
and of 1.94% on CIFAR-100 datasets, respectively.

With the improvement that addition of SE block provides, one might 
want to add SE blocks to all the skip-connections to make the performance 
even better. But it has been empirically found that adding an SE block to 
every identity skip connection degrades the performance on CIFAR-10 
and CIFAR-100 datasets as the depth increases. Also, as for the reasons 
mentioned in Section 4.4, the addition of SE block before downsampling 
does not give better results either.

The analysis of the training phase of Res-SE-Net is done by plotting 
training losses for all the aforesaid depths and for both the datasets. From 

Table 4.6  Performance improvement from baseline ResNet.

Architecture

CIFAR-10 (%) CIFAR-100 (%)

Top-1 Top-5 Top-1 Top-5

Res-SE-Net-20 0.5 0.01 0.62 −0.03

Res-SE-Net-32 0.47 0.09 0.13 0.7

Res-SE-Net-44 0.51 0.02 0.68 0.55

Res-SE-Net-56 0.48 0.05 0.49 0.46

Res-SE-Net-110 0.87 0.1 1.6 0.78

Average Improvement 0.566 0.504 0.704 0.492

Table 4.7  Performance improvement from baseline SE-ResNet.

Architecture

CIFAR-10 (%) CIFAR-100 (%)

Top-1 Top-5 Top-1 Top-5

Res-SE-Net-20 −0.2 0.05 −0.32 0.34

Res-SE-Net-32 −0.29 −0.01 −0.16 −0.17

Res-SE-Net-44 0.37 0.06 2.63 1.76

Res-SE-Net-56 0.0 0.11 2.87 2.17

Res-SE-Net-110 0.74 0.13 1.94 0.77

Average Improvement 0.124 0.068 1.392 0.974
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Figures 4.5 to 4.7, it can be concluded that training of Res-SE-Net has taken 
place smoothly. There is no abrupt increase in training loss of Res-SE-Net 
models. This shows that gradient flow has not been hindered by the intro-
duction of an SE block in bridge connections, maintaining the principle of 
ResNet (base of our Res-SE-Net) that skip-connections facilitate smooth 
training of deep networks.
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Figure 4.5  (a) Training losses plotted for depth of 20 layers. (b) Training losses plotted for 
depth of 32 layers.
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4.7	 Conclusion

In this work, a novel architecture named “Res-SE-Net” is proposed, which 
makes bridge connections in ResNets more influential. This is achieved by 
incorporating an SE block in every bridge connection. Res-SE-Net sur-
passed the performances of baseline ResNet and SE-ResNets by signifi-
cant margins on CIFAR-10 and CIFAR-100 datasets. Further, it has been 
demonstrated that reasonably sized deep networks with positively contrib-
uting bridge connections can outperform very deep networks. It is also 
illustrated that addition of an SE block does not affect training. In future, 
other ways of making bridge connections in ResNets influential can be 
explored to enhance its overall performance.
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Abstract
During past decade, the Machine Learning (ML) has been driving with different 
pace. Nowadays, it is disguised in a novel term that has been a buzzing around 
market, named as Deep Learning (DL). Basically, the concept of DL has been 
derived from human neurological traits. Humans are the masters of thinking, ana-
lyzing, expressing, actions, and, supreme of all, improvisation. These activities are 
controlled by single neurological unit called brain. Our brain behaves according 
to chemical and biological computation through neurons. Motivated by the neu-
ron functioning, a unique concept, formally known as Artificial Neural Network 
(ANN), has been born among the research community. It is an art of inducing 
artificial brain to machines, making them more reliable, robust, independent, effi-
cient, and self-adaptive. It is a well-established art which really needs a compre-
hensive review in several aspects. Therefore, the endeavor has been made by us to 
work out over the subject, consolidate the findings and turn it into a chapter. It will 
offer an organized view of ANN via DL. Further, we try to interpret the fine line 
created between ML and DL, understand its variants, current trends, emerging 
challenges, and future scope.

Keywords:  Machine learning, artificial neural network, deep learning, 
convolutional network

*Corresponding author: sakshiaggarwal@mnnit.ac.in



78  Machine Learning Algorithms and Applications

5.1	 Genesis

Suppose you have a tremendous amount of data but you do not know 
how to make a practical use of it or inferences instead. One approach is 
to deploy conventional statistical models which involve average, variance, 
regression, or skewness. But the problem here is that the results are truly 
dependent on average ignoring the qualitative aspects such as health, intel-
ligence, and so on.  Another approach is to use the most influential tech-
nology takes hold nowadays, i.e., Machine Learning (ML) [1–5]. The word 
itself has all the necessary terms required for understanding the concept 
behind it, but primarily, the science of making machines work with min-
imal or no human assistance, coined as ML. In the broader and deeper 
sense, the programs are developed and introduced into the systems in such 
a way that they can learn themselves through accessing data and  revise the 
way they interact with the end-users.  

Numerous ML algorithms are proposed to process data and seek hid-
den insights without being given explicit instructions. We frequently come 
across ML without even realizing it. In fact, the extent to which it is being 
used actively is far than one could have expected. The wide range of applica-
tions, explored in almost all domains, encompassing autonomous vehicles, 
virtual assistants, infotainment, medical imaging, object tracking, com-
puter vision (CV), and much more, is the evidence of its acceptance among 
programmers.  According to one article in Gartner 2019 report [6], ML has 
been on top priority in organization for past years. In fact, the adoption by 
leading tech giants for enormous success in business expansion has tripled 
over the past decade. From Google’s endeavor to design driverless cars to 
using Apple’s Siri via voice commands to Amazon’s on-site product rec-
ommendation, ML is touted as key pillar. The area is evolving so fast that 
business leaders have to shift their focus to deviate from the way they deal 
with the market challenges. If they do not work swiftly on their business 
model, they might fall behind or not even exist by 2023, the Microsoft 
reveals in its report [7].

The rise over the applications from past decade has been certainly cor-
related with turbulent processing powers of system and intricate data set 
with increased difficulty to interpret. The objective of applications is often 
learning the model without being given excessive instructions explicitly 
and generalising the unlabelled data through acquired intelligence. The 
intelligence implies here is what we call as self-learning and it truly derives 
from Artificial Neural Network (ANN) [8–10], a gamut of ML algorithms, 
where model heavily relies on feature engineering.  It is analogous to bio-
logical human brain where the neurons are imperative element. They are 
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responsible for information distribution and communication across the 
human biological system. Neurons are interconnected with each other and 
constitute a crucial support system of our body. Resembling the human 
brain, the artificial systems can also improvise their learning that gained 
from experiences and knowledge and entire functions are exercised with 
purely minimal or no human interaction. 

5.2	 The Big Picture: Artificial Neural Network 

Before unearthing Deep Learning (DL), let us go slightly deeper and 
uncover the mechanism of ANN. As name implies, neural network (NN) 
is layered upon neurons or nodes. It represents the dataset of inputs (varies 
from images, signals, or texts) along with true answer associated with each 
observation set. The network tunes to estimate true answers provided the 
inputs upon which it has been fed. A simple illustration would be a situa-
tion where we are given variables such as mileage, brand, production year, 
acquisition value, and second-hand values for given number of cars. Now, 
suppose our aim is to develop a model which can predict the second-hand 
values. In few words, we need to design a network that can best correlate 
the observations and response. The learning will occur continuously and 
thoroughly by generating output and compare them with true values. The 
parameters of model are updated automatically if they are differed by wide 
margin. It tends to push the prediction closer to true observations. The 
training is an iterative, automatic process and continues to generate output 
until average difference converges to small value. 

After getting the big picture of ANN, we are now in the position to eval-
uate its architecture. The NN is employed on several layers, consist of neu-
rons. There are mainly three types of layers, viz., input layer, hidden layer, 
and output layers. The input layer is for parameter feeding and output layer 
is obvious for target production. The hidden layers are responsible for pro-
cessing data and establishing correlation among inputs and outputs. It is 
carried out using weights assigned to each parameter and pass to the com-
putational units thereafter. Weights are enlarged or reduced according to 
the relevance of the response. The whole scenario is depicted in Figure 5.1.

Any network-based model and ML-based model emphasize on two 
tasks, i.e., learning and application. While learning, model tries to extract 
similarities within training data to accomplish a specific task. It could be 
understood by an example of Facebook plugin, where learning is incor-
porated to make blind person describe the photos. On the other hand, 
application stage sends you the response after employing on utilized data.  
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For example, a music-app keeps suggesting playlist to a user on weekly 
basis when it discovers his/her music taste. Both learning and application 
are integrated to make a way for the systems developing their own intellect 
and conscience.

5.3	 Delineating the Cornerstones

The evolution in the business such as digital marketing is appeared as a part 
of ML revolution through its direct involvement with the stakeholders. ML 
is a broader and active area, merely referred to as a branch of science but not 
its recent state and evolution. It is crucial to understand what makes ML so 
reputed in the current trend and clarify the misconceptions. Particularly, NNs 
and DL [11–14] have hyped the ML paradigms and consequently accelerated 
the mystery around key-notes. In fact, markets and businesses are flourished 
with the demands of disruptive technologies, yet it brought confusion around 
terminologies because core concepts of Data Science (DS) (as illustrated in 
Figure 5.2) are profoundly interweaved and concerned with each other in  
several aspects. 

We have come across several resources like blogs, articles, journals, 
magazines, chapters, and inferred that preliminaries are impeccably high-
lighted but little is known about their differences and it remains uncovered. 
So, let us shift the focus from palpable discussion towards demarcating and 
disentangling the threads of DS cornerstones. 

5.3.1	 Artificial Neural Network vs. Machine Learning

The most significant and encouraging technique for big data processing is 
ML. It is phenomenal in analysis with experience or newly data addition 
and reveals the pattern of interest. When we talk about ML, we talk about a 
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generic term that refers to making systems learn about self-adaption. On the 
other hand, ANN stems from ML that can frame the algorithms that simu-
lates human brain. It processes the data through multiple layers as mentioned 
above. Enormous amount of data, normally shared through ubiquitous appli-
cations and in unstructured format, is difficult to grasp. But through DL, it 
becomes least challenging when it comes to unravel this wealth of data. In 
few words, if ML builds a model around several parameters and triggers the 
results, those results can be served further to start building ANN model.

5.3.2	 Machine Learning vs. Deep Learning

One of the most unprecedented yet least emphasized topics of discussion 
is ML vs. DL. They are not poles apart; instead, they share the common 
umbrella of DS. In fact, DL is observed as one of the core facet of ML 
that sharply works on data semantics. The representation of data in DL is, 
however, hierarchical, and therefore best suited for unlabelled or unstruc-
tured data. It carries out data processing with nonlinear approach enabling 
machines to translate extracted features effortlessly. It is widely adapted for 
feature engineering and feature transformation. Thus, it is recommendable 
for developing major CV applications that can pertain to real-world data 
such as images, sounds, texts, or languages. 

5.3.3	 Artificial Neural Network vs. Deep Learning

Both NN and DL are cutting-edge technologies and enjoys special posi-
tions among researches. We often use these terms interchangeably without 

Figure 5.2  Terms attach with DS.
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realizing their fine differences. However, they have conceptual similarities 
yet they are also discrete in their own ways. We must understand there is a 
fine line between ANN and DL. ANN comes in multitudes and DL is learnt 
as a more complex form of ANN. The difference is simply lies in the depth 
of the network which is exhibited in its architecture, shown in Figure 5.3. 
By saying complex, it attributes to elaborative information that can propa-
gate throughout the model. More complex a model is, more internal layers 
are used. The increased number of layers is not just for exploiting excess 
information but also for optimization to achieve better performance.

Finally, the three cornerstones of DS, viz., ML, ANN, and DL are distin-
guished in one sentence as, DL, a sub-domain of ML, leverages a hierarchi-
cal view of ANN to achieve the process of ML.

5.4	 Deep Learning Architectures

5.4.1	 Unsupervised Pre-Trained Networks

In learning-based models, it would take long or may not efficient to directly 
put some variants in order to train the network while utilizing supervised 
learning approach. In fact, it can be alleviated by first “pre-train” using 
different unsupervised training strategy, followed by fine-tuning with the 
assistance of supervised learning algorithm. It boosts up the computation 
process and plummet the data dependency. The results, obtained by unsu-
pervised learning, can serve the purpose to extract high-level attributes 
for many visual tasks such as classification, detection, or recognition. It 
rapidly achieves better optimization and convergence, shaping the network 
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Figure 5.3  ANN serves as a base for DL.
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for high-level representation. The researchers use pre-trained learning 
methodologies in Restricted Boltzmann Machines (RBM) [15] and Auto-
Encoders (AE) [16, 17]. Figure 5.4 depicts the absolute flow of pre-training 
networks.

5.4.2	 Convolutional Neural Networks

With the advancement of DL, it elevates the potential of artificial systems. It 
offers scalability in terms of the functions to look around the world just like 
humans do, understand it in their own ways, and even cater the knowledge for 
clusters of tasks such as object detection and recognition and video summari-
zation. The CV domain has achieved new heights, particularly over one algo-
rithm, i.e., Convolutional Neural Network or ConvNet/CNN [32–35, 38–42]. 
While the conventional CV algorithms are deployed over hand-crafted fea-
tures, CNN provides wholesome understanding of an image containing more 
sophisticated features, similarly how humans would. The flow of the CNN 
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Figure 5.4  Flow for pre-trained network-based learning model [18].
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process is given in Figure 5.5. It consumes less processing time which involves 
reduced number of observations along with biased reusability.

5.4.3	 Recurrent Neural Networks

The aforementioned classes of DL assume all inputs (output as well) reflect 
least impact on each other. But what happen if we want to form a sentence 
with enough semantic and grammatical correctness? The words are implic-
itly dependent on each other just to create a perfect sentence. It requires 
two-fold process. Firstly, prior knowledge based on how they would likely 
to occur in real-world and secondly, a state of “memory” to estimate how 
much information has been calculated so far to predict next word in a 
sentence. Recurrent Neural Networks (RNN) [20], whose typical architec-
ture is shown in Figure 5.6, is developed for using sequential information 
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like time series. It applies similar task with each element of sequence, and 
yields output being heavily dependent on past computations. RNNs are 
capable of constructing language models [21] and text generation might 
rely on, Natural Language Processing (NLP), or Language Translation 
Systems (LTSs).

5.4.4	 Recursive Neural Network

Recursive Neural Network is more generalized than RNN. This kind of 
neural network parses data in hierarchical way (Figure 5.7). The primary 
advantage is to work with patterns represented through trees or graphs as 
completely contrast to fixed-size vector. The vectors are confined to a partic-
ular length that has to be ensued by all data in the set, instead graphs provide 
flexibility in determining arbitrary number of nodes and edges. It also gain-
ing success in NLP and image analysis [22]. Specifically, the nodes of graph 
are meant to characterize the vector of variables pertaining to both real and 
absolute. However, an edge between any two nodes marks the logical associ-
ation between information structured in the form of nodes.

5.5	 Why is CNN Preferred for Computer Vision 
Applications?

CV [23, 24] is a lobby of science that believes to simulate human visual cor-
tex (HVC) in the computer systems. It processes the images and extracts 
intrinsic details just like human brain does. When CV was introduced, it 
was only meant for imitating HVC, but with the revolution of artificial 
intelligence; now, it found space in various sectors such as banking, sur-
veillance, healthcare, and automotive.
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Figure 5.7  Graph-based representation in recursive NN.



86  Machine Learning Algorithms and Applications

Typical ML algorithms are not enough for cumbersome tasks which 
are difficult to manage. For instance, most of the problem statements deal 
with object classification, i.e., assigns a label to an object captured in an 
image based on the saliency. But either it ramps up computation time or 
system overhead that ends up to low throughput. DL has vast potential for 
numerous image processing activities such as image analysis, segmenta-
tion, classification, and recognition, extensively embedded in CV models 
and applications. CNN, a class of DL, is globally adopted to assist CV appli-
cations via analysing imagery patterns. The motive is to reduce the size of 
image by carrying multiple convolution layers and pooling layers until it 
is realized by fully connected layers. The CNN architecture builds around 
several types of layers which are briefly specified in subsequent headings.

5.5.1	 Convolutional Layer

This layer performs convolution operation which is nothing but hovering 
a small matrix (commonly termed as kernel, filter, or mask) over input 
image matrix (Figure 5.8). During hovering, it multiplies the values by ini-
tial pixel values and finally summing up them to obtain one number. This 
process reiterates by a number of units to pass across all the pixel values. 
The idea behind adding this layer is to gain much smaller size of matrix 
relative to original matrix.

5.5.2	 Nonlinear Layer

This layer is followed by convolutional layer to bring non-linearity or 
inconsistency to data. If the network does not facilitate non-linearity, we 
do not require multiple layers as incorporating multiple layers become 
equivalent to single layer. Furthermore, non-linearity strengthens the net-
work that created for complex images which eventually aims to unveil new 
patterns. To add non-linearity, the most common activation function used 
is ReLU, though there are varieties of activation functions exist. 

6×6 Image Matrix

3×3 Filter

Convolution

X

1 1 1 1 1 1
0 0 1 0 1 1
1 0 1 1 1 1
0 1 0 1 0 0
1 0 1 0 1 1
1 1 0 0 1 1

1 0 1
0 1 0
1 0 1

Figure 5.8  3 × 3 filter convolve over 6 × 6 image matrix.
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5.5.3	 Pooling Layer

This layer is also helpful in downsizing the image matrix. It is more helpful 
in reducing the number of parameters and thus, decreasing the computa-
tion overhead in the network. The most common method used for pooling 
is MaxPooling (Figure 5.9).

5.5.4	 Fully Connected Layer

It works similar to conventional ANN and Multilayer Perceptron (MLP), 
given in Figure 5.10. However, only difference is that now the image matrix 
is more simplified, optimized and in shape due to pre-processing offered 
by early layers of CNN. The classification decision is driven by this layer.

By varying the number of convolutional layer, pooling layer, and fully 
connected layer, we can maximize the network performance for given image 
processing task such as restoration or classification. There exist many CNN-
based architectures which are developed for accelerating training speed that 
ultimately leads to high accuracy and low error rate. It is bit hard to concep-
tualise the architecture thoroughly and beyond the scope of chapter, yet we 
extract some relevant information and summarize it in Table 5.1.

MaxPooling
23 34 13 49

61 76

96 67

45 61 23 76

23 96 35 47

16 45 67 43

Figure 5.9  Pooling reduces the size of transition matrix.

input layer hidden layer 1 hidden layer 2 hidden layer 3

output

Figure 5.10  Multi-layer neural network.
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5.6	 Unravel Deep Learning in Medical  
Diagnostic Systems

Nowadays, CV and DL are together conquering greater heights in many 
areas. The cutting-edge researches influenced by these two frameworks 
shows promising results in every application, be it agriculture, remote sens-
ing, or autonomous vehicles. Considering the current scenario where the 
entire globe is grappling with health crisis spread from novel Coronavirus 
[29], healthcare is emerging as a serious concern among research commu-
nity. In fact, the virus is not novice for virologists or clinical practitioner, 
the world has been gone through several zoonotic attacks [30, 31] before 
2020 corona pandemic. However, CV and DL in conjunction with simu-
lations gained success in countering the adverse health problems. It was 
proved effective in aiding doctors and health workers to break the array of 
misapprehensions. They are widely utilized in developing computer-aided 
diagnostic (CADS) systems. Therefore, we are leading this section with 
state-of-the-art techniques stem from image processing and DL in early 
diagnosis of plausible diseases.

Medical imaging, sometimes, known as diagnostic imaging, such as 
X-rays, MRIs, CT scans, and mammograms, plays an imperative role in 
healthcare systems. It is an assortment of techniques and processes to cap-
ture visual representations of human parts, organs, or tissues for critical 
analysis, diagnostics, and clinical treatment. Health disorders like pneu-
monia, brain tumor, cancer, and Parkinson’s disease are being success-
fully diagnosed with high precision, possible through medical imaging. It 
thus allows early stage treatment or even nullifying the probability of re- 
occurring. Not only diagnosis but doctors have embraced the benefits of 
CV for surgery itself. It has a key role in analysing the damages and loss to 
body tissues before making any preparation to the surgery. The procedures 
are positively non-invasive, painless and life-saving. The combination of 
diagnostic imaging and DL has revolutionized the healthcare sector. It 
causes researcher and doctor adhere to the patient history, biological data, 
symptoms, along with microorganism biological cycle or patterns of rep-
lication to attain the crucial parameters which are further helpful in drug 
discovery. Medical imaging also contributes in tracking the effectiveness 
of patient’s on-going treatment and aids the physician to make changes in 
the dozes, if required. Table 5.2 reviews some state-of-art models for CAD 
covering relevant diseases.
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5.7	 Challenges and Future Expectations

In recent years, we have seen an empirical surge in DL deployment. But, as 
a matter of fact, there are inadequate articles addressing the challenges and 
expectations owing to data-acquisition, pre-processing, implementation, 
dataset imbalances, and classifier evaluation. Like, it is quite challenging 
when working with CNN which requires huge amount of hyper-parameters 
to tune features. Another issue is dataset imbalance problem which is promi-
nent in medical monitoring. It may be resulted from either distortion or data 
calibration which affects the DL implementation.  As a result, it degrades the 
performance. Data standards and data interoperability are also major barri-
ers. Since image acquisition is highly varied with sensors and other indica-
tors, it enables poor classification accuracy and learning of model. Different 
datasets are merged in order to induce diversity and obtain significant vol-
ume, but interoperability is still an imaginary aspect. Another deep insight 
is black-box. It seems building network is not-so-much complicated, but 
the understanding to reach the output is indeed hefty. DL is continuously 
offering better results but it is bit hard to answer why and how. Moreover, 
the privacy and legal issues are also on-board to hinder the process. With 
the rise in big data, particularly, in health sector where HIPAA (The Health 
Insurance Portability and Accountability Act of 1996) is prevailed to protect 
the patient’s personal or anonymous information. It restricts the use of such 
information which could complicate the process of reaching to an individual. 
Another alternative is differential privacy which limits the use of sensitive 
data. It prevents the disclosure of person’s classified data pertinent to medical 
history or identifiable information. Unfortunately, all factors contribute to 
restrict the content that can introduce negative impact on analytical model. 
It is affected by both legal and ethical perspectives. 

From the above discussion, it is learnt that open challenges are present that 
requires further review and a definite direction in the research. The lack of 
sufficient data is a biggest challenge in medical research. Ambiguous data or 
unavailability of adequate medical cases thwarts on-going process addressing 
rare diseases. It calls for regulatory bodies that defines standards for health 
dataset and are capable of sharing between providers. An organization should 
meet these standards while making an opinion on health records.

5.8	 Conclusion

Since various cornerstones of DS are deeply engaged with each other, it 
often takes long discussion to review them individually on the ground 
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level. However, through this article, we are able to underline stark dif-
ferences among those corners, paying special attention to DL and ANN. 
While ANN takes the advantage of computational units, viz., neurons to 
control the flow of information from input units to output units through 
connections, DL simply looks after feature capturing and transformation 
that ends up making a relationship with set of stimuli and associated neu-
ral results. Depending upon model requirements and objectives, there are 
numbers of NN architectures available. Moreover, the most trivial class of 
DL is ConvNet, which influence CV tasks like image pre-processing, object 
analysis, object detection, and recognition. We provide a generic view of 
CNN multi-layer architecture and their respective functions. It also comes 
up with slight variations in layers, proposed by different groups or authors. 
CNN architectures are highly useful because the time that consumes while 
training tends to get eliminated as these architectures offer pre-trained 
networks. 

Thereafter, medical applications are discussed that discloses how effica-
cious DL is in solving the queries associated with medical domain. From 
Alzheimer’s to zoonotic diseases, brain tumor classification to chronic kid-
ney disease diagnosis, DL image processing duo emerges as a silver-line 
for medical informatics, bioinformatics, or health data analytics. But we 
should not much celebrate its growth, for there are obstacles that could 
compromise its flourish. We came forward with quoting major challenges, 
often we face in NN-based learning specifically in medical domain. We 
should not consider only one perspective in seeking solutions because 
there have always been a room for innovation. However, we can keep our 
eyes out for more researches in the future that nurtures through DL.   
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Abstract
Credit scoring is a progression to estimate the risk accompanying with a credit 
merchandise. Nowadays, huge number of credit application data with different 
features set is available of various credit products, as credit industries are issuing 
various credit product. So, key challenge is to discover insight on how to improve 
the performance ahead of time using data mining techniques, as it directly effects 
to viability of that industry. Foremost emphasis of this article is to improve the 
analytical performance of credit scoring model. Toward that, this article intro-
duces a two-stage credit scoring model. First stage focuses for reduction of irrele-
vant and noisy features because they may affect model’s performances. In second 
stage, ensemble of neural networks is utilized for categorizing credit applicant. For 
feature selection, an evolutionary approach by utilizing “Hybrid Binary Particle 
Swarm Optimization and Gravitational Search Algorithm (BPSOGSA)” is pro-
posed and correlation coefficient is considered as criteria function to compute the 
fitness value against each search agent generated by BPSOGSA algorithm. Further, 
proposed credit scoring model is validated on four different credit applicants’ real-
world credit scoring datasets.
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6.1	 Introduction

Credit scoring is a risk approximation approach associated with credit prod-
ucts such as credit card and loans and is estimated based on applicants’ his-
torical data [1]. As specified by Thomas et al. [2], “Credit scoring is a set of 
decision models and their underlying techniques that aid credit lenders in 
the granting of credit” [3]. Credit scoring efforts to isolate the consequence 
of diverse applicants’ characteristics dependent on unlawful conduct and 
non-payments. The essential point of convergence of credit scoring is to 
preference whether an applicant has a place with financially sound group 
or not. Credit denotes to amount acquired by an applicant from a monetary 
foundation as “credit limit to an applicant is estimated by system on the basis 
of customer’s credentials like annual income, property and etc”. Numerous 
advantages of credit scoring for monetary foundation incorporate “ascertain-
ing and diminishing credit risk”, “making managerial decisions”, and “cash 
flow improvement” [4, 5] and its performance is responsible for the profitabil-
ity of credit industries. It is not a single step progression, every so often, mon-
etary foundations succeed it in several steps some of them are as follows [4]:

•	 Application Scoring: It is employed for estimating the genu-
ineness and mistrustfulness of new applicant. That estimation 
is conducted on basis of societal, economic, and supplemen-
tary evidence collected while submitting the application.

•	 Behavioral Scoring: It is relative as preceding case, never-
theless “it is for the present clients to examine their personal 
conduct standards and to help dynamic portfolio adminis-
tration processes”.

•	 Collection Scoring: Similar to step, it tries to classifies clients 
into several clusters on the basis of change in their behav-
iors and accordingly monetary foundation pays attention on 
those clusters’ clients, for example, more, moderate, no etc.

6.1.1	 Motivation

According to the statistics [7] given by Reserve Bank of India (RBI), the 
users of credit cards during 2012–2016 are shown in Figure 6.1. 

•	 The number of credit card holders are 24.50, 21.11, and 
19.18 million in the financial year 2015–2016, 2014–2015, 
and 2013–2014, respectively, in India [7].

•	 Total number of home loan account in the financial year 
2009–2010 were 57.38 lakhs in India [8]. 
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Together with credit cards, various credit products such as various types 
of loan and mortgage and mini and micro finance are also obtainable from 
various monetary foundations. Attributable to excessive number of new 
candidates and existing clients, credit scoring is quite difficult to do man-
ually or it necessitates massive amount of authorities with expertise in 
domain knowledge and customer’s behaviors. At present “credit scoring 
is not restricted to banking or credit industries only, many other domains 
such as telecommunication, real estate, etc., are also applying credit score 
calculation models for investigation of clients’ conduct”. Consequently, 
“Artificial intelligence may overwhelm the problem of manual credit scor-
ing”. Enlightening the predictive performance of model specially applicants 
with mistrustfulness group will have excessive influence for monetary 
foundation [9, 10]. This article emphasizes to boost the classification per-
formance of model by dropping the extraneous and noisy features. 

Remainder of the article is organized as follows: Section 6.2 designates 
a brief literature analysis. Section 6.3 presents “proposed credit scoring 
model”. Section 6.4 demonstrates the investigational outcomes of proposed 
approach followed by the concluding remarks based on obtained investi-
gational outcomes.

6.2	 Literature Survey

Most of the scholars have measured the credit risk estimation as a binary 
class classification problem as creditworthy or non-creditworthy and found 
it to be reliable to discover hidden patterns in the credit scoring data. These 
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Figure 6.1  Rise in issuing of credit cards during 2012–2016.
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systems help experts to upgrade their insight for credit risk estimation. 
In this context, various Machine Learning (ML) methods are employed 
to model the risk estimation systems. Various classification approaches 
such as “Artificial Neural Network (ANN)” and “Support Vector Machine 
(SVM)” have efficiently applied for credit risk prediction model. 

SVM [11] has “superior features of generalization” and “global optimi-
zation”. So, many researchers have employed it as classification tool not 
only in credit scoring but in other domains also. Li et al. [12] have pre-
sented a credit risk assessment model by considering SVM as classifica-
tion approach with data pre-processing to distinguish probable applicants 
for consumer mortgages. Gestel et al. [13] have employed “Least Squares 
Support Vector Machine (LS-SVM)” to evaluate the creditworthiness of 
probable corporate clients. West [14] has presented a survey of various 
classification methods and evaluated the performances of classifiers on 
credit scoring datasets. Xiao and Fei [15] have offered a method based on 
“SVM with optimal parameters’ values”. Kuppili et al. [16] have applied 
Extreme Learning Machine for credit scoring data analysis with aggrega-
tion of spiking neuron model. Similarly, another approach by considering 
“weighted SVM” for credit scoring model is presented by Zhou et al. [17].

An amalgamation of various approaches is a dynamic arrangement 
that syndicate the steps of various approaches toward to enhancement 
of a specific conclusion. In credit scoring dataset, it has various features 
related to applicants’ credentials such as societal and financial status, and 
these features are heterogeneous features such as categorical, minor range 
numerical, and wide range numerical. So, there is chance that some the 
features may be redundant or irreverent which may reduce the mod-
el’s performance. Accordingly, several scientists have considered various 
data-preprocessing steps such as “feature selection” and “outlier detection” 
as prominent way to enhance the predictive performance of credit scoring 
and inclusive descriptions of those methods are presented as follows. 

Hybrid credit scoring models with aggregation of SVM as classification 
approach and feature selection approaches based on “Multivariate Adaptive 
Regression Splines (MARS)” and “F-score” are assessed in article [18]. 
Similarly, feature selection approaches “Stepwise Regression (SR)” and 
“MARS” aggregated with ANN as classification approaches for credit scor-
ing are applied in article [19] and [20], respectively. A hybrid model based 
on “Genetic Algorithm (GA)” for opting the valuable features and further 
aggregated with classification approach is presented by Oreski and Oreski 
[21]. Similarly, Wang et al. [22] and Huang and Dun [23] have applied 
“Rough Set and Tabu search” and “Binary Particle Swarm Optimization 
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(BPSO)” for optimizing the set valuable features and further aggregated 
with SVM for classification, respectively. 

From the literature, it is detected that feature selection is a prominent 
way to improve the predictive performances of classification approaches 
and is a combinatorial optimization problem. Bio-inspired algorithms suit-
able for optimization on continuous search spaces. So, for feature optimi-
zation, first conversion of continuous to binary search is needed. Ensemble 
is an association the outputs of base learners together to estimate the final 
conclusion and in many studied it have been demonstrated that it is more 
stable and accurate than single models. With consideration of aforemen-
tioned advantage of feature selection and ensemble approach, this article 
presents a “Two-stage Credit Scoring Model based on Evolutionary Feature 
Selection and Ensemble Neural Networks” with objective to extract the 
knowledge from the credit scoring dataset using ML algorithms and to 
improve performance by considering the valuable features.

6.3	 Proposed Model for Credit Scoring

This section presents the proposed two-stage credit scoring model as 
depicted in Figure 6.2. The proposed model combines evolutionary feature 
selection in stage-1 and ensemble classification in stage-2 for credit scor-
ing and are discussed in the following subsections. Before feature selec-
tion, datasets are preprocessed because as in credit scoring datasets have 
heterogeneous data type. In this work, we have utilized neural network as 
classification tool which consider the data in vector format. So, datasets are 
preprocessed which includes data cleaning (eliminating the missing val-
ues), data transformation (converting the categorical values in numerical 
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values) and data discretization (converting long range numerical values in 
small range).

6.3.1	 Stage-1: Feature Selection

In this paper, an evolutionary approach BPSOGSA [24] is utilized for select-
ing a set of valuable features. Authors in [29] have presented PSOGSA, a 
hybrid approach by combining social thinking (gbest) capability of swarm-
based Particle Swarm Optimization (PSO) and exploitation capability of 
evolutionary-based Gravitational Search Algorithm (GSA). PSOGSA per-
forms better than PSO and GSA toward to exploration and exploitation 
capabilities [24].

In PSOGSA [29], all search agents move from one position to another in 
each iteration at the continuous search space and are represented by posi-
tion vectors. Here, PSOGSA is used for feature selection in which position 
vector should be presented in binary format, where 0 present corresponding 
feature is not present else is present in position vector. In order to change 
the continuous to corresponding binary position vector, a transfer function 
is expected to adjust position, with the likelihood velocity [25] of search 
agents. Various transfer functions are available in literature and fall under 
two categories, i.e., S and V shaped [26]. V-shaped transfer functions are 
superior to S-shaped transfer functions toward the convergence rate [27]. 
V-shaped transfer functions are shown as in Equations (6.1)–(6.4) [26].

	

π( )→ =




V S V V terf

2
( )ij

k
ij
k

1 	 (6.1)

	 ( ) ( )→ =V S V V tTanh ( )ij
k

ij
k

2 	 (6.2)

	 π
π( )→ = 



V S V V t2 arktan

2
( )ij

k
ij
k

3 	 (6.3)

	

( )
( )

→ =
+

V S V
V t

V t

( )

1 ( )
ij
k ij

k

ij
k

4 2 	 (6.4)

where Vi
k  represents the velocity of search agent i at iteration k.
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All aforementioned transfer functions are utilized for adjusting veloci-
ties of search agents in BPSOGSA to probabilities of flipping their position 
vector’s elements. Further, probabilities of search agents’ position vectors 
are considered to convert it in binary format and are updated by the rules 
as presented in Equation (6.5).
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where Xi represents the position of ith search agent.   

6.3.2	 Proposed Criteria Function

Correlation coefficient (Corr) measures the relationship between two vari-
ables [28–30] and it can be calculated by Equation (6.6). Corr values may in 
the range from −1 to +1, where +1 demonstrates the strongest potential agree-
ment, −1 demonstrates the strongest potential disagreement, and 0 demon-
strates that there is no linear relationship between those features. Proposed 
criteria function is as in Equation (6.9), which depends on the proportion 
of inter class correlation (Interccc) and intra class correlation (Intraccc) coeffi-
cient of features in search agent. Interccc represents the correlation between 
feature and class label and Intraccc represents the correlation between two 
feature and are calculated by the Equations (6.7) and (6.8), respectively.

	

= ∗∑ ∗ −∑ ∗∑

∗∑ − ∑ ∗ ∗∑ − ∑
Corr n P Q P Q

n P P n Q Q( ) ( )2 2 2 2
	 (6.6)

where P and Q indicate the features, and n designates the number of values 
in these features.
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Here, Fi and Y denote ith the feature and target label, respectively.

	
− =fitness value i Inter

Intra
ccc

ccc
	 (6.9)

where fitness valuei represents the fitness value against ith search agent.  

6.3.3	 Stage-2: Ensemble Classifier

Broad research has been led on data classification and various classification 
approaches are available in literature. However, there is no specific process 
to recognize which classifier will have the finest results on a specific data-
set. A specific classifier may be more suitable to others for a specific data-
set, yet alternative classifier might accomplish superior to that on another 
dataset. “Ensemble of classifiers has the ability to deliver the close to opti-
mal outcomes on each dataset”. The fundamental intention behind utiliz-
ing the ensemble classifier system is that, when classifiers make a decision, 
instead of using single classifier’s decision and different base learners may 
view the same pattern differently, thereby complementing the predicted 
information of each other and use various classifiers’ decision for decision-
making process. All participating classifiers for decision-making process 
are known as base classifiers. 

Most common way to aggregate the decisions of base classifiers are as 
Unanimous Voting (UV), Majority Voting (MV), and Weighted Voting 
(WV). In case of UV, for a given class let, class-1, if all classifier classifies 
data as class-1, then UV takes decision as class-1 as final outcome against a 
sample. In case of MV, final output of ensemble is the class which have the 
highest or majority of votes. With WV “final output is the weighted sum of 
the outputs of base classifiers”. Weight to respective base classifiers depends 
and is proportional on its classification performance such as classification 
accuracy. Ensemble of classifiers can be formed in two ways as homoge-
neous (base classifiers of same type) or heterogeneous (base classifiers of 
different type) frameworks. In case of homogeneous and heterogeneous 
framework with MV and UV, prediction ability is good toward the partic-
ular class label [31]. 

ANNs are powerful classification approach motivated from human 
mind capabilities like information processing and learning because of 
their high capability to learn and recognize composite non-linear associ-
ations of input-output data [32]. In stage-2, three neural network–based 
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heterogeneous classifiers, namely, “Multi-layer Feed Forward Neural 
Network (MLFN) [6, 33]”, “Time Delay Neural Network (TDNN) [34, 35]”, 
and “Redial Basis Functional Neural Network (RBFN) [36, 37]”, are aggre-
gated by WV approach.  

6.4	 Results and Discussion

This section offers the explanation of datasets together with performance 
measures utilized to validate the proposed approach and comprehensive 
outcome investigation on four credit scoring datasets. 

6.4.1	 Experimental Datasets and Performance Measures

Two-stage credit scoring model is experimented on four credit scoring 
datasets, viz., “Australian credit approval (AUS)”, “German-categorical 
loan approval (GCD)”, “Japanese credit screening (JPD)”, and “German-
numerical loan approval (GND)”. All aforementioned datasets are obtained 
from the “UCI Machine Learning Repository [38]” and comprehensive 
descriptions are as tabularized in Table 6.1. All datasets are binary class 
datasets in which positive and negative classes signify as accepted not 
accepted applications.

Here, accuracy and G-measure are utilized to measure and compare the 
performances of proposed approach with other approaches. Accuracy [as 
in Equation (6.10)] shows the “predictive performance of classifier”, and it 
is not sufficient as a performance measure, if there is noteworthy class dis-
proportion on the way to a class in the dataset. G-measure [as in Equation 
(6.11)] is a measure which takes “both the positive and negative classes 
accuracies” in account to calculate the score, where specificity (Spe) and 

Table 6.1  Description about experimental datasets.

S. no. Dataset Instances +ve/−ve No. of features

1 AUS 690 307/383 14

2 GCD 1,000 700/300 20

3 JPD 690 307/383 15

4 GND 1,000 700/300 24
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sensitivity (Sen) represent the predictive performance toward the positive 
and negative class, respectively.

	
= +

+ + +
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6.4.2	 Classification Results With Feature Selection

Pre-processing is the initial and most significant phase in data mining. For 
pre-processing the data, data cleaning, transformation, and discretization 

Table 6.2  Performances of MLFN, RBFN, DTNN, and ensemble approaches 
with features selection on Australian datasets.

Classifier Measure ALL CFS V1 V2 V3 V4

MLFN ACC 83.12 84.35 84.34 82.13 85.57 83.31

G-M 83.41 84.93 84.32 830.1 85.66 84.41

DTNN ACC 89.16 90.57 91.81 91.53 91.43 91.04

G-M 90.39 91.08 92.11 92.05 92.09 91.25

RBFN ACC 85.59 87.23 87.6 86.48 87.76 87.39

G-M 86.19 88.36 87.74 87.59 88.06 87.96

MV ACC 89.43 90.56 91.88 91.86 91.58 91.63

G-M 89.15 90.93 92.33 92.48 92.23 92.29

WV ACC 90.02 90.86 91.92 91.89 91.79 91.69

G-M 90.67 91.26 92.36 92.54 92.46 92.61

UV ACC 89.11 89.61 89.88 89.92 90.06 89.62

G-M 90.29 90.58 91.06 91.12 91.09 90.02
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processes are applied. Toward the data-cleaning, data samples with miss-
ing value are eliminated. Toward the data-transformation distinct nomi-
nal values of an attribute is replaced by a unique integer number. Because, 
neural network-based classifiers require the data samples as a vector of 
real numbers. Numerical feature value is rescaled in a predefined inter-
val respectively. With the purpose of anticipating to the features with 
wide-ranging numeric values overlook the features with narrow-ranging 
numeric values, features are rescaled between a range using discretization 
procedure by applying Boolean Reasoning Algorithm [39].

As per the proposed two-stage model, in first stage, pre-processed data-
sets are fed for feature selection, as mentioned in earlier section that a 
transfer function is required to convert the search space from continuous 
to binary. Because feature section is binary optimization problem, where 
0 and 1 represent that corresponding feature is present and absent respec-
tively in that search agent. From the literature, it is clear that V-shaped 
functions are better than S-shaped function.

In literature, various V-shaped functions are available and it is not clear 
that which function may perform well in case of feature selection. So, in this 

Table 6.3  Performances of MLFN, RBFN, DTNN, and ensemble approaches 
with features selection on German-categorical datasets.

Classifier Measure ALL CFS V1 V2 V3 V4

MLFN ACC 70.53 72.22 72.58 72.63 72.69 72.36

G-M 58.23 59.63 61.23 61.36 61.53 60.88

DTNN ACC 80.36 81.22 82.03 82.36 82.65 82.33

G-M 69.35 70.22 70.99 71.06 71.77 70.89

RBFN ACC 74.64 76.25 76.35 76.55 76.83 76.22

G-M 63.77 64.96 65.23 65.96 66.36 65.84

MV ACC 81.25 82.36 83.11 83.26 83.69 83.06

G-M 78.32 79.53 79.65 79.89 79.58 78.98

WV ACC 81.25 82.36 83.11 83.26 83.69 83.06

G-M 79.02 79.56 79.99 80.13 80.24 79.36

UV ACC 80.13 81.19 81.66 81.63 81.81 81.21

G-M 77.69 78.64 78.59 78.69 78.49 79.07
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paper, four V-shaped transfer function, namely, V1, V2, V3, and V4, are 
applied for converting the continuous to binary search space. Feature selected 
by proposed approach is compared with state-of-the-art approach for fea-
ture selection “Correlation-based Feature Selection (CFS) [40]”. Further, the 
datasets with selected feature are forwarded to next stage for classification 
and outputs predicted by MLFN, RBFN, and TDNN are aggregated by WV 
approach. In case of WV approach, weights are required to the base classifi-
ers. For calculating the weights to base classifier, classifiers accuracy is used 
as parameter and initially equal weights are allocated to all classifier. Further, 
weights to classifiers are updated by Equation (6.12) based on its classification 
performances throughout to the iterations [41]. Same procedure is continued 
n iterations and at last iteration weights are assigned to respective classifier.
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where wio and wiu indicate the old and updated weights to ith classifier at nth 
iteration and acci indicates accuracy of ith classifier.

Table 6.4  Performances of MLFN, RBFN, DTNN, and ensemble approaches 
with features selection on Japanese datasets.

Classifier Measure ALL CFS V1 V2 V3 V4

MLFN ACC 84.36 85.89 85.79 86.27 86.83 86.42

G-M 84.53 86.16 86.09 86.13 86.88 86.39

DTNN ACC 87.16 88.86 88.84 88.78 89.56 89.13

G-M 88.86 89.38 89.36 89.2 89.93 88.96

RBFN ACC 84.83 85.02 85.36 85.39 86.07 85.86

G-M 85.31 86.69 86.83 86.91 87.32 87.09

MV ACC 88.53 89.77 89.91 89.86 90.08 90.12

G-M 89.21 89.96 90.01 90.14 90.68 90.13

WV ACC 88.76 89.65 89.89 89.93 90.06 89.26

G-M 90.67 90.15 89.79 90.39 90.61 89.97

UV ACC 88.06 89.16 89.15 89.12 89.31 88.77

G-M 88.69 89.74 90.11 90.24 90.17 89.44
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For comparative results, analysis mean of 10-Fold Cross-Validation (10-
FCV) is used and is compared in terms of Accuracy (ACC) and G-measure 
(G-M) with all features, features selected by CFS and features selected by 
aforementioned V-shaped transfer functions. Here, three classifiers MLFN, 
TDNN, and RBFN along with three aggregation approach MV, WV, and 
UV are also used for comparative analysis. Tables 6.2 to 6.5 present the 
results on AUS, GDC, JCD, and GND datasets, respectively, and compara-
tive graph of various feature selection approaches by considering the accu-
racy measure is depicted as in Figure 6.3. As proposed approach for feature 
selection is an evolutionary approach, so, in order to show the its stability, 
feature selection is repeated 10 times with all V-shaped function. Further, 
10-FCV is applied in each iteration and mean of 10-FCV with each itera-
tion is used for comparative analysis. 

In Tables 6.2 to 6.5, V1, V2, V3, and V4 present the performance of 
the respective classifier and aggregation approach on features selected by 
respective transfer function, CFS and with all features. From the experi-
mental outcomes, it is observed that proposed feature selection technique 
has better classification performance as compared to CFS and it improve 

Table 6.5  Performances of MLFN, RBFN, DTNN, and ensemble approaches 
with features selection on German-numerical datasets.

Classifier Measure ALL CFS V1 V2 V3 V4

MLFN ACC 73.72 75.87 75.93 75.27 74.89 74.68

G-M 69.36 71.92 71.36 70.89 71.25 69.83

DTNN ACC 81.16 82.03 82.85 83.18 83.47 83.15

G-M 70.73 71.62 72.43 72.48 73.21 72.3

RBFN ACC 75.38 77.01 77.11 77.31 77.59 76.98

G-M 65.04 66.25 66.53 67.27 67.68 67.15

MV ACC 82.87 84.01 84.77 84.92 85.36 84.72

G-M 79.1 80.32 80.44 80.68 80.37 79.76

WV ACC 82.87 84.01 84.77 84.92 85.36 84.72

G-M 80.6 81.15 81.58 81.73 81.84 80.94

UV ACC 81.73 82.81 83.29 83.26 83.44 82.83

G-M 79.24 80.21 80.16 80.26 80.05 80.65
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the classification performance of RBFN, MLFN, and TDNN with all afore-
mentioned credit scoring datasets. From the results as in Tables 6.2 to 6.5, it 
is also observed that V3 transfer function has better performances in most 
of the cases and it also improves the classification performance as com-
pare to same with all features. WV has the best performance as compared 
to MV and UV and it makes significant improvement on classification 
performances as compared to its base classifiers utilized for construction 
of same ensemble framework. Final conclusion is that BPSOGSA-based 
feature selection with V3 transfer function and WV has the best perfor-
mances on all four credit scoring datasets.

6.5	 Conclusion

In this article, a two-stage credit scoring model has been offered as this is 
a prominent research challenge for various credit industries and it directly 
affects to viability of that industry. In first stage, we have applied an evo-
lutionary approach by utilizing BPSOGSA that is proposed, and in second 
stage, ensemble of neural networks, namely, MLFN, TDNN, and RBFN, 
is assembled by WV approach. Further, proposed credit scoring model is 
validated on four diverse domain such as credit card and loan applicants’ 

95

90

85

80

75

70

65

60

A
cc

u
ra

cy
A

cc
u

ra
cy

Accuracy graph on Australian Dataset
Accuracy graph on German Categorical

Dataset

ALL ALL CFS V1 V2 V3 V4CFS V1 V2 V3 V4

MLFN MLFN DTNN RBFN MV WV UVDTNN RBFN MV WV UV

ALL CFS V1 V2 V3 V4
MLFN DTNN RBFN MV WV UV

ALL CFS V1 V2 V3 V4

MLFN DTNN RBFN MV WV UV

90

85

80

75

70

65

60

A
cc

u
ra

cy

90

85

80

75

70

65

60

A
cc

u
ra

cy

90

85

80

75

70

65

60

Accuracy Graph on Japanese Dataset Accuracy graph on German Numerical
Dataset

Figure 6.3  Comparative graph on various credit scoring datasets.



Two-Stage Credit Scoring Model  113

real-world datasets. Further, the results are compared with well-known 
CFS-based feature selection approach in terms of accuracy and G-measure 
of MLFN, TDNN, and RBFN along with MV-, WV-, and UV-based 
aggregation approaches. From the investigational results, it is visible that 
BPSOGSA based feature selection with V3 transfer function and WV has 
the best performances on all four credit scoring datasets.
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Abstract
Video summarization is the process of automatically extracting relevant frames or 
segments from a video that can best represent the contents of the video. In the pro-
posed framework, a modified block-based clustering technique is implemented 
for video summarization. The clustering technique employed is feature agglomer-
ation clustering which results in dimensionality reduction and makes the system 
an optimized one. The sampled frames from the video are divided into varying 
number of blocks and clustering is employed on corresponding block sets of all 
frames rather than clustering frames as a whole. Additionally, image compression 
based on Discrete Cosine Transform is applied on the individual frames. Results 
prove that the proposed framework can produce optimum results by varying the 
block sizes in a computationally efficient manner for videos of different duration. 
Moreover, the division of frames into blocks before applying clustering ensures 
that maximum information is retained in the summary.
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7.1	 Introduction

Video summarization plays a crucial role in effective information exploita-
tion. The growing amount of video data being created and uploaded on 
the Internet has resulted in an exploding amount of digital information. 
Availability and ease of access to all sorts of recording devices has led to 
an increased pace at which videos are generated. The amount of video 
information being shared and processed on a day to day basis has substan-
tially increased due to which the demand for video processing techniques 
has become a growing concern. Video summarization, a highly relevant 
branch of video processing techniques, aims at automatically generating an 
abstract view of the video so the user can go through the main events of the 
video in less time. Video summaries aim at providing a gist of the original 
video in a short duration of time. 

Video summaries are typically of two types which are static and 
dynamic. Static summaries are generated by combining stationary key 
frames, whereas dynamic summaries are formed by combining key seg-
ments from the original video. Strategies adopted to identify and extract 
the key frames or segments from videos vary among different categories 
of videos. Similarly, the type of output summary suitable for different cat-
egories of videos also varies accordingly. The most effective and compu-
tationally efficient technique for video summarization is by employing 
clustering. Clustering is an unsupervised machine learning technique 
used for naturally grouping information based on similarity or dissim-
ilarity metrics that differ according to the clustering method. The most 
common forms of clustering techniques utilized in video summarization 
are k-means, DBSCAN (density-based spatial clustering of applications 
with noise), hierarchical, and nearest neighbor algorithm. The distance 
metric or similarity computation is the factor that changes with each clus-
tering method. The clustering algorithm adopted for summarizing videos 
vary significantly among applications. The importance of clustering algo-
rithms in video summarization is well emphasized in the literature [1–3]. 
The various types of clustering methods used along with its effectiveness 
in different video summarization applications can also be examined. The 
effectiveness of various clustering techniques and how it varies according 
to each category of videos can also be observed in the existing works which 
further substantiates the relevance of conventional clustering approaches 
in all categories of video summarization [4].

For video summarization to be successful, it is essential to capture the 
details of the individual frames to a minute level so that information loss 
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is minimal. Apart from minimizing information loss, it is necessary to 
ensure that the computational cost incurred is also minimal. Hence, in the 
proposed system, a modified block-based clustering approach is proposed 
where the clustering algorithm used is feature ag-glomeration. Each of 
the input frames of the video are divided into a set of blocks and cluster-
ing is performed on the respective sets of blocks from all the frames. This 
ensures that maximum information from the video is captured in the sum-
mary. Similarly, the procedures are conducted in compressed domain by 
performing DCT compression on the individual frames, thereby reducing 
computational cost. A comprehensive evaluation on the basis of quantita-
tive parameters and qualitative parameters generally found in video sum-
marization has been performed on the popular VSUMM dataset and the 
results are analyzed. Additionally, a block-based comparative analysis for 
finding the optimum block size is also conducted.

The major highlights of the proposed framework are as follows:

1.	 A hierarchical framework that utilizes modified block clus-
tering approach for key frame detection coupled with histo-
gram approach for shot boundary detection. 

2.	 A discrete summarization framework using feature agglom-
eration clustering technique as opposed to traditional clus-
tering approaches.

3.	 An optimized video summarization framework imple-
mented in a compressed domain using Discrete Cosine 
Transform (DCT).

Section 7.2 summarizes the recent works done in video summarization 
with clustering as the major technique. Section 7.3 provides an introduc-
tion to feature agglomeration clustering technique. Methodology of the 
proposed system is detailed in Section 7.4 with the various stages and 
algorithms used. Section 7.5 analyzes in detail the results of quantitative 
and qualitative evaluations followed by conclusion and future scope in 
Section 7.6.

7.2	 Related Works

A highlight of the recent works in video summarization using clustering 
as the major technique has been outlined below. De Avila et al. [5] propose 
a video summarization framework using k-means clustering. The HSV 
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color features from individual frames are extracted and k-means cluster-
ing is performed. The cluster centers are chosen as the final key frame 
from each cluster. The disadvantage of k-means clustering is that num-
ber of clusters has to be determined earlier. Kumar et al. [6] implement 
another framework using k-means clustering. Here, K means clustering is 
applied onto the video in a two-stage process. In the first stage, the video 
as a whole is clustered into key frame groups, whereas in the second stage, 
frames are divided into equal size partitions and then clustering is applied. 
Mundur et al. [7] use Delaunay triangulation clustering for summariza-
tion as opposed to the traditional clustering approaches. Delaunay trian-
gulation leads to clusters of different size based on the content significance 
and the advantage is that number of clusters need not be set in advance. 
A video summarization framework with spectral clustering is described 
by Cirne and Pedrini [8]. Spectral clustering utilizes spectrum (Eigen val-
ues) for clustering. Spectral approaches for clustering has shown better 
performance in all domains. Mishra and Singh [9] perform event sum-
marization in videos by finding an optimal clustering algorithm. Frames 
closer to the cluster heads are chosen as key frames. A video summariza-
tion framework where summary is obtained by employing graph theoretic 
divisive clustering and by constructing minimum spanning tree to select 
key frames rather than segmenting to shots is implemented by Guimaraes 
and Gomes [10]. Sachan [11] proposes a framework where framesets are 
formed by grouping small number of similar contiguous, frames and then, 
agglomerative clustering is applied to group similar framesets. The impor-
tance of cluster is obtained from the number of frames in a cluster. Gharbi 
et al. [12] implement a framework where candidate frames for summa-
rization are selected using a windowing rule. As a next stage, SURF [13] 
features from frames in candidate set are selected. A repeatability table 
is constructed which is viewed as a video similarity graph and clustering 
is performed on graph modularity. The framework implemented by Wu  
et al. [14] bases video representation on high density peak search cluster-
ing algorithm [15]. Majumdar et al. [16] uses Expectation-Maximization 
clustering for video summarization. Here, shot boundaries are detected 
by deploying a modified color layout descriptor [17]. A framework for 
video summarization in surveillance domain is designed using Density-
based Spatial Clustering of Applications with Noise (DBSCAN) clustering 
technique and background subtraction by Zhao et al. [18]. HSV color fea-
tures are utilized for the same. Background subtraction is performed after 
clustering for identifying the key frames. A detailed analysis of various 
clustering techniques used in video summarization currently is surveyed 
by John et al. [19].
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Fei et al. [20] put forth a key frame extraction model combining sparse 
frame selection and agglomerative hierarchical clustering. Sparse frame 
selection is applied initially to obtain the first set of key frames. The criteria 
for clustering are content loss minimization and representativeness rank-
ing. The clustering algorithm incorporated is also known as an improved 
mutual information-based agglomerative hierarchical clustering. Sony 
et al. [21] builds a video summarization framework based on clustering 
similar frames using Euclidean distance. The length of the summary is 
governed by user defined criteria. A fraction of frames with a compara-
tively larger Euclidean distance from each cluster is extracted to form 
the summary sequence. Iterative node segmentation algorithm is used 
for summarizing the video. Lv and Huang [22] extract key frames from 
personal videos using nearest neighbor clustering algorithm. Clustering 
is performed on frames based on the nearest neighbor algorithm which 
has the additional advantage of not setting the number of clusters before-
hand. The clustering is not perfect but compared to other unsupervised 
clustering methods it performs better. Majumdar et al. [23] put forth a 
novel clustering algorithm named CURE (clustering using representative-
ness) hierarchical clustering. Cure clustering algorithm is applied for video 
summarization in healthcare application and big data and the extracted 
summaries are used for disease analysis and prediction. Chamasemani  
et al. [24] develop a video summarization framework using density-based 
clustering algorithm for surveillance videos. Global features such as color, 
texture, and energy, as well as local SURF features extracted for applying 
the clustering algorithm. The combined approach has resulted in a more 
informative summary compared to the state of the art. Kuanar et al. [25] 
propose a multi-view video summarization framework preferably for sur-
veillance videos based on graph theory approach. Features are extracted on 
the basis of bag of words as well as color, texture, and shape before apply-
ing Gaussian entropy-based filtering. Clustering is performed by optimum 
path forest algorithm. The results prove that the summaries demonstrate 
the effectiveness of the semantic feature set extracted and the clustering 
employed. On a similar note, several works have emphasized the signifi-
cance of hybrid clustering approaches. Srinivas and Mohan [26] put forth 
such a model where two clustering models based on incremental and hier-
archical principles are combined. A novel cohesion metric is introduced 
for computing the inter-cluster distance. The significance of similarity 
measures for content-based image and video analysis is also described by 
Srinivas and Mohan [27] where efficient medical image classification is 
performed on the basis of a combined feature set with three different types 
of similarity measures.
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7.3	 Feature Agglomeration Clustering

Hierarchical clustering is a general family of clustering algorithms that 
build nested clusters by merging or splitting them successively. The root 
of the tree is the unique cluster that gathers all the samples, the leaves 
being the clusters with only one sample data. Hierarchical clustering algo-
rithms can be divided into two classes: top-down approach and bottom-up 
approach. Bottom-up approach progresses by viewing each sample of data 
as one single cluster and continuously agglomerate or combine pairs of 
clusters until all the clusters have been combined into a single cluster. This 
single cluster consists of all the sample data. Hence, bottom-up hierar-
chical clustering is also termed as hierarchical agglomerative clustering. 
The Agglomerative clustering object performs a hierarchical clustering by 
starting in its own cluster, and clusters are successively merged together. 
A tree representation of this hierarchy of clusters is known as dendro-
gram. In feature agglomeration, instead of samples, features are merged. 
It is a dimensionality reduction tool. The prime difference between stan-
dard agglomeration and feature agglomeration is that, instead of clustering 
the samples in the received data matrix as done in standard agglomera-
tion clustering, feature agglomeration performs clustering on the trans-
pose of the standard matrix, thereby actually clustering the features rather 
than the samples. Euclidean distance is the default distance metric used 
for performing clustering on the features which are the sample data in the 
standard matrix. The linkage criterion determines the metric used for the 
merge strategy. The various linkage criteria are single, complete, average, 
ward’s, etc. One main advantage of hierarchical clustering is that the num-
ber of clusters need not be specified beforehand. It can also be specified 
according to the application requirements. The choice of distance metric 
also does not influence the performance of the clustering as it is seen that 
all the metrics almost perform equally well. The choice of distance metric 
is crucial in other clustering algorithms. Hierarchical clustering is more 
preferable when the underlying dataset has a hierarchical structure which 
needs to be exploited for best results.

7.4	 Proposed Methodology

The detailed framework of the proposed system is shown in Figure 7.1. 
The proposed framework performs video summarization in two phases, 
namely, (a) pre-processing and shot boundary detection and (b) modified 
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block clustering using feature agglomeration technique for summariza-
tion. The latter phase involves three stages, namely, (a) modified block 
clustering, (b) key frame extraction, and (c) post-processing and summary 
generation.

7.4.1	 Pre-Processing

Video pre-processing is an essential step in every video processing appli-
cation. The pre-processing stage in the proposed model consists of down 
sampling the frames, converting the extracted frames to compressed 
domain and identifying the shot boundaries.

Down sampling and frame compression. A video comprises of a set of 
frames which when put together gives the user a notion of continuity and 
motion. It is evident that majority of the time there is not much difference 
between the consecutive frames. Hence, not all the frames need to be pro-
cessed and analyzed for its possibility of being a key frame. Instead, the 
video is typically down sampled so that it reduces the chances of process-
ing redundant frames thereby making the model computationally efficient. 
The strategy for down sampling varies for different application. In the 
proposed model, once the input video is divided into individual frames, 
the frames are down sampled as one frame in frame rate of the video and 
compression is performed on the down sampled frames. The compression 
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Figure 7.1  Proposed framework.
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technique applied is DCT. The DCT transforms a frame from the spatial 
domain to frequency domain as in Equations (7.1) and (7.2).
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where u, v, x, y = 0,1,2, …N − 1 and

	

=
=

>

















C u ,C v
for u,v

for u,v
( ) ( )

1
2

0

1 0

x,y and u,v are coordinates in the spatial and frequency domain, respec-
tively. M and N are the size of the frame that the DCT is done. The equa-
tion calculates one entry (x,y)th of the transformed image from the pixel 
values of the frame matrix.

Shot boundary detection. Shot boundary detection is a crucial step for 
majority of the video summarization frameworks. However, there are cer-
tain categories of videos where it is not an essential requirement. A shot is 
detected when there is a major change in the background and foreground 
of consecutive frames are detected. Shot boundaries can be detected using 
various techniques like histogram comparisons and clustering. In the pro-
posed model, shot boundaries are detected by comparing the histograms 
of the consecutive down sampled frames. 

Once, the DCT of the down sampled frames are obtained, color histo-
grams of the individual frames are computed. The distance between con-
secutive histograms is calculated using histogram comparison methods. 
The distance measure used is Bhattacharya distance from Equation (7.3).

	
∑= −d H ,H

H H N
H I H I( ) 1 1 ( ). ( )

I
1 2

1 2
2 1 2 	 (7.3)
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where N is the number of bins in the histogram and H1 and H2 are the 
histograms compared. The frames that have distance values higher than 
the threshold are identified as shot boundaries and the number of shot 
boundaries is retrieved. Figure 7.2 shows the detection of shot boundaries 
using histogram comparisons for a sample video named “Jumps.mp4”. The 
red line represents the threshold, and the frame numbers corresponding 
to the peak points above the threshold are the frames where the histogram 
differences are maximum. This represents a scene or shot change since it 
can be deciphered that there is an overall change in the color distribu-
tion between the consecutive frames at that point. These frames can be 
identified as the shot boundaries. The threshold value for detecting a shot 
boundary is computed as the sum of mean and standard deviation of the 
histogram differences. The X axis shows the frame numbers and Y axis 
shows the histogram difference values for consecutive frames of the video.

7.4.2	 Modified Block Clustering Using Feature Agglomeration 
Technique 

Block clustering in compressed domain. The sampled and compressed 
frames are divided into m*m blocks where m is the number of blocks into 
which the frame has to be divided. Histograms based on RGB color model 
for respective blocks from consecutive frames are computed. The ith clus-
tering operation is defined on the set of histograms formed from the ith 
blocks of all frames. Histograms are the simplest classifier in use that can 
differentiate images based on color distribution. 
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Figure 7.2  Plot of histogram comparison for shot boundary detection.
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The clustering approach used is Feature Agglomeration clustering as 
described in Section 7.3. The linkage criterion used is Wards criterion. 
Here, the objective function for which the optimal value has to be attained is 
the variance of the clusters under consideration. Ward’s minimum variance 
method is implemented by the Lance Williams formula for disjoint clusters 
Ci, Cj, and Ck with sizes ni, nj, and nk, respectively, as in Equation (7.4).
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The distance measure used is Euclidean distance from Equation (7.5).
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Respective blocks from frames are clustered separately as a result of 
which m*m sets of clusters are formed. A representative frame from each 
cluster set, known as the candidate frame, has to be chosen. Suppose, for 
the ith block of a frame, the sets of clusters formed are represented as in 
Equation (7.6).

	 [ ]= …X x , x , x , x[ ] [ ] [ ] [ ]i i i i ik1 2 3 i 	 (7.6)

where ki is the number of clusters formed in the ith block.
The number of cluster sets formed will be m*m. Suppose that the rep-

resentative frame chosen from the Xi1
th  cluster is xi1. Then, the candi-

date frames from each cluster for each block can be represented as in 
Equation (7.7).

	 [ ]= …X x ,x ,x , xi i i i ik1 2 3 i 	 (7.7)

where xij is the representative frame in the ith block jth cluster and i = 1 to 
m*m and j = 1 to ki. The candidate frame chosen from each cluster is the 
frame with the maximum index in a cluster. The sets of candidate frames 
formed from each cluster will have overlapping frames. Hence, it is neces-
sary to develop a strategy with which the key frames can be extracted from 
these sets.
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Key frame extraction. The next phase is to extract the key frames 
from the representative sets of candidate frames from each cluster. Since 
the number of cluster sets is m*m, it can be clearly stated that if a frame 
appears in more than half of the count of sets, the corresponding frame 
can be identified as a key frame. Equation (7.8) shows the representation 
of key frames.

	
{ }= ≥ ∗Keyframes x such that the frequency of x m m ,

2i , j i , j 	 (7.8)

where m*m is the number of blocks to which the frame is divided. 

7.4.3	 Post-Processing and Summary Generation

Post-processing. In order to eliminate similar frames in the resulting key 
frame set, a final post-processing has been performed in the model. The 
goal is to find the highly similar frames and to discard them to avoid redun-
dancy. Several metrics can be adopted to achieve the same. The similarity 
computation metric which when experimented in the proposed model and 
gave best results is Structural Similarity Index [28], as in Equation (7.9).
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where
μx and μy are the respective averages of x and y.
σ x

2  and σ y
2  are the respective variances of x and y.

σxy is the covariance and c1 and c2 are constants.

The SSIM between frames in the key frame set is computed. The SSIM 
value ranges between −1 and 1 where 1 indicates perfect similarity. If the 
SSIM value is approximately 1, then only either of the frames is kept as 
key frame. The SSIM index is set to 0.5, greater than which the frames 
are treated as similar and discarded. The key frames extracted by the pro-
posed framework before and after post-processing for a sample video “v11.
flv” from cartoons category with duration less than 1 minute, is depicted 
in Figures 7.3a and b, respectively. It is evident from Figure 7.3b that the 
redundant frames have been eliminated after the post-processing stage.
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Summary generation. The final key frame set is combined to form the 
final static summary. The summary generated by the proposed system and 
VSUMM [5] framework for a sample video “v100.avi” from news category 
with duration between 1 and 3 minutes is shown in Figures 7.4a and b, 
respectively. It is obvious from the comparison that the proposed frame-
work could retrieve majority of the relevant frames, but the total number 
of key frames identified by the system is comparatively high. This results in 
a drop in precision of the system but it significantly improves the quality of 
the summary in terms of enjoyability and continuity. A step-by-step algo-
rithm of the work flow of the proposed model is detailed in Algorithms 7.1 
and 7.2. 

Algorithm 7.1 Pre-processing and shot boundary detection.

Input: Video to be summarized, V
Output: Shot boundaries, S

1.	 Down sample video V as V={Fi}, if i mod fps ==0 and i=1,2..number of 
frames.

2.	 F = DCT(F) and H=histogram(F)
3.	 C = {histogram comparison(F1,..Fn − 1) }
4.	 Threshold, t=sum(mean(C)+std(C))
5.	 Shot Boundaries, S={F[i − 1] where C[i]>t}, i = 1,2,…n.

(a) (b)

Figure 7.3  Key frames extracted by the proposed framework: (a) before post-processing 
and (b) after post-processing.

(a) (b)

Figure 7.4  (a) Proposed system summary. (b) VSUMM summary.
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Algorithm 7.2 Modified block clustering in compressed domain and 
summarization.

Input: Compressed frame set F, Number of shot boundaries c, and Number 
of blocks m.
Output: Video Summary

Stage 1: Modified block clustering in compressed domain

1.	 Divide F to m*m blocks.
2.	 Perform Feature Agglomeration clustering on kth block of frameset 

F with k=1,2,..m.
3.	 [[Xij]] = set of clusters formed for ith block jth cluster, i=1,..m and 

j=1,2…m*m. 
4.	 Candidate frames xij = max{indices from each cluster} 
5.	 [xij] = representative frames from each cluster set corresponding 

to each block 

Stage II. Key frame extraction 

1.	 K= {xij, if |xij |>=m*m/2} for all m*m sets of frames.

Stage III. Post-processing and summary generation

1.	 If SSIM (x,y)>0.5, frame is discarded where x and y are frames in K, 
2.	 Summary = Final key frame set {K}

7.5	 Results and Analysis

The various experiments conducted to analyze the efficiency of the pro-
posed model is elaborated in this section. The quantitative and qualitative 
performance metrics used for the evaluation is detailed followed by the 
comparison of results obtained in the evaluation section.

7.5.1	 Experimental Setup and Data Sets Used

The framework is implemented and experimented in python Spyder IDE 
on Intel i5 processor with 4GB RAM and 64bit OS. The videos experi-
mented belong to different categories including cartoons, news and doc-
umentaries, TV shows, etc., of varying duration from the benchmark 
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VSUMM database. The evaluation criteria and the results obtained for the 
proposed framework is detailed in the following sections.

7.5.2	 Evaluation Metrics

There is currently no existing standard evaluation criterion for video sum-
marization frameworks. Evaluations are generally based on either quan-
titative measure, qualitative measures, or a combination of both. The 
proposed framework has been evaluated based on the combination of 
quantitative and qualitative parameters.

Quantitative parameters. The various quantitative parameters used for 
performance evaluation are computation time (CT), compression ratio 
(CR), precision, recall, and f-score. Additionally, the framework applies 
varying block sizes on frames for clustering. Hence, a detailed evaluation 
on the basis of varying block sizes has also been included in the quantita-
tive analysis. 

CT is defined as the time taken from inputting the video to summary 
generation. It is also known as the running time of the system for process-
ing a video for automatic summary generation. CR is defined as the frac-
tion of frames that are retrieved as the key frames for the final summary. It 
is the ratio of the count of final key frames to the total number of frames in 
the source video. It is computed based on Equation (7.10).

	
= −CR Number of key frames

Total number frames in the video
1 	 (7.10)

Precision is defined as the fraction of relevant frames among the 
retrieved frames and is evaluated from Equation (7.11).

	
= ∩Precision Relevant frames retrieved frames

retrieved frames
|{ } { }|

|{ }|
	 (7.11)

Recall is the fraction of relevant instances that have been retrieved over 
the total amount of relevant instances and is evaluated from Equation 
(7.12).

	
= ∩Recall Relevant frames retrieved frames

relevant frames
|{ } { }|

|{ }|
	 (7.12)
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F-score is the harmonic mean of precision and recall and trades off the 
drawbacks of precision and recall and is evaluated from Equation (7.13).

	
= ∗ ∗

+
F score Precision Recall

Precision Recall
_ 2

	
(7.13)

It is noteworthy that for all the above metrics, a higher value denotes 
ideal performance except for CT where a lower value is desirable.

Qualitative parameters. The various qualitative parameters used for per-
formance evaluation are informativeness, enjoyability, continuity, diversity, 
coverage, and overall score which are defined below.

Informativeness. Informativeness is the measure of how well the gener-
ated summary provides information about the original video.

Enjoyability. Enjoyability measures the extent to which the generated 
summary covers the frames that provide entertainment particularly in 
movie genre.

Coverage. Coverage evaluates how well the generated summary encom-
passes the important events in the original video.

Continuity. Continuity is defined as the extent to which the maintenance 
of consistency or unbroken flow in scenes is maintained while combining 
the key frames.

Diversity. Diversity is the measure which evaluates the extent to which 
the summary includes variety of events or scenes and ensures minimal 
redundancy in frames.

Overall score. Overall score is the combined score of all the above sub-
jective parameters. 

Similar to quantitative metrics, a higher value in all the qualitative met-
rics is desirable for an ideal video summarization framework.

7.5.3	 Evaluation

Quantitative analysis. Quantitative analysis based on varying block size, 
CT, CR, precision, recall, and f-score are detailed in the following sections.

Varying block size. The clustering performed in the proposed model 
is a block-based approach where frames are divided into blocks and cor-
responding blocks from consecutive frames in the shots are clustered. 
Experiments are conducted by varying the block size to identify the per-
fect block size in order to achieve the optimum results. Table 7.1 shows the 
key frame count (KF#), CT, and CR achieved for a sample set of videos by 
varying the block sizes in the range 1 to 6 where TF is the total frame count 
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of the video. Sample videos represented by S1, S2, S3, S4, and S5 are v11.
flv, v100.avi, Jumps.mp4, v103.avi, and greatwebofwater.mpg, respectively. 
The block sizes for which optimum results are achieved are highlighted in 
bold. It can be observed that for videos with duration less than 1 minute, 
the optimum block size was reached by 3 after which there was no major 
change in the summary generated. But for videos with longer duration, 
the best summary achieved was for higher block sizes. It can be seen that 
for the sample video S5 with duration more than 3 minutes, the optimum 
summary was achieved with block sizes 5 and 6. It is evident from these 
facts that for videos with even longer duration, the increase in block size 
will result in better quality summaries whereas for shorter videos, increase 
in block size might just increase the computational overhead rather than 
producing better results.

Computation time (CT) and compression ratio (CR). The average CR 
achieved and CT taken by the proposed framework for videos of different 
duration is plotted in Figures 7.5a and b, respectively. The presence of DCT 
compression stage has led to significant reduction in CT. The reduction 
in CT can also be attributed to the adoption of a variant of conventional 
widely accepted clustering technique for summarization. Even when the 
duration of videos is longer the CT taken has not drastically increased. The 
results for CR are also promising. The summaries extracted are less than 
5 percentage of the original video which is a desirable property of video 
summaries.
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Figure 7.5  Performance of proposed framework based on (a) average compression ratio 
and (b) average computation time.



136  Machine Learning Algorithms and Applications

Precision, recall, and f-score. Precision, recall, and f-score are computed 
by comparing the generated summaries of the proposed framework with 
ground truth summaries for the sample videos in the dataset. The average 
results obtained for precision, recall, and f-scores for the proposed system 
and existing frameworks are plotted in Figure 7.6. The existing frameworks 
with which the performance of the proposed framework is compared are 
VSUMM [5], Delaunay Triangulation [7], and VRCVS [14]. The average 
f-score obtained for the proposed system is 72% which is relatively high 
compared with the previous systems. A higher f-score is always a desirable 
factor in the performance of video summarization frameworks. F-score 
trades off the drawbacks of using precision and recall alone for information 
retrieval systems. However, it can be observed that the average precision 
value obtained is not the best. This is due to the fact that number of key 
frames retrieved by the proposed framework is comparatively higher than 
the compared models. Since precision is the fraction of relevant frames in 
the retrieved key frames, when the number of retrieved frames is slightly 
higher, it is quite obvious that the precision value tends to be on the lower 
side as they are inversely proportional. On the other hand, there is a spike 
in the value of recall compared to other models. Since, recall is the fraction 
of relevant frames retrieved among total relevant frames, a higher value 
indicates that the number of relevant frames retrieved as key frames by the 
proposed model is on the higher side. It can be observed that the average 
recall value obtained is 88% which substantiates that the proposed system 
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was capable of identifying and retrieving a higher share of the relevant 
frames from the ground truth. On the whole, the results of quantitative 
analysis prove that the model shows superior performance considering the 
minimal complexities involved.

Qualitative analysis. Qualitative evaluation is performed on a set of 20 
users. The qualitative parameters considered for evaluation are informa-
tiveness, enjoyability, diversity, continuity, and overall score each of them 
ranging from 1 to 5 where 5 is the best. The users were asked to provide a 
score for each parameter based on the generated summary and the results 
are averaged. The performance of the system based on the qualitative 
parameters is plotted in Figure 7.7. It can be observed that the informative-
ness parameter obtained, which measures the informative content present 
in the summary compared to original video, is high for all categories of vid-
eos. The results for enjoyability parameter are also promising. This shows 
that in commercial videos like cartoons, the model is capable of extracting 
frames that not only provides useful information but also provides enter-
taining details too. Diversity and continuity results are also satisfactory but 
are not the best. Diversity tends to be on the lower side because the number 
of key frames retrieved is slightly high for the proposed system. Similarly, 
since the output generated is static summary, continuity which measures 
the unobstructed flow of information is also on the lower side. However, 
the overall score obtained for the proposed framework is high for all cate-
gories of videos which substantiates the acceptability of the model.
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Figure 7.7  Performance of proposed system based on qualitative measures.
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7.6	 Conclusion

Video summarization aims at providing a gist of the video to the user by 
automatically identifying relevant frames or segments from a video. An 
ideal video summary should be informative, representative, and at the 
same time concise. The proposed system implements a key frame–based 
video summarization framework based on feature agglomeration cluster-
ing. The clustering is applied on sets of individual blocks of the sampled 
frames. The results prove that the system is computationally efficient due 
to the clustering technique used and the compression stage incorporated. 
Additionally, it can be seen that when clustering is applied on varying block 
sizes, extraction of maximum information from the video is ensured. In 
quantitative analysis, the framework achieves a relatively high f-score than 
the existing systems. The results can be improved by modifying the block 
size based on duration of videos. Qualitative analysis also demonstrates 
that the system is capable of producing summaries that are diverse, infor-
mative, and enjoyable. Enhancing the system by making it real time is yet 
to be realized which can further make the computation efficient in terms of 
space and time. Likewise, employing deep learning techniques which has 
gained high popularity these days due to its amazing performance in all 
domains is also a prospective future concern.
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Abstract
In this paper, we propose an effective electrocardiogram (ECG) signal classifica-
tion method using XGBoost classifier. The ECG signals are passed through four 
phases of data acquisition, noise filtering, feature extraction, and classification. In 
first phase, dataset is collected from the MIT-BIH arrhythmia database. In second 
phase, noise is removed using baseline wandering removal filter. In next phase, 45 
descriptors from four prominent features which showed good results in previous 
work, namely, wavelets, higher order statistics (HOS), morphological descriptors, 
and R-R intervals, are being employed. Using these features as an input to the 
XGBoost classifier, the signals are being classified into four classes (N, S, V, and F) 
as per the ANSI-AAMI standards; of all the classifiers, XGBoost shows best result 
with an accuracy of 99.43%.

Keywords:  Arrhythmia, XGBoost, ECG, wavelet, morphology, R-R interval

8.1	 Introduction

Arrhythmia is defined as an abnormality in normal heart rate; it is a gen-
eral indication of cardiovascular diseases which can be severe in most 
cases if left unattended. It signifies that the heart is not beating at its normal 
rate or it is beating with an irregular pattern [1]. Timely detection of this 
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irregularity is helpful in curing it and saving the patient from cardiovascu-
lar diseases [2].

Electrocardiogram (ECG) signal, which is the result of electrical activity 
in the heart due to its depolarization and repolarization, is used. It is mea-
sured by putting electrodes at various points of the body and is recorded 
when the heart goes through its cardiac cycle. ECGs from healthy persons 
have a characteristic natural shape; any kind of abnormality can change the 
electrical activity of the heart which, in turn, leads to change in ECG shape. 
Diseases like abnormal heart rhythms, heart attack can be detected using 
arrhythmia detection. Classification of ECG signals as normal or arrhyth-
mic is a challenging task and, if done manually, can lead to a lot of errors 
and wrong detection. This is why a lot of work is needed in this field of 
arrhythmia detection [3].

Different papers have taken the ECG signals from different databases; 
two of the most common ones are MIT-BIH and ECG-ID arrhythmia 
database. The dataset from these sources are not completely pure as they 
have various high frequency noises. These are unwanted and can affect 
our results if not removed. So, the dataset is made to go through the pro-
cess of de-noising. Generally, noises include power line interference of 
50/60 Hz that is caused by electromagnetic interference of power line, 
electromyography (EMG) noise that comes at the time of muscle activity 
and baseline wandering which is the low-frequency component is pres-
ent in ECG system. To get rid of these noises, different filters have been 
employed in different papers like digital Infinite Impulse Response (IIR) 
filter, which is a type of notch filter capable of removing power line inter-
ference, along with that Finite Impulse Response (FIR) filters, which have 
also been used [4].

After getting the dataset noise free from the databases, the next step is 
feature extraction; features are the descriptors which basically define the 
condition of the datasets. Many different feature extraction techniques 
have been used in different papers; most of them are based on frequency 
and time techniques. The extracted features of time domain are heart-beat 
intervals, duration parameters (PR, QT, and QRS), amplitude features (ST 
and QRS). The features extracted from time domain are not very good dis-
criminant. In place of time domain features, frequency domain methods 
are a better alternative; therefore, techniques like power spectral density 
(PSD) and Fourier transform are popular in this field, but the problem 
with frequency methods is that they do not provide the temporal informa-
tion of the ECG signals. Out of all the frequency domain methods, wavelet 
transform is the most widely used one [5].
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Mahmoud et al. [6] proposed a technique where a set of non-fiducial 
features, fiducial features, and a fusion of non-fiducial and fiducial features 
has been used, for classification three classifiers Artificial Neural Network 
(ANN), K-Nearest Neighbour (KNN), and Support Vector Machine (SVM) 
have been used. Rajagopal et al. [7] used a set of features  including 1) 
temporal features of heartbeat such as P-Q interval, the QRS interval, 
the S-T interval, the Q-R interval, and the R-R interval between adjacent 
heartbeats; 2) amplitude-based features; 3) wavelet transform–based fea-
tures like Harr wavelets and Daubechies wavelets; 4) Stockwell transform–
based features and for classification a model that employs collaborative 
decision from KNN and SVM, has been used. Mondejarr-Guerra et al. [8] 
presented classification using features such as wavelets, higher order statis-
tics (HOS), 1D local binary pattern, morphological descriptors, and R-R 
intervals were employed; for classification, an ensemble of SVM has been 
used as classifier where each feature is provided to an SVM and its result 
are taken and then combined by One-Versus-One (OVO) voting strategy, 
to get the output class.

Mathews et al. [9] dealt with classification using Deep Belief Network 
(DBN) and Restricted Boltzmann Machine (RBM) that have been used for 
the classification of supraventricular and ventricular heartbeats. Sannino 
et al. [10] proposed Deep Neural Network; it compared to 11 other WEKA 
tool and gives better accuracy. Diker et al. [12] used pan Tompkins and 
discrete wavelet transform (DWT) methods were used for extracting crit-
ical points, which are then fed to traditional extreme machine learning 
algorithm.

This paper discusses ECG classification and is organized as follows: 
Section 8.2 discusses the features selected for the ECG classification and 
overview of theoretical background. Section 8.2 also presents the main 
classifiers used in this paper involving its architecture. Section 8.3 focuses 
on the experimental results obtained and comparison with other existing 
works. Conclusion extracted from this work is mentioned in Section 8.4.

8.2	 Materials and Methods

The dataset has been taken from MIT-BIH database and is pre-processed 
first to remove the noises. Then, features are extracted from the dataset 
which are used by the classifier to classify the signals into four classes (N, S, 
V, and F) as per the ANSI-AAMI standard. Different steps involved in the 
process can be summarized by the following workflow diagram Figure 8.1.
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8.2.1	 MIT-BIH Arrhythmia Database

The database contains ECG signals from 47 patients of about 30 minutes 
which is sampled at 360 Hz at 11-bit resolution. There are two signals in 
each record modified-lead II (ML II), and one of V1, V2, V4, or V5. As 
ML II is common in all the records, only it is considered while doing the 
classification, and there are approximately 110,000 beats. These beats have 
been classified into five classes [11]. There are certain records that contain 
paced beats which are not considered for the process of classification. The 
database is highly imbalanced with majority of beats belonging to Normal 
(N) class. The database distribution is presented in Table 8.1. The unknown 
beat (Q) class has been ignored in this work as it is practically non- 
existent with very rare samples belonging to this class [12, 13]. The data-
base has been used using the intra-patient’s scheme where the dataset is 
taken together and from that collection some are used for training and 
some for testing. In this work, only out of signals from all the other elec-
trodes only lead II are taken into consideration [14].

MIT-BIH
Arrhythmia
Database

Signal Pre-processing
• Noise removal
• Heartbeat segmentation

Feature extraction
Four techniques used (45)

Dataset splitting
Training set
Testing set

Statistical performance Validation
Classifiers

XGBoost model
Adaboost modelN S V F

Testing data Training
data

Figure 8.1  Workflow diagram describing the approach to ECG classification used in the 
paper.

Table 8.1  Classes present in MIT-
BIH database with their percentage.

Classes Records (%)

N 90

SVEB 3

VEB 6

F 1
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8.2.2	 Signal Pre-Processing

Pre-processing is the step in which we filter the signals so that the fea-
tures extracted from the signal are pure and without any noise and dis-
turbances. This is crucial as this directly affects the classification results. 
Median filter are useful in reducing random noise using the median value 
in the segmented window. In this paper, baseline wandering removal 
using the median filter with a local window size of kernel size 180 has 
been proposed.

8.2.3	 Feature Extraction

In this paper, for the purpose of extraction of features, symmetric window 
of size 180 was taken around the R-peak and features were extracted from 
the window. The features extracted were as follows. 

Wavelets: Wavelets are the descriptor of the waveform of the ECG sig-
nal so they contain information of the time as well as frequency domain, 
Daubechies wavelet function (db1) with 3 levels of decomposition has 
been applied here. It provides in total 23 descriptors. This is proved to give 
relevant information by different authors [15].

RR-Interval: The highest point in the amplitude of the ECG signal is the 
R-peak, distance between the successive R-peaks can give useful informa-
tion about the state of ECG signals, and it is categorized into four types, 
namely, Pre-RR, which is the distance between current and preceding R 
peak, Post-RR, that is the distance between current and following R peak, 
local RR, which is the mean value of previous 10 pre-RR values, and  
global-RR, which I the mean value of the pre-RR values of last twenty min-
utes. In addition to these, their normalized values are also used so total 8 
features are extracted from the RR-Interval [16].

Higher Order Statistics (HOS): HOS is particularly useful in estimation 
of the shape parameters such as skewness and kurtosis; here, the functions 
uses third or higher powers unlike the lower order statistics which uses 
zeroth, linear, and quadratic functions. Skewness refers to the asymmetry 
of the probability distribution about the mean, while kurtosis is a measure 
of tailenders of the probability distribution. Here, each beat is divided into 
five intervals and from each interval a 10-dimensional feature is created; 
now, from these intervals, skewness and kurtosis values are calculated 
[17].

Morphological descriptor: The signal is segmented to a window size of 
180 and values from this segment is taken. It is the Euclidean distance of 
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the R-peaks and four different points taken from the beats. Four amplitude 
values are considered which are 10 maximum from beat [0,40], minimum 
from beat [75, 85], minimum from beat (95,105), and maximum from beat 
(150, 180).

8.2.4	 Classification

Two prominent classifiers, namely, XGBoost and AdaBoost have been used 
for the classification of the MIT-BIH Arrhythmia database. The working 
of XGBoost classifier and AdaBoost classifier is mentioned/given in the 
following.

8.2.4.1 	 XGBoost Classifier 

XGBoost classifier is an implementation of gradient boosted decision tree 
that uses ensemble machine learning algorithm. It gives good classifica-
tion by boosting the weak learners using the gradient descent architec-
ture. Boosting is an ensemble technique where new models are added 
to correct the errors made in previous models. It is generally faster than 
other implementation of gradient boosting and also gives dominates other 
classifiers on structured or tabular datasets [17]. XGBoost is an ensemble 
based machine learning classifier originally constructed from a set of clas-
sification and regression trees (CART). When XGBoost is applied to the 
classification of the dataset, the model uses a training dataset x to predict 
the output Ŷout, which is as follows:

	 ∑= ∈
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where I denotes the total trees, and fi is a function in the functional space 
A for ith tree, and A is a set having all possible CARTs. In the training 
model, each of the trained CARTs will attempt to supplement the far-flung 
residual. The objective function (D) been optimized at (n+1)th CART is as 
follows:
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where l() is the training loss function, yk is the actual output value, and ŷk
n( )  

is the predicted values at time step n. The function Ω() is a regularization 
term and described as follows:

	 ∑Ω γ λ= +
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where L denotes the number of leaves and wi is the score on lth leaf. When 
Equation (8.3) is optimized, the gradient descent can work for the differ-
ential loss function because it uses a Taylor expansion. In addition, the 
XGBoost model has no need for feature selection, as good features will be 
selected as nodes in the tree. In this study, we use Python programming 
with a scikit learn library for the XGBoost classifier. The input sample of 
each heartbeat has a total of 45 features and classifies the output into four 
distinct classes. It is configured with a learning rate of one, and the number 
of boosting stages, i.e., n-estimator is fixed at 50.

8.2.4.2	 AdaBoost Classifier

AdaBoost is a machine learning meta algorithm, which was developed by 
Robert Schapire and Yoavfreund. It is the short form of Adaptive Boosting 
algorithm and basically works on the principle of combining the weak clas-
sifiers to a weighted sum that represents the final output, thus this model 
converges to strong learner [18]. The main purpose of this classifier is to 
reduce the error rate of weak classifiers by introducing a new classifier. 
Adaboost is the most sensitive algorithm described as noise data:

	 ∑ θ( )=
=

F x sign f x( ) ( )m m
m

M

1
	 (8.4)

Where
fm: The mth weak classifier.
θm: The corresponding weight.

8.3	 Results and Discussion

Following the AAMI specifications, confusion matrix has been used for 
the purpose of performance evaluation. Confusion matrix, also called as 
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error matrix, is a specific table layout that helps in visualization of perfor-
mance of an algorithm. It completely describes the classification perfor-
mance. Various parameters are computed from the confusion matrix that 
helps in performance analysis. In this work, three measurements are used 
to evaluate the performance of our approaches; these are accuracy, speci-
ficity, and sensitivity.
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The below experiments have been performed in system with processor 
of core i5 with 1.6-GHz main frequency and 8-GB main memory under 
ubuntu 18.04.03 LTS 64-bit operating system. Intra-patient scheme has 
been used here for obtaining the training and testing dataset from the 
MIT-BIH database; in this, we split the database in a certain ratio such that 
one part of it is used for training the classifier and the other part for testing 
it; the following table [8.2–8.6] shows the result obtained on splitting the 
database in different ratio.

Table 8.2 shows the results obtained on splitting the arrhythmia data-
base in 60-40 ratio. Approximately, 60,414 records are used for training 
the classifier, and approximately, 40,277 are used for testing its predictions. 
This gives an overall accuracy of 99.26% and a precision of 99.36%.

It is clear from Table 8.2 that the XGBoost model classifies the MIT-BIH 
arrhythmia database into four distinct classes according to ANSI-AAMI 
standards and achieves an average accuracy of 99.81%, average sensitivity 
of 99.07% and average precision of 99.36%. 

Table 8.3 shows the results obtained on splitting the database in 50-50 
train-test ratio. Approximately, 50,345 records are used for training the 
classifier, and approximately, 50,346 are used for testing its predictions. 
The overall accuracy achieved in this method is 99.24%. The precision 
achieved here is 99.35%.

Table 8.4 shows the results obtained on splitting the database in 70-30 
train-test ratio. Approximately, 70,483 records are used for training the 
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classifier, and approximately, 30,208 are used for testing its predictions. 
The overall accuracy here is 99.28% and precision is 99.45%.

Table 8.5 shows the results obtained on splitting the database in 80-20 
train-test ratio. Approximately, 80,552 records are used for training the clas-
sifier, and approximately, 20,139 are used for testing its predictions. The over-
all accuracy achieved by this technique is 99.33% and precision is 99.55%.

Table 8.6 shows the results obtained on splitting the database in 90-10 
ratio. Approximately, 90,261 records are used for training the classifier, and 
approximately, 10,070 are used for testing its predictions. The overall accu-
racy achieved here is 99.43%, and precision is 99.60%.

Table 8.2  XGBoost model performance for heartbeat classification using MIT-
BIH arrhythmia dataset with train-test ratio 60:40.

Heartbeat types

Evaluation parameters

Accuracy Sensitivity Precision

Normal (N) 99.66 99.84 99.72

SVEB (S) 99.95 99.61 99.85

VEB (V) 99.93 99.44 99.61

Fusion (F) 99.70 97.40 98.27

Mean 99.81 99.07 99.36

Overall accuracy 99.26

Table 8.3  XGBoost model performance for heartbeat classification using MIT-
BIH arrhythmia dataset with train-test ratio 50:50.

Heartbeat types

Evaluation parameters

Accuracy Sensitivity Precision

Normal (N) 99.63 99.83 99.69

SVEB (S) 99.94 99.39 99.85

VEB (V) 99.94 99.44 99.80

Fusion (F) 99.68 97.44 98.04

Mean 99.80 99.025 99.35

Overall accuracy 99.24
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Table 8.7 shows comparison of results obtained from AdaBoost model 
and XGBoost model. In this study, we have also used the AdaBoost classi-
fier to classify the MIT-BIH arrhythmia database into four different classes 
using different train test ratios like the XGBoost classifier. The overall accu-
racy obtained by the AdaBoost and XGBoost models is summarized in the 
following table using different train-test ratios. 

The results clearly indicate that XGBoost completely outperformed 
AdaBoost at all the splitting ratios. AdaBoost gives its best result at train-test 
split of 70-30 and that is 93.29%, while XGBoost gives best results in train-test 
split of 90-10 which is 99.43%. The following figure shows a comparison of 

Table 8.4  XGBoost model performance for heartbeat classification using MIT-
BIH arrhythmia dataset with train-test ratio 70:30.

Heartbeat types

Evaluation parameters

Accuracy Sensitivity Precision

Normal (N) 99.68 99.86 99.72

SVEB (S) 99.96 99.68 99.80

VEB (V) 99.94 99.44 99.76

Fusion (F) 99.72 97.46 98.52

Mean 99.82 99.11 99.45

Overall accuracy 99.28

Table 8.5  XGBoost model performance for heartbeat classification using MIT-
BIH arrhythmia dataset with train-test ratio 80:20.

Heartbeat types

Evaluation parameters

Accuracy Sensitivity Precision

Normal (N) 99.73 99.92 99.74

SVEB (S) 99.97 99.70 99.94

VEB (V) 99.95 99.72 99.58

Fusion (F) 99.72 97.67 98.95

Mean 99.84 99.25 99.55

Overall accuracy 99.33
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accuracy between the XGBoost and AdaBoost classifiers using different train-
test ratios on the MIT-BIH arrhythmia database as shown in given Figure 8.2.

Table 8.8 compares the state-of-art techniques used in automatic ECG 
classification with the proposed work. U Rajendra et al. [19] proposed an 
11-layer deep convolution neural network that was used to detect conges-
tive heart failure and it gave its best results with accuracy of 98.97%, spec-
ificity of 99.01%, and sensitivity of 98.87%. Nahian et al. [20] dealt with 
ECG signal that are decomposed through empirical mode decomposition 
(EMD) and higher order Intrinsic Mode Functions (IMFs) are combined 
to form modified ECG signal, and then, one-dimensional convolution 
neural network is used for classification, and it gives a maximum accuracy 

Table 8.6  XGBoost model performance for heartbeat classification using MIT-
BIH arrhythmia dataset with train-test ratio 90:10.

Heartbeat types

Evaluation parameters

Accuracy Sensitivity Precision

Normal (N) 99.77 99.90 99.80

SVEB (S) 99.99 99.88 100

VEB (V) 99.97 99.71 99.86

Fusion (F) 99.79 97.98 98.74

Mean 99.88 99.36 99.60

Overall Accuracy 99.43

Table 8.7  Comparison of the overall accuracy achieved by 
the XGBoost and AdaBoost classifiers using different train-
test ratios of the MIT-BIH arrhythmia database.

Train-test split

Accuracy (%)

XGBoost AdaBoost

50-50 99.24 89.55

60-40 99.26 87.22

70-30 99.28 93.29

80-20 99.33 91.12

90-10 99.43 90.60
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of 97.70%. Hamidofujita et al. [21] proposed a six-layer deep convolution 
neural network that is used for automatic ECG pattern classification; this 
model obtains a maximum accuracy of 97.78%. Further, Pandey et al. [25] 
proposed machine learning algorithms for classification of ECG heartbeat 
according to the patient’s specific plans and achieved an overall accuracy 
of 94.40%. The following graph Figure 8.3 shows a comparison between 
the proposed XGBoost classifier and other existing work in the literature.
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Figure 8.2  Classification accuracies comparison between XGBoost and AdaBoost 
classifiers.

Table 8.8  Comparison of classification accuracy of proposed 
work and other state-of-the-art techniques.

Authors Accuracy (%)

U Rajendra et al. [19] 98.97

Nahian et al. [20] 97.7

Hamidofujita et al. [21] 97.78

Kachuee et al. [22] 93.4

Yang et al. [23] 97.94

Shadman et al. [24] 97

Proposed work 99.43
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8.4	 Conclusion

This paper proposes the classification of ECG signals to four classes: Normal 
(N), Supraventricular Ectopic Beat (SVEB), Ventricular Ectopic Beat 
(VEB), and Fusion (F) using XGBoost classifier. The data pre-processing 
has been done through baseline wandering removal, and then, features are 
extracted using segmentation of the signals.

The experiments performed here are done on the MIT-BIH database and 
for the record selection scheme intra-patient scheme is adopted. The features 
taken into consideration for the classification purpose are R-R intervals, wave-
let, HOS, and our own morphological descriptor. The method proposed here 
only takes data from the single lead (lead 2) and uses segmentation for feature 
extraction, which is better as compared to other state-of-the-art methods that 
require more than one lead for the input data and have more sophisticated 
segmentation step like the computation of P, QRS, and T waves. Introducing 
more complexity in the segmentation step generally leads to higher error 
probability. The results by the XGBoost classifier is better than many state-of-
the-art methods, on 90-10 split of database we are getting the best results with 
an overall accuracy of 99.43%. Due to these, the proposed methodology of 
ECG classification is better than other state-of-the-art methods.

Future scope of the paper will focus on getting better result in interpa-
tient database scheme where data is split by records of patients into two 
groups, one group of patient’s records is used for training and the classifier 
is tested on the other set of records.
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GSA-Based Approach for Gene Selection 
from Microarray Gene Expression Data

Pintu Kumar Ram* and Pratyay Kuila†
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Ravangla, Sikkim, India

Abstract
Selection of gene is the most effective method that plays a vital role to detect the 
cancers. Due to non-redundant data set, it is very difficult to extract the optimal 
features or genes from microarray data. In this paper, we have proposed a new 
model to extract the best features subset with high accuracy based on Gravitational 
Search Algorithm (GSA) with machine learning classifiers. An extensive sim-
ulation is performed to evaluate the performance of the proposed algorithm. 
Simulation results are compared with the Particle Swarm Optimization Algorithm 
(PSO). The superiority of the proposed algorithm has been observed.

Keywords:  Microarray, GSA, Signal-to-Noise Ratio (SNR), machine learning 
classifier

9.1	 Introduction

Nowadays, it has been found that almost 1.8 million cases of cancer have to 
be diagnosed in the USA [1]. Normally, cancer is caused due to the abnor-
mal growth of cell and damaged the DNA (Deoxyribo Nucleic Acid) [2]. It 
is necessary to detect the abnormal cell at initial stage to prevent the can-
cers. Microarray technology is the great invention in the molecular biology 
to address this issue. This technology focuses on identification of cancer-
ous cell by gene expressed data and draws an enormous attention of the 
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researchers and computer scientist to classify the cancers from microarray 
gene expressed data. However, it is a challenging issue for the researcher to 
classify or detect the cancers from large microarray gene expressed data. 
Many computer researchers have been developing different types of models 
or approach to classify the features or gene from gene expression data [3].

Microarray is a 2D array matrix, where row represents the samples 
and column represents the genes. Formation of microarray technology is 
shown in Figure 9.1. Few samples are taken from both the cell (normal cell 
and tumor cell). Both samples are hybridized with different color. Then, 
hybridized samples are put in a silicon chip (also known as microarray 
chip). Normally, gene expression is the process where DNA holds the 
codes that determine which genes will be expressed to make a cell special-
ized. For an example, if the switch of light is on, then gene is expressed to 
perform the specialized cell, and in case of off, it is not. Some factors can 
influence which genes are turned on or off. These factors can be internal or 
external. External factors are effected by the human body. If the cell is not 
expressed, then it may be formed as diseases as shown in Figure 9.2.

In this paper, we propose a Gravitational Search Algorithm (GSA)–
based approach to develop a model that can extract the optimal features 
from microarray data for cancer detection. Our main contributions in this 
paper are as follows:

1.	 We have used Signal-to-Noise Ratio (SNR) technique to 
extract the N number of features from microarray data.

2.	 A GSA-based approach is used to extract the subset of opti-
mal features from training data.

Normal cell Tumor cell

Extract
Sample

Extract
Sample

Sample 1

G1 G2 G3 GM- -

Sample 2

Sample N

-

Few Sample

Hybrid Sample

Microarray chip

2D Array Matrix
Few Sample

Figure 9.1  Microarray technology.
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3.	 Derived an efficient fitness function to evaluate the features 
obtained by GSA.

4.	 Efficient agents are represented with real values.
5.	 An extensive simulation is performed and results are com-

pared with PSO.
6.	 Biological behavior of selected features is analyzed by the 

heat map.

The rest of this paper is organized as follows. In Section 9.2, we have 
explored the literature. An overview of GSA is given in Section 9.3. In 
Section 9.4, the proposed model has been depicted. The simulation results 
are shown in Section 9.5. Finally, we conclude the research in Section 9.6.

9.2	 Related Works

Feature selection from high dimension of data is getting interest for the 
academician, researchers, and industrialist. Best features are provides the 
appropriate solutions. Hence, classification of feature from microarray 
gene expression data is the challenging issue for the researchers [4]. It is 
necessary to identify the behavior of features from small subset of fea-
tures because it gives the approximate solution [5, 6] in terms of different 

OFF

ON
SWITCHGENE

GENE NOT EXPRESSED

GENE EXPRESSED

(a)

Small Eye Low Nasal Bridge

Thin Upper Lip

Short Nose

Underdeveloped Jaw

(b)

Figure 9.2  Basic information for gene expression, (a) how gene is expressed, and 
(b) external effect by gene expression to produced diseases.



162  Machine Learning Algorithms and Applications

domain. Many researchers have used different number of subset of features 
that have taken to analysis the experimental performance. In [7, 8], authors 
have used 100, 150, and 500 features that are selected to perform the anal-
ysis. In [9], the feature has been selected based on qualitative mutual 
information from gene expression data. Also, in [10], the feature has been 
selected from high dimension imbalanced microarray data based on rough 
set feature selection. In [11], genes have been selected based on recursive 
feature selection. Tang et al. [12] have used to select the best feature by 
using mutual information. In [13], the features have been selected based 
on rough set method from microarray gene expression data. In [14], recur-
sive model has been used to select the feature. Moreover, the authors have 
tried to find out the best feature by applying mRMR method in [15]. In 
[16], the authors have used information gain method to select the features. 
Authors have used fisher ratio to analyze the features in [17]. Moreover, 
in [18], co-relation–based feature selection has been used. Zhu et al. [19] 
employed Markov blanket model to get the redundant feature. The imple-
mentation of the model is difficult in practice.

Many researchers have used some hybrid (combining of filter and wrap-
per) approach with meta-heuristic algorithm. In [20], PSO- and ACO-
based hybrid approach has been used to select the number of features. In 
[21], authors have introduced the model with combination of PSO and 
k-means.

9.3	 An Overview of Gravitational Search Algorithm

GSA is based on Newton’s second law of motion. It follows the moving 
of particles with certain masses in the search space. These particles (also 
called agent) are attracted toward each other by the gravitational force. 
Each particle is attracted by the other particles and moves in the direction 
of forces. Also, it produces the acceleration by mutual attraction between 
two particles. The particles with smaller masses are moving toward the 
higher masses of the particle. Mass of a particle is represented by its fitness 
value. So, the optimal solution will be obtained by the higher masses of the 
particles as in Figure 9.3. Mainly, GSA [22] is based on two fundamental 
aspects which are exploration and exploitation. Exploration is expanding 
the search space and exploitation is to deal with the finding of such optima 
around better solution. With the usage of threshold upon mass (to avoid 
the over fitting), GSA helps us to avoid trapping in local optima by explor-
ing the search space more efficiently and thus providing faster convergence 
toward optimal solution.
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9.4	 Proposed Model

In our proposed model as shown in Figure 9.4, the following phases are as 
follows.

9.4.1	 Pre-Processing

In this phase, we explore the redundant data to obtain the non-redundant 
feature set. We use the SNR technique to get the best feature set from 
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(Agent), with position and

velocity
Xt = xt1, xt2, xt3, . . . xtD

Calculate fitness for
each agent of Xt

Calculate the G, Worst and Best
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Calculate the individual mass (mt)
and overall mass (Mt) for each agent

Calculate individual force (Ftj) as
well as overall force (F) of each agent

Get the optimal
Solution
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No
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t = 0

t = t + 1

Update velocity and
Position

Calculate Acceleration of each agent

Figure 9.3  Foundation of GSA in (a) mass attraction, and (b) flowchart of GSA.
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microarray gene expression data. By using Equation (9.1), where μ and σ 
represent the mean and standard deviation of classes say (c1, c2), respec-
tively. We select the N number of features with higher SNR value. Then, 
we normalize these feature subsets by using Equation (9.2), where gst is the 
gene expression value of sth sample in tth gene and gt represents the gene 
expression value of tth gene over all the samples.

	

µ µ
σ σ

= −
+

SNR c c
c c

( ) ( )
( ) ( )

1 2

1 2
	 (9.1)

	
= −

−
Normalize g g

g g
min( )

max( ) min( )
st t

t t
	 (9.2)

9.4.2	 Proposed GSA-Based Feature Selection

Initialization of Agent: We have encoded the agent by random num-
ber between [0 and 1]. The position of the agents is defined by 

{ }= …A a ,a , ,ai i i i
d1 2 , which is the position of the ith agent and ai

d  is the posi-
tion of ith agent in dth dimension. Agent with heavy mass moves slowly in 
the search space, hence creating and adaptive learning rate in the process 
of moving toward optimal solution.

Rand (0 and 1)
Large Data (In Matrix

form)
Extract N number of

features
Select M number of features of
1 to make new data set. (M<N)

Apply GSA to select the 
agent having max fitness

P Number of feature
select

Training Data
Divide new data set in

training and testing

Testing Data
New feature subset

Apply 10 fold cross validation
with classifier (SVM and KNN)

Optimal Solution

Figure 9.4  Proposed model.
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Calculation of Mass: Each agent has its mass, Massi. The mass is cal-
culated based on the fitness value of the agent itself, best fittest agent and 
worst fittest agent. It is calculated by the following equation:

	
= −

−
mass t fitness t worst fitness t

best fitness t worst fitness t
( ) ( ) _ ( )

_ ( ) _ ( )i
i 	 (9.3)

where fitnessi(t) is the fitness of the ith agent at tth iteration, best_fitness(t) be 
the best fitness value and worst_fitness(t) be the worst fitness value among 
the population.

Calculation of Gravitational Force: We calculate the force from Ai to Aj 
on dth dimension with Equation (9.4)

	
= ×

×
+∈

× −F G t
mass t mass t

R t
a t a t( )

( ) ( )
( )

( ) ( )ij
d i j

ij
j
d

i
d 	 (9.4)

The gravitational constant is calculated as = ×
−∝

G t G e( )
t

T
0 , where 

G0 = 10, ∝ = 20. The maximum iteration is T and we set the ∈ = 0.5, 
=R A t ,A t| ( ) ( )|ij i j , be the Euclidean distance between two agents at tth gen-

eration. Then, we need to find out the individual force as well as overall 
force at dth dimension by using Equation (9.5)

	
∑= ×
= ≠

Force t rand F t( ) ( )i
d

j ij
d

j , j1 1
	

(9.5)

Calculation of Acceleration: After evaluation of the force, we calculate 

acceleration by =ac t Force t
mass t

( ) ( )
( )i

d i
d

i
.

Update Position and Velocity: In each iteration, the position and velocity 
of the agents are updated by using Equations (9.6) and (9.7), respectively.

	 + = × +v t rand v t ac t( 1) ( ) ( )i
d

i i
d

i
d 	 (9.6)
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	 + = + +a t a t v t( 1) ( ) ( 1)i
d

i
d

i
d 	 (9.7)

Derivation of Fitness Function: To evaluate the fitness of the agents, 
five-fold cross-validation technique is used with Support Vector Machine 
(SVM). In Figure 9.5, the data has been partitioned into five subsets, where 
four subsets are used as training set and one subset is used as a test set. 
Thus, for every dataset, the model is built using tanning set over the test set 
data. Then, the accuracy is calculated.

9.5	 Simulation Results

In this work, five real-life gene datasets (Prostate, DLBCL, Child All, 
Gastric, and Lymphoma and Leukemia) are used. Respective datasets are 
easily access from www.biolab.si/supp/bi-cancer/projections/info/, which 
contain the following genes and samples as follows:

Prostate: It contains the total number of genes is 12,533. It includes 
two samples: normal sample which contains 50 sample and tumor sample 
which contain 52 sample.

DLBCL (Diffuse Large B-cell Lymphoma): In this dataset, 7,070 number 
of total genes are observed. In addition, it contains two samples [DLBCL = 
58 and FL (Follicular Lymphomas) = 19].

Main Data

Training Data Testing Data

A 1

A 2

A 3

A 4

A 5

Fitness = (A1+A2+A3+A4+A5)/5

Figure 9.5  Fitness evaluation.
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Child All: It includes 8,280 genes and 110 samples of two class (before 
therapy = 50 and after therapy = 60).

GSE2685 (Gastric Cancer): This kind of data sets is introduced in two 
class problem in terms of gastric tumor = 22 and normal cell = 8. Also, it 
contains the total number of genes is 4,522.

GSE1577 (Lymphoma and Leukemia): It includes total number of genes 
that is 15,434. It contains the 29 samples, where 9 samples of T-LL (T cell 
of lymphoblastic lymphoma) in class 1 and 10 samples of T-ALL (T cell 
of acute lymphoblastic leukemia) in class 2 and additional 10 sample of 
B-ALL (bone marrow samples of acute lymphoblastic leukemia) cell in 
class three.

After preprocessing the data set, we divide these selected feature set 
of training and testing data in the ratio of 80:20. Then, we have applied 
the GSA over training data. The population size is taken as 50 and com-
pared the proposed algorithm with various classifiers like SVM and KNN 
(K-Nearest Neighbor) and PSO for the sensitivity, specificity, accuracy, 
and f-score. It can be observed from Tables 9.1 to 9.5 that the proposed 
algorithm (GSA with SVM) provides better performance for sensitivity, 
specificity, accuracy, and f-score than PSO with SVM and KNN based 
approach.

Table 9.1  Result for prostate cancer data.

Algorithm Sensitivity Specificity Accuracy F-score

Proposed GSA + SVM 0.94 0.90 0.92 0.94

Proposed GSA + KNN 0.90 0.89 0.90 0.91

PSO + SVM 0.92 0.90 0.90 0.92

PSO + KNN 0.90 0.90 0.89 0.90

Table 9.2  Result for DLBCL data.

Algorithm Sensitivity Specificity Accuracy F-score

Proposed GSA + SVM 0.92 0.90 0.90 0.89

Proposed GSA + KNN 0.91 0.86 0.89 0.90

PSO + SVM 0.90 0.86 0.90 0.90

PSO + KNN 0.86 0.89 0.89 0.88
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In Figure 9.6, we have depicted the fitness value with respect to num-
ber of iteration of all data set and configured that our method (GSA) per-
formed better than that of PSO. Also, we have presented the bar graph for 
accuracy with different classifiers as shown in Figure 9.7.

9.5.1	 Biological Analysis

Here, we have explored the biological significance of the selected feature. 
In Figure 9.8, we have introduced the selected features by using a heat map 
for all data sets. Heat map tells the expression level of the genes in a form 

Table 9.3  Result for child all data.

Algorithm Sensitivity Specificity Accuracy F-score

Proposed GSA + SVM 0.91 0.90 0.94 0.90

Proposed GSA + KNN 0.85 0.80 0.89 0.89

PSO + SVM 0.91 0.90 0.90 0.90

PSO + KNN 0.90 0.89 0.89 0.89

Table 9.4  Result for gastric cancer data.

Algorithm Sensitivity Specificity Accuracy F-score

Proposed GSA + SVM 0.92 0.90 0.92 0.89

Proposed GSA + KNN 0.88 0.86 0.89 0.88

PSO + SVM 0.91 0.90 0.91 0.88

PSO + KNN 0.88 0.89 0.88 0.88

Table 9.5  Result for lymphoma and leukemia.

Algorithm Sensitivity Specificity Accuracy F-score

Proposed GSA + SVM 0.90 0.89 0.89 0.90

Proposed GSA + KNN 0.89 0.88 0.90 0.89

PSO + SVM 0.90 0.88 0.88 0.88

PSO + KNN 0.90 0.89 0.89 0.86
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of color. Red indicates the high expression level, i.e., cancerous, green rep-
resents the low expression level, i.e., noncancerous and black represent the 
no expressions of genes. For Prostate Data, we got the five features (39939_
at, 41288_at, 38028_at, 37720_at, and 38634_at), where the percentage of 
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black color is more in feature 39939_at and the rest four features are hav-
ing greenish black in color. Therefore, it is quite difficult to analyze the 
cancerous or non-cancerous features. For DLBCL data, we have got the 
three features (X62078_at, X02152_at, and X56494_at), where the features 
(X62078_at and X02152_at) are having lack of expression level of genes 
because it contains the higher percentage of black color than the rest of 
colors and the feature (X56494_at) contains the higher percentage of green 
color than black and red color so it represents the low expression level of 
gene (it is called the noncancerous or normal feature). Similarly, for Child 
All Data, we have got the four features (38464_at, 32264_at, and 36651_at 
and 39994_at), where all the features are having the higher percentage of 
green color than red or black color. Therefore, it tends the non-cancerous 
features. Also, for Gastric Cancer Data and Lymphoma and Leukemia Data 
set, we obtained the three (M63154_at, M62628_s_at, and D78132_s_at) 
and two (203492_at and 203380_X_at), respectively. Whereas the % of 
green expression is higher of all the features in Gastric data. So, it rep-
resents the non-cancerous. Similarly, in gastric data, feature (203380_x_at) 
represents the low expression level but the feature (203492_x_at) could not 
tell the appropriate level.

9.6	 Conclusion

Here, we propose the model based on selection of feature from the large 
amount of gene expression data by the GSA. We have used SNR for feature 
preprocessing and select few genes for minimum feature selection with 
maximum accuracy. Also, we have used 5-fold cross-validation technique 
for fitness evaluation. Moreover, we have applied machine learning classi-
fier (SVM and KNN) with 10-fold cross-validation to get the reduced fea-
tures and maximize the accuracy. For comparison, we have implemented 
PSO.
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Abstract
Iris has been the most promising biometric trait when it comes to personal authen-
tication. But there are certain situations where iris images captured in one spectrum 
or wavelength must be matched against the templates of feature vectors created from 
iris images from another spectrum or wavelength. Representation of iris texture 
using different spectrum is significantly different. Therefore, this paper investigates 
the application of different fusion strategies in combining the information from near 
infrared and visible wavelength images to enhance the recognition performance. Two 
benchmark cross-spectral iris databases are used in the experimentation, namely, 
PolyU cross spectral database and Cross-Eyed database. Fusion schemes at two dif-
ferent levels, feature level and score level, are adopted to validate the hypothesis of 
performance improvement through combination of information from different spec-
trum. Results show that fusion helps in improvement of cross-spectral iris matching.

Keywords:  Iris recognition, cross-spectral, near infrared (NIR), visible 
wavelength (VW), information fusion

10.1	 Introduction

Since its inception [1, 2], iris recognition has been the choice of research-
ers working in the field of biometric authentication. Reasons behind such 
popularity of iris biometric are the uniqueness, randomness, and stabil-
ity of iris features. The core steps of any iris recognition system comprise 
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of segmentation (i.e., localizing the iris boundaries), normalization (i.e., 
transforming the nearly circular iris into rectangular templates for achiev-
ing the scale invariance), feature extraction (i.e., representing the iris 
texture in most distinctive manner), and matching (i.e., measuring the 
similarity between two different feature templates) [3]. 

Traditionally, iris-dependent biometric applications employ iris images 
obtained in the near infrared (NIR) wavelength band, as this band is good 
at revealing the pigmentation of the iris and offers more physical comfort 
to the user as compared to other illuminations. Moreover, it also works 
for dark irides, where intensity difference between that of pupil and iris 
is not much. However, there have been studies like refs. [4, 5] which have 
explored the potentials of iris recognition in multiple spectra other than 
traditional NIR spectrum. In recent past, researchers have turned their 
attention toward efficient iris recognition in visible wavelength (VW; 400–
700 nm). Despite various noise factors being added to the iris images due 
to VW imaging, there exists a firm rationale that endorses its use in iris 
recognition. First is that VW cameras are cost-effective in providing higher 
resolution images. Besides, large-scale surveillance/monitoring often 
incorporates visible range cameras [6]. Extensive application of hand-held 
devices like smartphones has also drawn the attention of research commu-
nity toward enhanced iris recognition through VW-based imaging. 

Therefore, due to the transfer of iris recognition technology from NIR to 
VW spectrum, there arise some situations where iris samples captured in 
one wavelength (NIR/VW) need to be matched against those of acquired 
in the other (VW/NIR). The most suitable example of such situations is 
the application of surveillance, where live stream of people is acquired 
through advanced VW cameras and images from this stream are matched 
against the stored databases which have NIR-based images. This sort of 
cross-spectral matching causes decadence in the overall recognition per-
formance, reason behind which is the uncorrelated information present in 
different wavelengths’ images. 

10.1.1	 Related Works

There have been many efforts in the literature, which have dealt with the 
challenging issue of cross-spectral iris matchings. Boyce et al. [7] reported 
a phenomenal explication of the iris structure at different wavelengths. 
Additionally, it was suggested in [7, 8] that the system performance varies 
inversely with the relative wavelength between two channels being com-
pared. Feature-level fusion using augmentation and ordered weighted 
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average (OWA) was used in [9] to combine the features of NIR and VW 
images. 

Burge and Monaco [10] implemented pixel-level fusion of different 
spectrum images to extract the features. Furthermore, NIR iris images were 
predicted based on the features of VW images through multi-stage super-
vised learning. In the work of Zuo et al. [11], the channel information for 
NIR was predicted from color image by utilizing a nonlinear multivariate 
adaptive mapping and feed forward neural network. Abdullah et al. [12, 13] 
proposed a substantial cross-spectral iris recognition framework employ-
ing three separate descriptors and 1D log-Gabor filter. Nalla and Kumar 
[6] proposed domain adaptation framework using Markov random fields 
model. Recently, Vyas et al. [14] proposed difference of variance (DoV) 
utilizing Gabor filtered iris images at multiple scales and orientations. 

In this paper, combination of the information furnished by both NIR- 
and VW-based iris images is investigated. The purpose of this sort of 
fusion is improvement in the performance of cross-spectral iris matching. 
The Xor-Sum Code approach, erstwhile developed for NIR-based iris rec-
ognition [15], has been expanded to address the cross-spectral iris recog-
nition. Additionally, a more generalized framework is proposed using two 
benchmark cross-spectral iris databases. Fusion of information is investi-
gated at feature level and score level, respectively. Unlike other works on 
cross-spectral iris recognition, this work does not require any sort of train-
ing or model to combine the NIR and VW information. Rather, this seems 
the first attempt to achieve huge performance improvements in cross- 
spectral iris matching through conventional methods of information 
fusion.

The rest of the chapter is organized as follows. Section 10.2 provides the 
preliminary details about Xor-Sum Code. Section 10.3 presents the exper-
imental results, and Section 10.4 concludes the paper.

10.2	 Preliminary Details

The Xor-Sum Code descriptor uses 2D Gabor filter for revealing the tex-
ture patterns of iris template at various orientations (refer to eq. (10.1)). 
Gabor filter, mathematically expressed as eq. (10.2), is preferred for texture 
analysis of images because of its ability to model the human visual sys-
tem effectively [16]. As is evident from the name of the descriptor that it 
involves two important operations: 1) Exclusive-OR operation (expressed 
as eq. (10.3)), which is performed to fuse the information from real and 
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imaginary parts of the filtered iris image at one particular orientation, and 
2) Sum operation (expressed as eq. (10.4)), which is performed to combine 
the Xor operations’ output for all orientations. Thereafter, the output of 
Sum operation is encoded into bits to have different planes of binary fea-
ture vectors (see eq. (10.5)), corresponding to the input iris template. The 
four core steps of the Xor-Sum Code approach (Filtering, Exclusive OR, 
Sum, and Encoding) and their mathematical representations are as follows:

Filtering:	 =I I G*n 	 (10.1)

where I and G denote the input iris image and Gabor filter, respectively.  
(x, y, σ, f, θn) are the Gabor filter parameters, respectively, defined as spa-
tial coordinates, scale, frequency, and orientation. Formal definition of  
Gabor filter G can be expressed as follows:

G x y f x y if x y( , , , , )= 1
2

exp
2

exp{2 ( cos + sin )}n n n2

2 2

2σ θ
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π θ θ− +
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(10.2)

where θ π= n
N
*

n  and n = (0,1,…,N − 1) with N denoting the number of 
orientations. The optimal parameters used for 2D Gabor filter is given in 
Table 10.1.

Exclusive OR:	 Re ImX I I( ) ( )n n n= ⊕ 	 (10.3)
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Table 10.1  Optimal parameters for 2D Gabor.

size f σ θ n N

15 × 15 0.1833 2.8090 n*π/N 0, 1, …, N-1 4
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where b = 1,2,…,B and B = [(N + 1)/2].
Hamming distance (Dh) is then used to find the similarity score between 

two templates (say P and Q), as given in the following:

	

∑
=

⊕
=D P Q

XSC b XSC b

B
( , )

( ) ( )

h

P Q

b

B

1

	
(10.6)

10.2.1	 Fusion

Fusion of information is performed at two possible levels, at feature level 
and at score level. Since the extracted feature template is binary in nature, 
two well-known binary operations (i.e., OR operation and AND opera-
tion) are used to combine the features. In brief, OR fusion gives “1” for 
any bit position if any of the VW or NIR feature templates has “1” at that 
particular position, while AND fusion produces “1” corresponding to the 
bit positions which are “1” in both the VW and NIR features. Regarding 
score-level fusion, SUM and PROD (product) rule of fusion is employed 
here to show the improvement in performance of cross-spectral iris match-
ing. Mathematically, all four fusion schemes employed in this work can be 
written as the following equations:

•	 Feature-level fusion:

	 Fusion using OR: F = F1 + F2	

	 Fusion using AND: F = F1 · F2	 (10.7)

where F1 and F2 represent the XOR-SUM features for VW and NIR illumi-
nated iris images, respectively.

•	 Score-level fusion:

	

= +

= ×

Fusion using SUM S S S

Fusion using PROD S S S

: ( )
2

: ( )

1 2

1 2 	 (10.8)
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where S1 and S2 are the Hamming distance matching scores for VW and 
NIR features, respectively.

10.3	 Experiments and Results
In this section, the databases with which the experiments are carried out, 
are described first. Afterward, various sorts of matchings are performed to 
validate the use of fusion in cross-spectral matching.

10.3.1	 Databases

Two major cross-spectral iris databases are used here to investigate the idea 
of information fusion from NIR and VW images. First database is The Hong 
Kong PolyU cross-spectral database [17], which has 6,270 images from 209 
subjects (or 418 classes) at the rate of 30 images per subject (or 15 images 
per class). Each image in this database has a resolution of 640 × 480. Second 
cross-spectral database is the Cross-Eyed database [18]. This database con-
tains 1,920 images from 240 classes, i.e., 8 images per class. Each image 
has a resolution of 400 × 300. Both the employed databases are affluent 
with registered iris images which confer pixel-to-pixel consistency between 
VW and NIR channel iris images. Sample images from both the databases 
are depicted in Figure 10.1. In this paper, 1,050 images from 35 subjects of 
PolyU database and 1,000 images from 125 subjects of Cross-Eyed database 
are used. For segmentation purpose, method suggested in [19] is employed.

10.3.2	 Experimental Results

Two important measures, namely, equal error rate (EER) and receiver 
operator characteristic (ROC) curves are employed to assess the proposed 
approach. Notably, ROC curve is a graph drawn between two metrics called 
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Figure 10.1  Sample images from both the employed databases.
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false acceptance rate (FAR) (on x-axis) and genuine acceptance rate (GAR) 
(on y-axis). While, GAR is obtained by subtracting false rejection rate (FRR) 
from one. Both FAR and FRR denote the falsely accepted and rejected users, 
respectively, at varying decision thresholds. For investigating the use of 
fusion strategies to enhance the performance of cross-spectral iris matching 
system, the following different matching scenarios are considered.

10.3.2.1	 Same Spectral Matchings

This section deals with the iris matchings which are performed within 
the same spectral images. For instance, the features extracted from the 
red-channel of the VW iris images are matched against those of the 
same channel only. The ROC curves for these same-spectrum matchings 
using both the employed feature extraction schemes for both PolyU and 
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Figure 10.2  ROC curves for same-spectral matchings of (top) PolyU and (bottom) 
Cross-Eyed.



184  Machine Learning Algorithms and Applications

Cross-Eyed databases are depicted in Figures 10.2 (top) and (bottom). Four 
different matching cases are exhibited in the ROC curves using red, green, 
blue, and NIR channels, respectively. The EER values for all same-spectral 
matchings are also displayed for more clarification. Table 10.2 summarizes 
all EER values in tabular form.

It can be observed from Figure 10.2 (top) that the best EER of 6.64% is 
yielded for red channel of VW images from PolyU database, followed by 
7.52%, 10.74%, and 12.38% in case of green, blue, and NIR channel match-
ings, respectively. Consequently, it can be stated that the red channel of the 
PolyU dataset images provides the most discriminating information when 
compared to the other channels. Considering Cross-Eyed database [Figure 
10.2 (bottom)], the Xor-Sum descriptor again provides best EER in case of 
red-channel matchings with 3.92%. Unlike PolyU database, NIR images 
of Cross-Eyed database have greater discrimination than the blue channel  
of VW images. This fact is supported by the EER value (6.11%) obtained 
in NIR matching of Cross-Eyed database, which is relatively lower as  
compared to that obtained in blue channel matchings (7.15%).

10.3.2.2	 Cross Spectral Matchings

These sorts of matchings form the core of the present work. The 
phrase “cross-spectral” beckons toward the comparison of any one 
spectrum’s features with those of another spectra. In present context, 
cross-spectral matchings include following six matching scenarios: 1) 
Red-Green matchings, 2) Red-blue matchings, 3) Green-Blue match-
ings, 4) Red-NIR matchings, 5) Green-NIR matchings, and 6) Blue-
NIR matchings. Figures 10.3 (top) and (bottom) depict the ROC curves 
for cross-spectral matchings using both the databases, respectively. The 
EER values for all these matchings are displayed in the ROC curves as 
well as in Table 10.2.

The EER values are in compliance with the fact that the matching per-
formance deteriorates with the rise in difference between the wavelengths 
of the channels being matched. Among VW channels, largest EER is pro-
duced when red channel is matched against blue channel. These EER values 
are 15.75% and 17.84% for PolyU and Cross-Eyed database, respectively. 
Whereas, the cross-spectral (VW-NIR) matching between any one chan-
nel of VW images against NIR images may lead to even larger values of 
EER. For illustration, the EER values in VW-NIR matching for PolyU and 
Cross-Eyed databases fall in the range of 38%–42% and 13%–26%, respec-
tively. These larger values of EER indicate that iris representation using 
different wavelengths is quite different. Therefore, matching the iris images 
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across different wavelengths can cause severe problems. These problems 
can be avoided by combining the information of VW and NIR images, as 
described in the following subsections. Two different ways of this combi-
nation are employed in this paper.

10.3.3	 Feature-Level Fusion

As the feature descriptor employed in this work produces binary feature 
vectors, two binary operators, namely, OR and AND, are used to com-
bine the features extracted from VW and NIR images. Fusion using OR 
operator results in improved EER values. Table 10.3 displays the EER val-
ues for all types of matchings performed after feature-level fusion. After 
looking into the table, it can be observed that the features of red and NIR 
channels when fused through OR and matched against NIR yield EER of 
15.34% which is less than half of the EER attained when individual NIR 
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and Red channel features are matched. Similarly, AND fusion also results 
in decrease in EER values in cross-spectral matchings. This fall in EER 
values after feature-level fusion is more clearly demonstrated in Figure 
10.4. In this figure, blue colored bars indicate the EER values achieved 
in cross-spectral matching without using any feature-level fusion. While 
green and pink colored bars indicate EER values after feature-level fusion 
using OR and AND operator, respectively.

EER values are shown with respect to each of the channels of VW 
images, i.e., red, green, and blue. On an overall basis, for PolyU database, 
feature fusion using OR operation brings the EER values in the range of 
10%–16%. Similarly, fusing the features using AND operation results in 
EER values falling in the range of 9%–16%, which is also smaller when 
compared to the EER values of matching without any fusion. Similarly, for 
Cross-Eyed database, the EER values fall in the range of 5%–13% for fusion 
using OR and 5%–12% for fusion using AND.
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10.3.4	 Score-Level Fusion

Another type of fusion employed in this paper is score-level fusion, i.e., 
combining the matching scores from different channels of VW images and 
the NIR images. In total, 11 different combinations of scores are exper-
imented using SUM and PROD rule of fusion, to get improved results. 
These combinations include scores from red, green, and blue channels of 
VW images and scores from the NIR images. EER values of different com-
binations of matching scores are listed in Table 10.4. It is observed from 
Table 10.4 that the best value of EER can be obtained using the combina-
tion of red, green, and NIR channels for both PolyU and Cross-Eyed data-
bases. The best values of EER with PolyU database are 4.34% and 4.35%, 
respectively, using SUM and PROD rule of fusion. While in case of Cross-
Eyed database, best EER values are yielded as 2.05% and 2.02% using SUM 
and PROD fusion, respectively. These values of EER clearly demonstrate 
that score-level fusion helps in improving the performance of recognition 
system.

Table 10.4  EER (%) values using score-level fusion.

Database PolyU Cross-Eyed

Channels SUM PROD SUM PROD

(R,G) 6.32 6.36 3.63 3.64

(R,B) 6.16 6.21 4.38 4.40

(G,B) 7.13 7.10 4.57 4.56

(R,NIR) 4.72 4.53 2.54 2.51

(G,NIR) 4.72 4.71 2.55 2.37

(B,NIR) 5.41 5.19 3.69 3.62

(R,G,B) 6.10 6.16 4.01 3.95

(R,G,NIR) 4.34 4.35 2.05 2.02

(R,B,NIR) 4.03 4.01 2.11 2.07

(G,B,NIR) 4.26 4.34 2.32 2.21

(R,G,B,NIR) 4.16 4.16 2.16 2.04
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10.4	 Conclusions

The feasibility of advancement in cross-spectral iris recognition using 
fusion of information obtained from NIR and VW images is investigated 
in this paper. Two databases, PolyU cross-spectral and Cross-Eyed data-
bases, are employed to validate the said purpose. Binary features, from 
iris images captured in both the spectrum, are extracted using Xor-Sum 
Code. Feature-level fusion and score-level fusion are implemented to com-
bine the information from different spectrum. Results indicate that AND 
fusion between binary features of different wavelengths performs better 
than fusion using OR. Regarding score-level fusion, best results, in terms 
of EER, are obtained when scores from NIR and red and green channels 
of VW images are fused together. Finally, the gist of the paper is that if the 
information from different spectrum is combined, then the performance 
of cross-spectral iris matching can be significantly improved. In future, 
sophisticated fusion schemes, like learning-based fusion, can be utilized to 
further enhance the recognition accuracy.
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Abstract
Social media like Twitter, Facebook, Instagram, and LinkedIn are an integral part 
of our lives. People all over the world are actively engaged in these social media 
platforms. But at the same time, it faces the problem of fake profiles. Fake profiles 
are generally human-generated or bot-generated or cyborgs, created for spreading 
rumors, phishing, data breaching, and identity theft. Therefore, in this article, we 
discuss fake profile detection models. These differentiate between fake profiles and 
genuine profiles on Twitter based on visible features like followers count, friends 
count, status count, and more. We form the models using various machine learn-
ing methods. We use the MIB dataset of Twitter profiles, TFP, and E13 for genu-
ine and INT, TWT, and FSF for fake accounts. Here, we have tested different ML 
approaches, such as Neural Networks, Random Forest, XG Boost, and LSTM. We 
select significant features for determining the authenticity of a social media pro-
file. As a result, we get the output as 0 for real profiles and 1 for fake profiles. The 
accuracy achieved is 99.46% by XG Boost and 98% by Neural Network. The fake 
detected profiles can be blocked/deleted to avoiding future cyber-security threats.
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11.1	 Introduction

Social media has become a vital part of our lives. From sharing attrac-
tive extravagant photographs to follow celebrities to chat with close and 
far away friends, everyone is active on social media. It is a great platform 
to share information and interact with people. But everything has a down-
side. As social media is footing a firm spot in our lives, there are instances 
where it has turned out to be a bigger problem.

There are 330 million monthly active users and 145 million daily active 
users on Twitter. Facebook also adds about 500,000 new users every day 
and six new users every second. Loads of information are shared over twit-
ter every single day. From hot trending topics to the latest hash-tags and 
news to one’s most recent trip, you get everything on Twitter. People react, 
like, comment, share their views, and raise their opinions all through the 
280 character limit. The social media users discuss genuine issues; but, 
sometimes there are some rumors. These rumors lead to conflicts between 
different sections of society. The concern of privacy, misuse, cyberbully-
ing [1], and false information has come into light in the recent past. Fake 
profiles perform all these tasks. Fake accounts can be human-generated or 
computer-generated or cyborgs [2]. Cyborgs are accounts initially created 
by humans but later operated by computers.

Fake profiles usually get created in false names, and misleading and abu-
sive posts and pictures are circulated by these profiles to manipulate the 
society or to push anti-vaccine conspiracy theories, etc. Every social media 
platform is facing the problem of fake profiles these days. The goal behind 
creating fake profiles is mainly spamming [3], phishing, and obtaining 
more followers. Malicious accounts have the full potential to commit cyber-
crimes. The bogus accounts propose a major threat like identity theft and 
data breaching [4]. These fake accounts send various URLs to people which, 
when visited, send all the user’s data to faraway servers that could be utilized 
against an individual. Also, the fake profiles, created seemingly on behalf of 
organizations or people, can damage their reputations and decrease their 
numbers of likes and followers. Along with all these, social media manipu-
lation is also an obstacle. The fake accounts lead to the spread of misleading 
and inappropriate information, which, in turn, give rise to conflicts.

These hoax accounts get created to obtain more followers too. Who does 
not want to be voguish on social media? To achieve a high figure of follow-
ers, people tend to find fake followers [5]. Overall, the research findings 
revealed that fake profiles cause more harm than any other cybercrime. 
Therefore, it is important to detect a fake profile even before the user is 
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notified. To combat the creation of fake profiles, common defenses are as 
follows [6]:

1.	 Methods such as user verification must be incorporated 
while creating accounts on social media.

2.	 To detect abnormal activities, user behavior analysis must be 
employed. Bot detection solution consisting of analyzation 
based on real-time AI will be beneficial.

3.	 An automated bot protection tool must be used.

In this context here, we talk about detecting fake profiles on Twitter:

•	 The dataset of twitter profiles E13 and TFP for genuine, and 
INT, TWT, and FSF for fake is taken into use.

•	 As a technical contribution, we designed a multi-layer neu-
ral network model [7], a random forest model, an XG boost 
model, and an LSTM model. The mentioned models have 
supervised machine learning models.

•	 Also, the LSTM deep learning model classifies based on 
tweets; the result can be combined with a convolution neural 
network in the near future [8].

The paper is organized into various sections. The existing work is sum-
marized in Section 11.2. Data pre-processing and methodology have been 
shown in Section 11.3 and experimental results in Section 11.4 with the 
accuracy of models. In the last section, conclusion and future work are 
described.

11.2	 Related Work

Social media: A Boon or Bane, this question has always subsisted. All com-
panies have aimed at providing a platform with the least errors and better 
experience. Hence, every day new developments and updates are done. 
Seeing that not enough is done so far for the detection of fake human iden-
tities on social media platforms like Twitter [9], we looked toward past 
research addressing similar problems. Some methods classified profiles 
based on the activity of the account [1], the number of requests responded, 
messages sent, and more. The models use a graph-based system. Some 
methods also aimed at identifying between bots and cyborgs. Some past 
researches are mentioned below.
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If certain words appear in a message, then the message is considered 
Spam. This concept has been used to detect fake profiles on social media 
[10]. For the detection of such words on social media, pattern matching 
techniques were used. But the significant drawback of this rule is that with 
time, there is the continuous development and use of new words. Also, the 
use of abbreviations like lol, gbu, and gn is becoming popular on Twitter.

Sybil Guard [11] developed in 2008 aimed at limiting the corrupting 
influence of Sybil attacks via social media. It had constrained random 
walk by every node and was based on the occurrence of random-walk 
interactions. The dataset used was Kleinberg’s synthetic social network. 
Along with Sybil guard, another approach called the Sybil limit [12] was 
also developed around the same time. Like Sybil guard, it also worked on 
the assumption that the non-Sybil region is fast mixing. It worked on the 
approach of multiple random walks by every node, and ranking was based 
on the occurrence of tails of walk intersection.

Sybil-infer [13] was developed in 2009. It made use of methods like 
greedy algorithm, Bayesian inference technique, and Monte Carlo sam-
pling with the assumptions like the non-Sybil region is fast mixing, and 
random walks are fast-mixing. The selection technique is threshold based 
on probability. Mislove’s algorithm, 2010 worked on the Facebook dataset 
using greedy search and selected profiles based on normalized metric con-
ductance. In 2011, came a new model named Facebook immune system 
that used random forest, SVM, and boosting techniques. It also used the 
Facebook dataset, and the feature loop was the selection technique.

An algorithm is used by Facebook to detect bots based on the number 
of friends which could be either related to tagging or relationship history 
[14]. The rules stated above can identify bot accounts but are not success-
ful in identifying fake accounts created by humans. Unsupervised ML was 
used for detecting bots [9]. In this technique, instead of labeling, infor-
mation was assembled based on closeness. The bots were recognized by 
grouping functions so admirably because of co-attributes.

Sybil rank [11, 15] designed in 2012, is based on a graph-based sys-
tem. The profiles were ranked based on interactions, tags, and wall posts. 
The profiles with a high rank are labeled as real profiles and the ones with 
lower as fake. But this method was unreliable as there were instances where 
a real profile was ranked low. Next, there was another model developed 
called the Sybil frame [12]. It used a multi-stage level classification. It 
worked in two steps, firstly on a content-based approach and secondly on a  
structure-based method.

Filtering is also among one of the past approaches [16]. A new threat 
or malicious activity is detected, and the account is added to the blacklist. 
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But as far as human-fake accounts are concerned, they tend to adapt and 
yet somehow avoid the blacklist. Researches were also done to detect 
fake accounts based on factors like engagement rate and artificial activity 
[17]. An engagement rate is the percentage of the interaction of the audi-
ence with a post. The engagement rate is calculated as (Total number of  
interactions/Total number of followers) × 100. These interactions could be 
in the form of likes, shares, or comments.

Artificial activity is based on the number of shares, likes, and comments 
made by a particular account. Insufficient information and the status of 
verification of email are also considered as an artificial activity. In previous 
methods of detecting fake profile, the following features are examined:

•	 If an account consists of more than 30 followers, then it is 
declared as malicious. The email linked with the account, 
contrasted with the user name of the profile. If these two 
do not show some resemblance, then the user-profile is 
declared as fake.

•	 The discrepancy between location set by the user and the 
location used by the user leads the account to be fake.

11.3	 Methodology

For the detection of fake Twitter profiles, we incorporated various supervised 
methods, all with the same goal yet different accuracy. Each model detects 
a fake profile based upon visible features only. All these supervised models 
are fed the same dataset, and corresponding accuracy and loss graphs are 
plotted. Also, a comparison graph of the accuracy of different models is indi-
cated. The models are trained using appropriate optimizers, loss functions, 
and activation functions. The used models are mentioned below.

11.3.1	 Dataset

We used the dataset available on MIB [18]. The data set consisted of 3,474 
genuine profiles and 3,351 fake profiles. The data set selected was TFP and 
E13 for genuine and INT, TWT, and FSF for fake accounts. The data is 
stored in CSV file format for easy reading by the machine.

All the labels on the x-axis depict the features used for the detection of 
the fake profile. These got selected during the pre-processing. The y-axis 
depicts the number of entries corresponding to each feature available in 
the dataset as shown in Figure 11.1.
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11.3.2	 Pre-Processing

Before proceeding for the models, we append one more stride, i.e., pre- 
processing. The data set is pre-processed before it is fed to a model. For 
feature extraction, we used the principal component analysis method. It is 
a dimensionality reduction method used to reduce the dimensionality of 
a large data set. It transforms a dataset of many variables into smaller ones 
that contain vital information in the large dataset (Figure 11.2). It is com-
paratively easy to visualize and analyze small data sets without affecting the 
accuracy of the original data set.

•	 The first step of PCA is to standardize the range of initial vari-
ables for equal contribution to the analysis. Here, the vari-
ables with large ranges will dominate over those with a small 
range. Mathematically, it is calculated by the given formula.

	
= −z value mean

standard deviation 	 (11.1)

•	 The next step of PCA is covariance matrix calculation 
to understand and analyze the relationship between the 
variables because dense correlated variables may contain 
redundant information. From this, we can also understand 
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variations of input data set variables from the mean with 
respect to each other.

•	 And the last step is computing the eigen-vectors and eigen- 
values of the covariance matrix.

After performing principal component analysis, 96% of the total vari-
ance comprises of the seven features: friends count, followers count, status 
count, listed count, favorite count, geo-enabled, and language number.

Our model aims at detecting a profile as a hoax or legitimate based on 
the visible characteristics. Henceforth, all the precise aspects are deter-
mined. Only the numerical data has been selected, and the categorical fea-
tures are discarded. The following traits are picked [19]. Then, the data set 
of fake and genuine users

friends followers status count listed count fav count geo enabled lang num

are merged into one with an additional label for each profile, i.e., “is Fake” 
that is a Boolean variable. It is then stored in the Y variable that is the 
response concerning a profile X. Finally, the blank entries or NAN are sub-
stituted with zeros.

11.3.3	 Artificial Neural Network

Neural network [7] is the deep learning model that works similarly to the 
neuron network of a human brain. The neural network has layers, and each 
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layer has neurons (nodes). We used the sequential from Keras. The model 
design with an input layer, three hidden layers, and an output layer has 
activation function ReLU for all but the output layer. Sigmoid is used as an 
activation function for the output layer. The model compiled using opti-
mizer: Adam, loss function: binary cross-entropy. In our model (Figure 
11.3), ANN of the stated above architecture is used. Sigmoid function 
finally provides the output between 0 and 1 and based on the prediction of 
a particular profile, labelled as fake or genuine.

Hyperparameters

1.	 Rectified Linear Units (ReLU): The rectified linear activation 
function is a piecewise linear function. ReLU (Figure 11.4) is 
the default activation function for many neural networks as 
it is easier to train and produces better results.

	 R(z) = max(0, z)	 (11.2)
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Figure 11.3  ANN architecture.
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2.	 Sigmoid Function: This is also known as the logistic func-
tion. When values between 0.0 and 1.0 are required, sigmoid 
function (Figure 11.5) is used. It is a non-linear activation 
function and is differentiable and hence slope can be found 
at any two points.

	
σ =

+
z

e
( ) 1

1 -z 	 (11.3)
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•	 If z is very large, then ez is close to zero and

	
σ =

+
≈z( ) 1

1 0
1 	 (11.4)

•	 If z is very small, then ez is large and

	
σ =

+
≈z

largenumber
( ) 1

1
0 	 (11.5)

11.3.4	 Random Forest

Random forest also known as random-decision-forest is one of the meth-
ods that correspond to the category ensemble learning methods. This 
method is used in machine learning due to its simplicity in solving regres-
sion problems as well as classification (Figure 11.6).

Random forest, unlike the decision tree method, generates multiple 
decision trees, and the final output is collectively the result of all the deci-
sion trees formed. Similarly, we deployed the random forest [20] method 
for profile detection. The data is fed to the model and corresponding out-
puts are obtained. While training, the bootstrap aggregating algorithm is 
applied for the given set of X = x1, x2, · · ·, xn and Y = y1, y2, · · ·, yn responses, 
repeatedly (B times) random sample is selected and fits the trees (f b) to the 
sample. After training, the predictions for a given sample (xj) are calculated 
by the formula specified below:

	
∑= ′
−

f
B

f xˆ 1 ( )
b

B

b

1

	 (11.6)

11.3.5	 Extreme Gradient Boost

XG Boost is another ensemble learning method used for regression. 
This implements the stochastic gradient boosting algorithm. Random 
forest has a drawback, and it is efficient only when all inputs are avail-
able, i.e., there is no missing value. To overcome this, we use a gradi-
ent boosting algorithm. As per the boosting algorithm, firstly, F0 (x) is 
initialized.
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=
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n
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1
	 (11.7)

Then, iterative calculation of gradient of loss function takes place
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i
	 (11.8)

Finally, the boosted model F m(x) is defined

	 F m(x) = F m − 1(x) + γmhm(x)	 (11.9)

α is the learning rate and γm is the multiplicative factor.

Tree 1

Prediction 1 Prediction 2 Prediction n

Average All Predictions

Random Forest Prediction

Tree 2 Tree n

Test Sample Input

Figure 11.6  Random forest architecture.
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11.3.6	 Long Short-Term Memory

LSTM is a recurrent neural network architecture. This architecture is capa-
ble of learning long-term dependencies. In our work, we have developed 
a model using LSTM that classifies the profile as fake or genuine based on 
tweets. Before training the LSTM on the tweets, we pre-processed the data 
by forming a string of tokens from each tweet.

•	 We have converted all tokens into lower case.
•	 We have removed the stop words from tweets.

Then, we have transformed these tokenized tweets into an embedding 
layer to create word vectors for incoming words. The resulting sequence 
of vectors is then fed to the LSTM that outputs a single 32-dimensional 
vector that is then fed forward through sigmoid activated layers to give the 
output.

In our model, we used a multi-layered neural network, random forest 
[20] approach, and XG Boost that work on the visible features of a profile. 
These extracted features are stored in a comma-separated file (CSV) that 
is easy to read by the model. Finally, after all, training, testing, and eval-
uating the model can label a profile as legitimate or not. We are consid-
ering features like friends, followers, status count, listed count, fav count, 
geo-enabled, and lang num. If the account is having a very less (or less than 
moderate) number of all parameters like friends, followers, status count, 
listed count, fav count along with geo-enabled as 0 or none, and then we 
are declaring the account as fake.

11.4	 Experimental Results

Finally, we arrive at the experimental results. These are the results obtained 
by running the machine learning models on the chosen dataset. The results 
obtained are in the form of graphs or comparison charts or ROC curves. 
Corresponding to every model, we discuss the accuracy or loss trends. The 
accuracy or loss calculated during training and validation are discussed 
further. We trained our models on Google Colab because Google provides 
the use of free GPU. The Google Colab 12GB NVIDIA Tesla K80 GPU that 
can be used up to 12 hours continuously. All the models were coded down 
in Python3 language.

After training and testing all the models, the following results were 
obtained. The model accuracy, model loss vs. the epoch graphs are plotted 
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for neural network LSTM, and model accuracy comparison, and ROC 
curve for random forest, XG boost and other methods.

Neural Network: The model’s accuracy and loss graph have been shown 
in Figures 11.7 and 11.8 for the trained neural network. After running for 
15 epochs, the above accuracy and loss graphs are obtained. Initially, start-
ing from 0.97 the accuracy varies along the path and finally reaches its 
maximum, i.e., 0.98. Similarly, the loss graph for testing data begins from 
1 and for validation data begins from 4 and eventually reaches a minimum 

Model Accuracy

Epoch

Ac
cu

ra
cy

1.00

0.98

0.96

0.94

0.92

0.90

0.88

0.86

0 2 4 6 8 10 12 14

Train
Val

Figure 11.7  Model accuracy.

Model Loss

Epoch

Lo
ss

5

4

3

0

1

0 2 4 6 8 10 12 14

Train
Val

2

Figure 11.8  Model loss.



206  Machine Learning Algorithms and Applications

point, less than 0.5. To calculate the loss binary cross-entropy function is 
used. Initially, random weights get assigned to each feature and finally the 
machine defines a unique weight to each feature.

Random Forest and Other Methods: In the comparison chart (Figure 
11.9), we observe accuracy of different models, namely, random forest, xg 
boost, ada boost, and decision tree. The maximum accuracy is achieved by 
XG boost that equals to 0.996. Further, we have a decision tree and ran-
dom forest with approximately similar accuracy of 0.99. The least accuracy 
of ADA boost model. Histogram for accuracy comparison and the ROC 
curves have been presented in Figures 11.9 to 11.11.
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11.5	 Conclusion and Future Work

Fake profile is a common issue as the demand of social media network 
increasing day by day. People are harassing others by making a fake pro-
file of a user. In this work, we implemented the Neural Network, Random 
Forest, and XG Boost machine learning methods to train our system to 
detect fake Twitter profiles based on visible data. After training, validating, 
and testing our models on the MIB dataset, we finally arrive at an inference 
that the maximum accuracy achieved is 99.46% by XG Boost method fol-
lowed by ANN and random forest as showed in the result analysis.

Further work can be done by combining images of profiles along with 
the categorical and numeric data and implementation using a CNN. Also, 
including other hyperparamete rs, combining different models, and assem-
bling a real-time model may achieve better results.
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Abstract
Fingerprints are one of the most common biometric identifiers. Until recently, the 
conventional image processing methods were being used in extracting the fea-
tures of the fingerprints for the fingerprint classification problem. However, with 
the rise of artificial intelligence, deep learning models such as the Convolutional 
Neural Networks (CNNs) have shown promising results in image classification 
problems. In this paper, we explain why CNNs are performing better by visual-
izing the features learned by its convolutional layers, and comparing them with 
the fingerprints’ features extracted by estimating the local orientation map and 
detecting the singular regions. A 17-layer CNN model is proposed, which obtains 
a classification accuracy of 92.45% on the NIST-DB4 fingerprint dataset. We con-
clude that the first two convolutional layers are learning features that are similar to 
the ones obtained after using the above techniques, while the remaining layers are 
learning abstract and more complex features that are class-specific. This explains 
why the deep learning models are performing better. The results are promising as 
they bring us one step closer in demystifying the inner functioning of the CNNs. 
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12.1	 Introduction

Biometrics plays an important role in securing user data and maintaining 
its privacy. Each individual has a unique biometric trait which can be used 
for quick recognition and easy identification. Fingerprint identification 
technology has seen tremendous success in recent times due to its low cost 
of acquisition and the availability of abundant computational resources. 
Fingerprints are characterized by their continuous ridge and valley patterns 
that are seen as dark and white regions respectively, in fingerprint images. 
The Henry system [1] of fingerprint classification consists of five classes 
of fingerprints: Arch (A), Tented Arch (T), Whorl (W), Left loop (L), and 
Right loop (R). Figure 12.1 shows the examples of fingerprints from the 
NIST DB-4 dataset containing those five classes. Each class shows a dif-
ferent visual pattern, and the distribution of these fingerprints, in general, 
is unequal. This is shown in Table 12.1. The fingerprint distribution shows 
that the whorl, left loop, and right loop class patterns make upto 93.4%, 
while the remaining classes comprise only 6.6% of all fingerprints [2]. 

There are two main levels in fingerprint analysis: the global level and the 
minutiae level. By using the location of singular points as features, finger-
print classification is done by analysing the global structure of fingerprints. 
On the other hand, the fingerprint minutiae are used for identification and 
recognition tasks. 

Right Loop Arch Left Loop

Tented Arch Whorl

Figure 12.1  Sample images from the NIST DB-4 dataset showing all five classes.
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The classification of fingerprints is a two-step process, namely, feature 
extraction and classification on the basis of the extracted features [3]. First, 
a pre-processing stage involves division of an image into blocks and a sub-
sequent normalization of each block. This facilitates the feature extraction 
step. The extracted features are then used for classification using sup-
port vector machines (SVMs) or fully connected neural networks (NNs). 
However, one major limitation of these methods is that manual extraction 
of the features considers only specific regions of the fingerprint by discard-
ing some subtler features, thereby resulting in a loss of information. Hence, 
extraction of features using conventional image processing methods is a 
difficult task. 

On the other hand, deep neural networks (DNNs) have gained atten-
tion due to their ability to accurately classify datasets containing mil-
lions of images. The advantage of using DNNs is that the neurons in each 
layer have the capability to automatically detect the features implicitly. In 
Convolutional Neural Networks (CNNs), the images are directly fed as the 
input, thereby decreasing the additional computation required for convert-
ing the image into a one-dimensional vector, which is generally the case in 
fully connected NNs. 

The chapter is structured as follows. A summary of the previous work in 
the field is discussed in Section 12.2. Section 12.3 presents an overview of 
the methods proposed and the dataset used. The results from our method 
along with the comparison of the features of by visualization are shown in 
Section 12.4, and finally, Section 12.5 presents the conclusion. 

12.2	 Related Work

Fingerprint classification using conventional methods is based on the 
global features, namely, the local orientation maps, singular regions, and 

Table 12.1  The percentage of each 
class of fingerprints [2].

Whorl 27.9%

Left Loop 33.8%

Right Loop 31.7%

Arch 3.7%

Tented Arch 2.9%
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the ridge-valley structures. The gradient-based methods [4–7] are used for 
obtaining the orientation maps and the Poincare index method [4, 8, 9] for 
singular region detection. 

Hong et al. [6] normalized the fingerprint images and estimated the ori-
entation maps using the least squares method. Based on fixed criteria of the 
range of index values as defined in [10], Kawagoe and Tojo [8] and Bo et al. 
[9] computed the Poincaré index value and located the singular regions in the 
image. Jain et al. [4] proposed an algorithm called FingerCode to extract the 
features such that the minutiae details and the global ridge-valley structure 
are represented effectively. Bay et al. [11] proposed SURF (Speeded-up Robust 
Features) to automatically detect local image features based on the Hessian 
matrix for finding the features of interest. Srinivas and Mohan [12] proposed 
edge and patch-based feature extraction methods for content-based retrieval 
of medical images. In the context of fine-grained object detection, Srinivas 
et al. [13] used online dictionary learning sparse and efficient feature repre-
sentations using CNNs. Wang et al. [14] used a stacked sparse autoencoder 
for fingerprint classification and obtained a 93.1% accuracy on the NIST 
DB-4 dataset. The orientation map was used as a feature input to the model. 
Peralta et al. [3] used CaffeNet for fingerprint classification and compared 
their results with the accuracies obtained by using SVMs and k-NNs. Both 
real (NIST-DB-4) and synthetic (SFinGe) fingerprint datasets were used in 
their study. Simonyan et al. [15] proposed a method, where given a trained 
CNN and a class of interest, an image that maximizes the corresponding 
class score is obtained along with a class saliency map that is unique to the 
image and the class. Zeiler et al. [16] proposed a De-Convolutional Neural 
Network (DeConvNet) for visualization by mapping the activations back to 
the input pixel space. By mapping features to input pixels, parts of the image 
causing an activation in the feature map are obtained. 

There are two ways in which we can visualize the learnings of a CNN: 
(i) by visualizing the layer activations, and (ii) by visualizing the weights of 
the network at each layer. In this study, we visualized the layer activations 
and the kernels of the initial convolutional layers. This gave us an insight as 
to what CNN is learning at each stage from the fingerprint images. 

The novelty in our method lies in the fact that there has not been any 
study, where the learnings of the CNN have been investigated for the finger-
print classification problem. While there are many results in the literature 
which talk about new methods that result in high classification accura-
cies, none of them discuss how these CNNs are able to produce such high 
accuracies. Therefore, our work in this paper primarily focuses on com-
paring the global set of features, namely, the singular regions computed 
using the Poincare index method [9] and the local orientation maps of the 
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fingerprints using the least squares method [6], with the features learned 
by CNN. We have visualized the features of the initial convolutional lay-
ers of the CNN and have found a correlation between the conventionally 
extracted features and what the deep network is learning. 

12.3	 Methods and Materials

12.3.1	 Feature Extraction Using SURF

SURF is an automatic feature detection method that uses the Hessian matrix 
for finding the points of interest. More concretely, the algorithm uses an 
approximation of the determinant of the Hessian blob detector computed 
using the integral image. It has three major steps: (i) interest point detection, 
(ii) local neighbourhood description, and (iii) matching. One of the import-
ant applications of the Hessian matrix is that its determinant can be used to 
accurately measure the local change around a point of interest. The result after 
applying the SURF algorithm to fingerprint images is shown in Figure 12.2. 

It can be observed that across all four images, the detected points of 
interest are non-uniform. For instance, in the first row, the detected features 

Strongest SURF-detected features
overlayed on fingerprints

Figure 12.2  Results after applying the SURF algorithm. The green markers show the 
detected keypoints. Circles are drawn around each keypoint. The size of the circle depends 
on the relative weight of the detected keypoints. Notice that most of the features are biased 
toward the corners of the image. 
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are near the edges of the image, whereas in the bottom-right image, fea-
tures are spread throughout the image—some at the center and a few near 
the edges. This non-uniformity does not help in accurately detecting the 
location of features across all fingerprint classes. This motivated us to use 
the conventional methods to extract the fingerprints’ features. 

12.3.2	 Feature Extraction Using Conventional Methods

To reduce irregular intensities in the fingerprint image, all fingerprints are 
normalized such that the ridge-like regions have zero mean and unit stan-
dard deviation. An input fingerprint image along with its normalized ver-
sion is shown in Figure 12.3. 

12.3.2.1	 Local Orientation Estimation

The angle θ(i,j) between the pixel coordinate (i,j) and the horizontal axis is 
defined as the local ridge orientation at that particular pixel. The orienta-
tion field of a fingerprint image represents the directionality of the ridges, 
which explains the pattern of the ridge lines in a fingerprint. The step-wise 
details of the least squares method proposed in [6] are used for estimating 
the local orientation. 

1.	 The normalized image Inorm(i,j) is divided into blocks of spe-
cific sizes. 

2.	 The gradients in x and y directions, δx(i,j) and δy(i,j), respec-
tively, are computed for each pixel in the image. 

Original Image Normalized Image

Figure 12.3  Left: Original, raw fingerprint image. Right: Normalized image.
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3.	 The local orientation, θ(i,j), centered at pixel (i,j) is estimated by 
θ(i,j) = 0.5 * tan−1 Vy (i, j)/Vx(i, j)), where

	

∑∑ δ δ=
= −

+

= −

+

V i j u v u v( , ) 2 ( , ) ( , )x x y

v j w

j w

u i w

i w

2

2

2

2

	 (12.1)

	

∑∑ δ δ=
= −

+

= −

+

V i j u v u v( , ) ( , ) ( , )y x y

v j w

j w

u i w

i w

2 2

2

2

2

2

	 (12.2)

	 where w is the size of the block. A low-pass filter is used 
to correct the gradient direction. Equations defined by 
ϕx(i,j) and ϕy(i,j) are used to convert the orientation image 
into vector fields that are continuous. They are written as 
follows:

	 ϕx(i, j) = cos 2θ(i, j)	 (12.3)

	 ϕy(i, j) = sin 2θ(i, j)	 (12.4)

	 The following equations perform the low-pass filtering:

	

∑∑φ φ′ = − −
=−

−
=
− φ

φ

φ

φ

i j W u v i uw j vw( , ) ( , ) ( , )x x

v
w

w

u
w

w

2

2

2

2

	 (12.5)

	

∑∑φ φ′ = − −
=−

−
=
− φ

φ

φ

φ

i j W u v i uw j vw( , ) ( , ) ( , )y y

v
w

w

u
w

w

2

2

2

2

	 (12.6)

	 where W is a two-dimensional low-pass filter with wϕ × wϕ 
being the size of the filter. 
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4.	 Finally, the local orientation at pixel (i,j) is given by
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	 The original fingerprint along with the estimated orientation 
map is shown in Figure 12.4. 

12.3.2.2	 Singular Region Detection

A commonly used method for singular region detection in a fingerprint 
image, called the Poincaré index was first proposed by [8]. Let the angle 
θ(i,j) denote the direction of the pixel (i,j) in the N × N fingerprint image. 
The Poincaré index at pixel (i,j) is computed as follows:
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Figure 12.4  Left: Original, raw fingerprint image. Right: Estimated local orientation.
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where
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If Poincaré (i,j) = 0.5, the block of the image containing that pixel 
may contain a core point (or, a loop). If Poincaré (i,j) = −0.5, then the 
corresponding block of the image may contain a delta point. Otherwise, 
the block does not contain any singular points. However, there are three 
important points regarding the number of singular points in any given fin-
gerprint image [10]: (i) The arch class has no loops or deltas; (ii) The delta 
is near the center of the image for tented arch class, near the right for left 
loops, and near the left for right loops. All the above classes have one loop 
each; and (iii) The whorl is a complex class, which can contain two loops 
and two deltas. Figure 12.5 shows the location of the singular points over-
laid on the original fingerprint.

12.3.3	 Proposed CNN Architecture

Our CNN architecture for fingerprint classification is given in Table 12.2. 
The original image (size 512 × 512) is cropped and resized to an image 

Figure 12.5  Left: Tented Arch fingerprint. Right: Whorl fingerprint. The loops are shown 
in green circles and the deltas in red triangles.
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of size 224 × 224. The architecture has a total of 17 layers consisting of 6 
convolutional layers, 3 max-pooling, batch normalization, and fully con-
nected layers each and 2 dropout [17] layers. The non-linear activation 
layer, ReLU, is used in the layers shown in Table 12.2 except for the fully 
connected layer where the softmax layer is used. While training the net-
work, a few data augmentation methods, such as rescaling, width shift, and 
height shift, were also used online to enhance the performance of the net-
work on the testing dataset. The following hyperparameters were used for 
fingerprint classification—the model was run for 150 epochs with a batch 
size of 32. As for the optimizer, Stochastic Gradient Descent (SGD) was 
used with a learning rate of 0.001. 

Table 12.2  The proposed CNN architecture.

Layer type Size Stride Stride

Convolutional 222 × 222 × 32 1 ReLU

Convolutional 220 × 220 × 32 1 ReLU

Batch Normalization 220 × 220 × 32 - -

Max Pooling 110 × 110 × 32 2 -

Convolutional 108 × 108 × 64 1 ReLU

Convolutional 106 × 106 × 128 1 ReLU

Batch Normalization 106 × 106 × 128 - -

Max Pooling 53 × 53 × 128 2 -

Convolutional 51 × 51 × 128 1 ReLU

Convolutional 49 × 49 × 128 1 ReLU

Batch Normalization 49 × 49 × 128 - -

Max Pooling 49 × 49 × 128 2 -

Fully Connected 256 - ReLU

Dropout 0.5 - -

Fully Connected 128 - ReLU

Dropout 0.25 - -

Fully Connected 5 - Softmax



Extraction of the Features of Fingerprints  221

12.3.4	 Dataset

The dataset used in this study is NIST Special Database 4 (NIST DB-4) 
[18]. It contains 4,000 fingerprint images in PNG format. They are for-
matted files which consist of 8-bit grayscale fingerprint images for the 10 
fingers on the left and right hands. There are two impressions “F” and “S” 
for each finger. The size of each fingerprint image is 512-by-512 pixels with 
32 rows of white space at the bottom. Each class has an equal number of 
fingerprints (400), that is, 800 such fingerprint images. After removing 
corrupted images from the original dataset, a total of 3,816 images were 
used. These were split into 3,316 training images and 500 testing images 
randomly. Tables 12.3 and 12.4 show the number of images in each of the 
fingerprint classes used for training and testing. 

12.3.5	 Computational Environment

The computations were performed on the following platforms: (i) for feature 
extraction using conventional methods, MATLAB 2017b was used in a system 

Table 12.3  Distribution of the images in the training set.

Fingerprint class Training images

Whorl 655

Left Loop 677

Right Loop 671

Arch 641

Tented Arch 672

Table 12.4  Distribution of the images in the testing set.

Fingerprint class Testing images

Whorl 112

Left Loop 74

Right Loop 96

Arch 122

Tented Arch 96
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with an Intel i7 processor, 8-GB memory, and a NVIDIA GeForce 830M GPU. 
(ii) For feature extraction using CNN, Google Colaboratory was used. Keras 
with Tensorflow backend was used as the deep learning framework. 

12.4	 Results

Figure 12.6 shows the confusion matrix obtained after classification. The 
Whorl and Left loop classes have the lowest misclassification error of about 
2.7% suggesting that our model learned most of the features of fingerprints 
from these classes correctly. The Arch class has a misclassification error of 
4.9% with a few being classified as Tented arches. The highest misclassifi-
cation error is observed in the case of Right loop where 15.6% of finger-
prints have been wrongly classified as Tented arches. Another important 
observation from the confusion matrix is that a high number of images are 
wrongly classified as Tented arch fingerprints. From Table 12.1, we know 
that this Whorl, Left, and Right loop fingerprints are most commonly 
observed while Arch and Tented arch fingerprints are quite rare. Therefore, 
we believe that the lack of variability in the images is reflected in the high 
misclassification error for this class of fingerprints. 

Table 12.5 shows the performance of our CNN architecture. An accuracy 
of 92.45% was obtained. We also compare our results with the classification 
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accuracies reported in the literature. The “F” and “S” suffixes denote that 
the original dataset was split into two different databases containing two 
different impressions of the same finger. This is shown in Table 12.6. Wang 
et al. [14] used the tedious conventional method for feature extraction 
and classification where the features are extracted manually and fed into a 
NN classifier, whereas our model was directly trained on input fingerprint 
images and also performs better than that of [3]. It is also worth noting 
that [14] reported their model’s performance on a four-class classification 
problem by merging the Arch and Tented arch fingerprints into one class. 
This essentially reduces the class imbalance in the dataset, hence leading to 
a higher accuracy. Our model, on the other hand, achieves similar perfor-
mance with all the five classes. 

12.4.1	 Feature Extraction and Visualization

In order to understand what CNN is learning, we took a simple approach 
of visualizing the layer activations. Since the model automatically learns 
the best features while training, we extracted the activations at the out-
put of each convolutional layer to see how the input image has been pro-
gressively downsampled by eliminating redundant features. Figure 12.7 
(left) shows a subset of the output activations extracted from the 1st to 
5th convolutional layers. The outputs of the first convolutional layer (a1 

Table 12.5  Model performance evaluation.

Proposed CNN architecture

Input Image Size 224 × 224

Accuracy 92.45%

Training Time 2H 15M

Table 12.6  Comparison of the classification accuracies.

Accuracy

Proposed CNN architecture 92.45% (NIST-DB4)

Peralta et al. [3] 90.73% (NIST-DB4 F)
88.91% (NIST-DB4 S)

Wang et al. [14] 93.1% (NIST-DB4)
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and a2 in Figure 12.7) contain 32 feature maps out of which 16 activations 
are randomly chosen and plotted together. The number of feature maps 
increase as we go deeper into the network; however, the same procedure of 
randomly picking 16 activations has been used for plotting the outputs of 
the subsequent convolutional layers (b1, b2; c1, c2; d1, d2; e1, e2 of Figure 
12.7). This method was chosen because showing all the feature maps in a 
single image is impractical. In Figure 12.7 (right), the last activation (16th 
activation) of each layer output is enlarged to visualize the kind of image 
that the CNN is learning at each layer. 

On observing the extracted activations at the output of the first convolu-
tional layer, it can be seen that some of the activations are completely black, 
meaning that these are the dead activations that have not helped the net-
work in learning. On the other hand, there are a few activations which bear 
some resemblance to the original input. When these activations were fed as 
inputs for estimating the orientation map and locating the singular regions, 
an interesting phenomenon was observed (see Figure 12.8). The orientation 
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Figure 12.7  The outputs of the 1st to 5th convolutional layers. Figures a1 and a2: Output 
of 1st convolutional layer and 16th activation enlarged. Figures b1 and b2: Output 
of 2nd convolutional layer and 16th activation enlarged. Figures c1 and c2: Output of 
3rd convolutional layer and 16th activation enlarged. Figures d1 and d2: Output of 
4th convolutional layer and 16th activation enlarged. Figures e1 and e2: Output of 5th 
convolutional layer and 16th activation enlarged. 
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map of the activation is preserved while at the same time, the location of 
the singular regions is also intact. When the same process is repeated for 
the activations from the second convolutional layer output, we could again 
see some similarity to the features extracted using the conventional meth-
ods in Section 12.3.2. However, there are a few important points to note. 
Compared to the original image, we can see that the output of the second 
convolutional layer is darker and blurry. In the regions that are blurred, the 
orientation map cannot be properly estimated, leading to erroneous ridge 
directions. These lead to the incorrect detection of the singular regions and 
are removed in the post-processing of the image. However, the centre of the 
image is still intact which is responsible for detecting the singular regions. 
Figure 12.8 shows the comparison between the results obtained after using 
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Figure 12.8  (a–c) The raw fingerprint image from the tented arch class, its orientation 
map, and locations of the singular regions. (d–f) One of the 32 output activations of the 
first convolutional layer, its orientation map, and the locations of the singular regions. 
(g–i) An activation from the second convolutional layer, its orientation map, and the 
locations of the singular regions (best viewed in color).
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a fingerprint image from the tented arch class of the testing set and the acti-
vation outputs of the first and second convolutional layers.

12.5	 Conclusion

In this study, features of fingerprints, namely, the local orientation map and 
the singular regions were successfully extracted. A 17-layer CNN architec-
ture was proposed for fingerprint classification and an accuracy of 92.45% 
was obtained. The features learned by CNN were interpreted by visualizing 
the activations of the convolutional layer outputs. A comparison between 
the features learned by CNN and the features extracted using conventional 
methods was also performed. From our interpretation of the results, we 
could understand that the features which are being used for classification 
using SVMs and k-NNs are being learnt by the network in the initial two 
layers of the network. The remaining layers are learning more complex rep-
resentations of the input which are incomprehensible. Instead of manually 
feeding the encoded feature vectors to the network, the CNNs are learning 
the class-specific features by themselves which, therefore, is resulting in 
such high accuracies.
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Abstract
Facial emotion recognition plays an important role in machine learning and arti-
ficial intelligence applications. Based on the human facial expressions of informa-
tion, machines can provide personalized services. There are many applications, 
like virtual reality, personalized recommendations, and customer satisfaction 
that depend on reliable and an efficient way to recognize the facial expressions. 
With the help of automated facial emotion recognition, it achieves improvement 
in the human-machine interface. Emotions are categorized into seven categories 
and that are anger, disgust, fear, happy, neutral, sad, and surprise. Facial emotion 
recognition is a very important challenging problem because every individual 
facial expression varies greatly by slightly change in the head pose, environmental 
conditions, and so on, and it attracted many researchers for years. In this work, 
we are proposing deep learning as well as handcraft-based model to detect the 
facial expressions. In this model, we are using CNN which is a deep learning 
model, BOVW, and HOG which is handcrafted methods to detect the facial fea-
ture. Finally, we use the Support Vector Machine (SVM) classification method to 
classify the facial expressions. We have evaluated testing results on standard FER 
2013 datasets. The proposed method gives promising results compared with other 
well-known methods.

Keywords:  Support vector machine, classification, facial expressions, histogram 
of gradients, landmark descriptors, convolutional neural networks

*Corresponding author: msv@nitw.ac.in



230  Machine Learning Algorithms and Applications

13.1	 Introduction

Many components contribute to the transmission of an individual’s emo-
tions, and some of them are pose, speech, facial expressions, behaviors, and 
activities. However, facial expressions are of higher significance from oth-
ers. In communicating with others, humans can recognize emotions with 
a considerable level of accuracy. If we can use computer science to find 
practical solutions for automatic recognition of facial emotions, then we 
would be able to attain accuracy that is virtually comparable to the human 
perception.

Facial expression is the most powerful signal using which human beings 
can express their emotional states and intentions. Emotions can be expressed 
in three forms such as word of message, vocal part, and facial expression of 
the speaker. Among these, researchers have found facial expressions of the 
speaker contribute 55% of the facial emotions. This shows facial expres-
sion leaves a major impact on human communication. Many studies have 
been carried out on automatic facial expression analysis (AFEA) due to its 
practical uses in social robotics, medical treatment, driver suggestion, and 
many other human-computer interaction (HCI). Based on cultural studies, 
seven basic emotions have found. The term basic expression refers to a set 
of expressions that convey universal emotions they are: neutral, disgust, 
fear, sadness, happiness, anger, and surprise. Seven basic facial expression 
sample images are shown in Figure 13.1.

In the course of recent years, numerous FER-related algorithms have been 
proposed in the article, including perceiving emotions from facial frontal 

Neutral

Happiness Surprise Fear

Disgust Anger Sadness

Figure 13.1  Seven basic emotional expressions [22].
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and non-frontal pictures. Non-frontal FER is more testing than frontal FER 
and increasingly relevant in reality. In general, emotion recognition from 
previous work can be done in three ways, that includes detecting a face in 
the image, extracting facial features from the image, and classification of 
expression in the emotion categories. For classification, the most popular 
classifiers are used is the Support Vector Machine (SVM) [1] and Bayes clas-
sifiers, together with some unsupervised learning techniques [2].

However, without any effort or delay, humans easily recognize the facial 
expression, but machine expression recognition is still a challenging task. 
Automatic recognition of facial expression is a complex task because faces 
can vary due to different ages and ethnicity from one individual to another. 
Even if the recognition of emotion is based on culture-specific factors such 
as the presence of eyeglasses, facial hair makes this task complex.

Another challenge to this task of emotion recognition is the variation 
in size and facial orientation in input images. This limits a search for the 
image’s fixed pattern. The facial poses may differ due to the angle of the 
camera. There could be some frontal or non-frontal faces. Faces can be at 
different angles, hiding some of the facial characteristics. We can use some 
good preprocessing technique that applies to input images that have good 
insensitivity to the scaling, rotation, and translation of the head. Currently, 
numerous facial expression recognition (FER) methods based on features 
such as local spatial analysis or geometric information as facial features. 
Therefore, we can use automatic facial point localization to categorize 
facial expressions firmly.

The performance of facial point extraction algorithms usually depends 
on environmental conditions such as lighting in many practical applica-
tions, such as robotics. Therefore, if the illumination is not uniform, then 
the facial point can be detected inaccurately, and therefore, high FER rates 
are hardly expected. Typically, this factor would make the extraction of 
features difficult to perform reliably. Preprocessing methods such as 
Histogram Equalization, DCT normalization, and Rank Normalization 
can be applied before the extraction of the feature to overcome the varia-
tion of illumination in an input image.

In this work, we are using deep learning methods to extract the fea-
tures from facial emotion data and improves the performance of automatic 
emotion recognition. The main advantage of deep learning is to remove 
the pre-processing technique, which uses a physical model, completely or 
heavily by allowing “end-to-end” learning directly from the input image. 
That is why deep learning has achieved state-of-the-art results in different 
fields including face recognition, object detection, scene understanding, 
and FER.
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Given an image dataset, where each entry in datasets are images and 
their corresponding emotion label, our job is to create a machine learning 
model that will classify the image into any seven discrete emotion catego-
ries that represent universal human emotions.

13.2	 Related Work

In recent years, many methods are proposed for automatic emotion recog-
nition such as linear discrimination analysis, principle component analysis, 
artificial neural networks, Gabor wavelets, and embedded hidden Markov 
models. Using these methods, accuracy and performance are affected by 
changes in light, pose, aging, and alignment conditions. These algorithms 
are mainly based on handcrafted features. However, in practical applica-
tions, the handcrafted features have many limitations. 

FER Challenge 2013 [3], many deep learning approaches for FER were 
presented. Interestingly, a deep convolutionary neural network is the 
top-scoring system, while the handcrafted model ranked fourth in the 
2013 FER challenge. Currently available methods which are using deep 
learning methods have proved outstanding performance improvement 
over the handcrafted features [4]. 

Mariana Iuliana Georgescu et al. proposed a method that combines 
automatic feature learned and handcraft features [5]. The author uses 
Convolutional Neural Networks (CNNs) as automatic feature learner and 
bag-of-visual-words as handcraft feature learning to achieve state-of-art 
results. To get automatic features the author has performed experiments on 
numerous CNN architecture, pre-trained model, and training procedures. 
First, image features are collected from the last dense layer of CNN and 
also from the bag-of-visual-words. Then, these feature vectors are merged. 
Then, these merged feature vectors are used to train the multi-classification 
SVM. Finally, a SVM classifier is used to predict the class labels.

J. Zhang et al. have developed a Fully End-to-End Convolutionary 
Network (FEC-CNN) for the detection of facial landmarks [6]. The pro-
posed FEC-CNN has many sub-CNNs, which use finer and finer modeling 
to refine the shape prediction, each CNN taking the input image directly 
as input and its previous stage output shape. Finally, the gradient can be 
propagated back to all the units of each stage from the loss layer, providing 
promising performance even on wild data for facial landmark detection.

Fuzil Khan et al. proposed a method for classifying the facial expression 
[7]. Initially, facial localization is done, and then, landmark detection and 
feature extraction are done where landmarks are the fluid features like eyes, 
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lip, and nose. This is performed by the Sobel operator and Hough trans-
formation using Shi Tomasi point detection. Using the Euclidean distance 
feature vector is formed and trained on a multi-layer perceptron (MLP) for 
classifying the expression.

S. L. Happy et al. described [8] novel approach for expression recogni-
tion from selected facial patches. Depending on the facial landmark posi-
tion, certain facial patches are extracted during emotion elicitation. Using 
this facial patches, salient patches are obtained, each salient patches differ 
in the expression classes. The multi-classification method is used for clas-
sification. This method is tested on CK+ and JAFFE datasets.

Nazil Praveen et al. proposed an uncontrolled framework to detect rec-
ognition of spontaneous expression [9]. Initially, the Universal Attribute 
Model (UAM) which is the form of a large Gaussian model is trained in 
order to learn how to affect different expressions. The movements of the 
different facial muscles which are called attributes are combined to form a 
specific expression of the face. After that, for each expression clip, a super 
expression vector (SEV) is built by utilizing a maximum UAM posteriori 
adaptation. This SEV contains the expression attribute’s high dimensional 
representation. Then, the SEV is decomposed to low-dimensional repre-
sentation to retain only some particular clip. Datasets expression attribute 
such as BP4D and AFEW, the results show that expression-vector achieves 
higher accuracy than the state-of-the-art techniques.

Tong Zang et al. presented CNNs for facial emotion recognition [10]. 
The purpose of this study is to classify each facial image into one of the 
seven categories of facial emotion considered. Using grayscale images from 
the Kaggle website, the author trained CNN models with different depths. 
To accelerate the training process, the author developed their models in 
Torch and used Graphics Processing Unit (GPU) computation. In addition 
to the networks performing on the basis of raw pixel data, the author used 
a hybrid feature strategy to train a new CNN model combining raw pixel 
data and Histogram of Oriented Gradient (HOG) features. In addition to 
L2 regularization, the author used various techniques to reduce the overfit-
ting of the models, including dropout and batch normalization. To deter-
mine the optimal hyper-parameters, the author applied cross-validation 
and evaluated the performance of the models developed by looking at their 
training history. The author also presents the visualization of different lay-
ers of a network to show what CNN models can learn from the features of 
a face.

To detect peak expression frame from video, Yuanyuan Ding et al. 
described [11] a Dual Local Binary Pattern (DLBP). This DLBP method 
can reduce the reduction time successfully and it is of small size. In another 



234  Machine Learning Algorithms and Applications

way, LBP, Logarithm-Laplace (LL) is used to handle the lighting variations. 
It is a sturdy facial detection feature. Finally, the theorem of Taylor expan-
sion is first used to extract the feature of facial expression. The author pro-
posed a method which is based on the Taylor feature pattern (TFP) that 
uses the expansion of LBP and Taylor in order to obtain a precise facial fea-
ture from the feature map of Taylor. The result shows that the TFP method 
is higher précised than some state-of-the-art feature extraction method by 
performing experimental on JAFFE and Kohn-Kanade datasets.

B. Sun et al. proposed a method for continuous FER [12]. In this method, 
the author has to combine the SIFT feature and multimodal feature, so 
that they can recognize emotion from the image sequence. To recognize 
static facial expression from video frames, the authors dense SIFT CNN 
features. For classifying the emotion, the author train the linear SVM and 
Partial minimum squares regression. Then, the output is combined with 
the fusion network from all classifiers.

W. Wang et al. proposed a method for expression recognition that relies 
on evidence theory and local texture [13]. In this method, the facial image 
is segmented into cells with important identified features, after that, tex-
tural features of the cells are separated from the Local Binary Patterns 
(LBP). Then, a single histogram list is formed by connecting all the local 
region LBP histograms, and to measure similarity, Chi-square distance 
is applied for evidence synthesis. Finally, in order to achieve the feature 
vector combination of all modules, the Dempster-Shafer evidence infer-
ence theory (D-S evidence theory) is applied and the class judgment of 
facial expression is carried out. Nearly every deep learning model uses a 
softmax activation function to predict and minimize cross-entropy loss 
for classification tasks. Chen Yu Lee et al. made minor changes in [14] by 
replacing the softmax layer with a linear vector support machine. This new 
learning minimizes a loss based on margins rather than cross-entropy loss. 
Although there have been many neural networks and SVM in the past, this 
simple approach by replacing softmax with SVM gives significant gains in 
the recognition datasets of popular facial expression.

Amol S. Jumde et al. proposed a method that uses a data mining 
approach for face detection [15]. The proposed method is a two-phase 
training and detection process. Training image will be converted into an 
edge and non-edge image during the training phase. A maximum frequent 
item set algorithm is used to mine edge and non-edge image patterns 
of both positive and negative features. A face detector is built to remove 
non-face candidates based on the feature patterns mined. In the detection 
phase, different scales apply the sliding window approach to the test image. 
FEI face detection database shows good results.
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Most of the previous work is based on the frontal face image. S. Moore 
et al. proposed a method that works on non-frontal images [16]. In this 
approach, multiple factors on different facial expressions (position, reso-
lution, and global and local characteristics) have been investigated. Local 
binary pattern and its variations are used for texture descriptors investiga-
tion. This feature has an influence on orientation and multi-view FER. The 
authors used an appearance-based approach that divided the images into 
sub-blocks and then used vector support machines to learn how to pose 
dependent facial expressions.

Carlos Orrite et al. [17] described a method for emotion detection from 
a still image. HOG is used to obtain local appearance and face shape. First, 
the author uses a Bayesian equation for computing class-explicit edge dis-
semination and log-like maps over the entire adjusted training set. A pro-
gressive decision tree is then formed by recurrently bunching and blending 
the classes at each dimension utilizing a bottom-up technique. We make a 
list of possibly discriminatory HOG features for each part of the tree uti-
lizing the log-probability maps to support areas we hope to be increasingly 
biased. Finally, a SVM is used to identify the human emotion from still 
images taken in a semi-controlled environment. The author uses Kohn-
Kanade AU-coded facial expression database.

13.3	 Proposed Method

We are proposing a new method that contains AFEA and handcraft based  
features. In this work, we are using CNN as an AFEA and HOG and Land
mark detector as handcraft methods to obtain the features from the image. 
After that, we fused these features and use a SVM to predict the emotion 
labels. The block diagram of the proposed model is shown in Figure 13.2.

In our model, we have used the VGG model-based convolution neural  
network to extract the automatic feature representation for the images of the 
same sizes. In this work, the FER2013 facial emotion recognition dataset is 
used, and all the images are of the same size, that is, width = 48 and height = 48.

HOG is a feature detector used to detect features in an image. HOG 
feature descriptor technique works as follows: first, we divide the image 
into small regions, each region should be connected. For each small region, 
we find the edge oriented for the pixel or HoG for the pixel within that 
region. Next, normalize the result using a block-wise pattern. Finally, we 
get a descriptor for each region. Now, we will continue this process for 
the entire image and we will get the individual descriptor vector for each 
image. The third features are land mark based feature. Once these three 
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features are extracted, the features are next fused and feed into SVM clas-
sifier to predict the emotions.

13.3.1	 Convolutional Neural Network

CNN is a very powerful machine learning technique used in the field of deep 
learning. CNNs are generally used when there is a large collection of data 
which is divided into large diverse classes and is trained using these diverse 
images. CNN is self-learning and contains rich feature representations for 
a large collection of data. These representations tend to outperform classi-
cal feature extraction methods which are manually designed with respect 
to texture, shape, or color. CNNs are composed of multiple layers just like 
artificial neural networks with the difference that it makes prior assumption 
that the input will be images, which allows to incorporate certain properties 
in the model architecture. Deep learning using CNN can be used to extract 
image features automatically [18]. The CNN model has four layers: convo-
lution layer, Relu layer, pooling layer, and fully connected layer.

13.3.1.1	 Convolution Layer

The convolution layer consists of a number of learnable filters that scroll 
through the entire input image and develop different types of feature maps 
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Figure 13.2  Pipeline approach on automatic and handcraft method.
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for activation. Convolution operation has three main advantages: local 
connectivity, finding out about the relationships between their neighbor-
ing pixels; weight sharing on similar feature map, enormously diminishing 
the quantity of parameters to be learned; and move-invariance is used to 
locate the object. Usually, the conventional layer is used as an extraction 
feature in the image. Mathematically convolution operation is represented 
in Equation (13.1).
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where I indicate image, W is a kernel weight or filter weight, B is the bias, 
C is the number of channels, and p and q are size of the filter.

13.3.1.2	 Pooling Layer

Pooling layer is used just after the convolutional layer. It is used to reduce 
the feature maps size and the network’s computational cost. Max pooling 
and average pooling are commonly used for down sampling for translation 
invariance. 

Steps involved in pooling layers are as follows:

•	 We pick a window size (generally 2 or 3)
•	 Pick a stride to move on image (generally 2)
•	 We will slide the window on whole image
•	 Pick the maximum (max-pool) or minimum (min-pool) 

from each window.

It divides the image into b × b cell and selects maximum values from 
each cells. Each channel is used independently. The mathematics for pool-
ing operation is represented in Equation (13.2):

	 = ≤ < ≤ < + +pool I I( ) maxb
t

i j k x b y b ib x jb y k
t

, , 0 ,0 , , 	 (13.2)

where Pool(I) is pooling on image I and I is image.
Invariance against image deformation is the main function of pooling 

operation. The pooled values remain the same when the pattern is changed 
but the maximum value remains in the same cell. The advantage is that 
the network remains robust if there are slightly changes in translation or 
rotation. However, through the pooling operation, spatial information is 
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removed. Although spatial information is important in landmark location 
and detection. We still benefit from max pooling.

13.3.1.3	 ReLU Layer

Rectified Linear Layer is nothing but the activation function. It is used to 
activate a particular node only when input is above certain threshold. Till 
the value of input is below zero, the output comes to be zero, but when 
the input flows over a certain range (threshold), it displays linear relation-
ship with the dependent variable. Relu Layer performs two major tasks: It 
removes negative values from filtered images and makes them zero. This is 
generally done to stop the values to sum up to zero. Mathematically, Relu 
layer is represented in Equation (13.3). Figure 13.3 shows gives an idea of 
how non-linear function works and represented using graph.

	 ( )=s I g I( )t
i , j ,k i , j ,k

t 	 (13.3)

where g is activation function.

13.3.1.4	 Fully Connected Layer

We include a couple of fully connected layers to wrap up the CNN archi-
tecture after the convolution with pooling layers. This is the equivalent 
Artificial Neural Network architecture that is fully associated. Since both 
convolution and pooling layers’ yield are 3D volumes, yet a fully associated 
layer anticipates a 1D number vector. In this way, the yield of the last pool-
ing layer is straightened to a vector and that is used as a input to the fully 
connected layer. Straightening simply convert the 3D vector in 1D vector, 
nothing extravagant occurs here.
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Figure 13.3  Gradient computation depending on kernel.
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Now, the output will be in the form of 1 × 1 image with 2n channels, n 
is the count of landmarks points. The input data is transmitted through 
a series of transformations. Equation (13.4) shows how an input data is 
transmitted through CNN.

	 I1 = f0(I0)

	 I2 = f1(I1)

	 ..........

	 It = ft−1(It−1)	

(13.4)

where fi is either ConvWi,Bi, poolb, or s, and It is input image.
To measure the difference between the output of the network and the 

ground truth, a loss function is defined. We use the loss function L2 that 
sums up the differences in squares. Equation (13.5) represents the loss 
function.

	 ∑= −
=

−
L Y f X|| ( )||i i

i

N

2
2

0

1
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where L is loss in the network, f is calculation in convolution network, and 
X and Y is pair of data. When we called a network as 10-layer CNN, we 
mean the network includes 10 W and B pairs.

13.3.2	 Histogram of Gradient

HOG is a feature descriptor broadly utilized for describing objects through 
their shapes in several domains. The appearance and shape of local objects 
can often be described by the distribution of gradients or edge directions 
of local intensity. To build object search effectiveness, the image’s gamma 
and colors should be standardized. The object search is depending on the 
detection technique applied to the small images defined by the sliding indi-
cator window that samples the original input image region by region and 
its scaled versions. In HOG recognition, the initial step is to isolate the 
source picture into blocks (for example 16 × 16 pixels). Little areas, called 
cells (for example 8 × 8 pixels), divide each square. Generally, blocks cover 
one another, with the goal that few blocks may contain a similar cell. The 
vertical gradients and horizontal gradients are acquired for every pixel in 
the cell. Utilizing 1D Sobel vertically and horizontally administrators is the 
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simplest approach to do this. Mathematically, Equation (13.6) shows the 
computation of gradient vector for target pixel location (x, y) and is shown 
in Figure 13.3. 

	 Hx(y, x) = Y(y, x + 1) + Y(y, x + 1)	 (13.6)

	 Hy(y, x) = Y(y + 1, x) + Y(y – 1, x)

where Y(y, x) is pixel intensity at coordinate x and y, Hx(y, x) is horizontal 
gradient, and Hy(y, x) is vertical gradient.

The magnitude and phase of the gradient are determined by Equation 
(13.7).
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Next, for each cell, the HOG is created. For the histogram, the angle 
Q bins are selected (e.g., Q = 9). Usually, unsigned orientation is used, 
which increases the angles below 0o by 180o. Because different images may 
have different contrasts, standardization of contrasts can be very useful. 
Standardization takes place within a block on the histogram vector v. Each 
detector window is assigned a descriptor. This descriptor is made up of all 
the cells in the detector window for each block. The descriptor window 
detector is used for object recognition information. Using this descriptor, 
training and testing take place. There are many possible methods to use the 
descriptor to classify objects such as SVMs and neural networks.

13.3.3	 Facial Landmark Detection

We are interested in the landmarks (key points) that describe the state 
of facial attributes such as eyes, eyebrows, nose, mouth, and chin. These 
points give an extraordinary insight into the face structure analyzed, which 
can be very useful for a wide range of applications, including face recog-
nition, face animation, emotion recognition, blink detection, and pho-
tography. There are numerous technologies that can identify these points: 
some accomplish superior precision and robustness by analyzing a 3D face 
model separated from a 2D image, and others depend on the power of 
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CNNs or RNNs (Recurrent Neural Networks), while others use basic (but 
fast) features to estimate the point location.

Dlib’s Face Landmark Detection algorithm is an implementation of the 
2014 Kazemi and Sullivan Ensemble of Regression Trees (ERT) [19]. This 
technique uses simple and quick features (differences in pixel intensity) 
to estimate the landmark positions directly. Subsequently, these estimated 
positions are refined by a cascade of regressors with an iterative process. 
The regressors produce a new estimate from the previous one, attempting 
at each iteration to reduce the alignment error of the estimated points. The 
algorithm blazes quickly.

Basically, from a set of images, annotations, and training options, a shape 
predictor can be generated. A single annotation is the face region and the 
points we want to locate labeled. Any face detection algorithm (such as 
OpenCV, HaarCascade, Dlib HOG Detector, and CNN detectors) can easily 
obtain the face region, but instead, the points must be manually labeled or 
detected by already available landmark detectors and models (such as ERT 
with SP68). Finally, the training options are a set of parameters defining the 
trained model’s characteristics. These parameters can be adjusted properly 
to obtain more or less the desired behavior of the model generated.

13.3.4	 Support Vector Machine

The objective of the SVM algorithm is to find a hyperplane in an N-dimensional 
space (N the number of features) that distinctly classify the data points. Figure 
13.4 shows the SVM classification on two vectors. In Figure 13.4a, there are 
three hyperplanes, H1, H2, and H3, and among these, we need to select those 

(a) (b)

H3
H3

H2

H1

X1

H1X2

X1

X2
H2

Figure 13.4  SVM classifier for two features.
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hyperplanes which are at maximum distance from both the feature point. In 
Figure 13.4b. H2 is the best hyperplane that we will choose for classification.

There are many possible hyperplanes that could be selected to sepa-
rate the two classes of data points. Our goal is to find a plane with the 
maximum margin, i.e., the maximum distance between both classes’ data 
points. Maximizing the margin distance provides some reinforcement in 
order to be able to classify future data points with greater confidence.

13.3.5	 Model Merging and Learning

We merge the deep model and handcraft models (Landmark Detector 
and HOG) before the learning phase by appending their respective fea-
ture descriptors. To get features from the pre-prepared CNN models, the 
softmax classification layer is evacuated and the activation map of the final 
remaining fully connected layer is considered. For each image, we will get 
a feature vector from the last fully connected layer. We can normalize this 
feature vector using the L2 norm. Bag-of-visual-words and HOG-based 
feature descriptor is the kind of handcrafted features. We also normalize 
this using the L2 norm. Learning: We use a SVM classifier to learn a model. 
We train the model using training data, that is, we use a concatenated fea-
ture vector. SVM is a discriminative classifier paired classifier that attempts 
to discover the vector of weight and the term of bias that characterizes the 
hyperplane that isolates the vectors of the training models.

13.4	 Experimental Results 

13.4.1	 Datasets

In this work, we have used FER 2013 datasets [20]. It contains 28,709 images 
for training, 3,589 images for public testing, and 3,589 images for valida-
tion. Images are of size 48 × 48 pixels. Images belong to seven classes of 
emotion: sadness, happiness, surprise, disgust, anger, fear, and neutral. We 
have used Fer2013 datasets because it is challenging datasets. The images 
are not aligned and some of them are not labeled correctly. Moreover, some 
samples do not contain faces. Facial expressions we want to use are 0 = 
Angry, 1 = Happy, 2 = Sad, 3 = Surprise, 4 = Neutral, 5 = Disgust, and 6 = 
Fear. In this work, we can calculate results with help of accuracy metric. We 
can define accuracy by below equations:

Accuracy = Number of right expectations/Total number of forecasts
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In this work, we use different type features such as CNN, HoG, and 
landmark-based descriptors to recognize facial emotions efficiently. Firstly, 
we will use automatic FER CNN for facial emotion recognition and we will 
use softmax as the last layer of CNN to classify emotion labels. CNN was 
trained on five emotions and the result is tabulated in Table 13.1.

Table 13.1 shows the performance of the CNN-based classification 
results. In this work, we are using the VGG model to extract the feature rep-
resentation and softmax layer to predict facial emotions. Based on results 
with CNN-based features, surprise emotion recognized more among the 
other expression. With this method, 68.57% of the average accuracy is 
achieved. 

We will use automatic FER CNN for facial feature extraction. We extract 
these features from the last dense layer of the CNN. Finally, these extracted 
features are trained on the SVM for classification. We will use a handcrafted 
method like 68 landmark detectors which are implemented using the dlib 
library to detect 68 landmark points from the facial image. Then, these 68 
landmark points are used to train SVM, and after that, we will classify our 
emotion label for test data. Next, we use the handcraft method like the 
HoG feature descriptor to extract features from the image. After detec-
tion HoG feature from the image, then we will train these HoG feature on 
the SVM for emotion classification. The result of CNN features with SVM 
classifier and HoG features with SVM classifiers results on seven emotion 
labels is tabulated in Table 13.2.

Table 13.1  Performance (%) of the CNN 
classification method on FER 2013 datasets.

Emotion label Accuracy (%) 

0 64

1 79

2 58

3 87

4 62

5 69

6 61

Average Accuracy 68.57
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Table 13.2 shows the different features with SVM classification accu-
racy results on the emotion dataset. In the case of CNN features with SVM 
classification method, it gives more accuracy results compared with other 
features results. The average accuracy of the CNN features with SVM clas-
sification method gives 69% highest accuracy and landmarks descriptors 
and HoG features with the SVM classification average results are 59.2% 
and 59.5%, respectively.

We use the combination of the CNN as automatic, HoG, and landmark 
detector as handcraft method. After collecting feature vector, CNN, HoG, 
and landmark detector corresponding to each image, we will merge these 
feature and we will have built one merged feature vector. Finally, we will 
train this merged feature vector on SVM for expression classification. The 
result is tabulated in Table 13.3.

Table 13.3 shows the combination of merged features with SVM-based 
classification results on emotion dataset. This three combination of features 
results give more accuracy compared with the individual features results.

Table 13.2  Performance (%) of the different features with SVM classification 
method on FER 2013 datasets.

Emotion label
CNN + SVM 

accuracy (%)
Landmarks + SVM 

accuracy (%)
HoG + SVM 

accuracy (%)

0 66 51 50

1 79 77 71

2 57 43 44

3 87 74 75

4 61 50 51

5 65 61 64

6 68 59 62

Average 69 59.2 59.5

Table 13.3  Fusion of CNN, landmark, and HoG features with SVM 
classification accuracy results.

Method Accuracy (%)

Proposed Method (CNN + HoG + Landmark) 72
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13.5	 Conclusion

In this work, we addressed the task of FER and our aim is to classify images 
of faces into any of seven discrete emotion categories that represent univer-
sal human emotions. We have used automatic as well as handcraft meth-
ods to extract features from images. We have used a convolution neural 
network as automatic feature extraction and histogram of oriented and 
landmark detector as a handcraft feature detector. After that, we merge all 
three features and we get a merged feature vector. Then, we train the SVM 
using the merged feature vector for classification. The purpose method is 
accurately classified emotions compared with the individual facial features 
results.
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Abstract
Image classification is a combination of technologies: Image Processing (IP), 
Machine Learning (ML), and Computer Vision (CV). The classification of ani-
mals has been done in this work that are commonly found in the Indian scenario 
using two approaches: transfer learning and a custom-built classification network, 
i.e., AnimNet. For transfer learning, we have used VGG16, VGG19, and Xception 
network that are existing pre-trained networks and compared the results of the 
custom-built AnimNet network with these existing networks. The comparison 
was done on the basis of the accuracy and size of the models as the size of network 
is as important as the accuracy of network in this era of mobile computing. A 
lightweight network with good performance is the most optimal choice nowadays. 
The accuracy was observed to be highest for the Xception network whereas the 
AnimNet network is lightweight, i.e., 5X smaller than the Xception model with 
second-highest accuracy.

Keywords:  Image classification, animal detection, VGG16, VGG19, computer 
vision, deep learning

14.1	 Introduction

Classification is a methodical categorization of images based on its charac-
teristics in different classes. Some classifiers are binary, leading to a conclu-
sion that is yes/no. Others are multi-class, capable of classifying an object 
into one of many classifications. Image classification emerged to reduce 
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the lap between computer and human vision by training the computer 
with data. The conventional methods used for the image classification are 
segments of the Artificial Intelligence (AI) field, called Machine Learning 
(ML). ML includes two modules: feature module and classification mod-
ule. Feature module is responsible for extracting viable features such as 
textures and edges. Classification module classifies based on the extricated 
characteristics. Classification is a very common case of ML; classification 
algorithms are used to solve problems such as filtering email spam, cate-
gorization of documents, recognition of voice, recognition of images, and 
recognition of handwriting. The main drawback of ML is the need of large 
amount of training data which should be unbiased and of good quality. 
This is rectified by Deep Learning (DL).

DL is a sub-segment of ML, able to learn via its own computing method. 
DL uses complex, multi-algorithm framework represented as an artificial 
neural network (ANN). The ANN’s architecture is replicated using the 
human brain’s biological neural network. This makes DL more able than 
the standard models of ML. In DL, we consider the neural networks which 
recognize the image on the basis of its characteristics [1]. This is achieved 
by the construction of a complete characteristic extraction model which 
can solve the difficulties faced by conventional methods. In DL, to per-
form classification duties, a computer model learns directly from images, 
text, or sound. DL models, often exceeding human-level efficiency, may 
achieve state-of-the-art accuracy. Models are trained by the use of a large 
set of labeled data and architectures of neural networks that involve mul-
tiple layers.

14.1.1	 Feature Extraction

The extraction of features is a reduction of dimensions where an initial set 
of unprocessed data is reduced to more convenient groups for process-
ing. A feature of such big data sets is the great number of variables that 
require heavy computing resources for processing. Extraction of features 
is the term coined for methods that select and merge variables into char-
acteristics, whilst decreasing the quantity of data to be processed and still 
accurately and completely describing the original unprocessed data. 

14.1.2	 Artificial Neural Network

In DL, a model masters at first hand from pictures, text images and audio 
to carry out classification task [2]. DL models can achieve pioneering pre-
cision, often exceeding output at the human level. DL models are trained 
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using huge amount of labeled data and architectures of neural networks, 
which contain a lot of layers. ANN [3] is a value system of information pro-
cessing, inspired by our own nervous system, such as information about 
the brain process as shown in Figure 14.1. ANNs are built like the human 
brain, with neuron nodes interconnected like a web.

An ANN has hundreds or thousands of artificial neurons that are inter-
connected by nodes, called processing units. Input and output units are 
made up of these processing units. Based on an internal weighting scheme, 
the input units obtain different types and structures of information and 
the neural network attempts to learn about the information provided to 
generate one output report. ANNs often use a series of learning rules called 
backpropagation to perfect their performance outcomes, just as humans 
need rules and instructions to come up with a result or performance. The 
ANN is taught what to look for and what its performance should be during 
the training and supervisory process, using yes/no query types of binary 
numbers. We train the network’s data by providing an input image and 
conveying its output to the network.

14.1.3	 Transfer Learning

Transfer learning [4] is a ML expression in which a model designed for a 
specific problem statement is reused for a second problem statement as 
the base model. In DL, it is a popular approach where pre-trained models 
are used because of their vast computational and time resources needed 
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Figure 14.1  Artificial neural network.



252  Machine Learning Algorithms and Applications

to construct neural network models on these problems and the enormous 
skill leaps they provide on related issues [5]. Transfer learning is an opti-
mization technique, time saving shortcut or performance optimizer. The 
types of pre-trained model mainly used for effective image classification 
are vgg-16, vgg-19, and Xception.

Here, a network to classify different types of animals commonly found 
in the Indian scenario has been presented. The aim is to build a network 
having good accuracy and make it light-weight so that it becomes suit-
able for the real-time usage. A customized network, i.e., AnimNet has been 
developed using the transfer learning approach that is both light-weighted 
as well as provides a good accuracy. Section 14.2 describes the related work 
done recently. The remaining part of the chapter is organized as follows: 
The proposed methodology is illustrated in Section 14.3 which includes 
details of dataset preparation and model development. The results obtained 
from the proposed solution are described in Section 14.4 followed by con-
clusion in Section 14.5.

14.2	 Related Work

A variety of work has been done to perform animal classification and 
detection. A few of them has been discussed here in brief. Authors in [6] 
have tried to solve the CAPTCHA challenge that is based on the issue of 
distinguishing dog and cat images. They have used Dense-SIFT features, 
combining dense SIFT and color features, and features learned from con-
volution neural network (CNN). They have achieved a good accuracy of 
94% using support vector machine (SVM) classifier.

Authors in [7] have proposed a novel method of fully connected dual 
deep convolution neural network (DCNN), which extracts and analyzes 
the image features on a large scale. This method has gained the capability 
of analyzing a large amount of dataset as well as extracting more features 
than before including batch normalization layer and exponential linear 
unit (ELU) layer. The proposed DCNN outruns its counterparts as it has 
fewer computing costs and was able to achieve an accuracy of 92%. In [8], 
authors have tried to study household animals’ demeanor and body lan-
guage using DL technique. Their aim was to find out whether the animals 
are sick or not and provide necessary help in time if required. They have 
applied transfer learning on vgg16, and the accuracy increased from 80% 
to over 95%.

Authors in [9] have opted for a robust learning method for animal 
classification using images captured in an extremely cluttered natural 
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environment and annotated with noisy marks. To divide the training sam-
ples based on different characteristics, they used k-means clustering, 
which was then used to train various networks. Two publicly accessible 
camera-trap image datasets were evaluated for the performance of the 
proposed method: Snapshot Serengeti [10] and the Panama-Netherlands 
datasets. The results suggested that the approach selected by the authors 
outperformed the literature’s state-of-the-art methods and enhanced the 
precision of the classification of animal species from camera-trap images 
which contain noise.

In paper [11], a classification system for classifying images of real ani-
mals has been developed by the authors. Using the toy photos of animals to 
account for factors other than just the physical appearance of animals, the 
model was educated. The segmentation was performed using the k-means 
clustering technique after pre-processing the image. Following segmen-
tation, the extraction of hog features from the segmented image was per-
formed. The extracted features were used in the final step to classify the 
image into a suitable class using the supervised multi-SVM classifier. In 
paper [12], the authors have shed light on different methods available for 
feature extraction and features these methods extract to perform an effi-
cient identification and classification. They presented the results obtained 
from a dataset containing 111,467 photos in the training of a CNN to iden-
tify 20 African wildlife species with an overall accuracy of 87.5%. In order to 
generate a visual similarity dendrogram of known organisms, hierarchical 
clustering of feature vectors associated with each image has also been used.

In classifying camera trap data, how to process datasets with only a 
few classified images that are generally difficult to model and applying a 
trained model to a live online citizen science project, authors in [13] found 
the accuracy of DL. In order to distinguish between images of various ani-
mal species, human or vehicle images, and empty images, CNNs were used. 
Accuracies ranged between 91.2% and 98.0% for identifying empty images 
through programs, while accuracies ranged between 88.7% and 92.7% for 
identifying individual organisms.

Authors in [14] have attempted to resolve the challenge faced during 
CNN-based fine-grain recognition. Generally, the need for large sets of 
training data and the learned approaches to feature presentations are 
high-dimensional, leading to less efficiency. The authors suggested an 
approach where online dictionary learning is incorporated into CNN to 
resolve these issues. A significant amount of weakly labeled information on 
the Internet can be learned from the dictionary by an incremental process.

During fine-grained image classification, the authors discussed the 
problems of elevated inter-class similarity and broad intra-class variations 
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in paper [15]. They also suggested a system of fine-grained image classi-
fication that performs identification of bird species. An online dictionary 
learning algorithm has been proposed where the concept of sparsity is 
incorporated into the use of bilinear convolutional neural network (BCNN) 
classification. This method performs classification based on sparsity, where 
a lower number of dictionary atoms can reflect training data.

Although there are existing networks, but they are not lightweight that 
can be deployed on edge devices. AnimNet network, that is accurate and 
lightweight than the existing networks has been developed and is the key 
contribution of this work. AnimNet network is five times lighter than 
Xception model and can accurately classify different types of animals com-
monly found in the Indian scenario.

14.3	 Proposed Methodology

The proposed approach consists of data collection measures, preparation, 
and performance assessment of models. Each procedure is therefore out-
lined briefly as follows.

14.3.1	 Dataset Preparation

The dataset has been self-created which has six categories of animals com-
monly found in India. The six categories of animals include cat, cow, dog, 
horse, goat, and monkey. The images were captured in very common cir-
cumstances. The samples for each class are taken from different scenarios 
and has high-resolution as well as low-resolution images. These images 
were captured from raspberry pi and Mi Note 8 Pro mobile phone to 
achieve images with a combination of high and low resolutions. The data-
set is not only focused on the images of the animals in their natural hab-
itat but also contains pictures of animals in common surroundings. For 
example, the image of horses is from the barn, roads, and side of roads to 
have more natural and common surrounding areas. The dataset has been 
divided into two sets, i.e., training images and testing images containing 
2,519 and 629 images, respectively.

14.3.2	 Training the Model

We have used two approaches in building a classification model for ani-
mals in Indian scenario: 1) using transfer learning and 2) creating a custom 
model (AnimNet).
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1)	 �Using Transfer Learning: We have trained our dataset using 
available pre-trained models, i.e., VGG19, VGG16, and 
Xception. In this section, we will look into the structure of 
each of these models and perform training on the custom- 
built dataset. Using transfer learning, we first train a base 
network on a base dataset, and then transfer the learned fea-
tures to a second target network to be trained on a target 
dataset. If the features are general, this mechanism would 
appear to perform, meaning that they are appropriate for 
both tasks, rather than unique to the base task. Here, we use 
pre-trained weights and retrain the network using the cus-
tom dataset which increases the accuracy. The analysis of the 
obtained results is provided in the later section.

VGG16 [16] is a model developed by K. Simonyan and A. Zisserman. 
ImageNet [17] is a dataset of over 14 million images in 1,000 classes, with 
a test accuracy of 92.7 %. The input to the cov1 layer is an image of fixed 
size 224 × 224. The image is executed through a stack of convolutional 
layers and the filter was used with less receptive fields: 3 × 3 which is the 
smallest size that captures the up/down, center, left/right. The padding lay-
ers are one pixel long. There are five layers of max pooling layer following 
the convolution layer. Max-pooling is achieved using a 2 × 2-pixel window 
with a stride of 2. The design of the fully connected layer is similar to other 
networks. Non-linearity of the rectification (ReLU) is fitted on all the hid-
den layers. None of the networks provide Local Response Standardization 
(LRN), except for one, such standardization does not boost the ILSVRC 
dataset efficiency, but results in increased memory usage and computation 
time.

In Figure 14.2, the architecture of VGG16 and VGG19 has been pre-
sented. The difference between both the architecture is that VGG16 has 16 
layers of 3 × 3 convolution and VGG19 has 19 layers of 3 × 3 convolution. 
It means that VGG16 contains 16 layers that has some weights, whereas 
VGG19 contains 19 layers that has some weights. VGG16 is a large net-
work which has a total of about 138 million parameters. In terms of the 
number of parameters to be trained, it is really large. VGG19 network, 
which is bigger than VGG16, but because VGG16 does almost as well as 
the VGG19, a lot of people will use VGG16. But, in order to achieve more 
accuracy, VGG19 is preferred in some cases.

VGG19 [18] is a convolution neural network with 19 layers. ImageNet 
database has a pre-trained version of the network on a million images. 
The pre-trained network has learned accurate attribute representations 
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for a large image dataset. Its frame size is 224 × 224. A fixed-size RGB 
image of size 224 × 224 has been inputted into this network. This sug-
gests the matrix would have been (224,224,3). The mean RGB value 
was subtracted from each pixel. Kernels of 3 × 3 size with a step size of  
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Figure 14.2  Layers of VGG16 and VGG19 network.
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1 pixel were used which made covering the whole notion of image pos-
sible. Spatial information of the image was retained with the help of spa-
tial padding. A 2 × 2-pixel window with stride 2 was used to perform 
max pooling. Rectified linear unit (ReLU) was used after this to add 
non-linearity. It is better than models using tanh or sigmoid functions 
as non-linearity increases the computational time. Three fully connected 
layers were implemented: the first two layers have 4,096 channels each, 
the third layer performs ILSVRC 1,000-way classification and thus has 1 
channel per 1,000 channel class. Softmax is applied in the last layer for 
classification.

Xception [19] is a convolutional, 71-layer, deep neural network. It is a 
CNN architecture that relies completely on depth-wise separable convo-
lution layers. A pre-trained version of the trained network can be loaded 
from the ImageNet database which has over a million images. As a result, 
the network has learned rich representations of features for a wide array of 
images. The network size is 299 × 299 input images. It is a convolutional 
architecture of the neural network, formed entirely on depth-wise, separa-
ble layers of convolution. Later, the following hypothesis was proposed that 
in the feature maps of CNN the mapping of cross-channels correlations 
and spatial correlations can be completely decoupled. As this hypothesis is 
a firmer version of the Inception architecture hypothesis, this architecture 
was coined the term “Xception” which stands for “Extreme Inception”. The 
architecture consists of 36 convolutional layers which form the network’s 
base for extracting features. These 36 layers are arranged into fourteen 
modules, all except for the first and last modules, which have residual lin-
ear ties around them.

2)	 �Creating a Custom Model (AnimNet): The main aim to 
develop a custom model is to have a good performance 
model that is lightweight to make it suitable for mobile 
devices. AnimNet required no pre-trained weights for train-
ing. This model has been trained from scratch by adjusting 
the weights, adding customized layers and tried to make the 
proposed model as light as possible with enough neurons 
for efficient feature extraction along with a good accuracy. 
The convolution is followed by max pooling and then drop-
out of 0.5 has been added. The input shape is (128 × 128 × 
3), kernel is of (3 × 3), and l2 regularizer of 0.01 has been 
used. After this, flattening is done followed by adding dense 
layers and dropout. Rmsprop has been used as optimizer, 
ReLU as activation function, and categorical cross-entropy 
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has been used for the training. The typical classification and 
localization network architecture has been shown in Figure 
14.3 with an additional regression head on the top right with 
CNN classification network.

14.4	 Results

The result achieved by applying transfer learning and by AnimNet has 
been presented in this section. The training, validation, and testing per-
formance of the models has been shown in graphs and tables. The training 
loss, training accuracy, validation loss, validation accuracy, and size of the 
network are the performance evaluation parameters which we have used in 
this chapter to discuss the performance of networks. The loss and accuracy 
achieved during training and validation process for each of the networks 
has been compared to analyze their performance. Along with the loss and 
accuracy, size of each networks has been compared to understand their 
compatibility with mobile devices. These evaluation parameters are dis-
cussed briefly below:

•	 Training Loss: The loss encountered at each epoch during 
the training process which tends to be decreasing for a 
good model is called as training loss.

•	 Training Accuracy: The accuracy achieved at each epoch 
during the training process which tends to be increasing 
for a good model is called as training accuracy.

Regression
Head

Classification
Head

Feature
Map

Figure 14.3  The architecture of convolution neural network.
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•	 Validation Loss: The loss encountered during the validation 
process which is done after the training process and before 
the testing process is called as validation loss.

•	 Validation Accuracy: The accuracy achieved during the val-
idation process which is done after the training process and 
before the testing process is called as validation accuracy.

•	 Size: The overall size of the network after the training and 
validation process is complete. A network with lower size is 
the preferred choice.

14.4.1	 Using Pre-Trained Networks

As can be seen in Table 14.1, the model with highest accuracy (training 
- 89% and validation - 92%) and minimum loss (training - 0.354 and vali-
dation - 0.0862) among all is Xception model. There is no problem of over-
fitting or under-fitting has been observed; hence, it is the best choice to 
go for when size of the model is not an issue. It has lowest validation loss 
as well as training loss. The highest loss was encountered when we have 
trained using VGG19 network for training.

The loss encountered during training and validation has been shown by 
a plot in Figure 14.4a and the accuracy achieved during training and vali-
dation has been shown by a plot in Figure 14.4b. It can be clearly observed 
that the validation loss is lower than the training loss and the validation 
accuracy is higher than the training accuracy.

14.4.2	 Using AnimNet

A self-created dataset, customized layers, and adjusted neurons have been 
used for custom network development. The training process took a longer 
time than the time taken by training using pre-trained model. AnimNet was 
trained using conv2D and dense layers, with less neurons as compared to 

Table 14.1  Results obtained using pre-trained networks.

Pre-trained 
network

Training 
loss

Training 
accuracy

Validation 
loss

Validation 
accuracy

Size 
(mb)

VGG16 0.6125 0.7345 0.5326 0.8231 89

VGG19 1.0318 0.6748 0.9873 0.8154 93

Xception 0.354 0.8849 0.0862 0.9201 87
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pre-trained model to make it lightweight. Although the accuracy achieved 
using Xception model is higher than AnimNet network, but this network 
is light-weight of 16mb which is five times lighter than Xception model as 
shown in Table 14.2. One of the major reason of this is the dataset which 
we have used had limited number of images (≤3,200).

The loss and accuracy of the AnimNet network during training and val-
idation has been shown in form of a graph in Figures 14.5a and b. It has 
been observed that the validation loss reached below 1, whereas the train-
ing loss is more than that. Also, the validation accuracy is higher than the 
training accuracy which is clearly visible in the graph.

14.4.3	 Test Analysis

In this section, the qualitative performance analysis of Xception (pre-
trained) and AnimNet (custom-built) network has been shown on the 
test data. The difference in testing accuracy obtained by using pre-trained 
network, i.e., Xception and AnimNet network, has been shown. The clas-
sification result is shown class-wise, i.e., for six classes. The time taken for 
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Table 14.2  Results obtained using AnimNet network.

Training 
loss

Training 
accuracy

Validation 
loss

Validation 
accuracy

Size 
(mb)

1.2617 0.7948 0.6797 0.8467 16
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classification of each image by both the networks are almost same, i.e., 
9–11 ms/step. By looking over the validation accuracy obtained by these 
two models, it can be assumed that the Xception model would provide a 
better accuracy while predicting images from our test dataset. Although 
Xception network achieved the highest accuracy, the accuracy of AnimNet 
is also acceptable. However, if the need is to have a lightweight as well as 
accurate model, then the proposed network (AnimNet) may be preferred.

The test results of the model on the test images along with the accuracy 
obtained for each class has also been shown. The test results obtained on 
test images for Xception and AnimNet (custom-built) network has been 
shown in Figures 14.6, 14.7, 14.8, 14.9, 14.10, and 14.11, respectively. These 
results are after training all the models for the self-created dataset. It has 
been observed from the test results that the accuracy was higher when 
Xception model was used as it is pre-trained on large dataset. Although 

4.0

3.5

3.0

2.5

2.0

1.5

1.0

train loss
val loss

(a)

0 5 10 15 20 25 30

0.6

0.5

0.4

0.3

0.2

train acc
val acc

(b)

0 5 10 15
Epochs

20 25 30

Loss Accuracy

Epochs

Figure 14.5  Plots of AnimNet network. (a) Training loss of AnimNet network  
(b) accuracy of AnimNet networks.

0

25

50

75

100

125

150

175

200

0 50 100 150

Height Height

0

25

50

75

100

125

150

175

200

0 50 100 150 200

(a) (b)

Figure 14.6  Accuracy of class “dog” (size of image = 200*200 pixels). (a) Using Xception 
network (b) using AnimNet network.



262  Machine Learning Algorithms and Applications

0

25

50

75

100

125

150

175

200

0 50 100 150 200

Width Width

HeightHeight

0

25

50

75

100

125

150

175

200

0 50 100 150 200

(a) (b)

Figure 14.7  Accuracy of class “cat” (size of image = 200*200 pixels). (a) Using Xception 
network (b) using AnimNet network.
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AnimNet network achieved less accuracy than Xception, it can also be 
used where size of the model is a constraint. The Xception model is quite 
heavy, i.e., 87 mb which makes it five times heavier than AnimNet which 
is of 16 mb size. As per the requirement and need, one can choose either 
Xception or AnimNet network.

14.5	 Conclusion

A quantitative as well as qualitative performance analysis of the pre-trained 
networks and AnimNet has been provided in this chapter for clear under-
standing. As can be observed from result analysis, the accuracy given by 
the AnimNet network is very well though the images have many things 
other than animals like human and vehicles. A demonstration of how a 
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technology called deep neural networks is capable of extracting the valu-
able features that can classify a plethora of real-life objects including inter-
nal human body tumors as well. It was observed that Xception model gave 
us a better testing accuracy than the AnimNet for different classes of ani-
mals. A point can also be concluded that this AnimNet network was good 
at predicting test images from dataset, which is acceptable and good to go 
as our classification was focused on animals commonly found in Indian 
scenario. AnimNet can be used for classification where it is aimed to be 
used for edge devices that are resource-constrained. A pre-trained model 
would always give us better accuracy as they are trained on a huge dataset, 
when it comes to feature extraction, nevertheless were able to achieve a 
good accuracy with AnimNet network in limited time period. Also, the 
size of the AnimNet network is five times lighter than Xception model. So, 
the selection of network is clearly up to the choice of end user. As a future 
work, AnimNet network can be improvised to have higher accuracy than 
all the pre-trained networks but not at the cost of size.
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Abstract
In this chapter, a hybrid approach to extract the important attributes called 
features of a product or a service or a professional from the textual reviews/
feedbacks has been proposed. The approach makes use of topic modeling 
concepts and the linguistic knowledge embedded in the text using Natural 
Language Processing tools. A system has been implemented and tested taking 
the feedbacks of two different domains: feedback of teachers and feedback of 
laptops. The system tries to extract all those features (single word and multi-
ple words) for which users have expressed their opinion in the reviews. The 
syntactic category and the frequency contribute in deciding the importance of 
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ated for each identified feature representing its significance. Results obtained 
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15.1	 Introduction

Sentiment analysis is a process to understand and quantify the feelings or 
emotions of users from the text called reviews expressed in a natural lan-
guage. It tries to quantify the effectiveness and usefulness of a product/
service/professional on the basis of experiences shared by different users 
conveyed through written communication. Sentiment analysis can either 
simply classify something good or bad but a fine grained sentiment anal-
ysis is performed by feature-based analysis. Feature-based analysis takes 
as input a list of features and then for each feature, sentiments according 
to some pre-defined scale are evaluated. To get the feedback of users, tra-
ditionally, a questionnaire-based method Kumar et al. [6] is used where a 
form containing a set of questions related to the item is given to users for 
their evaluation. Every question in the questionnaire represents an import-
ant aspect or property of the item and it can be referred as one of the feature 
of the item. On the basis of users’ responses, an overall analysis of the item 
and of required question-based analysis is done. But, through question-
naire, users give their opinion only about those attributes/features which 
are mentioned in the form and feel deprived of expressing their views on 
other aspects if there are any. The selection of appropriate features of any 
item plays a very important role in sentiment analysis of that item.

Though there is no standard method to decide the list of features for 
inclusion in the questionnaire but most of the time, some authorities decide 
features on the basis of their knowledge and experience. If we think how 
each one of us would write feedback about a person or about a product, 
we tend to write only about those features which are important to us while 
other persons may comment on entirely different set of features depending 
upon their requirements. Hence, the accurate way of identifying the fea-
tures would be to extract the features from feedbacks itself. In addition to 
this, the importance of each feature may vary according to domain/envi-
ronment. For example: “knowledge” and “dress sense” are two features for 
teachers but their weights would be different according to their importance 
while calculating the effective sentiment score of a teacher. Hence, to cor-
rectly evaluate the overall usefulness/performance of any product or any 
individual, the list of relevant features needs to be identified and catego-
rized as strong and weak features.

In this chapter, we have proposed a statistical unsupervised-based 
method to identify relevant features from feedbacks. A weight estimated 
statistically and representing the importance of a feature is associated with 
each feature. The implementation has been done for two sets of data: one for 
feedbacks of laptops and another one for feedbacks of teachers. Feedbacks 
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of laptops were collected from a public repository “SemEval-2014” [18]
and feedbacks of teachers were collected from three different sources: 
Online platform for American teachers’ feedback [17], Online platform for 
Indian teachers’ feed-back [10], and feedbacks collected from engineering 
students of our institute [2]. The chapter has been broadly divided into 
five sections including Introduction, Related Work, The Proposed System, 
Results, and Conclusions and References.

15.2	 Related Work

The feature extraction methods can be divided into three categories, i.e., 
rule-based methods, supervised machine learning and unsupervised 
machine learning–based methods. In rule-based methods, a set of rules 
are defined by the researchers to identity relevant features from the textual 
feedbacks. Rules are formed by taking into account syntactic and semantic 
relations among the tokens in the sentences. In supervised machine learn-
ing methods, systems are trained to classify whether a word is a feature or 
not and for training the system a labeled data set (training set) is required. 
In unsupervised methods words are grouped on the basis of syntactic and 
semantic similarities. Each group is known as cluster and cluster head rep-
resents a feature.

Poria et al. [14] proposed a rule-based approach to extract features of 
product from the reviews of the product. Authors suggested twelve rules 
to identify explicit features in review. Rules were based on the syntactic 
relations among the tokens of the sentences and clustered-based approach 
is used by the authors to identify implicit features. Pavlopoulos et al. [12] 
developed three new datasets for three different domains which are publi-
cally available for the researchers. Three most popular techniques (baseline 
methods) are implemented by the authors to process new developed data-
sets. Authors have combined continuous space vector representation word 
and phrases to enhance performances of system.

Qiu et al. [16] proposed a double propagation system to extract aspect 
words and opinion words on the basis of syntactic relationships between 
aspect and sentiment terms. By using known sentiment words (seed 
words) and syntactic patterns between aspect and sentiment terms new 
aspect terms are identified. On the basis of identified aspects and syntactic 
patterns between aspect and sentiment terms, new sentiment words are 
identified and this process is continued till aspect or sentiments words  
are identified or we can say that set of aspect terms and opinion terms are 
expanded simultaneously.
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Liu et al. [7] have modified double propagation algorithm that is given 
by Qiu et al. [16] through including semantic similarity and aspect and 
aspect association-based knowledge. It performs better than baseline algo-
rithm and is also able to capture multi-word aspect terms with high accu-
racy. Siqueira et al. [19] proposed a method to extract features from the 
reviews of services. This method is used in the design of a prototype system 
“What Matter”. Valid features are identified using linguistic knowledge. It 
works in four steps, i.e., frequent noun identification, relevant noun identi-
fication, feature indicator mapping, and unrelated noun removal.

Hamdan et al. [4] proposed a Conditional Random Field (CRF)–based 
system to extract multi-word aspect terms in reviews. Authors have used 
IOB (Inside, Beginning, and the Outside) notation in review sentences. 
Each single word is extracted with set of features and on the basis of 
extracted features, it is decided whether a word is valid aspect or not. 
System is implemented by using CRF suite. Wang et al. [20] proposed a 
model-based on Restricted Boltzmann Machines to extract aspect terms 
and sentiment words in unsupervised setting. Model is designed with three 
types of hidden layers in neural network. Hidden layers represent aspect, 
sentiment, and background, respectively.

Poria et al. [13] proposed a method to tag each word in review as aspect 
term or non-aspect term. Authors have used seven-layer deep convolu-
tional neural network for it. Linguistic patterns are also combined with 
neural network. Chen et al. [1] pro-posed a clustering-based method for 
feature extraction and feature categorization simultaneously. Features are 
grouped on the basis of their domain similarities and merging constraints. 
Domain similarities are captured with public lexicon WordNet. Hamdan 
[3] used CRF to learn system for feature extraction. Main features used by 
author were terms itself, part of speech tag to each term, word shape (cap-
ital letter, small letter, digit, punctuation, and other symbol), word type 
(uppercase, digit, symbol, and combination), prefixes (all prefixes having 
length between one to four), suffixes (all suffixes having length between 
one to four), and stop word (word is a stop word or not). Pranali and 
Borikar [15] suggested an artificial neural network system to classify movie 
reviews. Authors trained and tested the system using training and test data 
sets which were collected from public IMDB movie review. In this system, 
fuzzy logic was used to handle the sentiment negations like no, not, and 
never. Integration of fuzzy logic and artificial neural network was helpful 
in improving system accuracy.

Huey and Renganathan [5] proposed a system to find the sentiment 
polarity of comments on electronics items written in Chinese language. 
System is implemented using Maximum Entropy–based approach.  
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Authors have also analyzed feature selection and pre-processing of the 
Chinese comments using Maximum Entropy concept.

Muqtar et al. [9] proposed an unsupervised machine learning–based 
method to divide tweets in positive and negative clusters. In this method, 
clusters are created with the help of K-means algorithm. Authors have 
used hierarchical clustering to visualize the results generated by the sys-
tem. Results given by the authors show that the performance of suggested 
method is comparable to SVM.

15.3	 The Proposed System

A hybrid approach for the identification of features of an item has been 
proposed. The approach integrates the concept of topic modeling and lin-
guistic knowledge extracted from the text to find the important features. 
The proposed system identifies features of a product/service/professional 
dynamically from the textual feedbacks and the importance of each feature 
is decided on the basis of statistical knowledge present in the text. The 
architecture of the proposed system is shown in Figure 15.1. Main modules 

Source of feedback and feedback
template

Feedback Collector

Feedback Pre Processor

Feature Selector

Feature Validator

Feature Concluder

List of features with their importance

Number of Features
Required

Linguistic Knowledge

Figure 15.1  Basic architecture of proposed system.
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of the system are Feedback Collector, Feedback Pre-Processor, Feature 
Selector, Feature Validator, and Feature Concluder. 

Feedback Collector is responsible to collect textual feedbacks from spec-
ified sources. Feedback Pre-Processor performs the basic processing tasks 
on collected feedbacks. Feedback Collector and Feedback Pre-Processor 
are implemented using libraries of Natural Language Toolkit (NLTK) 
[11]. Feature Selector module is used to generate K probabilistic distri-
bution of words, where each probabilistic distribution represents a topic/
feature. Implementation of this module is based on topic modeling-based 
approach known as Probabilistic Latent Semantic Analysis (PLSA). Valid 
features of a product or a service or an individual are identified with the 
help of Feature Validator module and various linguistic tests are applied 
on probable words generated by Feature Selector module. Importance or 
weight of each feature is statistically estimated by Feature Concluder mod-
ule. Implementation details and basic functions of modules are given in 
next sub sections.

15.3.1	 Feedback Collector

This module collects all the feedbacks of an item from the local or remote 
source. Module can collect textual feedbacks from different kind of docu-
ments, i.e., html, xml, pdf, and doc. Input to this module is source address 
of feedbacks, document type, and feedback template in which feedbacks 
have been stored at the source address. To implement this module, we have 
used standard libraries of Python and NLTK.

15.3.2	 Feedback Pre-Processor

Feedbacks collected by the Feedback Collector are in raw form. It may con-
tain unwanted characters, symbols, comments, tags, etc. One major func-
tion of this module is to remove unwanted characters, symbols, comment, 
and tags from the collected textual feedbacks. Other important functions 
of this module are text normalization, removal of stop words and spelling 
corrections of misspelled words in the feedbacks.

15.3.3	 Feature Selector

Input to this module is pre-processed feedbacks and an integer number K 
(number of possible topics). In this module, it is assumed that all sentences 
are generated from K different topics. Each topic/feature is represented by 
a probabilistic distribution of vocabulary words. K topics (probabilistic 
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distribution words) are predicted by using the topic modeling-based tech-
nique called PLSA. PLSA is an unsupervised approach and the basic intu-
ition of PLSA is that a topic or a feature of a sentence can be captured by the 
probability distribution of words. For one feature, some words are more 
probable with respect to other feature. In a sentence, students may high-
light more than one feature, for example, “Presentation and knowledge is 
awesome but he is not punctual”. In this sentence, three features are men-
tioned, i.e., “Presentation”, “Knowledge”, and “Punctual”.

PLSA extracts related features in the form of words distribution along 
with coverage of each topic in all sentences. Input to the model is a cor-
pus (i.e., collection of feedbacks) and a number decided by the users, i.e.,  
K. Let C ={s1,s2,…..sn} is the collection of input sentences, {Θ1, Θ2……Θk} 
are K different topics where Θi represents the probabilistic distribution of 
all words for topic i, i.e., P(w| Θi) and {πi1, πi2……πij…. πik} where πij is the 
coverage of ith sentence by jth topic.

Vocabulary V is automatically identified from the corpus. A word of any 
sentence can be generated from K possible topics (Θ1, Θ2,…… Θk) with the 
assumption that there are m words in vocabulary V. Probability of observ-
ing a word “w” from distributions is denoted as P(w) and it is estimated by 
considering the probability of word in different topics and coverage of that 
topic as given in Equation (15.1).

	
∑ π= ∗ Θ

=
P wP(w) ( | )sj

j

k

j
1 	

(15.1)

where πsj is converge of sentence s by topic j while P(w| Θj) word probabil-
ity distribution of word w in topic j. Logarithmic probabilities have been 
used instead of direct probabilities to perform computations to desired 
number of decimal because normal probability values are of the order 
of 10−5. Logarithmic probability of a sentence’s (Log(P(s))) is defined as 
follows:

	
∑ ∑ π= ∗ ∗ Θ



∈ =

C w,s log P wLogP(s)) ( ) ( | )
w V

sj j
j

k

1 	
(15.2)

where C(w,s) is the frequency count of word “w” in sentence “s” and πsj, 
P(w| Θj) are as defined in equation (1). Similarly, logarithmic probabil-
ity of whole corpus is sum of all individual feedbacks, i.e., P(C) given in 
Equation (15.3).
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Expectation-Maximization algorithm (Algorithm 15.1) is used to esti-
mate topic model parameters ( ), i.e., word distribution in each topic {Θ1, 
Θ2……Θk} and the coverage captured by each topic for each sentence {πi1, 
πi2… πij……. πik} such that it maximizes the probability of whole  corpus, 
i.e., * = argmax  P(C| ). Basically, it is a constraint optimization prob-
lem where two constraints in model are as follows:

(i)	Sum of word probabilities in all topics to be 1, 

∑ Θ =
=

P w( | ) 1i
i

N

j
1

 for every topic j є [1,K].

(ii)	 Sum of coverage probabilities of all topics to be 1 in each 

sentence, i.e., ∑ π =
=

1sj
j

k

1
 for every sentence s є C.

In this problem, K latent variables for K topics are included. An Expectation-
Maximization algorithm consists of E steps and M steps where in E steps, 
latent variable are introduced and the probability of generating each word 
from the latent topic is estimated. E step starts with initial random values 
of parameters after that E step iteratively uses the values computed by M 
step.

15.3.4	 Feature Validator

A fixed number of words of higher probabilities from each topic (proba-
bilistic words distribution generated by PLSA) are selected and inserted 
into a tentative list of features. An algorithm that makes use of linguistic 
properties of features, contextual knowledge to filter the unwanted words 
is applied to tentative list to select the most significant features. The algo-
rithm uses different filters as shown in Figure 15.2. Each filter is used to 
remove irrelevant aspects from probable aspects list.

15.3.4.1	 Removal of Terms From Tentative List of Features  
on the Basis of Syntactic Knowledge

It is known that, normally, syntactic categories of features are noun, adjec-
tive, or adverb. Therefore, as a first step, common sentiment words which 
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Algorithm 15.1  Expectation-Maximization to estimate topic model 
parameters.

Inputs: Term by sentence matrix for all the sentences after removing 
background (stop) words and the number of topics K.

Output:  K distribution of vocabulary words (Topics).

Step 1: Initialize all parameters {Θ1, Θ2…Θk} and {πi1, πi2… πij… πik}  
randomly with numbers between zero and one.

Step 2: Normalize the parameters so that sum of word probabilities 
in all topics is 1 and the sum of coverage probabilities of all 
topics is also 1.

Step 3: Estimate probability of generating each word from the latent 

topics, i.e., 
∑

π θ

π θ
= =

∗

∗ ′
=

P w

P w
P(Z j)

( | )

( | )

sj j

sj j
j

ks,w

1

 using latest 
values of πs,j and P(w|θj).

Step 4: Using inferred Z values to spilt the counts and then collecting 
the right count to re-estimate the parameters πs,j and P(w|θj) 
as
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Step 5: Iterate step 3 and step 4 till convergence maximum likelihood 
of corpus, i.e., P(C) and modify {Θ1, Θ2…Θk} and {πi1, πi2… 
πij… πik} using latent variables.

Step 6: Last modified values {Θ1, Θ2…Θk} and {πi1, πi2… πij… πik} are 
the final optimum parameters of the model, where Θi=P(w| 
Θi) is words distribution for topic “j” and πij is the coverage 
of ith document by jth topic.



276  Machine Learning Algorithms and Applications

are adjective or adverb like “good”, “awesome”, “bad”, and “worst” are 
removed and then all those words whose syntactic categories are not noun, 
adjective, or adverb are removed from the tentative list of features.

15.3.4.2	 Removal of Least Significant Terms on the Basis 
of Contextual Knowledge

It is observed that many valid features are paradigmatic (similar context) 
words. Relation between words is called paradigmatic if one word can 
be used in place of other word without violating syntactic structure or 
acceptability of the sentence. Degree of paradigmatic reflects agreement 
between lexical neighborhoods. Generally, parts of speech of paradig-
matic words are same. To extract most of the significant feature terms, we 
add two well-known features of each valid syntactic category, i.e., noun, 
adjective, and adverb, respectively, in seed feature list as seed features and 
compute context similarities between words in tentative and seed feature 
list. Contextual similarities between terms are cosine similarities between 
contextual vectors of both terms. Term frequency and inverse document 
(TF-IDF) weighting scheme is used in vector representation of contexts. 

Preprocessed
feedbacks

Number of
topics (K)

Feature Generator

Topic 1
Word Distribution

Topic 2
Word Distribution

Topic k
Word Distribution

P
L
S
A

Feature Collector

Syntactic Category based Filtering

Context based Filtering

Selection on the basis of co
occurrences with sentiment words

Removal of synonyms

Removal of morphological similar words

Identification of multi term features

List of valid features

Linguistic
Knowledge

Figure 15.2  Filtering based on linguistic knowledge.



Hybrid Approach for Feature Extraction  277

Terms in seed feature list and terms of tentative list having higher context 
similarities with terms in seed feature list are added in the final feature list. 
Again, context similarities between terms in final feature list and terms in 
tentative feature list are computed and highly contextually similar words 
of tentative list are added in final feature list. This process is continued till 
new terms keep adding to the final list. Paradigmatically similar terms of 
word “Punctual” in teachers’ feedbacks (on x axis) with their contextual 
similarities (on y axis) are shown in Figure 15.3.

From Figure 15.3, it is identified that “Regular” and “Disciplined” are 
more relevant compared to “Sweet” and “slowly”.

15.3.4.3	 Removal of Less Significant Terms on the Basis 
of Association With Sentiment Words

It is known that feature and sentiment words frequently co-occur in feed-
backs or we can say that features of an item and sentiment bearing terms are 
syntagmatic words. In this step, we remove those terms from final feature 
list whose syntactic category is noun and are weakly associated with senti-
ment words. To measure the association, we computed Point wise Mutual 
Information (PMI) between the terms in final feature list and words in 
sentiment list. Sentiment list contains general sentiment words like “good”, 
“bad”, “worst”, and “excellent”. Few strongly and weakly sentiment asso-
ciated words in teachers’ feedback and in “laptop” feedback are shown in 
Tables 15.1 and 15.2.
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Figure 15.3  Contextually similar terms of word “Punctual”.
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15.3.4.4	 Removal of Terms Having Similar Sense

In this step, redundant features are removed by using sense similarities 
between words in final feature list. Sense similarities between words are 
computed using “Wordnet” lexicon. In the analysis of teachers’ feedback, 
we have found that words “skill”, “way”, “method”, and “style” have same 
sense. Therefore, we are retaining only one word out of four similar words.

Table 15.1  Most strongly and weakly sentiment associated words in teachers’ 
feedbacks.

Terms strongly associated with 
sentiment words

(Kept in final feature list)

Terms weakly associated with 
sentiment words

(Removed from feature list)

Words Degree of association Words Degree of association

Teaching 0.96 Book 0.487805

Knowledge 0.918221 Board 0.328694

Presentation 0.859541 Bit 0.128694

Skills 0.837565 Minutes 0.028694

Regular 0.812575 Class 0.114347

Table 15.2  Most strongly and weakly sentiment associated words in laptops’ 
feedbacks.

Terms strongly associated with 
sentiment words

(Kept in final feature list)

Terms weakly associated with 
sentiment words

(Removed from final feature list)

Words Degree of association Words Degree of association

Price 0.898234 Store 0.037645

Touchpad 0.897215 Power 0.026792

Size 0.783419 Night 0.024876

Screen 0.718394 Area 0.018721

Keyboard 0.688890 Network 0.012543
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15.3.4.5	 Removal of Terms Having Same Root

We also observed that sometimes different syntactic forms of a same root 
word (like knowledge and knowledgeable) are present in final feature list. 
To remove such terms, first we find root form of all the terms present in 
final feature list and retain only one term having syntactic category noun. 
We have used NLTK stammer to find root word of all words present in the 
final feature list.

15.3.4.6	 Identification of Multi-Term Features

In this step, we try to join two or more terms to form a new feature. Words 
are joined on the basis of their co-occurrences. Highly co-occurring words 
are considered as a single valid feature. Point wise mutual information gain 
is used to estimate co-occurrences between the terms present in final fea-
ture list. “Paper Pattern”, “Teaching Way”, and “Communication Skill” are 
valid features in teachers’ feedback while “Battery Life”, “Screen Size”, and 
“Hard Drive” are valid features in laptops’ feedback.

15.3.4.7	 Identification of Less Frequent Feature

In this step, less frequent and missing features of an item are identified on 
the basis of syntactic and semantic relations between terms in final feature 
list and sentiment words. All other words of feedbacks having similar rela-
tions are treated as significant features and are added in final feature list. 
Algorithm used in implementation of Feature Validator (Algorithm 15.2) 
is given below.

Algorithm 15.2  Feature Validator.

Input: Tentative list of features, list of general sentiment bearing 
words, WordNet lexicon, Users’ feedbacks.

Output: Most significant of features.

Step 1: Remove all words from the tentative list of features whose 
syntactic category are not Noun, Adjective, and Adverb.

Step 2: Remove general sentiment bearing words from the tentative 
list.

(Continued)
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Algorithm 15.2  Feature Validator. (Continued)

Step 3: Add seed features in seed list.

Step 4: Compute contextual similarities between each terms present 
in seed and tentative feature list.

Step 5: All terms of seed feature list and highly contextual similar 
words of tentative feature list are added in final feature list 
and removed from tentative feature list.

Step 6: Compute contextual similarities between each terms present 
in final and tentative feature list.

Step 7: Highly contextual similar words of tentative feature list are 
added in final feature list and removed from tentative 
feature list.

Step 8: Repeat step 6 and step 7 until new words are added to final 
feature list.

Step 9: Remove all words having syntactic category noun from final 
feature whose occurring with general sentiment word is 
less than threshold.

Step 10: Compute sense similarities between each term present in 
final feature list and only single entry is maintained for all 
terms having similar sense.

Step 11: Remove all words adjective and adverb whose stem word 
is present in final feature list and its syntactic category is 
noun.

Step 12: Remove all neighboring and co-occurring terms from final 
feature list and co-occurring multi-term is added in final 
feature list.

Step 13: Add all terms from the vocabulary to final feature list whose 
syntactic structure are similar to the terms present in final 
feature list.

Step 14: All words in final feature list are the significant features of 
the item.
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15.3.5	 Feature Concluder

This module is responsible to estimate the importance of each feature. In 
estimation of importance of features, we assume that users try to mention 
all important features in their feedback during writing textual feedback 
of any item while less important features are ignored or we can say that 
degree of inclusion of a feature in feedbacks represents its importance. 
Most significant features of teachers’ with their importance are shown in 
Figure 15.5. Weight of feature plays significant role during the computa-
tion of overall sentiment score of product/service/professional. Overall 
sentiment score of an item should be estimated by taking the weighted 
average of sentiment score of all the significant features. Role of features’ 
weights in estimation of overall sentiment score of an item is demonstrated 
below. Let there be two items having five features, where weights and sen-
timent scores are given in Table 15.3. Feature weights are considered in the 
range of 0 to 1 while sentiment scores are in the range of 1 to 10. It seems 
in Table 15.3 that item 2 is better than item 1 because sentiment scores of 

Table 15.3  Estimation of overall sentiment score of an item.

Feature Weight

Feature 
sentiment 
score of 
item 1

Feature 
sentiment 
score of 
item 2 

Effective 
sentiment 
score item 1

Effective 
sentiment 
score item 2

F1 0.9 8 3
Average 

sentiment 
score 
without 
considering 
weights = 
(8 + 8 + 8 + 3 
+ 2 /5 = 5.8

Weighted 
average 
sentiment 
score with 
considering 
weights = (8 
× 0.9 + 8 × 
0.8 + 8 × 0.6 
+ 3× 0.3 +2 × 
0.2)/5 = 3.94

Average 
sentiment 
score without 
considering 
weights = (3 + 
8 + 9 + 5 + 
7)/5 = 6.4

Weighted 
average 
sentiment 
score with 
considering 
weights = (3 
× 0.9 + 8 × 0.8 
+ 9 × 0.6 + 5 × 
0.3 + 7 ×  
0.2)/5 = 3.48

F2 0.8 8 8

F3 0.6 8 9

F4 0.3 3 5

F5 0.2 2 7
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all features of item 2 are better than item 1 except feature F1 and average 
sentiment score of item 2 is also better than item 1 but if weights of features 
are taken into account, then it can be seen that the effective sentiment score 
of item 1 is better than item 2. 

It can be easily seen from Figure 15.4 that dominating or most important 
features like “Knowledge”, “Presentation”, and “Intelligent” having higher 
weights in comparison to the features “Young”, “Hair Style”, “Notes”, etc.

15.4	 Result Analysis

We have processed feedback in two different domains. In the first domain, 
we have processed textual feedbacks of product, i.e., laptops, and in the 
second domain, we have processed feedbacks of professionals, i.e., teach-
ers. Summary of results accomplished by different important modules/
phases/steps are given in Table 15.4.

To measure the effectiveness of proposed system, we have compared 
features identified by our system with pre tagged features. In laptops’ feed-
back dataset, each sentence is labeled with appropriate aspect term and its 
sentiments while in teachers’ feedback, we have manually assigned related 
aspect term with each sentence. In our experiment, we have found that our 
system is performing better than baseline method [8]. To estimate system 
performance, we have divided feedbacks of teachers and laptops into train-
ing and test sets in the ratio of 3:1. System is trained by using statistical and 
linguistic knowledge extracted from the training set. Average accuracy, 
precision, and recall of our proposed system for teachers and laptops are 
shown in Figure 15.5.
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Table 15.4  Summary of results accomplished by different important modules/
steps.

Module/phase/
step

Processing 
remark

No. of words 
are treated as 
valid features 
in teachers 
feedbacks

No. of words 
are treated as 
valid features 
in laptops 
feedbacks

Data 
Collection

Feedback 
collection 
from specified 
remote 
location.

No of Sentences: 
7,342 Total 
words: 66,767  
Unique words: 
6,047

No of Sentences: 
3,048

Total words: 
29,623

Unique words: 
3,005

Feature 
Selector 
(Topic 
modeling)

Number of 
topics has 
taken, i.e., K 
(20).

Words from each 
topic = 15

Total no of words
= 15 × 20 = 300

Words from 
each topic 
= 15

Total no of 
words

= 15 × 20 = 300

Removal of 
invalid 
words on 
the basis of 
syntactic 
categories of 
words

Only nouns, 
adjectives, 
and adverbs 
are kept in 
tentative list.

Remaining words 
in tentative 
feature list = 
210.

Remaining 
words in 
tentative 
feature list = 
210.

Removal of 
sentiment 
bearing 
words

General 
sentiment 
bearing words 
(adjective and 
adverb) are 
removed from 
the tentative 
list.

Remaining words 
in tentative 
feature list = 
177.

Remaining 
words in 
tentative 
feature list = 
167.

(Continued)
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Table 15.4  Summary of results accomplished by different important modules/
steps. (Continued)

Module/phase/
step

Processing 
remark

No. of words 
are treated as 
valid features 
in teachers 
feedbacks

No. of words 
are treated as 
valid features 
in laptops 
feedbacks

Context 
Similarity–
based 
removal

Only those 
words of 
tentative 
list are 
considered 
valid features 
which are 
contextually 
similar.

Remaining words 
in tentative 
feature list = 
102.

Remaining 
words in 
tentative 
feature list = 
93.

Occurrence-
based 
removal

Features having 
part of speech 
noun are 
frequently 
co-occur with 
sentiment 
word, PMI 
is used to 
measure 
concurrences

Remaining words 
in tentative 
feature list = 55.

Remaining 
words in 
tentative 
feature list = 
48.

Removal of 
features 
which have 
similar 
sense

To remove 
redundant 
feature, 
sense of each 
features is 
compared 
with other 
features using 
WordNet 
lexicon.

Remaining words 
in tentative 
feature list = 44.

Remaining 
words in 
tentative 
feature list = 
39.

(Continued)
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Figure 15.5  System performance in teachers’ and laptops’ feedbacks.

Table 15.4  Summary of results accomplished by different important modules/
steps. (Continued)

Module/phase/
step

Processing 
remark

No. of words 
are treated as 
valid features 
in teachers 
feedbacks

No. of words 
are treated as 
valid features 
in laptops 
feedbacks

Removal 
features 
which are 
derived 
form of 
other 
features

Those features 
are remove 
that have 
more than 
one syntactic 
categories but 
its stem (root) 
is same.

Remaining words 
in tentative 
feature list = 41.

Remaining 
words in 
tentative 
feature list = 
37.

Multi-word 
feature 
formation

Highly 
co-occurring 
terms are 
considered as 
a multiword 
features.

Remaining words 
in tentative 
feature list = 35.

Remaining 
words in 
tentative 
feature list = 
33.
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15.5	 Conclusion

With the proposed approach, we are able to identify relevant features of a 
product/service/professional with their weights representing significances 
of features. Proposed system works in two phases: First, a tentative list of 
features is identified using topic modeling-based technique PLSA and fur-
ther linguistic knowledge is used to extract significant features. This system 
will be helpful in performing a fine gained sentiment analysis on textual 
feedbacks. We have tested proposed system with the feedbacks of laptops 
and teachers. In future, we will test the proposed system on feedbacks of 
other domains like feedbacks of movies, restaurants, books, employees, 
etc., to identify the significant features in each domain. Our future plan 
is develop a topic model-based system to identify sentiment orientation 
of the mentioned features. It can be integrated with our proposed feature 
extraction system to build a new feature-based sentiment analyzer. We 
are also planning to incorporate domain specific linguistic knowledge to 
enhance performance of our system. 
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Abstract
The fundamental problem in information retrieval (IR) technique is the limited set 
of query words and, when used, cannot be helpful in retrieving documents having 
similar context words. Although word embedding has greatly benefited the field 
of NLP by considering similar meaning words, it is not capable of dealing with 
contextually similar phrases. This paper presents a deep neural embedding–based 
solution which not only considers the similar context words but also takes care of 
semantic phrases. To ensure the scalability, a spark-based map-reduce framework 
is employed to extract phrases using NLP techniques and prepare a new annotated 
dataset using these phrases. This paper uses Word2Vec Continuous Bag-of-Word 
(CBOW) model to learn embeddings over the annotated dataset and extracts 
contextually similar phrases. Considering the advancements in medical field and 
requirements of effective IR techniques for clinical decision support using medical 
artefacts, the proposed methodology is evaluated on a dataset provided by TREC-
2014 CDS track. It consists of 733,125 PubMed articles which have been used in 
many IR experiments. In the result, meaningful phrases and their contextually 
similar forms are observed. These phrases can further be used for query expansion 
task.

Keywords:  Phrase embedding, information retrieval, medical concept, deep 
neural network, spark
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16.1	 Introduction

In numerous NLP applications such as sentiment analysis, web search, and 
language translation, phrases are considered to be one of the important 
language units. It is assumed that the words occurred in the similar context 
usually have similar meaning [1]. Advancements in deep neural network 
technique have benefited word vector representation into its contextually 
similar form with more information in hand. Compare to the symbolic 
linguistic representations, these rich informative embedding helped in 
various NLP tasks [2]. With the huge success of low-dimensional word 
embedding, it has been widely used for other domains, such as network 
[3] and user [4] embedding. Initially, embeddings are derived only for 
words, but in recent years, it is extended to phrases as well. In information 
retrieval (IR) tasks, phrase embedding helps by enriching the meaning of 
a word with its contextually similar forms. It has many applications in sci-
entific and medical domains where technical concepts are mainly repre-
sented as multi-word terms.

The motivation is to perform medical phrase embedding in the vast 
growing digital content about patients, diseases, and medical reports on the 
Internet. Many times, practitioners find difficulties in retrieving decision 
supportive documents with fewer query words or using only acronyms. 
Phrase embedding can be used to infer the attributes of the context they 
enclosed with and they also can capture non-compositional semantics. This 
paper presents a study to build the phrase embedding model trained on a 
large dataset. It is used for contextually similar phrase extraction based on 
similarity scores to leverage the query expansion task which may improve 
the quality of the retrieved documents.

To achieve scalability a spark map-reduce framework is employed which 
leverages CPU power using its multi-threading architecture to process 
massive amount of data. Map function is used to split the dataset and gen-
erate phrases. This process is generalized to include phrases by identifying 
their boundaries at each special character and stop word. This technique 
is also known as chunking. Reduce function collects the frequent phrases 
and explicitly annotated corpus with the derived phrases. For learning 
phrase embedding, the adopted approach treats phrases as one unit and 
learns to embed them in the same way as the word embedding technique 
proposed in paper [5]. The key contributions of this paper are as follows:

•	 An unsupervised phrase generation technique is proposed 
to extract meaningful phrases and annotate them in the 
dataset.
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•	 A spark-based map-reduce framework is used to work effi-
ciently with large datasets for phrase extraction and corpus 
annotation.

•	 A word2vec CBOW–based phrase embedding model is pro-
posed to learn embeddings for phrases as well as words in 
the same vector space.

•	 An effectiveness of the proposed model is evaluated on the 
TREC-CDS 2014 dataset.

The rest of the paper is organized as follows. In Section 16.2, related 
work is discussed followed by proposed phrase extraction and embedding 
technique which is discussed in Section 16.3. In Section 16.4, experimen-
tal setup is described. In Section 16.5, results are presented and outcomes 
are discussed followed by conclusion in Section 16.6, and then finally, the 
references are listed.

16.2	 Related Work

Document representation has a long history. In paper [6], authors have 
presented a latent semantic analysis (LSA) technique to represent docu-
ments in low-dimensional term space; singular value decomposition is 
applied to decompose large term vs document matrix into set of orthog-
onal factors. In latent Dirichlet allocation (LDA), term dependencies are 
represented by considering them derived from latent variables [7]. Major 
challenge faced by these techniques is that they consider document level 
word co-occurrences to compute term associations.

More recently, word embedding has been used as one of the solutions 
to represent word in low-dimensional vector space which may lead to bet-
ter term-dependency models. Several count-based and prediction-based 
methods are devised to learn embedding [8]. In [5], authors have applied 
neural language model to learn word embedding by maximizing the prob-
ability of co-occurrence of a word and its context.

Inspired from the word embedding, distributional approach is pro-
posed for phrase embedding in [9], where phrases are treated as a single 
unit. However, phrases are critical for capturing the lexical meaning for 
many tasks. In [10], authors have presented a feature-rich compositional 
transformation (FCT) model for phrase representation which takes the 
weighted sum of word vectors based on lexical feature template list for 
each phrase type. Zhao et al. [11] have proposed a compositional model to 
construct phrase or sentence meaning. They applied vector-tensor-vector 
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multiplication model to learn phrase representations. In [12], authors have 
presented the application of phrase embedding in extracting and ranking 
keywords from long scientific papers. In [13], authors have proposed a 
hybrid method to learn phrase embedding representation which is based 
on the linear combination of the distributional component and the com-
positional component with an individualized phrase compositionality 
constraint.

16.3	 Proposed Approach

Phrase embedding is a three-stage process as shown in Figure 16.1; in first 
stage, frequent phrases are discovered from the corpus. In second stage, 
corpus is annotated with the captured phrases followed by word2vec model 
training in the third stage using a newly annotated dataset.

16.3.1	 Phrase Extraction

The very first step in generating phrase embedding is to extract phrases 
which are made up of a group of words. In [14] has proposed “chunking” 
as one of the most linguistically heavy approach of detecting phrases. As 
shown in Figure 16.2, the first step is to split-up entire corpus into segments 
based on the occurrences of special characters such as a period, semicolon, 
and comma. Stop words are used to set the boundary for each candidate 
phrase. This process produces a large number of candidate phrases which 
are filtered out based on the frequency count.

This study has employed a built-in multi-threaded spark-based light-
weight approach to ensure scalability and efficiency. Thus, a PySpark pack-
age is used to avail the spark environment in python. As shown in Figure 
16.3, multiple map threads read text documents and apply basic NLP tech-
niques such as converting texts into lower case and consider stop words 
as boundary to generate candidate phrases. Reduce function collects all 
phrases which satisfy minimum frequency count.

Corpus Annotation Learning EmbeddingsPhrase Extraction

Figure 16.1  The three-phase proposed approach.
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Original Text

Segmented on 

special characters

Tokenize every 

segment

Generate Candidate 

Phrases (split at 

stop-words)

Paradoxical embolism due to pulmonary arteriovenous 
malformations is the main mechanism of brain infraction in patients 
with hereditary hemorrhagic telangiectasia. International Guidelines 
have recently been published to clarify the performance of screening 
tests and the e�ectiveness of treatment for pulmonary arteriovenous 

malformations.

[‘paradoxical embolism due to pulmonary arteriovenous 
malformations is the main mechanism of brain infraction in patients 

with hereditary hemorrhagic telangiectasia’, ‘international guidelines 
have recently been published to clarify the performance of screening 

tests and the e�ectiveness of treatment for pulmonary 
arteriovenous malformations’]

[‘paradoxical’, 'embolism’, 'due’, 'to’, 'pulmonary’, 'arteriovenous’, 
'malformations’, 'is’, 'the’, 'main’, 'mechanism’, 'of’, 'brain’, 

'infraction’, 'in’, 'patients’, 'with’, 'hereditary’, 'hemorrhagic’, 
'telangiectasia’]

[‘paradoxical embolism’, 'pulmonary arteriovenous malformations’, 
'main mechanism’, 'brain infraction’, 'patients’, 'hereditary 

hemorrhagic telangiectasia’]

Figure 16.2  Phrase extraction sequence.

Big
Corpus

Map Reduce Framework

Output
Data

Split Data 1

Split Data 2

Split Data 3

Split Data 10

Map

Generate
Candidate
Phrases &

Their
Counts

Reduce

Collect
Phrases

Figure 16.3  Map-reduce framework.
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16.3.2	 Corpus Annotation

It is the process of highlighting phrases in corpora. There are two ways to 
annotate corpora: first is pre-annotating entire corpora with phrases and 
building a new annotated corpora; the other way is to add one more layer 
in neural network to annotate documents prior to learning the embedding. 
This paper has followed the first way to make it simple and built a new 
annotated corpus. In the corpus, at every occurrence of phrase, a white 
space between sub-words is replaced by underscore “_” character as shown 
in Figure 16.4.

16.3.3	 Phrase Embedding

Explicitly tagged phrase corpus is used to learn phrase embedding and 
train the neural network model. A Word2Vec CBOW–based training 
model is adopted for vectorizing and modelling pre-annotate phrase cor-
pus. CBOW model was first proposed in [5] for representing words effi-
ciently in their vector space. It is an iterative model and successor of neural 
network language model proposed in [15]. CBOW model predicts the 
probability of missing word from a given window of context words. It also 
helps in extracting semantically rich set of bi-grams.

CBOW model contains three identifiable layers, i.e., input layer, hid-
den layer, and output layer as shown in Figure 16.5. It is a three-phase 
process; in first phase, feed forward techniques are being used to train the 
model. In the input and output layer, the number of nodes depends upon 
the vocabulary size, whereas in the hidden layer, the number of nodes rep-
resents the vector dimensions. To train the neural network one-hot vector 
of context words is fed to input layer which uses feed forward technique 
and calculates the values of neurons at hidden layer. Unlike the traditional 
artificial neural network, weights of neurons at hidden layer are calculated 
just by considering the summation of products of input parameter to the 
weight of each neuron at input layer. In this process, activation function is 

Paradoxical_embolism due to pulmonary_arteriovenous_malformations is the 
main_mechanism of brain_infraction in patients with 

hereditary_hemorrhagic_telangiectasia. International Guidelines have recently 
been published to clarify the performance of screening_tests and the e�ectiveness

of treatment for pulmonary_arteriovenous_malformations.

Figure 16.4  Sample annotated document.
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not considered in weight calculation. At output layer, probability value of 
different neurons is calculated using the weighted vector matrix between 
hidden layer and output layer. In output layer, the probabilities obtained 
for each context vector are summed up to predict the target word vector as 
shown in Equation (16.1).
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(16.1)

where c is the size of context window, wt is the target word, and V is vocab-
ulary size. Probability at output is expressed in terms of softmax function 
as shown in Equation (16.2).
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Here, uw is a target embedding vector for wt and vw is a context embed-
ding vector. The vector uw is the final embedding vector which is kept as a 
result, whereas vw is considered as a side product.

Forward Propagation

Backward Propagation

Phase 1

Input Layer

Hidden Layer
X1 W1

X2 W2

X3 W3
h1

O1

O2

O3

Ov

h2

h3

hN

Xv Wv

Output Layer

Phase 2

Error
Calculation

Phase 3

Figure 16.5  Single context CBOW model.
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In the second phase, error is calculated at output layer between the 
actual target word vector values and the summed-up values. If an error 
is detected, then traditional back propagation is being performed in the 
third phase to adjust the weights at hidden layers. The objective of training 
model is to maximize the conditional probability of observing the actual 
output word wt, given the input context words wc. Thus, the loss function 
is defined as max(p(wt|wc)). This loss function can also be considered as 

Input Layer

X1K

X2K

WV×N

WV×N W'V×N

Hidden Layer

Output Layer

hi
Yj

WV×N

C × V-dim

N-dim
V-dim

XCk

Figure 16.6  Generalized CBOW model.
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a special case of cross entropy measurement between two probabilistic 
distributions. Back-propagation weights at neurons are updated with the 
help of gradient descent optimization algorithm. In CBOW model, weight 
matrix adjusted between the inputs to hidden layer and hidden to output 
layer are essentially word vectors which are being learned. The process 
is performed iteratively until all neurons achieve optimal weights. These 
learned vectors between different layers are also known as embedding. 
Once the model is trained, it can then be used for predicting words based 
on context sequence. Figure 16.6 gives the generalized CBOW model with 
C contexts.

16.4	 Experimental Setup

This section briefly discusses about the processes followed for data col-
lection and data pre-processing. In the later part, the parameter tuning 
required to perform experiments is presented.

16.4.1	 Dataset Preparation

For evaluating the proposed work a widely known dataset for IR, i.e., 
TREC-Clinical Decision Support dataset, which has 733,138 PubMed 
articles is used. The articles are in the NXML format; thus, it is parsed to 
extract title and abstract in text file format. Each article is pre-processed by 
applying NLP techniques such as lowering the case, removing special char-
acters and prepared a single text document of entire Trec corpus which has 
one document per line.

16.4.2	 Parameter Setting

A spark framework that parallelizes the phrase extraction process is used 
to ensure scalability. Using 10 map-reduce function threads the given cor-
pus is partitioned and different NLP operations are performed to generate 
phrases and annotate dataset. Stop words are used to mark the boundary 
for phrases, each mapper function divides sentences into phrases based 
on their boundary, and the reduce function collects phrases that have a 
frequency count greater than 50. This study has used the python gensim 
library to implement word2vec CBOW model. It obtains vocabulary by 
representing each word or phrase vectors in 150 dimensions and then set 
context window size as 10 and trained the embedding model for 10 epochs. 
Table 16.1 summarizes the parameter details and their values.
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16.5	 Results

Objective of this study is to learn embedding for phrases as the word 
embedding does. This section describes the results obtained, i.e., phrases 
extracted using chunking technique and spark architecture from the TREC 
dataset. In the latter section, the sample phrase and word embeddings gen-
erated by the proposed phrase embedding model is shown.

16.5.1	 Phrase Extraction

Table 16.2 shows the sample phrases extracted from the corpus. As shown 
in the table, the proposed technique has extracted bi-grams, tri-grams, 
and, in some cases, higher order n-grams. It is evident from the table that 
many meaningful candidate phrases are extracted.

16.5.2	 Phrase Embedding

Phrase embedding is very much similar to word embedding. Tables 16.3 
and 16.4 show the sample results generated by the proposed embedding 
model for both phrases and words, respectively. The proposed phrase 
embedding model works for both phrases as well as words. It is evident 
from Table 16.4 that similar phrases are extracted along with words for 
any targeted word. In the result, it is observed that highly correlated and 

Table 16.1  Parameter details and their values.

Parameter Description Value

Threads used in 
Spark

It is the number of map-reduce function 
threads.

10

Phrase 
Frequency 
Count

Minimum threshold value to be 
considered for phrase extraction.

50

Vector Length The length of vector for representation of 
word or phrase.

150

Context 
Window Size

Number of words to be considered on 
both side of the target word/phrase.

10 (5 on each 
side)

Epoch Count It is the number of allowed iterations to 
be performed for training the model.

10
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Table 16.2  Sample candidate phrases extracted from corpus.

Gene associated Patient treated Prospectively included

Review attempts Measles virus Stochastic model

Kidney diseases Therapeutic agent Cold acclimation

Neural basis Iron homeostasis Ocean acidification

Radiation exposure Risk assessment Detailed review

Spinal surgery Investigate effects Personality traits

Proteolytic cleavage Specific differences Gren syndrome

Major goals Deep venous 
thrombosis

Cardiac arrest

Optimal level Different processes Synapse formation

Highest affinity Large parts Clinical consequences

Showed improvement Large range Differentially regulated 
genes

Functional networks Tumor regression Obsessive compulsive 
disorder

Rheumatoid arthritis Warranted conclusion Retrospectively reviewed 
patients

Clinically suspected Chemical carcinogens Inter xadmolecular inter 
xadactions

Table 16.3  Sample phrases and their embedding with similarity score.

Contextually similar to “chest 
pain”

Contextually similar to 
“human_genome”

Word/phrase
Similarity 

score Word/phrase
Similarity 

score

Palpitations 0.700 Genome 0.742

Syncope 0.699 Mouse genome 0.710

Dyspnea 0.693 Human genes 0.706

Epigastric pain 0.681 Entire genome 0.657

(Continued)
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Table 16.3  Sample phrases and their embedding with similarity score. 
(Continued)

Haemoptysis 0.670 Genomes 0.656

Abdominal pain 0.662 Yeast genome 0.643

Dyspnoea 0.658 Human genomes 0.642

Palpitation 0.647 Coding regions 0.621

Pleuritic 0.646 Mouse genomes 0.609

Exertional 0.645 Plant genomes 0.608

Contextually similar to 
“measles_virus”

Contextually similar to 
“kidney_diseases”

Word/phrase
Similarity 

score Word/phrase
Similarity 

score

Poliovirus 0.661 Renal_diseases 0.700

Virus 0.627 Kidney_disease 0.624

Paramyxovirus 0.600 Renal_disease 0.613

Edmonston 0.590 Nephropathies 0.609

Vaccinia_virus 0.590 Nephropathy 0.547

Influenza_virus 0.587 Kidney_failure 0.533

Viral 0.581 Renal 0.528

Measles_viruses 0.568 Glomerulopathy 0.523

Reovirus 0.566 Kidney 0.516

Ectromelia 0.563 Hyperfiltration 0.509

Contextually similar to 
“spinal_surgery”

Contextually similar to 
“cardiac_arrest”

Word/phrase
Similarity 

score Word/phrase
Similarity 

score

Spine_surgery 0.791 Ohca 0.727

Spinal_fusion 0.725 Resuscitation 0.718

Discectomy 0.674 cpr 0.689

(Continued)
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Table 16.3  Sample phrases and their embedding with similarity score. 
(Continued)

Laminoplasty 0.661 Asystole 0.680

Surgery 0.642 rosc 0.673

Microdiscectomy 0.625 Cardiac_arrests 0.672

Decompression 0.609 Pulseless 0.650

Durotomy 0.609 Comatose 0.629

Thyroid_surgery 0.605 Asystolic 0.624

Arthrodesis 0.598 Hypothermia 0.616

Table 16.4  Sample words and their embedding with similarity score.

Contextually similar to 
“tachycardic”

Contextually similar to 
“ribosomal”

Word/phrase
Similarity 

score Word/phrase
Similarity 

score

Tachypneic 0.719 rrna 0.743

Pulse rate 0.678 Large subunit 0.659

Tachypnea 0.646 Small subunit 0.651

Afebrile 0.642 ssu 0.626

Diaphoretic 0.640 Ribosome 0.614

Vitals 0.606 lsu 0.598

Tachypnoea 0.605 rrna genes 0.571

Drowsy 0.582 rdna 0.571

Hypotensive 0.571 rrnas 0.570

Diaphoresis 0.562 Processome 0.560

Contextually similar to 
“echocardiogram”

Contextually similar to 
“dermatologist”

Word/phrase
Similarity 

score Word/phrase
Similarity 

score

Angiogram 0.655 Dermatologists 0.785

(Continued)
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Table 16.4  Sample words and their embedding with similarity score. 
(Contitnued)

Echocardiograms 0.654 Dermatology 0.687

Cardiomegaly 0.655 Dermatological 0.600

Transesophageal 0.639 Rheumatologist 0.574

Transthoracic 0.619 Acral 0.573

Murmur 0.612 Dermoscopy 0.571

ekg 0.603 Allergist 0.568

tte 0.600 Dermatoses 0.560

Hypokinesis 0.579 Skin_lesions 0.559

Physical_exam 0.573 Artefacta 0.550

Contextually similar to 
“distress”

Contextually similar 
“diabetes”

Word/phrase
Similarity 

score Word/phrase
Similarity 

score

Anxiety 0.708 dm 0.796

Psychological 0.664 Type diabetes 0.767

Depression 0.643 Hypertension 0.714

Psychosocial 0.642 Obesity 0.706

Feelings 0.629 cvd 0.704

Emotional 0.599 Dysglycemia 0.699

Hopelessness 0.593 Hyperglycemia 0.688

Physical stress 0.593 Prediabetes 0.688

Social problems 0.590 Diabetic 0.685

Somatization 0.586 Dyslipidemia 0.677
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meaningful medical concepts and their similarity score are derived for 
each target phrase and word.

16.6	 Conclusion

This paper has proposed an idea of phrase embedding on a pre-annotated 
corpus. The spark-based map-reduce framework is employed to achieve 
scalability on large volume dataset and chunking technique is applied to 
extract frequent word phrases from it. A word2vec CBOW model–based 
phrase embedding technique is used to learn phrase and word representa-
tion in the same vector space and capture meaningful concepts. These con-
cepts have many applications in the field of IR and recommender systems. 
It can be widely used for query expansion. In the future, it is proposed to 
investigate the effect of medical query expansion using the phrase embed-
ding technique in the field of IR for clinical decision support.
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Abstract
Advancement in deep learning requires significantly huge amount of data for 
training purpose, where protection of individual data plays a key role in data pri-
vacy and publication. Recent developments in deep learning demonstrate a huge 
challenge for traditionally used approch for image anonymization, such as model 
inversion attack, where adversary repeatedly query the model, in order to recon-
struct the original image from the anonymized image. In order to apply more pro-
tection on image anonymization, an approach is presented here to convert the 
input (raw) image into a new synthetic image by applying optimized noise to the 
latent space representation (LSR) of the original image. The synthetic image is 
anonymized by adding well-designed noise calculated over the gradient during 
the learning process, where the resultant image is both realistic and immune to 
model inversion attack. More presicely, we extend the approach proposed by  
T. Kim and J. Yang (2019) by using Deep Convolutional Generative Adversarial 
Network (DCGAN) in order to make the approach more efficient. Our aim is 
to improve the efficiency of the model by changing the loss function to achieve 
optimal privacy in less time and computation. Finally, the proposed approach is 
demonstrated using a benchmark dataset. The experimental study presents that 
the proposed method can efficiently convert the input image into another syn-
thetic image which is of high quality as well as immune to model inversion attack.

Keywords:  Adversarial learning, generative adversarial network, data privacy, 
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17.1	 Introduction

Image anonymization technique has been developed to make it more dif-
ficult to identify a particular image from provided altered image. In image 
anonymization, one is provided with the original image, and our task is 
to convert that original image into some another anonymized image by 
changing the pixel or adding random noise, etc., in such a way that an 
image recognition model or a human eye, would not be able to label/ 
recognize the original image. Image anonymization plays an important role 
in today’s world, as many tasks in today’s world require realistic data and 
these realistic data may contain confidential information of an individual 
and the particular individual does not want to disclose the information 
because making this dataset public will affect the privacy of the individual. 
Even if the dataset is made private, but if the model is not constructed 
properly, there are some attacks possible over these private datasets to cap-
ture the original image by continuously querying the model.

Social media is also one of the domains, where confidential data may be 
captured in an image, which alarms the privacy issue. Usually, social media 
get millions of images from all his users, and these images may contain 
some confidential information of a person, which he/she does not want to 
disclose. This raises to a privacy issue and may lead to legal actions. Image 
anonymization is one of the tasks which can be carried out to prevent such 
privacy issue and legal actions. Machine learning also requires big amount 
of data to prepare their model; more precisely, this large amount of data is 
required to train the weights of the model so that, for some random data 
also, their model should work. Therefore, big amount of data is necessary 
to train these types of machine learning model. This large amount of data 
can be made public or just be used to train the model only making this 
dataset private. Public dataset is available to the entire user in the world 
who has access to the link to download the same and should not contain 
any sensitive information corresponding to a user. But private dataset is 
considered to be having confidential data; therefore, privacy of these data-
set is also an important task while training the model. Recent researches on 
the field of adversarial machine learning reveal that training data can also 
be fetched form the trained model creating privacy issue for the training 
data. One of such attack is model inversion attack in which the adversary 
tries to query the trained machine learning model over a random image 
and changes the random image according to the confidence value attain.

Another major importance of image anonymization is because of the 
new European law, GDPR. In which, an organization/institute, cannot 
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use any personal information of a respective person, without its concern/
approval. As machine learning requires large amount of such data, where 
fetching such approval would be a tedious task. To avoid violating this rule, 
researchers/developers have used image anonymization model, which will 
change the original image into one another anonymized image, providing 
no relationship between original and anonymized image. Consequently, 
those large datasets can be used effectively to train our model and these 
generated anonymized datasets are real and immune to model inversion 
attack.

There are different types of image anonymization techniques, which are 
mainly classified into two categories: transfer domain and pixel level. In 
transfer domain, the image is anonymized by using scalability provision of 
used codec. The error or random noise is introduced in the coding process, 
which makes the generated image different from original image. This pro-
cess can be reversed by providing the keys. Here, higher privacy means less 
probability to detect the feature. In pixel level image anonymization, the 
pixel value of an image is changed. Here, pixel intensities and chrominance 
are changed or altered to hide the identity of the confidential object/person. 
Some examples of pixel level image anonymization techniques are blurring, 
pixelization, k-same, and k-same select. K-same is an anonymization tech-
nique in which similarity between focus area/image is calculated using dis-
tance metrics over the saved dataset and a new image is created by averaging 
the image components of k images, which have less distance metric with the  
given image. Therefore, when check by the facial recognition system, 
the anonymized image leads to k images (having same distance metric). 
In blurring, convolution 2D network is used to generate the anonymized 
image. In Pixelization, the image is split down into m*m squares that are 
non-overlapping and the pixels within an image are replaced by the average 
value within each square, resulting in a new anonymized image. However, 
the traditional image anonymization technique mentioned above are not 
attack prone in today’s world, where machine learning model can be trained 
to fetch the original image with high confidence value. Therefore, we aim 
to study one image anonymization model, which anonymize the image at 
latent space (not at pixel level), by adding random optimized noise mak-
ing the anonymized image realistic and immune to such machine learning 
attacks. Some relevant studies on image anonymization are narrated below.

Datasets are formed by collecting speeches, images, and videos from a 
numbers of individuals and are used for model training, which are now 
bound to privacy risks. Chaudhuri et al. [1] stated that by just simply releas-
ing the pre-trained model or statistics of the machine learning model may 



308  Machine Learning Algorithms and Applications

not be sufficient to remove the risk of privacy over the training data. To 
achieve the privacy preserving goal, they have used objective permutation 
given in [2]. Synthetic data generation [3–5] has been in the main focus for 
privacy-preserving data publication in recent years, where sensitive data 
is fully or partially replaced with synthetic data before it is allowed to be 
published. Beaulieu-Jones et al. [3] have used ACGAN and have applied 
objective perturbation over it, to generate sharable data. However, T. Kim 
and J. Yang [6] have stated that Generative Adversarial Network (GAN) 
[7, 8] with objective permutation, with training on image dataset [9–12], 
lead to mode collapse, on their prior attempts. Objective permutation is 
complex, costly, and time consuming, when used to generate synthetic data 
using GAN, in differential private way. Instead of performing these costly 
operations, T. Kim and J. Yang [6] have proposed one methodology to add 
optimized noise to the latent space representation (LSR) of the image to 
generate anonymized image, which are also differential private. In our 
study, we have improved the performance of this methodology by opti-
mizing the loss function to provide us the same privacy gain or same level 
of anonymized image in less time and computation. Recent research by 
Fredrikson et al. [13] introduced a medical related case study by defining 
model inversion attack, where the adversarial had access to the machine 
learning–based model and was able to learn sensitive genomic function 
about some individual. The authors in [14] stated that using model inver-
sion attack an adversary can recover (up to certain degree) the original 
individual face of a particular person using the blurred face image, which 
are removed by adding optimized noise generated via a neural network, 
which takes input as a random noise and optimized this noise in such a 
way that, when added to the original image, one is able to produce ano-
nymized image, which are immune to these privacy attacks.

A flowchart for image anonymization using GAN is given in Figure 
17.1, where the latent space of an image is captured using encoder network, 
then a well-designed noise is added to these latent spaces. Using decoder 
network, a new anonymized image is constructed. The quality of the con-
structed image is supervised using discriminator which allows the gener-
ator network to train/construct new anonymized images which are more 
realistic in nature. Figure 17.1 asserts the process used to convert a raw 
input image into another synthetic image. In this process, firstly, the LSR of 
an image is extracted, over which, optimized noise is added to make noised 
latent space representation. Then, the GAN is trained, in min-max game, 
so that the model gives highly anonymized, but realistic images.

Objective of this study is to present an image anonymization technique 
using GAN, which will transform an image by adding optimized noise 
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to the latent space depiction of that image, to produce another synthetic 
image. The synthetic image is anonymized by adding well-designed noise 
calculated over the gradient during the learning process. In this study, 
mainly our aim is to increase the efficiency of the model by changing the 
loss function to achieve optimal privacy, in less time and computation. Our 
contributions in this study are given below in bulleted points.

•	 Image anonymization techniques proposed by T. Kim and 
J. Yang [6] used WGAP-GP loss function, which is a highly 
efficient but requires more time and computation cost than 
the tradition GAN Loss function.

•	 The loss function of the image anonymization model pro-
posed by T. Kim and J. Yang [6] has been changed in this 
study to enable our model to generate highly anonymized 
image and to converge faster.

•	 The loss function has been changed from WGAN-GP 
to Deep Convolutional Generative Adversarial Network 
(DCGAN) as in WGAP-GP we have to calculate the gradi-
ent penalty which enforces the Lipschitz constraint which 
in turn increases the overall cost to train the discriminator.

•	 Instead of WGAN-GP discriminator’s loss function, this 
study has used DCGAN loss function because of following 
reasons:

◦◦ Our model will add optimized noise to the original 
image to generate synthetic image. Therefore, this 
model will have overlapping probability distribution. 
Hence, usage of DCGAN will reduce the overall com-
putational cost of the whole model.

◦◦ Our proposed model has used DCGAN Loss function 
which only requires the discriminator and generator 

Extract latent space 
features from an image. 

Add well designed 
noise to these 

extracted features to 
produce anonymized 

Image

Train generative 
adversarial network 
using real image and 
anonymized image  

Testing images on 
trained model

Anonymize Images using 
trained model

Figure 17.1  Flowchart for image anonymization.
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to be train once per epoch, whereas in WGAP-GP, one 
needs to train the discriminator “n” number of times 
for one generator training per epoch.

Rest of this study is planned as follows. Section 17.2 summarizes the 
necessary ideas linked to this paper. The proposed model is presented 
in Section 17.3 followed by the experimental study in Section 17.4. Key 
observations are found in Section 17.5.

17.2	 Background Information

Here, some important concepts related to this chapter are briefly intro-
duced such as black vs. white box attack, model inversion attack, differen-
tial privacy, GAN, Wasserstein distance, WGAN, WGAN-GP, KL and JS 
divergence, and, lastly, DCGAN.

17.2.1	 Black Box and White Box Attacks

The major difference between “black box” and “white box” attacks is found 
on the basis of knowledge of the adversary, whether the adversary knows 
the internal working of the model or not. In white box attack, the adver-
sary tries to get sensitive information from the model, where the adver-
sary has complete access to the internal working of the model (underlying 
code and properties, but not the training data). As an example, some orga-
nization/companies provide entire pre-trained machine learning model to 
some third party to be used in their domain of work. This machine learning 
model is required to be trained using their own private data for better effi-
ciency. In white box attack, adversary have access to the code and properties 
of the machine learning model (but not to the third-party private training 
data), which is used to infer sensitive information from the model. In black 
box attack, the adversary does not have information regarding the internal 
working of the model (code and properties of machine learning model is 
not known to the adversary). Here, the adversary can only query the model 
and tries to establish relationship between input and output, to infer sensi-
tive information. As an example, many organizations/companies provide 
access to the machine learning model using API’s, with the help of which a 
customer/user can query the machine learning model online and can have 
the output as response. Here, the adversary will continuously query the 
machine learning model with some well-crafted random sample to infer 
sensitive information from the model. As a summary, white box attack can 
be performed by a producer, customer or anyone else who can access to the 
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internal of the model (code and properties), whereas black box attack can 
be performed by anyone who can query the model to generate the output.

17.2.2	 Model Inversion Attack

Model inversion attack is a type of attack in which the adversary can access 
to the trained machine learning model with few private datasets, and the 
adversary can query the model to generate the output. Here, the adver-
sary tries to get certain sensitive information from private dataset, by 
finding the relationship between the input and output of the model. One 
good example of model inversion attack is associated with facial recogni-
tion system, where attacker previously have some personal data (such as 
name) belonging to some specific individuals included in the training data, 
using this information, attacker try can infer further personal informa-
tion (image of that individual) about those same individuals by observing 
the relationship between the inputs and outputs of the machine learning 
model. Another such example of model inversion attack is related with 
blurring/anonymization model, where an image is given to the machine 
learning model and the model outputs an anonymized image. Here, the 
adversary can reconstruct the original image by continuously querying the 
model with some crafted images to construct the inverse of the anonymiza-
tion model, which can produce the original image. The main concept in 
model inversion attack is that the adversary tries to infer sensitive informa-
tion by observing the relationship between input and output. Fredrikson 
et al. [14] have shown that adversary can access sensitive/confidential 
information from the training data using machine learning API’s by model 
inversion attack. They have also provided an algorithm to infer sensitive 
information from face recognition system using some personal informa-
tion/some non-sensitive information available regarding that user like 
name. This concludes that model inversion attacks are possible in machine 
learning API’s. Mainly, model inversion attack is classified into two cate-
gories namely reconstruction attack and de-blurring attack. In reconstruc-
tion type of attack, the adversary tries to get the sensitive information or 
original image by continuously querying the machine learning model with 
some crafted raw input which adversary optimize after every output from 
the model based on the confidence value for that crafted input value. Based 
on the confidence value, the adversary will change the crafted input to 
achieve maximum confidence value. In this way, the adversary captures the 
sensitive information or original image up-to certain degrees. Attack on 
facial recognition system is an example of reconstruction attack. Whereas, 
in de-blurring type of attack, adversary have access to the model and by 
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observing the relationship between the input and output, adversary tries to 
construct an inverse model for given machine learning model. This inverse 
model will undo the changes made by our model based on the parameters 
observed by fetching the relationship between the input and output.

17.2.3	 Differential Privacy

Many data breach is observed in 21st century, which trigger’s the impor-
tance of privacy in dataset. Although researchers and developers require 
large amount of data to train their machine learning model, these data-
sets may contain confidential information regarding some individual. 
Improper disclosure of this data may lead to catastrophic consequences 
and legal actions. To avoid such situations, we have a privacy models such 
as differential privacy which guarantees that sensitive information will be 
protected in a given dataset, if differential privacy constraints are satisfied. 
Dwork et al. [2, 15, 16] first proposed differential privacy, and it is a strong 
measure of privacy for aggregate databases. Differential privacy has been 
used extensively to specify the privacy guarantee on aggregate database 
algorithms. It is being used to specify the risk on individual’s privacy, when 
the data of that individual is stored in the databases, on which such algo-
rithms are applied. Differential privacy basically measures the privacy of an 
individual record, when participated in a database. It was initially defined 
for two databases which differ only by one single record.

17.2.3.1	 Definition

“A randomized mechanism M:D→R with domain D and range R satisfies 
(ϵ,δ)-differential privacy if for any two adjacent inputs d, d′ ∈ D and for 
any subset of outputs S ⊆ R, it holds that

	 Pr [ M(d) ∈ S ] ≤ eϵ Pr [ M(d′) ∈ S ] + δ ”	 (17.1)

The real valued function f: D->R is basically approximated with the help 
of Gaussian and Laplace noise mechanism (shown in Tables 17.1 and 17.2), 
which is basically, done by adding noise calculated from f ’s sensitivity sf. 
This sf can be calculated by fetching the maximum value from the abso-
lute difference between d and d’, where d and d’ are two adjacent inputs. 
Therefore, one can define sf as sf = Max |f(d) − f(d’)|.

This paper has used Gaussian noise mechanism in the noise amplifica-
tion module. We can change the intensity (strength) of the noise by chang-
ing the value of ϵ and δ. One can also magnify (amplify) the noise from 
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lap (0,1) or N (0,1) to lap (0,b) or N(0, σ2), by just multiplying by b or σ, 
respectively.

17.2.4	 Generative Adversarial Network

GAN [17–23] is an architecture consisting of two neural networks fighting 
against one another to achieve new instances of data that are realistic in 
nature. GANs are widely used to generate new images, videos, and speech 
from the provided training data. To be able to understand GAN, one should 
be familiar with generative and descriptive algorithms. Descriptive algo-
rithm is like a classifier which will predict the label for the given input data. 
When the input features are given, descriptive algorithm should be able to 
specify the label or category to which this input data instance belongs to. 
For example, your task is to differentiate a spam from the rest of the emails; 
your input data instance would be the content of an email. You will check 

Table 17.1  Laplace noise mechanism.

Laplace Noise Mechanism:

M(d) = f(d) + lap (0, b)

where

Lap (0,b): Laplace Distribution

b: scale

If 


=
sf

b  (satisfies e-differential Privacy)

Table 17.2  Gaussian noise mechanism.

Gaussian Noise Mechanism:

M(d) = f(d)+N (0,∞)

where

N (0,σ2): Normal Distribution with 0 mean.

σ : Standard Deviation.

If
 δ
σ = 



 ∗ ∈

sf
2log 1.25

 
(satisfies (ϵ, δ) − Differential Privacy)
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for certain relationship or certain rules in the input data to classify that the 
provided email is spam or not. Therefore, we can say that it behaves like a 
two-way classifier. In the same way, the descriptive network in GAN will 
be trained on real as well as fake images and the task of the discriminator 
is to label the real image as 1 (real) and fake image as fake (0). Unlike dis-
criminator, the generator networks try to predict the features of an image 
that are realistic or can be passed through a discriminator network as a 
real image feature. The generator network tries to generate such features 
that are like the real data distribution. The generator network tries to pre-
dict what should be features of a real data distribution. For example, you 
have the same email spam task; our generator will try to generate emails 
which are most likely to be a spam. So, it can be stated that our generator 
tries to answer, if a given email is a spam, how likely are their features. 
Based on this, our generator will generate emails which are most likely to 
be spammed as they contain features of a spam. GANs are basically consist 
of two neural networks which are generator or protector network and dis-
criminator or critic network. Generator or protector network will generate 
random samples and our task is to generate such samples which are most 
likely to be classified as a real data. The task of the generator is to optimize 
the weights of the generator network in such a way that, when an random 
sample is given to the generator network, it should be able to produce new 
instance of data, which have similar features as that of real data or when 
passed through the discriminator, the discriminator should classify that 
data instance as real data instance. Discriminator or critic network will 
classify the data instance as real or fake. Depending upon the training it 
receives from the real dataset to confidently classify real data instance as 
real images (1). We first train our discriminator network to classify real 
images as real and fake images as fake having generator module at not 
trainable for those instance of real and fake data, i.e., we will not opti-
mize the weights associated with generator network but will optimize the 
weights associated with discriminator network. Then, generator network is 
trained to produce images which are from random noise and tries to opti-
mize the generator network to construct such synthetic images which will 
pass though discriminator as a real image. While training the generator 
network, we will have our discriminator network as not trainable. In the 
proposed method, the fake image is generated by adding noise to the real 
image, making it an anonymized image. Below given are the steps GAN 
takes to generate new data samples:

i.	 Generate random numbers and construct image from that 
random sample.
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ii.	 Train your discriminator network, with real data sample as 
well as with fake images generated above.

iii.	The discriminator network will return probabilities, stating 
whether the given image is real (1) or fake (0).

iv.	 A feedback loop is associated with the discriminator with 
the known ground truth of the images.

v.	 Generator is in a feedback loop associated with discriminator.

Block diagram of GAN is shown in Figure 17.2.
Nowadays, GANs are used to generate realistic images which can be 

used as a training dataset for machine learning models. The main concept 
behind GAN is that one can train our generator and discriminator in an 
adversarial mode. GAN is a min-max game between two players (genera-
tor and discriminator), which tries to minimize the divergence or distance 
between the real distribution Pr and model distribution Pϴ. Wasserstein 
GAN and WGAN-GP has objective function as Earth Mover (EM) and 
achieve state of the art performance. GANs are widely used for style transfer 
domain, where some predefined style/feature of an image is transferred to 
another image, making the new synthetic image having same feature/style. 
Implementation part will contain the deep-convolution encoder-decoder 
network which will be used as a generator to find relationship between the 
two different image domain and discriminator to evaluate the quality of the 
mapped images. Here, we are also keen to find one such mapping from one 

Real Sample

Latent
Space

Generator
Generated
Fake Samples

Noise

Fine Tune Training

Is D
Correct ?discriminator

Figure 17.2  GAN.
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image domain to another, making our new anonymized image realistic. 
This study will also be using deep-convolution encoder-decoder network 
with added noise amplifier module which will add optimized noise to the 
generated latent space from the encoder network. The noise amplifier will 
add random optimized noise, making it hard for an adversary to rebuild 
the original image from the anonymized image. This study will also be hav-
ing an adversarial network with encoder-decoder network, which will try 
to reconstruct the original image from the anonymized image provided 
and our generator is trained in such a way that one should not be able to 
rebuild the original image from the generated anonymized image, hence 
protecting the model from deblurring attack.

17.2.5	 Earth-Mover (EM) Distance/Wasserstein Metric

Wasserstein distance is the minimum distance required to make/convert 
the random data distribution q into real data distribution p. In simple 
terms, it is the minimum cost required to turn one pile of data distribution 
into another (if we assume, each data distribution is of unit amount pilled 
over M). Mathematically, it can be formulated as (for one single move): 
distance dirt has moved * mean distance it has moved. As stated above, 
Wasserstein distance is the minimum distance from all transportation 
plans. Wasserstein distance (Figure 17.3) is defined as
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 
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where Pr is the real data distribution, Pg is the generated data distribution, 
and infimum refers to greatest lower bound from all the transportation 
plan.
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Figure 17.3  Wasserstein distance.
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For example, suppose one needs to move the blocks (Figure 17.3) from 
position 1, 2, 3 to 7, 8, 9, 10 with defined shape at destination position, 
which has been shown above. There are many ways to performing this task 
to move the box from one location to another so that we have the defined 
shape at the last output/destination. Each of these ways of performing the 
task are called as transportation plan and each plan contains a transporta-
tion cost calculated using (source position (i) – destination position (j)) * 
number of blocks moved (value at i, j). In such a way, one can calculate the 
transportation cost of each transportation plan and the minimum among 
them can be classifies as Wasserstein distance.

17.2.6	 Wasserstein GAN

The traditional GAN has a vanishing gradient problem or it can be said 
that the discriminator will not learn anything as the KL diversion as well 
as JS divergence will be constant, when two probability distribution does 
not have any overlap in between them. To solve this problem, Wasserstein 
distance has been used in this paper to calculate the distance between two 
distributions. These types of GANs are called WGAN [24], and the new 
loss functions for them are given below:
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where f   has to be a 1-Lipschitz function, therefore, must follow below 
given equation.

	 |f(x1) – f(x2)| ≤ |x1 – x2|.	 (17.4)

To enforce this constraint, clipping is applied to have the output from “f ” 
to be in between certain range of “c” and “–c”, where, c is a hyper-parameter.

17.2.7	 Improved Wasserstein GAN (WGAN-GP)

Clipping is used in WGAN to enforce a 1-Lipschitz constraint. But, 
because of this, the model may produce bad results and may not converge. 
As the performance of the model also depends upon the hyper parame-
ter “c”, if the value of “c” is huge, then large amount of time will be taken 
by the model to get its weights reach their limit, and if the value of “c” 
is small, then vanishing gradient can happen (when number of layers are 
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large or batch normalization is not used). From this, one can state that the 
performance of the model also depends upon the hyper parameter “c”. To 
avoid this, we can use gradient penalty instead of clipping to enforce the 
1-Lipschitz constraint.
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17.2.8	 KL Divergence and JS Divergence

KL divergence is one of the ways to calculate the statistical difference 
between two statistical objects, such as probability distribution. KL diver-
gence is basically used to compute the distance between two probability 
distributions while training the GAN. If two distributions are of perfect 
match, then KL divergence of them will be 0. KL divergence ranges from 
0 to infinity. The lower the KL divergence, the less will be the distance 
between the two statistical distribution. KL divergence is defined as
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where DKL(P || Q) is the notation for KL divergence, and P and Q are two 
difference distributions. The main intuition behind KL divergence is that 
one will have large divergence, when probability of P is large but proba-
bility of Q is small. In the same way, we will have large diversion, when 
we have large probability of Q, but small probability of P. In this way, we 
have a metric score to generalize the distance between two distributions. 
KL diversion is not symmetric in nature, i.e., KL(P || Q) != KL(Q || P). JS 
Divergence uses KL divergence to normalize the score, to have it symmet-
ric in nature. That is, with JS divergence, the divergence from p to q will be 
same as that of from q to p, i.e., JS(P || Q) == JS(Q || P). The JS divergence 
can be calculated using below given formula
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One of the major advantages of JS divergence is that it produces 
smoothened and normalized version of KL divergence, with scores 
between zero and one, when log with base 2 is used. KL- divergence and JS 
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divergence will have gradient vanishing problem, when two data distribu-
tion are not overlapping.

17.2.9	 DCGAN

DCGAN [25] is considered as an extension of GAN with few changes over 
the model, with main change corresponds to the usage of convolutional and 
convolutional-transpose layers in the discriminator and generator network, 
respectively. In DCGAN, discriminator consists of convolution layers, batch 
normalization layers, and leaky ReLU activation. The input to this discrimi-
nator is an image, whereas the output comprises of scalar probability stating 
whether this image is from real data distribution or not. The generator con-
sists of convolutional-transpose layers, batch norm layers, and ReLU acti-
vation, which will take input as a random latent vector, and using strided 
conv-transpose layers it converts the random latent vector into an image. 
DCGAN has a min-max game between the generator and discriminator. 
The generator is given, which produces random samples and we have real 
samples also, both of these samples are given to the discriminator with real 
samples as value 1 and fake samples as value 0. Whereas our generator is 
train with fake images and value as 1. Therefore, our discriminator tries to 
correctly mark the fake image and generator tries to generate images which 
can have label value as 1. Below given is the loss function used in DCGAN:

= + −min max V(D,G) E [logD(x)] E [log(1 D(G(z)))]G D x~Pdata(x) z~p (z)z 	
		  (17.8)

17.3	 Image Anonymization to Prevent Model 
Inversion Attack

Image anonymization is a type of image sanitization, where the original 
image has been modified in such a way that new anonymized image does 
not point to the original image, when matched with each other. Image 
anonymization plays a key role in preserving the privacy of the training 
data, where many images are made public for testing the efficiency of the 
algorithm. With recent developments in deep learning, an adversary can 
attempt to rebuild the original image from the anonymized image. Here, 
an image anonymization methodology is presented, which will convert 
the original image into another synthetic image which is both realistic 
and immune to machine learning attack. The model is described in Figure 
17.4, which comprises of three parts: protector M, attacker N, and critic O, 
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where M gets the original image I, anonymize it into another image I’, N 
attempts to rebuild the original image I from the new anonymized image I’, 
and O checks the quality of I’.

The noise amplifier is added into the generator module in such a way 
that it will generate anonymized image as well as it will prevent the model 
inversion attack over the trained machine learning model. The noise ampli-
fier is trained in such a way that it will generate optimized noise which will 
help us to attain differential privacy. The traditional image anonymization 
technique using GAN and noise amplifier was introduced in [6], but they 
have used WGAP-GP as a loss function. WGAP-GP produces effective 
anonymized images but is time consuming and requires more computa-
tion power than tradition GAN. The reason for this large overall training 
time and higher computation is basically due to involvement of gradient 
penalty, which has to be calculated to define the discriminator loss. This 
calculation of gradient penalty makes the model more time consuming 
and requires more computation power. Gradient penalty is calculated to 
withhold the Lipschitz constraint. Another reason for higher computa-
tion time is due to that fact that the discriminator in the WGAP-GP must 
train discriminator loss “n” number of times for one generator loss per 
epoch. This makes WGAP-GP discriminator more time consuming and 
because of this the overall time to train the model increases. Instead of 
using WGAN-GP, DCGAN loss function is used to train our model. The 
DCGAN loss function is given below.

	 = + −min max V(D,G) E [logD(x)] E [log(1 D(G(z)))]G D x~Pdata(x) z~p (z)z 	
		  (17.9)
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Figure 17.4  Image anonymization to prevent model inversion attack.
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The DCGAN loss function requires only one additional parameter to 
satisfy which is basically to fetch sigmoid output from the discriminator. 
From the loss function of DCGAN, it can be stated that one do not require 
any gradient penalty to be calculated for this loss function, making our 
loss function less time consuming and requires less computational power. 
Also, DCGAN does not require the discriminator to be trained “n” number 
of times for single generator training, per epoch. It only requires that the 
generator and discriminator to be trained once per epoch.

17.3.1	 Algorithm

Initialize: protector (Generator) parameters: θ0, critic (Discriminator) 
parameters: wc0, and attacker parameters, wa0, at initial stage of the training, 
i.e., before the training starts.

Require: attacker iterations: nattacker and critic iterations : ncritic, per protector 
iteration.

Default values: Adam hyperparameters: α, β1, and β, Batch size: m, gradient 
penalty coefficient: λ, 

while (θ has not converged):
    for (t = 1, . . . . ncritic):
      for (i = 1, . . . ., m):
     �     Sample real data sets y ~ Pr and y’ ~ Pr and a random number ɛ ~ 

U[0, 1].
          ỹ ← Pθ (y)
          ŷ ← ɛy’ + (1 − ɛ)ỹ
          Lc

(i)  ← log(Cwc(ỹ)) +log(1 − Cwc(y’))

      wc ← Adam (∇(1/m) ∑ =
L

i

m

c
(i)

1
, wc, α, β1, β2)

    for (t = 1, . . . . ., nattack):
      for (i = 1, . . . , m):
          Sample real data set y ~ Pr.
          ỹ ← Pθ (y)
          La

(i)  ← ||y − Awa(ỹ)||2
      wa ← AdamOptimizer(∇(1/m) ∑ =

L
i

m

a
(i)

1
, wc, α, β1, β2)

      for (i = 1, . . . . ., m):
          Sample real data set y ~ Pr.
          ỹ ← Pθ (y)
          Lp

(i)  ← −Cwc(ỹ)
      θ ← AdamOptimizer(∇(1/m)) ∑ =

L
i

m

p
(i)

1
, wc, α, β1, β2)



322  Machine Learning Algorithms and Applications

The proposed model consists of three networks:

1.	 Protector: It consists of encoder-decoder network, where 
encoder is used to convert the image into its vector represen-
tation (z). It has also one noise amplifier which will add noise 
to this vector presentation of the image, and lastly decoder 
which will convert the modified vector representation into 
one new image, which will be an anonymized image of the 
original image.

2.	 Attacker: Attacker is an encoder-decoder network, which 
attempts to recreate the original image from the anonymized 
image provided by the protector.

3.	 Critic: The DCGAN critic directs the protector network to 
produce realistic images by evaluating its quality.

LSR is a vector representation of an image, which depicts the crucial 
features, such as hair style, hair color, facial expression, and skin color of an 
image, which can be extracted using convolutional autoencoders.

17.3.2	 Training

To evaluate the performance of an attacker network, we have defined a new 
term called as privacy gain, where privacy gain can be calculated as L2 loss 
between original image and reconstructed image. The main objective of 
the adversary network is to minimize this privacy gain (Lpriv). Privacy gain 
can be expressed as LPriv = || x-x’||2, where x is the original image and x’ is 
the anonymized image. Discriminator tries to categories the original image 
as real (label = 1), and anonymized image as fake (label = 0). DCGAN loss 
function is used since we are adding additional noise toward the original 
image. So, we would be having overlapping data distribution for these two 
images. DCGAN Loss function is expressed as

	 ∑∇ + −Θ
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1 [log D(x ) log(1 D(G(z ))]
i

m

d
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(17.10)

where x(i) is the ith original image, D(x(i)) is the probability value of this 
image to be categorized as a real image, z(i) is the noise added LSR of 
original image, G(z(i)) is the anonymized image, and (1 − D(G(z(i)))) is 
the probability value of this anonymized image to be categorized not as 
a real image. The generator in our experiment has trained twice for one 
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discriminator training per epoch. The generator network would like to 
construct images which can pass through the discriminator as a real image. 
Generator network tries to maximize the log(D(G(z(i)))). Generator loss 
(LP) can be defined as

	 LP = −Ez(log (D(G(Z(i))))	 (17.11)

The attacker’s task is to minimize LPriv, i.e., LA= Lpriv, and the attacker 
network will try to minimize this distance. When training of our model is 
started, firstly, all the weights associated with protector, critic and attacker 
network are fine-tuned by performing adversarial training. Then we will 
try to converge the protector’s parameters, when this happens protector is 
optimized to generate synthetic image, which are realistic and immune to 
model inversion attack.

17.3.3	 Noise Amplifier

Noise amplifier is basically a module, positioned in-between, encoder and 
decoder network of the generator. The encoder network of generator out-
puts the LSR of an image to which this optimized noise has been added 
and the output is given to decoder to reconstruct a new anonymized image. 
Noise amplifier is a neural network which tries to find an optimal value σ*, 
which can be thought of as a scale factor. This scale factor is then multiplied 
with the noise sample generated from the probability distribution to pro-
duce overall noise, which is then added to the LSR produced by encoder 
of generator network to produce anonymized image. Mathematically, 
the above given noise amplifier is stated as zd’ = zd+ σ* n, where, zd be 
the LSR of an image produced by the encoder of generator network of d- 
dimension, σ* is the optimal scaling facto, n is the random noise gener-
ated from probability distribution, zd’ is the LSR of the anonymized image, 
which when provided to the decoder network produces anonymized 
image. The random noise can be generated using Laplace or Gaussian dis-
tribution. We can fetch the value of Lap(0,b) by multiplying Lap(0,1) by b, 
and N(0, σ) by multiplying it by σ. Both of these distributions can be used 
in noise amplifier to generate random noise as follows:
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To find the exact value of sensitivity, firstly, our autoencoder is pre-
trained with all the images in the dataset using L2 loss minimization. This 
step is important, since the exact value of sensitivity is not found, while we 
are training with unknown values of encoder weights. Therefore, it is nec-
essary to pretrain our autoencoder with all the images. Now, one can have 
the exact value of sensitivity as

	 Se = Max Ep(xi) − Min Ep(xj)	 (17.14)

where xi and xj both belongs to sample images St. With the sensitivity value 
added to the anonymized vector, one will have zi’ value as

	 zi’ = zi + σ (se) n0	 (17.15)

where, zi is the original LSR of the ith image, se is the appropriate sensitivity, 
noise amplifier function σ, and n0 is the initial noise. The value of ϵ is 1 and 
δ is 1e-8.

17.3.4	 Dataset

This paper used the MNIST dataset which is downloaded from “tensor-
flow.examples.tutorials.mnist” library using input_data() function and 
is divided into three sections, such as 55,000 datapoints of training data 
(mnist.train), 10,000 datapoints of test data (mnist.test), and 5,000 data-
points of validation data (mnist.validation).

17.3.5	 Model Architecture

The encoder part of generator P and attacker A consists of five convolution 
layer 5*5 and stride is of size 2, which is followed by batch normalization 
and activation function: Leaky ReLU. The encoder part of generator P has 
one additional additive noise layer and noise amplifier. This noise amplifier 
is placed in-between encoder and decoder of generator P to add noise to 
the latent feature vector of the image, so that, after decoding the vector, 
we will obtain the anonymized image. The final output of the encoder is 
converted into a 128-dimensional vector z, to which, the noise generated 
by the noise amplifier is added, which will change the feature vector of the 
original image. The Decoder part of generator P and Attacker A are con-
sisting of five de-convolution layers with 5*5 and a stride of size 2, which is 
followed by batch normalization and activation function: ReLU. To get the 
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final image of the decoder in the range of [0, 1], sigmoid is used instead of 
ReLU, in the last activation function of the decoder in the attacker. The dis-
criminator network will take the image generated by the generator network 
x’ of size N*N*k and determines whether it is fake or real. Discriminator 
C contains four or five convolutional layers with 5*5 and stride of size 2, 
which is followed by batch normalization and leaky ReLU. Five convolu-
tion layers will be used for an image of size 64*64*3, i.e., for color images 
and four convolution layers for rest of image sizes. From discriminator net-
work, the output is sent through sigmoid layer.

17.3.6	 Working

Encoder present at generator’s side will take the image of size N*N*K and 
will convert it into vector representation of that image (z). On this vector 
representation, we will add noise generated using noise amplifier and this 
modified vector representation will be given to generator’s decoder to con-
vert the vector representation into modified image, which would be our 
anonymized image. Attacker is a network of encoder-decoder, which will 
take input as this anonymized image and will try to generate the original 
image form this. The image generate by generator network will be given to 
the discriminator to evaluate, i.e., to check whether the image generated 
by the generator is real or not. Discriminator evaluates the performance of 
the generator network, so that generator will generate more realist image, 
which would be hard for attacker to generate the original image out of it.

17.3.7	 Privacy Gain

This study used an adversary network to check the privacy preserving per-
formance of our model. This network is consisting of denoising autoen-
coder, which will aim to recreate the original image, from the noised image 
provided to it. The efficiency of the model over these attacks has been 
classified as privacy gain, which is basically a L2 loss between the origi-
nal image and the reconstructed image. One will have better anonymized 
images, when the model is having higher privacy gain. In simpler terms, 
higher the privacy gain, better the anonymized images. T. Kim [6] has 
proven that, using denoising autoencoders, one can perform reconstruc-
tion attack on blurred out images. Making pixel-level anonymization such 
as blurring is vulnerable for machine learning attacks. Therefore, we have 
used optimized random noise generated from our trained neural network, 
to anonymize our original image at LSR. In our experiments, our model is 
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trained over MNIST dataset using WGAN-GP and DCGAN loss function. 
Both the loss function gives the nearly the same privacy gain, but DCGAN 
takes less time and computation, as compared to WGAN-GP.

17.4	 Results and Analysis

Here, DCGAN loss function has been used to train our model and tested 
image from the same dataset, producing highly anonymized images. We 
have also compared the privacy gain for our model with traditional image 
anonymization model to prevent model inversion attack and came to know 
that our model requires less time and computation to generate anonymized 
image to achieve same privacy gain as compared with anonymized images 
generated by traditional image anonymization model which prevents 
model inversion attack. Figure 17.5 depicts the result of image anonymiza-
tion technique stated above, showing top image as an original image, mid-
dle one as an anonymized image, and the last one is the image constructed 
by the attacker.

This study has also compared the privacy gain of our proposed model 
with traditional image anonymization model which prevents model inver-
sion attack, and from the graph given in Figure 17.6, it can be stated that we 
can achieve same privacy gain, in less time and less computation compared 
with the traditional image anonymization model which prevents model 
inversion attack. WGAN-GP requires an additional gradient penalty cal-
culation per epoch which is not required in our proposed method and also 
WGAN-GP requires discriminator to train “n” number of times per epoch, 
which is also not required in our proposed method.

The main reason for this improvement in speed is due to that fact that 
DCGAN uses KL divergence, and WGAN-GP uses EM distance to differ-
entiate/compare two distributions. EM distance or WGAP-GP is preferred 
on those problem statements in which one has vanishing gradient prob-
lem on starting phase due to that fact that two data distributions are not 
overlapping, but, in our case, as depicted below (Figure 17.7), we always 
will be having overlapping data distribution as we are adding up noise to 

Figure 17.5  Result over MNIST dataset.
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the original image, and this noise is also first optimized. Therefore, from 
Figure 17.7, we can state that DCGAN will provide same privacy gain in 
much less time and will also require less computation than WGAN-GP.

Figure 17.7 comprises of anonymized image (left most), original image 
(middle one), and data distribution graph of anonymized image (red) vs. 
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Figure 17.6  Comparing privacy gain for WGAN-GP and DCGAN.
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original image (blue). These images are taken from the first few images 
given to our proposed model at initial stage of training. Therefore, it is 
concluded that vanishing gradient problem will not arrive in our proposed 
model due to non-overlapping data distribution. So, instead of WGAN-GP, 
we can use DCGAN loss function to train our model.

17.5	 Conclusion

Image anonymization is an important aspect to hide the privacy of a user 
in an image captured with/without user concern and allow those images to 
be used for project development purpose, mainly to train machine learn-
ing model. This also allows an organization to work on those images with-
out concerning European Union data privacy act (GDPR). Therefore, it is 
important to anonymize these images to protect the privacy of user as well 
as to provide compliance with GDPR. In this study, we have presented one 
training model, which will anonymize the image by adding noise to its 
latent feature vector, constructing new anonymized images, which are real-
ist and immune to model inversion attack. More precisely, we have contrib-
uted to present an image anonymization methodology to prevent model 
inversion attack, which requires less time and computation power than 
the traditional image anonymization to prevent model inversion attack. In 
future, to enhance the efficiency of the network or to increase the privacy 
gain, one can use RNN type structure to add noise at every convolutional 
layer which should be optimized with a dense layer. Future scope of this 
project can also be directed toward face and background anonymization. 
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Figure 17.7  MNIST data distribution: left-hand figure shows anonymized data, middle 
one shows original data, and right figure shows overlapping between these two images.
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In the same way, one can use it for gait, speech, video, text anonymization, 
and exploring different domains.
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