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AI IS CHANGING EVERYTHING ABOUT  
CYBERSECURITY, FOR BETTER AND FOR WORSE. 
HERE’S WHAT YOU NEED TO KNOW
BY: DANNY PALMER/ZDNET

2020 has started as 2019 ended, with 
new cyberattacks, hacking incidents 
and data breaches coming to light 
almost every day.

Cyber criminals pose a threat to 
all manner of  organisations and 
businesses, and the customers and 
consumers who use them. Some of  
the numbers involved in the largest 
data breaches are staggering, with 
personal data concerning hundreds of  
thousands of  individuals being leaked – each one potentially a new victim of  fraud and other cybercrime.

Businesses are doing their best to fight off  cyberattacks, but it’s hard to predict what new campaigns will 
emerge and how they’ll operate. It’s even harder to discern what the next big malware threat will be: the Zeus 
trojan and Locky ransomware were once major threats, but now it’s things like Emotet botnet, the Trickbot 
trojan and Ryuk ransomware.

CYBERSECURITY: LET’S GET TACTICAL
INTRODUCTION
The sophistication, frequency, and consequences of  cyberattacks continue to evolve and grow. Private 
companies and public agencies alike must adapt their security techniques, strengthen end-user training, and 
embrace new technologies like artificial intelligence (AI) and machine learning (ML) powered defenses.

This ebook, based on the latest ZDNet and TechRepublic special feature, looks at how companies implement 
new cybersecurity strategies, artificial intelligence and machine learning’s role in cybersecurity measures, the 
most common cybersecurity attacks with prevention tips, as well as case studies and original analysis.

IM
A

G
E

: G
E

TT
Y

 IM
A

G
E

S/
IS

TO
C

K
PH

O
TO

https://www.zdnet.com/article/these-are-the-worst-hacks-cyberattacks-and-data-breaches-of-2019/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/these-are-the-worst-hacks-cyberattacks-and-data-breaches-of-2019/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Some%20of%20the%20numbers%20involved%20in%20the%20largest%20data%20breaches%20are%20staggering%22}
https://www.zdnet.com/article/these-are-the-worst-hacks-cyberattacks-and-data-breaches-of-2019/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/these-are-the-worst-hacks-cyberattacks-and-data-breaches-of-2019/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Some%20of%20the%20numbers%20involved%20in%20the%20largest%20data%20breaches%20are%20staggering%22}
https://www.zdnet.com/article/these-are-the-worst-hacks-cyberattacks-and-data-breaches-of-2019/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/these-are-the-worst-hacks-cyberattacks-and-data-breaches-of-2019/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Some%20of%20the%20numbers%20involved%20in%20the%20largest%20data%20breaches%20are%20staggering%22}
https://www.zdnet.com/article/new-father-of-zeus-kronos-malware-variant-exploits-office-bug-to-hijack-your-bank-account/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/new-father-of-zeus-kronos-malware-variant-exploits-office-bug-to-hijack-your-bank-account/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Zeus%20trojan%22}
https://www.zdnet.com/article/new-father-of-zeus-kronos-malware-variant-exploits-office-bug-to-hijack-your-bank-account/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/new-father-of-zeus-kronos-malware-variant-exploits-office-bug-to-hijack-your-bank-account/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Zeus%20trojan%22}
https://www.zdnet.com/article/ransomware-an-executive-guide-to-one-of-the-biggest-menaces-on-the-web/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/ransomware-an-executive-guide-to-one-of-the-biggest-menaces-on-the-web/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Locky%20ransomware%22}
https://www.zdnet.com/article/malware-and-botnets-why-emotet-is-dominating-the-malicious-threat-landscape-in-2019/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/malware-and-botnets-why-emotet-is-dominating-the-malicious-threat-landscape-in-2019/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Emotet%20botnet%22}
https://www.zdnet.com/article/trickbot-hackers-create-new-stealthy-backdoor-for-high-value-targets/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/trickbot-hackers-create-new-stealthy-backdoor-for-high-value-targets/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Trickbot%20trojan%22}
https://www.zdnet.com/article/trickbot-hackers-create-new-stealthy-backdoor-for-high-value-targets/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/trickbot-hackers-create-new-stealthy-backdoor-for-high-value-targets/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Trickbot%20trojan%22}
https://www.zdnet.com/article/ransomware-attacks-are-causing-more-downtime-than-ever-before/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/ransomware-attacks-are-causing-more-downtime-than-ever-before/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Ryuk%20ransomware%22}
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It’s difficult to defend your perimeter against unknown threats -- and that’s something that cyber criminals take 
advantage of.

AI & ML TO THE RESCUE?
Artificial intelligence (AI) and machine learning (ML) are playing an increasing role in cybersecurity, with 
security tools analysing data from millions of  cyber incidents, and using it to identify potential threats -- an 
employee account acting strangely by clicking on phishing links, for example, or a new variant of  malware.

But there is a constant battle between attackers and defenders. Cyber criminals have long tried to tweak their 
malware code so that security software no longer recognises it as malicious.

Spotting every variation of  malware, especially when it is deliberately disguised, is hard: increasingly it’s by 
applying AI and ML that defenders are attempting to stop even the unknown, new types of  malware attack.

“Machine learning is a good fit for anti-malware 
solutions because machine learning is well suited to 
solve ‘fuzzy’ problems,” says Josh Lemos, vice-pres-
ident of  research and intelligence at Cylance, a 
BlackBerry-owned, AI-based cybersecurity provider 
working out of  California.

The machine-learning database can draw upon 
information about any form of  malware that’s been 
detected before. So when a new form of  malware 
appears -- either a tweaked variant of  existing malware, 
or a new kind entirely -- the system can check it against 

the database, examining the code and blocking the attack on the basis that similar events have previously been 
deemed as malicious.

That’s even the case when the malicious code is bundled up with large amounts of  benign or useless code in an 
effort to hide the nefarious intent of  the payload, as often happens.

It was these machine-learning techniques that enabled Cylance to uncover -- and protect users against -- a new 
campaign by OceanLotus, a.k.a. APT32, a hacking group linked to Vietnam.

“As soon as they came out with a new variant in the wild, we knew exactly what it was because we had some 
machine-learning signatures and models designed to orient to these variants when they appear. We knew they’re 
close enough in their genetic make-up to be from this family of  threat,” Lemos explains.

Spotting every variation of 
malware, especially when it is 
deliberately disguised, is hard: 

increasingly it’s by applying AI and 
ML that defenders are attempting 
to stop even the unknown, new 

types of malware attack.

https://www.zdnet.com/article/cybercrime-and-cyberwar-a-spotters-guide-to-the-groups-that-are-out-to-get-you/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/cybercrime-and-cyberwar-a-spotters-guide-to-the-groups-that-are-out-to-get-you/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22cyber%20criminals%22}
https://www.zdnet.com/article/what-is-phishing-how-to-protect-yourself-from-scam-emails-and-more/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/what-is-phishing-how-to-protect-yourself-from-scam-emails-and-more/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22clicking%20on%20phishing%20links%22}
https://www.cylance.com/en-us/index.html#link={%22role%22:%22standard%22,%22href%22:%22https://www.cylance.com/en-us/index.html%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Cylance%22}
https://www.blackberry.com/us/en/company/newsroom/press-releases/2018/blackberry-acquisition-press-release#link={%22role%22:%22standard%22,%22href%22:%22https://www.blackberry.com/us/en/company/newsroom/press-releases/2018/blackberry-acquisition-press-release%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22BlackBerry-owned%22}
https://www.zdnet.com/article/free-easy-to-use-and-available-to-anyone-the-powerful-malware-hiding-in-plain-sight-on-the-open-web/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/free-easy-to-use-and-available-to-anyone-the-powerful-malware-hiding-in-plain-sight-on-the-open-web/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22bundled%20up%20with%20large%20amounts%20of%20benign%20or%20useless%20code%22}
https://www.zdnet.com/article/wav-audio-files-are-now-being-used-to-hide-malicious-code/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/wav-audio-files-are-now-being-used-to-hide-malicious-code/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22OceanLotus%22}
https://www.zdnet.com/article/hacking-and-cyber-espionage-the-countries-that-are-going-to-emerge-as-major-threats-in-the-2020s/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/hacking-and-cyber-espionage-the-countries-that-are-going-to-emerge-as-major-threats-in-the-2020s/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22a%20hacking%20group%20linked%20to%20Vietnam%22}
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But uncovering new kinds of  malware isn’t the only way machine learning can be deployed to boost cyberse-
curity: an AI-based network-monitoring tool can also track what users do on a daily basis, building up a picture 
of  their typical behaviour. By analysing this information, the AI can detect anomalies and react accordingly.

“Think about what AI is really good at -- the ability to adapt and respond to a constantly changing world”, says 
Poppy Gustafsson, co-CEO of  Darktrace, a British cybersecurity company that uses machine learning to detect 
threats.

“What AI enables us to do is to respond in an intelligent way, understanding the relevance and consequences of  
a breach or a change of  behaviour, and in real time develop a proportionate response,” she adds.

For example, if  an employee clicks on a phishing link, the system can work out that this was not normal 
behaviour and could therefore be potentially malicious activity.

Using machine learning, this can be spotted almost immediately, blocking the potential damage of  a malicious 
intrusion and preventing login credentials being stolen, malware being deployed or otherwise enabling attackers 
to gain access to the network.

And all of  this is done without the day-to-day activity of  the business being impacted, as the response is 
proportionate: if  the potential malicious behaviour is on one machine, that doesn’t require the whole network 
being locked down.

TIMELY RESPONSE
A key benefit of  machine learning in cybersecurity is that it identifies and reacts to suspected problems almost 
immediately, preventing potential issues from disrupting business.

By deploying AI-based cybersecurity from Darktrace to automate some of  the defence functions, the McLaren 
Formula One team aims to ensure that the network is going to be safe, without relying on humans having to 
perform the impossible the task of  monitoring everything at once.

“If  we can’t see data coming off  the car, if  we’re compromised, we stop racing -- so high-speed decision-
making from machines makes it safer,” Karen McElhatton, Group CIO at McLaren explains. “Data isn’t 
just bits and bytes: we have video, we have chats, emails -- it’s the variety of  that input that’s coming and the 
growing volume of  it. It’s too much for humans to be able to manage and automated tools are opening our 
eyes up to what we need to be watching.”

That’s especially the case when it comes to monitoring how employees operate on the network. Like other large 
organisations, McLaren employs training to help staff  improve cybersecurity, but it’s possible that staff  will 

https://www.darktrace.com/en/#link={%22role%22:%22standard%22,%22href%22:%22https://www.darktrace.com/en/%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Darktrace%22}
https://www.zdnet.com/article/phishing-attacks-why-were-still-losing-the-battle-against-phoney-emails/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/phishing-attacks-why-were-still-losing-the-battle-against-phoney-emails/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22clicks%20on%20a%20phishing%20link%22}
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attempt to take shortcuts in an effort to do their job more efficiently -- which could potentially lead to security 
issues. Machine learning helps to manage this.

“We’ve got really clever people at McLaren, but with smart 
people come creative ways of  getting around security, so 
having that intelligence response is really important to us. 
We can’t slow decision-making or innovation down, but we 
need to enable them to do it safely and securely -- and that’s 
where Darktrace helps us,” McElhatton explains.

But while AI and ML do provide benefits for cybersecurity, 
it’s important for organisations to realise that these tools 
aren’t a replacement for human security staff.

It’s possible for a machine learning-based security tool 
to be programmed incorrectly, for example, resulting in 
unexpected -- or even obvious -- things being missed by the algorithms. If  the tool misses a particular kind 
of  cyberattack because it hasn’t been coded to take certain parameters into account, that’s going to lead to 
problems.

“Where AI and machine learning can get you into trouble is if  you are reliant on it as an oracle of  everything,” 
says Merritt Maxim, researcher director for security at analyst firm Forrester .

“If  the inputs are bad and it’s passing things through it says are okay, but it’s actually passing real vulnerabilities 
through because the model hasn’t been properly tuned or adjusted -- that’s the worst case because you think 
you’re fully protected because you have AI”.

Maxim notes that AI-based cybersecurity has “a lot of  benefits”, but isn’t a complete replacement for human 
security staff; and like any other software on the network, you can’t just install it and forget about it -- it needs 
to be regularly evaluated.

“You can’t assume that AI and machine learning are going to solve all the problems,” he says.

Indeed, there’s the potential that AI and machine learning could create additional problems, because while the 
tools help to defend against hackers, it’s highly likely that cyber criminals themselves are going to use the same 
techniques in an effort to make attacks more effective.

A key benefit of machine 
learning in cybersecurity is 

that it identifies and reacts to 
suspected problems almost 

immediately, preventing 
potential issues from 
disrupting business.

https://www.forrester.com/merritt-maxim#link={%22role%22:%22standard%22,%22href%22:%22https://www.forrester.com/merritt-maxim%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Forrester%22}
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AI/ML ARMS RACE?
A report by Europol has warned that artificial intelligence is one of  the emerging technologies that could make 
cyberattacks more dangerous and more difficult to spot than ever before. It’s even possible that cyber criminals 
have already started using these techniques to help conduct hacking campaigns and malware attacks.

“A lot of  it is, at the moment, theoretical, but that’s not to say that it hasn’t happened. It’s quite likely that 
it’s been used, but we just haven’t seen it or haven’t recognised it,” says Philipp Amann, head of  strategy for 
Europol’s European Cybercrime Centre (EC3).

It’s possible that by using machine learning, cyber criminals could develop self-learning automated malware, 
ransomware, social engineering or phishing attacks. Currently, they might not access to the deep wells of  
technology that cybersecurity companies have, but there’s code around that can provide cyber criminals with 
access to these resources.

“The tools are out there -- some of  them are open source. They’re freely available to everyone and the quality is 
increasing, so it’s likely to assume that this will be part of  a criminal’s repertoire if  it isn’t already,” Amann says.

While it may be unclear if  hackers have used machine learning to help develop or distribute malware, there is 
evidence of  AI-based tools being used to conduct cybercrime; last year it was reported that criminals used AI 
generated audio to impersonate a CEO’s voice and trick employees into transferring over €220,000 ($243,000) 
to them.

This ‘deepfake voice attack’ added a new layer to business email compromise scams, in which attackers claim 
to be the boss and request an urgent transfer of  funds. This time, however, the attackers used AI to mimic the 
voice of  the CEO and request the transfer of  funds.

The nature of  a CEO’s job means their voice is often in the public domain, so criminals can find and exploit 
voice recordings and -- and this case isn’t the only example.

“Other industry partners have confirmed other cases that haven’t been reported; so that’s where we know an 
AI-based system has been used as part of  a social-engineering attack,” says Amann.

AI-based deepfake technology has already caused concern when it comes to spreading disinformation or even 
abuse of  individuals via fake videos, leading to calls for deepfake regulation.

But the problem here is that while most people would see this as a warning not to meddle in this field, cyber 
criminals will simply look to take advantage of  any technology in order to make money from malicious hacking. 
For example, machine learning could be employed to send out phishing emails automatically and learn what 

https://www.zdnet.com/article/ai-quantum-computing-and-5g-could-make-criminals-more-dangerous-than-ever-warn-police/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/ai-quantum-computing-and-5g-could-make-criminals-more-dangerous-than-ever-warn-police/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22A%20report%20by%20Europol%22}
https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3#link={%22role%22:%22standard%22,%22href%22:%22https://www.europol.europa.eu/about-europol/european-cybercrime-centre-ec3%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22EC3%22}
https://www.zdnet.com/article/forget-email-scammers-use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/forget-email-scammers-use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22last%20year%20it%20was%20reported%20that%20criminals%20used%20AI%20generated%20audio%20to%20impersonate%20a%20CEO's%20voice%22}
https://www.zdnet.com/article/forget-email-scammers-use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/forget-email-scammers-use-ceo-voice-deepfakes-to-con-workers-into-wiring-cash/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22last%20year%20it%20was%20reported%20that%20criminals%20used%20AI%20generated%20audio%20to%20impersonate%20a%20CEO's%20voice%22}
https://www.zdnet.com/article/phishing-scams-are-costing-us-more-than-ever-this-trick-is-most-likely-to-catch-you-out/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/phishing-scams-are-costing-us-more-than-ever-this-trick-is-most-likely-to-catch-you-out/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22business%20email%20compromise%20scams%22}
https://www.techrepublic.com/article/why-deepfakes-are-a-real-threat-to-elections-and-society/#link={%22role%22:%22standard%22,%22href%22:%22https://www.techrepublic.com/article/why-deepfakes-are-a-real-threat-to-elections-and-society/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22deepfake%20technology%22}
https://www.zdnet.com/article/google-ceo-sundar-pichai-this-why-ai-must-be-regulated/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/google-ceo-sundar-pichai-this-why-ai-must-be-regulated/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22calls%20for%20deepfake%20regulation%22}
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sort of  language works in the campaigns, what generates clicks and how attacks against different targets should 
be crafted.

Like any machine-learning algorithm, success would come from learning over time, meaning that it’s possible 
that phishing attacks could be driven in the same way security vendors attempt to defend against them.

“There’s a whole cyber criminal element here for financial gain, which can leverage AI and machine learning 
effectively,” warns Lemos.

However, if  AI-based cybersecurity tools continue to develop and improve, and are applied correctly alongside 
human security teams, rather than instead of  them, this could help businesses stay secure against increasingly 
smart and potent cyberattacks.

“One thing we can be certain of  is the offices of  tomorrow aren’t going to like those of  past. AI is how 
technology responds to our ever-changing world. It updates automatically and learns how humans react. We 
can’t second-guess technology, but we can watch it and learn from it and adapt,” says Gustafsson.

“You could move into a world where your whole cybersecurity posture is enhanced, with the ultimate vision 
being you could end up with a self-learning and self-healing network that can learn negative behaviours and 
stop them happening,” she says. 
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SURVEY: DESPITE NEW TACTICS, COMPANIES 
STILL FACE CHALLENGES IMPLEMENTING  
CYBERSECURITY MEASURES
BY MELANIE WOLKOFF WACHSMAN/TECHREPUBLIC

Every year, network and system 
security becomes more of  a 
challenge as cyberattacks continue to 
evolve and grow. 

ZDNet’s sister site, TechRepublic 
Premium, ran a survey to find 
out where companies stand on 
security. The results were telling, and 
indicated that modern technology is 
often a stumbling block, and confi-
dence is only marginal at best. 

The majority of  respondents (68%) were somewhat confident in their company’s cybersecurity measures. An 
even split, 16% reported very confident, and 16% were not confident at all in their company’s cybersecurity 
strategy.  

Almost half  (45%) of  respondents are responsible 
for creating their company’s cybersecurity strategy. A 
quarter of  respondents (25%) said their department 
head, and almost a quarter (21%) of  respondents said 
their entire department is responsible for building the 
cybersecurity strategy. A much smaller amount (7%) 
outsourced it. 

In the past 12 months, companies have added many new tactics to their cybersecurity strategies including 
depreciated/unsupported hardware and software removal (54%), adding new firewall or antivirus/malware 
product (52%), providing additional staff  training (49%), and instituting mandatory encryption or multi-factor 
authentication (47%), to name a few.
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Almost half (45%) of respondents 
are responsible for creating their 
company’s cybersecurity strategy.
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Yet companies still face 
challenges implementing 
their cybersecurity 
strategies. Employee 
training topped the list 
of  challenges, at 47%, 
following closely behind 
was constantly evolving 
threats requiring more 
complicated solutions, 
at 46%. Funding (39%) 
rounded out the top three 
biggest challenges. Other 
challenges mentioned 
included: not enough time 
for successful implemen-
tation, finding technically 
qualified IT staff, commu-
nication between IT and 
upper management, and 
getting company leadership 
on board. Only 10% of  
respondents have not faced 
any significant implemen-
tation challenges. 

This infographic contains 
more details from the 
research. For all the 
findings, download the 
full report Cybersecurity 
strategy: New tactics, 
implementation challenges 
and effectiveness (available to TechRepublic Premium subscribers).
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MOST COMMON CYBERATTACKS WE’LL SEE IN 
2020, AND HOW TO DEFEND AGAINST THEM
BY: LANCE WHITNEY/TECHREPUBLIC CONTRIBUTOR

Cybercriminals are always busy plotting 
ways to attack, scam, and infect potential 
victims for financial gain and other reasons. 
Organizations can be especially tempting 
targets because they hold vast amounts of  
data, user information, customer accounts, 
and other assets to be compromised. 
Protecting your business from cyberattacks 
is a never-ending challenge. But to make 
sure your security eggs are in the right 
baskets, here’s a look at the most common 
cyberattacks we’ll likely see this year and 
how to defend against them.

PHISHING ATTACKS
Phishing will remain one of  the most popular methods of  attack by cybercriminals in 2020. By convincingly 
impersonating legitimate brands, phishing emails can trick unsuspecting users into revealing account creden-
tials, financial information, and other sensitive data. Spear phishing messages are especially crafty, as they target 
executives, IT staff, and other individuals who may have administrative or high-end privileges.

Defending against phishing attacks requires both 
technology and awareness training. Businesses should 
adopt email filtering tools such as Proofpoint and 
the filtering functionality built into Office 365, said 
Thor Edens, director of  Information Security at data 
analytics firm Babel Street. 

Business-focused mobile phishing attacks are likely to spread in 2020, according to Jon Oltsik, senior principal 
analyst for market intelligence firm Enterprise Strategy Group. As such, IT executives should analyze their 
mobile security as part of  their overall strategy.
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Phishing will remain one of the 
most popular methods of attack 

by cybercriminals in 2020.

https://www.proofpoint.com/sites/default/files/pp-securing-your-investment-in-cloud-collaboration%20(1).pdf#link={%22role%22:%22standard%22,%22href%22:%22https://www.proofpoint.com/sites/default/files/pp-securing-your-investment-in-cloud-collaboration%20(1).pdf%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Proofpoint%22}
https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-spam-protection#link={%22role%22:%22standard%22,%22href%22:%22https://docs.microsoft.com/en-us/microsoft-365/security/office-365-security/anti-spam-protection%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22filtering%20functionality%20built%20into%20Office%20365%22}
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“Spam filters with sandboxing and DNS filtering are also essential security layers because they keep malicious 
emails from entering the network, and protect the user if  they fall for the phishing attempt and end up clicking 
on a malicious hyperlink,” said Greg Miller, owner of  IT service provider CMIT Solutions of  Orange County.

But user awareness is vital for combatting phishing attacks. Employee error has been and will likely continue to 
be one of  the top causes of  security incidents, according to Paige Schaffer, CEO of  Global Cyber & Identity 
Protection Services at Generali Global Assistance.

“Even if  your organization has implemented the latest and greatest security, it won’t matter if  your employees 
are uninformed,” Schaffer said. “Exercises that include fake phishing email simulations to ‘test’ employees can 
be effective in helping them better differentiate legitimate emails versus malicious ones.”

BUSINESS EMAIL COMPROMISE 
Another type of  attack that will continue to plague organizations is Business Email Compromise (BEC). In this 
scam, cybercriminals and hackers masquerading as trusted executives or outside vendors send fraudulent emails 
to employees who have access to company funds, such as in the finance department. The goal is to trick the 
victim into wiring money to supposedly legitimate bank accounts that actually belong to the scammers. In 2018, 
Business Email Compromise scams generated around $1.2 billion, according to the FBI.

“Emails requesting payments to be sent to new bank accounts should also be investigated thoroughly before 
responding,” said Steven Weisman, a lawyer and college professor who teaches white collar crime at Bentley 
University, and a leading expert in cybersecurity. “Verification protocols for wire transfers and other bill 
payments should be instituted, including dual-factor authentication when appropriate. Companies should also 
consider the amount of  information that is available about them and their employees that can be used by 
scammers to perpetrate this crime.”

But the right email security, security awareness, and filtering tools also are necessary components to protect 
against this scam. This means using security tools with expanded detection capabilities that can identify an 
email’s possible risk by analyzing the relationships, communication patterns, and technical fingerprints unique 
to senders and receivers, according to Kevin O’Brien, co-founder and CEO of  security provider GreatHorn.

RANSOMWARE
Ransomware will continue to be a top cybersecurity threat in 2020. Cybercriminals are using more targeted 
approaches to trick and infect users, while employees may have trouble spotting malicious emails. Once 
infected, many organizations opt to pay the money rather than see their critical data held hostage.

https://www.techrepublic.com/article/business-email-compromise-5-ways-this-fraud-could-happen-and-what-can-be-done-to-prevent-it/#link={%22role%22:%22standard%22,%22href%22:%22https://www.techrepublic.com/article/business-email-compromise-5-ways-this-fraud-could-happen-and-what-can-be-done-to-prevent-it/%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Business%20Email%20Compromise%22}
https://pdf.ic3.gov/2018_IC3Report.pdf#link={%22role%22:%22standard%22,%22href%22:%22https://pdf.ic3.gov/2018_IC3Report.pdf%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22In%202018,%20Business%20Email%20Compromise%20scams%20generated%20around%20$1.2%20billion%22}
https://pdf.ic3.gov/2018_IC3Report.pdf#link={%22role%22:%22standard%22,%22href%22:%22https://pdf.ic3.gov/2018_IC3Report.pdf%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22In%202018,%20Business%20Email%20Compromise%20scams%20generated%20around%20$1.2%20billion%22}
https://www.techrepublic.com/article/ransomware-the-smart-persons-guide/#link={%22role%22:%22standard%22,%22href%22:%22https://www.techrepublic.com/article/ransomware-the-smart-persons-guide/%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Ransomware%22}
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To defend against malware, users training and 
education are vital. From an IT standpoint, 
backing up your critical user and business data 
is paramount in the event such data is compro-
mised and held for ransom.

The No More Ransom Project website provides 
decryption tools for some older versions of  
ransomware that are still in use, Weisman said. 
Before trying to decrypt the ransomed data, you’ll need to remove the ransomware, which you can do through 
antivirus software.

In its report “Defend Against and Respond to Ransomware Attacks,” Gartner recommends the following 
actions if  you’re hit by ransomware: 

• Disconnect and isolate systems immediately if  an infection is discovered. Segregate networks (where 
the infected systems are hosted) from unaffected systems and networks where possible.

• Initiate your incident response plan (read “How to Implement a Computer Security Incident Response 
Program”). If  you have cyberinsurance or a ransomware response expert, engage those individuals. Read 
“Market Guide for Digital Forensics and Incident Response Services” for further guidance on selecting 
and engaging with incident response professionals.

• Determine the scope of  the infection. Sanitize the system(s) if  possible. This process should aim 
to revert the system to its last known good state or install a new image (read “How to Prepare for and 
Respond to Business Disruptions After Aggressive Cyberattacks” and “5 Core Security Patterns to 
Protect Against Highly Evasive Attacks”).

• Determine the Ransomware variant (e.g., CryptoWall or WannaCry). This can easily be done by 
uploading information to ID Ransomware.

• Before assuming payment is the only option, submit your encrypted files to the No More Ransom 
Project and research any other free ransomware decryption tools and additional decryption keys that are 
made publicly available. If  suitable decryption keys are available, restore systems and conduct a full risk 
assessment, then document the recovery procedure to prevent future attacks.

• Perform recovery steps:

1. Locate your backups.

2. Ensure all files and media are available and have not been corrupted or encrypted.

Just as security professionals are 
using artificial intelligence (AI) to help 

detect and prevent cyberattacks, 
cybercriminals are starting to use AI 

to launch more effective attacks. 

https://www.nomoreransom.org/en/decryption-tools.html#link={%22role%22:%22standard%22,%22href%22:%22https://www.nomoreransom.org/en/decryption-tools.html%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22No%20More%20Ransom%20Project%20website%22}
https://www.gartner.com/en/documents/3978727/defend-against-and-respond-to-ransomware-attacks#link={%22role%22:%22standard%22,%22href%22:%22https://www.gartner.com/en/documents/3978727/defend-against-and-respond-to-ransomware-attacks%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Defend%20Against%20and%20Respond%20to%20Ransomware%20Attacks%22}
https://www.gartner.com/en/documents/3970254/how-to-implement-a-computer-security-incident-response-p#link={%22role%22:%22standard%22,%22href%22:%22https://www.gartner.com/en/documents/3970254/how-to-implement-a-computer-security-incident-response-p%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22How%20to%20Implement%20a%20Computer%20Security%20Incident%20Response%20Program%22}
https://www.gartner.com/en/documents/3970254/how-to-implement-a-computer-security-incident-response-p#link={%22role%22:%22standard%22,%22href%22:%22https://www.gartner.com/en/documents/3970254/how-to-implement-a-computer-security-incident-response-p%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22How%20to%20Implement%20a%20Computer%20Security%20Incident%20Response%20Program%22}
https://www.gartner.com/en/documents/3976195/market-guide-for-digital-forensics-and-incident-response#link={%22role%22:%22standard%22,%22href%22:%22https://www.gartner.com/en/documents/3976195/market-guide-for-digital-forensics-and-incident-response%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Market%20Guide%20for%20Digital%20Forensics%20and%20Incident%20Response%20Services%22}
https://www.gartner.com/en/documents/3956262/how-to-prepare-for-and-respond-to-business-disruptions-a#link={%22role%22:%22standard%22,%22href%22:%22https://www.gartner.com/en/documents/3956262/how-to-prepare-for-and-respond-to-business-disruptions-a%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22How%20to%20Prepare%20for%20and%20Respond%20to%20Business%20Disruptions%20After%20Aggressive%20Cyberattacks%22}
https://www.gartner.com/en/documents/3956262/how-to-prepare-for-and-respond-to-business-disruptions-a#link={%22role%22:%22standard%22,%22href%22:%22https://www.gartner.com/en/documents/3956262/how-to-prepare-for-and-respond-to-business-disruptions-a%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22How%20to%20Prepare%20for%20and%20Respond%20to%20Business%20Disruptions%20After%20Aggressive%20Cyberattacks%22}
https://www.gartner.com/en/documents/3974981/5-core-security-patterns-to-protect-against-highly-evasi#link={%22role%22:%22standard%22,%22href%22:%22https://www.gartner.com/en/documents/3974981/5-core-security-patterns-to-protect-against-highly-evasi%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%225%20Core%20Security%20Patterns%20to%20Protect%20Against%20Highly%20Evasive%20Attacks%22}
https://www.gartner.com/en/documents/3974981/5-core-security-patterns-to-protect-against-highly-evasi#link={%22role%22:%22standard%22,%22href%22:%22https://www.gartner.com/en/documents/3974981/5-core-security-patterns-to-protect-against-highly-evasi%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%225%20Core%20Security%20Patterns%20to%20Protect%20Against%20Highly%20Evasive%20Attacks%22}
https://www.techrepublic.com/article/wannacry-ransomware-attack-industry-experts-offer-their-tips-for-prevention/#link={%22role%22:%22standard%22,%22href%22:%22https://www.techrepublic.com/article/wannacry-ransomware-attack-industry-experts-offer-their-tips-for-prevention/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22WannaCry%22}
https://id-ransomware.malwarehunterteam.com/index.php#link={%22role%22:%22standard%22,%22href%22:%22https://id-ransomware.malwarehunterteam.com/index.php%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22ID%20Ransomware%22}
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3. Verify the integrity of  backups (i.e., media is readable and correct).

4. Check for backup snapshots or shadow copies of  data if  possible (newer ransomware may affect these, 
too).

5. Check for any previous versions of  files that may be stored on cloud storage (e.g., Dropbox, Google 
Drive, and OneDrive).

• After removing ransomware and restoring files, determine the original infection vector and address 
related security gaps. Investigate all systems in contact with the impacted resource, including file servers, 
application servers, workgroup/peer systems, and system backups.

PASSWORD-BASED CYBERATTACKS
Another threat in 2020 for businesses and individuals, password-based cyberattacks succeed because users tend 
to adopt the same or similar passwords across multiple sites and services. A security breach on one site can 
open the door for account compromises on other sites.

“For users that reuse passwords across personal and professional accounts, this also puts enterprises at risk of  
being breached,” said Ben Goodman, CISSP and SVP at digital identity company ForgeRock. “In fact, new 
research from the World Economic Forum found that 4 out of  5 global data breaches are caused by weak/
stolen passwords. Organizations have reacted to this risk by increasing their password policies and requiring 
more and diversified characters, as well as more frequent password changes; however, this still allows users to 
reuse usernames and passwords across different accounts.”

To defend your organization against password-based threats and breaches, Goodman recommends the use 
of  password-free authentication methods, such as out-of-band steps on mobile devices, a form of  two-factor 
authentication (2FA). The type of  authentication requires users to confirm their identities during the login 
process through a separate channel.

DISTRIBUTED DENIAL-OF-SERVICE (DDOS) ATTACKS
In 2020, DDoS attacks will continue to pose a large threat to websites. A successful Denial-of-Service attack 
can flood a web server with traffic, thereby causing it to slow down or crash. Hima Pujara, digital marketing 
executive at Signity Software Solutions, notes three types of  DDoS attacks that can target organizations.

• Volumetric attacks. These flood the server’s network bandwidth with false data requests on every open 
server port. Since the machines continually deal with malicious data requests, they’re unable to process 
legitimate server traffic.

https://www.weforum.org/press/2020/01/forgotten-your-password-not-having-one-will-make-you-safer-says-world-economic-forum#link={%22role%22:%22standard%22,%22href%22:%22https://www.weforum.org/press/2020/01/forgotten-your-password-not-having-one-will-make-you-safer-says-world-economic-forum%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%224%20out%20of%205%20global%20data%20breaches%20are%20caused%20by%20weak/stolen%20passwords%22}
https://www.weforum.org/press/2020/01/forgotten-your-password-not-having-one-will-make-you-safer-says-world-economic-forum#link={%22role%22:%22standard%22,%22href%22:%22https://www.weforum.org/press/2020/01/forgotten-your-password-not-having-one-will-make-you-safer-says-world-economic-forum%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%224%20out%20of%205%20global%20data%20breaches%20are%20caused%20by%20weak/stolen%20passwords%22}
https://www.techrepublic.com/article/distributed-denial-of-service-ddos-attacks-a-cheat-sheet/#link={%22role%22:%22standard%22,%22href%22:%22https://www.techrepublic.com/article/distributed-denial-of-service-ddos-attacks-a-cheat-sheet/%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22DDoS%20attacks%22}
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• Application-layer attacks. These focus on the topmost layer of  the OSI network model. Attackers who 
go after the application layer focus mainly on HTTP, HTTPS, DNS, or SMTP. This type of  Denial-of-
Service attack can be hard to catch as it sometimes hits only one machine.

• Protocol attacks. These focus on damaging connection tables in network areas by sending slow or 
malformed pings and partial packets. The memory on the affected machine is overloaded, causing it to 
crash.

To help organizations respond to DDoS attacks, Pujara offers the following advice:

• Develop an incident response plan. Make sure your data center is prepared, and your team is aware 
of  its responsibilities. As part of  the plan, create a systems checklist, form a response team, define notifi-
cation and escalation procedures, and keep a list of  internal and external contacts to be informed about 
the attack.

• Devise a strategy based on the type of  attack. For volume-based attacks, increase the capacity of  the 
system to handle the fake bandwidth. For protocol-based/application layer DDoS attacks, blacklist IP 
addresses that are identified as being part of  a DDoS attack.

• Set up a disaster recovery and business continuity solution to help minimize the impact of  DDoS 
attack. 

INTERNET OF THINGS (IOT) ATTACKS
As more devices become internet-connected both 
at home and at businesses, IoT attacks have grown 
and will continue to grow. Cyberattacks on IoT 
devices jumped by 300% in 2019, according to 
Chris Hass, director of  information security and 
research at security firm Automox. Such devices 
typically use default credentials and so are ripe for 
unauthorized access and infection.

“There are currently no common standards and certifications applicable to the IoT domain, and vendors tend 
to be silent on the specific capabilities they use to secure their service,” said Tom Anderson, principal technol-
ogist for The Alliance for Telecommunications Industry (ATIS). “As such, the user has little assurance that 
best-in-class security methods are being applied, or not. To help mitigate this situation, ATIS and other industry 
organizations have coordinated to create a baseline set of  IoT security requirements: The C2 Consensus on IoT 
Device Security Baseline Capabilities. Large businesses can demand that their IoT vendors provide a compre-
hensive security review of  their systems prior to purchase and deployment.”

From an IT standpoint, backing up 
your critical user and business data is 
paramount in the event such data is 
compromised and held for ransom.

https://securingdigitaleconomy.org/projects/c2-consensus/#link={%22role%22:%22standard%22,%22href%22:%22https://securingdigitaleconomy.org/projects/c2-consensus/%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22The%20C2%20Consensus%20on%20IoT%20Device%20Security%20Baseline&nbsp;%20Capabilities%22}
https://securingdigitaleconomy.org/projects/c2-consensus/#link={%22role%22:%22standard%22,%22href%22:%22https://securingdigitaleconomy.org/projects/c2-consensus/%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22The%20C2%20Consensus%20on%20IoT%20Device%20Security%20Baseline&nbsp;%20Capabilities%22}
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To defend against IoT attacks, organizations should use network segmentation and firewalls, suggests Jonathan 
Langer, CEO of  IoT security firm Medigate. By micro-segmentation, organizations can limit the possible 
damage an IoT attack can cause on the network, while making sure that similar devices are getting patched and 
updated regularly.

AI-BASED ATTACKS
Just as security professionals are using artificial intelligence (AI) to help detect and prevent cyberattacks, 
cybercriminals are starting to use AI to launch more effective attacks. As one example cited by Paul Lipman, 
cybersecurity expert and CEO of  security firm BullGuard, an attacker can launch malware that collects infor-
mation to determine why the attack may not have succeeded and use that information to launch a second 
attack.

“An AI-based attack may not succeed at first attempt, but its adaptability can enable hackers to succeed in 
following attacks,” Lipman said. “The real danger is when AI weaponized malware has developed to such a 
point that it is sold widely as-a-service in the cybercriminal underground.”

Such attacks may sound like more of  a future threat, but Lipman said that the seeds of  this approach are 
starting to grow and will likely develop more widely and quickly this year. The onus is on security professionals 
to learn more about AI-powered attacks to create and deploy effective protection.
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EXPLORING THE CUTTING EDGE OF AI IN 
CYBERSECURITY
BY: ALLEN BERNARD/TECHREPUBLIC CONTRIBUTOR

With the number of  cybersecurity 
threats increasing daily, the ability 
of  today’s cybersecurity tools and 
human cybersecurity teams to keep 
pace is being overwhelmed by an 
avalanche of  malware.

According to Cap Gemini’s 2019 
Reinventing Cybersecurity with 
Artificial Intelligence: The new 
frontier in digital security report, 
56% of  survey respondents said 
their cybersecurity analysts cannot keep pace with the increasing number and sophistication of  attacks; 23% 
said they cannot properly investigate all the incidents that impact their organization; and 42% said they are 
seeing an increase in attacks against “time-sensitive” applications like control systems for cars and airplanes.

“In the Internet Age, with hackers’ ability to commit theft or cause harm remotely, shielding assets and opera-
tions from those who intend harm has become more difficult than ever,” the report states. “The numbers are 
staggering – Cisco alone reported that, in 2018, they blocked seven trillion threats on behalf  of  their customers. 
With such ever-increasing threats, organizations need help. Some organizations are turning to AI [artificial intel-
ligence], not so much to completely solve their problems (yet), but rather to shore up the defenses.”

Even though AI and machine learning (ML) have been used for years to reduce the noise from myriad cyberse-
curity tools and platforms, at first glance the cutting edge of  AI has not progressed very far from this seemingly 
basic functionality. It is still focused on reducing false positives and filtering out unnecessary alerts, and other 
distractions that hamper cyber security teams’ effectiveness. 

“It’s a bit tongue in cheek for people to talk about AI and cybersecurity when we’re not there yet,” said Chase 
Cunningham, vice president and principal analyst, Security & Risk at Forrester. “AI is good at looking at large 
chunks of  data and then figuring out what the anomalies are and then suggesting a remediation action to those 
anomalies. That’s the crux of  it kind of  in totality.”
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https://www.capgemini.com/research/reinventing-cybersecurity-with-artificial-intelligence/#link={%22role%22:%22standard%22,%22href%22:%22https://www.capgemini.com/research/reinventing-cybersecurity-with-artificial-intelligence/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Reinventing%20Cybersecurity%20with%20Artificial%20Intelligence:%20The%20new%20frontier%20in%20digital%20security%20report%22}
https://www.capgemini.com/research/reinventing-cybersecurity-with-artificial-intelligence/#link={%22role%22:%22standard%22,%22href%22:%22https://www.capgemini.com/research/reinventing-cybersecurity-with-artificial-intelligence/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Reinventing%20Cybersecurity%20with%20Artificial%20Intelligence:%20The%20new%20frontier%20in%20digital%20security%20report%22}
https://www.capgemini.com/research/reinventing-cybersecurity-with-artificial-intelligence/#link={%22role%22:%22standard%22,%22href%22:%22https://www.capgemini.com/research/reinventing-cybersecurity-with-artificial-intelligence/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Reinventing%20Cybersecurity%20with%20Artificial%20Intelligence:%20The%20new%20frontier%20in%20digital%20security%20report%22}
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What has changed over the past decade or so is the enormousness of  this deceptively simple undertaking, said 
Frank Dickson, IDC’s program vice president, Security & Trust. 

“You’re under-appreciating the complexity of  the task,” he said. “When you think of  any particular infra-
structure, I have 10 million end points. I have thousands of  applications …I have a potpourri of  environments, 
whether they be SaaS, PaaS, IaaS. I have IoT [internet of  things] devices all over the place. I’ve got contractors 
coming in …working on my networks. And, in the middle of  this, I’ve got business people launching new 
services that I don’t know about. The sea of  complexity is just so extreme; that’s the task at hand.” 

ONE MILLION NEW MALWARE SAMPLES GENERATED  
PER DAY
According to Eric Chien, a fellow at Symantec (now a 
division of  Broadcom), there are one million new malware 
samples generated everyday. There is no way a human 
could even begin to analyze this tsunami of  malicious 
code to see if  their organization is at risk. But, fortunately, 
this is what today’s AI is particularly good at. It can spot, 
and help stop, 99.9% of  these threats because they are 
often variations on existing malware.

This frees up human analysts to focus on the remaining 
.001% of  malware that can be some of  the most 
damaging because it is net-new; it is part of  a larger, multi-
layered attack designed to obfuscate and confuse; a highly 
targeted attack; or, perhaps, a combination of  all of  these 
elements. 

“The real advancements are, how do we go after that last 
remaining gap?,” said Chien. “That last remaining gap 
tends to be some of  the most impactful threats; the ones 
that are going to cause the most damage.”

THREE AI CYBERSECURITY USE CASES
There are three advanced use cases where cutting edge AI products are making their way into the cyber risk 
management marketplace, he said. 

The good news is that AI is 
helping the good guys stay 

one step ahead. The bad news 
is the bad guys only need to 

find one unknown exploit, one 
unpatched server, one network 

endpoint among millions to 
infect, or one gullible employee 

to download an infected 
document or give up their 

credentials to a phishing scam, 
and even the best defenses 

can quickly be undone.
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The first is applying AI machines and application behavior to spot patterns of  suspicious behavior over time 
and flag them for further analysis. This is more commonly known as user and entity behavioral analytics 
(UEBA). 

“When you begin to bring in these other types of  attributes, not just what does this file do … but what is this 
machine doing at 5 pm versus what it’s doing at 9 am versus what it’s doing at midnight?,” he said. “You bring 
in these sort of  more behavioral attributes; that, right now, is on the cutting edge.”

The second use case is using AI technology to look across the entire network for advanced persistent threats 
(APIs). Attackers setting up attacks often lurk on the network or beforehand to understand users behaviors 
and to look for vulnerabilities. They move around, stealing credentials to escalate their privileges and, generally, 
doing things that turn into a pattern of  activity that, when looked at holistically, indicate a bad actor is it at 
work.

“We have something called targeted attack analytics, which is basically using machine learning that is able to 
correlate across all of  these control points,” said Chien. “It just tells you if  something bad is happening in your 
environment. It can maybe pinpoint that there were some suspicious things on this machine and, over here, it 
saw this little behavior …but just broadly. It’s just going to tell you, you need to investigate because something’s 
happening in your whole environment.”

The third use case is what Symantec calls adaptive security. Because no two organizations are identical, their 
cybersecurity needs and cybersecurity strategy will also be different.  

“If  I want to get to 100% [security] I need to adapt each and every environment that I’m in,” said Chien. “What 
we’re starting to use machine learning for is actually to learn about the environment we’re in and understand it and 
then deploy self-learning models just for that environment or just for that machine or just for that user.”

A common example of  this is using AI flag and report on all files that have the word “confidential” in them. That 
may be fine in an organization that does not deal with a lot of  confidential information. In government agencies, 
however, that type of  document is common. Having AI flag all of  those documents as suspicious is useless. This 
type of  AI would learn that the movement of  these documents is not something that should raise alarms. 

But, the reverse may also be true. If  an organization suddenly starts creating a lot of  “confidential” documents, 
the ML algorithms that support AI solutions and help them adapt will understand that a change has occurred 
and stop flagging as suspicious the movement of  confidential documents around the network.

For the people who are hoping that AI will soon put the malware threat to rest, there is a long way to go. Bad 
actors also employ AI to develop their malware so it is a bit of  an arms race. 

https://www.weforum.org/agenda/2019/06/ai-is-powering-a-new-generation-of-cyberattack-its-also-our-best-defence/#link={%22role%22:%22standard%22,%22href%22:%22https://www.weforum.org/agenda/2019/06/ai-is-powering-a-new-generation-of-cyberattack-its-also-our-best-defence/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22employ%20AI%20to%20develop%20their%20malware%22}
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The good news is that AI is helping the good guys stay one step ahead. The bad news is the bad guys only need 
to find one unknown exploit, one unpatched server, one network endpoint among millions to infect, or one 
gullible employee to download an infected document or give up their credentials to a phishing scam, and even 
the best defenses can quickly be undone.

“A CISO [chief  information security officer] looked at me one time,” said Dickson, “and he goes, ‘Machine 
learning is done in Python, AI is done in PowerPoint’. What it means is machine learning is a really mature 
science because it’s really good at pattern recognition. AI is really purely conceptual at this point. It’s about 
doing things based on known patterns, it’s based on implementing known policy. But self-learning, self  healing? 
That’s a lot to ask at this point.”
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CIO JURY: ARTIFICIAL INTELLIGENCE AND 
MACHINE LEARNING AN ESSENTIAL PART OF 
CYBERSECURITY
BY: TEENA MADDOX/TECHREPUBLIC

Security is always a concern for 
the enterprise, and learning new 
tactics to make it more effective is 
key. Machine learning and artificial 
intelligence play a big role for some 
companies, and our CIO jury agrees.

When asked the question, “Are 
AI and ML a critical part of  your 
cybersecurity plan this year,” the 
12-member CIO jury was definitely 
on the side of  opting for innovation, 
with 67% saying they will be using 
the newer technologies to protect 
their company this year. Each of  the remaining 33% of  our panelists said that while they aren’t using it yet, they 
are using AI and ML in other ways and learning more about it.

Those weighing in on the “yes” side include Charles Eagan, CTO of  BlackBerry. Eagan said, “AI and its 
associated technologies are an incredibly important part of  BlackBerry’s plans for 2020 and beyond. We believe 
these technologies are essential to empower cybersecurity teams to increase the ‘observability’ and ‘controlla-
bility’ of  complex systems– not only having the ability to combine 

many sources of  information to detect an attack or compromise, but having the controllability to respond to 
such observations.”

CYBERSECURITY AS AN IDEAL USE CASE FOR AI AND ML
Kris Seeburn, an independent IT consultant, evangelist and researcher, said “Cybersecurity is emerging as a 
potential or perhaps an ideal use case for these technologies. Digital business is opening new risks and vulnera-
bilities that, combined with a security skills gap, is weighing on security teams.”
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Using artificial intelligence in cybersecurity allows the software to learn and adapt faster than with conventional 
security tools. 

It protects against phishing attacks and other malicious activity, according to Mark Douglas, president and 
CEO of  SteelHouse.

Chris Weiss, CTO of  Dewpoint, said these benefits are why his company is using AI and ML in cybersecurity, 
and why they’re offering it to their customers. “Security products which rely on updates for known threats are 
reactive rather than proactive, and they no longer meet our needs or those of  our customers.”

AI AND ML INCREASE SPEED, ACCURACY AND 
CONNECTIVITY
World Wide Technology also plans to use AI and ML 
this year as part of  its cybersecurity plans, according to 
Rick Pina, chief  technology advisor. “In today’s digital 
age, the security of  data, applications, and processes is 
of  the utmost importance; and AI and ML now play an 
integral part in this cybersecurity process. AI and ML have 
brought enticing new prospects for speed, accuracy, and 
connectivity to the public and private sectors, allowing 
government agencies and corporate organizations to make 
great strides in governed self-service access, alongside data security and reliability.”

CYBERSECURITY PLANS WITH AI AND ML IN THE NOT-TOO-
DISTANT FUTURE
Only four panelists said they weren’t planning to use AI and ML this year as part of  their cybersecurity plans. 

Michael Hanken, vice president of  IT at Multiquip, said he isn’t planning to use AI and ML yet, but he is 
researching its benefits and limits to see how it might work in conjunction with cybersecurity in the future.

Dan Gallivan, director of  IT for Payette, said, “AI and ML are not part of  the official plan this year but I do 
feel they are in the not too distant future as we learn more about artificial intelligence and machine learning 
development capabilities and then experiment with them in cybersecurity.”

Serkan Piantino, CEO and founder at Spell, also voted “no” and said, “While at Spell we don’t use ML/AI 
generated cybersecurity internally, cybersecurity moves extremely quickly so we work with companies to build 

Only four panelists said they 
weren’t planning to use AI and 

ML this year as part of their 
cybersecurity plans. 
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machine learning systems that keep up with threats. Machine Learning can be trained to quickly and effectively 
provide cyber defense by doing things like spotting anomalies, classifying network traffic or detecting incoming 
malware. But it’s important that these systems are monitored and retrained continually because the threats are 
constantly changing, and that requires the right tools and infrastructure to implement and manage.”

Packet CTO Cody Hill rang in with his thoughts, “Our security stance does not embrace AI/ML directly, 
but is an important feature that we consider when evaluating partners and tools to help us. For instance, we 
leverage Sift Science to help analyze potentially risky customers, and their machine learning capabilities, it is an 
important part of  the value they provide to us.”

Here are this month’s CIO Jury participants:

• Charles Eagan, CTO, BlackBerry

• Michael Hanken, vice president of  IT, Multiquip

• Dan Gallivan, director of  information technology, Payette

• Emil Sayegh, CEO, Ntirety

• Cody Hill, Field CTO, Packet

• Kris Seeburn, independent IT consultant, evangelist, and researcher

• Chris Weiss, CTO, Dewpoint

• Serkan Piantino, CEO and founder, Spell

• Mark Douglas, president and CEO, Steelhouse

• Shahid Hanif, founder and CEO, Shufti Pro

• Rick Pina, chief  technology advisor, World Wide Technology

• John Abel, CIO, Veritas Technologies
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8 LEADING AI/ML CYBERSECURITY COMPANIES  
IN 2020
BY: JONATHAN GREIG/TECHREPUBLIC CONTRIBUTOR

Overnight it seems artificial intelligence 
(AI) and machine learning (ML) became 
indispensable ways for cybersecurity 
companies to keep organizations safe 
from an ever growing threat landscape. 
According to recent reports from IDC, 
global spending on cybersecurity reached 
well over $100 billion in 2019 and will 
surely increase even more in 2020.

The evolving use of  technology in every 
corner of  an organization has opened up 
a litany of  entry points for attackers to exploit, putting a heavy strain on legacy systems unable to handle every-
thing from cloud platforms to the varying technologies employees use throughout every level of  an enterprise.  

Gartner estimated that 100% of  all large organizations will have to discuss cybersecurity at some point 
throughout the year with their board of  directors, making it a prime focus that can no longer be delegated to 
small IT departments to manage. 

Annual spending on vulnerability management activities increased to $1.4 million in 2019, which is an increase 
of  an average of  $282,750 from 2018. But many organizations still cannot afford the kind of  massive security 
teams needed to handle all of  their security needs. This is where artificial intelligence and machine learning 
come into play, giving organizations a way to manage a wider array of  threats and the ability to take on cyber-
criminals using these very same tools for their own activities.

There was a wave of  data breaches in 2019 against companies who still use cybersecurity services relying on 
the standard “detect and response” method, which has proven largely unsuccessful as fraudsters, hackers, and 
threat actors use more sophisticated technologies to infiltrate systems and access sensitive data, occasionally 
without the targets’ knowledge until it’s too late. 

AI and ML can help augment a company’s system through automation by constantly monitoring for any suspi-
cious activity and correcting the problem before it takes effect and keeping track of  an individual’s activity to 
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https://www.zdnet.com/article/global-security-spending-to-top-103-billion-in-2019-says-idc/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/global-security-spending-to-top-103-billion-in-2019-says-idc/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22reached%20well%20over%20$100%20billion%20in%202019%22}
https://www.zdnet.com/article/global-security-spending-to-top-103-billion-in-2019-says-idc/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/global-security-spending-to-top-103-billion-in-2019-says-idc/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22reached%20well%20over%20$100%20billion%20in%202019%22}
https://www.gartner.com/en/information-technology/insights/cybersecurity#link={%22role%22:%22standard%22,%22href%22:%22https://www.gartner.com/en/information-technology/insights/cybersecurity%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22100%%20of%20all%20large%20organizations%22}
https://www.techrepublic.com/article/research-finds-2019-increase-in-breaches-and-cybersecurity-spending/#link={%22role%22:%22standard%22,%22href%22:%22https://www.techrepublic.com/article/research-finds-2019-increase-in-breaches-and-cybersecurity-spending/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22increased%20to%20$1.4%20million%20in%202019%22}
https://www.techrepublic.com/article/how-artificial-intelligence-is-unleashing-a-new-type-of-cybercrime/#link={%22role%22:%22standard%22,%22href%22:%22https://www.techrepublic.com/article/how-artificial-intelligence-is-unleashing-a-new-type-of-cybercrime/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22these%20very%20same%20tools%22}
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further protect him from the more sophisticated threats.

Here are eight of  the top cybersecurity companies focusing on using artificial intelligence and machine learning 
to protect enterprises. 

1. DARKTRACE
A group of  mathematicians from the University of  Cambridge and government cyber intelligence experts in 
the US and the UK founded Darktrace in 2013. The company has used artificial intelligence with its Enterprise 
Immune System and Darktrace Antigena platforms, both of  which leverage the power of  automation to 
identify a diverse range of  threats at its earliest stages – including cloud-based vulnerabilities, insider attacks, 
and state-sponsored espionage.

Former CIA executive Marcus Fowler, director of  strategic threat at Darktrace, said artificial intelligence gives 
security teams unparalleled visibility, and the ability to respond to threats faster than any legacy system could.

“It helps you understand your digital environment. It can know what is normal at the smallest level and detect 
against anomalies. At some point, something in your network pushes data to an external node that is totally 
unique to your digital environment. AI is able to say ‘This has never happened before, you need to look at this 
as a potential breach of  your normal behaviour,’” he said. 

“AI is able to understand something is occurring and identify responses that could occur to disrupt it in seconds 
providing the security team more time to actually become better informed about what’s happening,” he continued. 

2. SAP NS2
Spun off  from SAP in 2005, SAP NS2 uses the data analytics and fusion technologies from SAP and applies 
it to cybersecurity, working with a number of  US security agencies and corporations. Their AI and ML 
technology helps national security professionals process troves of  data and protect sensitive information 
passing through a variety of  locales.

In addition to their work with defense industry customers, their systems also handle the hard work of  securing 
supply chains, which often involves dozens of  companies operating in a variety of  scenarios. SAP NS2 also 
uses AI and machine learning to protect cloud platforms for a number of  different customers. 

3. CROWDSTRIKE
CrowdStrike is one of  the most popular cybersecurity companies in the market with dozens of  high-profile 
customers. CrowdStrike’s Falcon platform uses AI to give users quicker visibility and protection across their 
entire organization and focuses on preventing endpoint attacks.

https://customers.darktrace.com/en/tech-demo/?utm_source=darktrace&utm_medium=mudwall#link={%22role%22:%22standard%22,%22href%22:%22https://customers.darktrace.com/en/tech-demo/?utm_source=darktrace&utm_medium=mudwall%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22to%20respond%20to%20threats%20faster%22}
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With Falcon, CrowdStrike is able to provide real-time 
protection and actionable threat intelligence as well as 
around-the-clock managed threat hunting.

“If  you don’t have AI or ML, you won’t be a vendor 
anymore. This is the only way that any type of  system 
can survive in this world. The traditional way of  just 
knowing things is not going to work,” said David 
Cook, chief  information security officer at Databricks. 

Cooked explained that Crowdstrike has a different 
model that identifies compromised systems, and it uses a lot of  machine learning in the background for 
identification. 

“Attackers are so sophisticated that the attack vectors change daily,” he said. “This is why these newer 
companies are coming up because they have this technology, and they’re leveraging it and surpassing the old 
way of  looking at things.”

“If  you’re not deploying AI and machine learning, you’re probably still selling stage coaches,” said Mark Testoni 
CEO at SAP National Security Services. “We’re either users of  these things or developing capabilities with 
them. ITs become extraordinarily important in everything from a cyberfight to the competitiveness fight.”  

4. VADE SECURE
Vade Secure is one of  the world’s leading email defense companies, deploying artificial intelligence and machine 
learning to protect more than 600 million mailboxes in 76 countries from a variety of  threats including spear 
phishing, ransomware, and malware.

The company got an infusion of  more than $75 million in June from General Catalyst and plans to expand on 
their use of  AI to protect inboxes across the globe. 

“With the funding, we will continue to invest in our AI-based threat detection engine and build on Vade’s 
leadership in email security for ISPs. In addition, we have a unique opportunity to capitalize on the market 
disruption caused by the industry shift from on-premise hosted email to the adoption of  cloud-based email 
platforms,” Georges Lotigier, CEO, Vade Secure, said in a statement.  

5. BLUE HEXAGON
Founded on the belief  that deep learning will fundamentally change cybersecurity, Blue Hexagon offers 
customers real-time network threat protection which can deliver threat detection in less than a second.

“If you’re not deploying AI and 
machine learning, you’re probably 

still selling stage coaches,” 

–Mark Testoni, CEO,  
SAP National Security Services

https://www.prnewswire.com/news-releases/vade-secure-enters-70m-financing-agreement-with-general-catalyst-300865825.html#link={%22role%22:%22standard%22,%22href%22:%22https://www.prnewswire.com/news-releases/vade-secure-enters-70m-financing-agreement-with-general-catalyst-300865825.html%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22got%20an%20infusion%20of%20more%20than%20$75%20million%20in%20June%22}
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In a unique twist, Blue Hexagon uses AI to create malware based on global threat data and the dark web, all in 
an effort to test their own systems and push their capabilities to the limit. Their systems work in networks and 
in the cloud, covering a variety of  threats across a multitude of  different platforms. 

“When threats look different, our firewalls and controls can’t keep up because they need to know what bad 
looks like before they can block it,”  said Saumitra Das, CTO and co-founder of  Blue Hexagon. “The funda-
mental thing that Blue Hexagon solves is using AI and ML to look at threats coming in, even if  they are 
unknown, and be able to mark it instantly. What that gives us is the ability to deal with a million new things a 
day that is causing all of  the breaches.” 

6. ZERO NETWORKS
With their pioneering Zero Networks Access Orchestrator, the Israel-based Zero Networks created a cloud-
based network security service that uses artificial intelligence to underpin a zero-trust network model.

The platform observes how users and machines normally communicate to automatically define and enforce 
a zero trust network model throughout an enterprise. With a patent-pending two-factor authentication 
mechanism, Zero Networks allows its customers to make new or rare connections and automatically updates 
policies so that they can always access what they need, when they need it. 

The company has had a quick rise, starting in 2019, and it is already attracting major investors, securing $4.65 
million in seed funding in February 2020. 

“If  you want to take an entire network and basically protect it with a click, that is our solution. It’s possible 
because our platform is automatic and proactive,” said Benny Lakunishok, CEO and co-founder. “It provides 
network security at scale and we have a patent on the key automation part.” 

7. WEBROOT
Webroot harnesses the power AI to stop zero-day threats in real time, securing businesses across the globe with 
threat intelligence, and providing protection for endpoints as well as networks.

Webroot’s principal software engineer in machine learning, Chahm An, said he’s used AI since 2014 for 
phishing attacks and malware, specifically for javascript malware as well as other threats online like botnets. 

An noted that traditional anti-virus programs essentially created lists of  things it knew to protect against, but 
as the world changed and attacks evolved, and it has become nearly impossible to categorize the volume of  
threats online. 
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While there are other phishing solutions available to detect a phishing site, many are based off  of  the metadata 
or URL, leveraging the old list-based way of  doing things. Other companies look for patterns in the URL to 
detect a phishing site. However, Webroot’s phishing solution works in real time, allowing it to open up the URL 
and block it from there.  

The company also uses machine learning to gain more insight into specifically why certain attacks are bad in an 
effort to expand their understanding of  the threat landscape.

“In order to handle the volume of  content that’s out there nowadays you really need some kind of  automated 
solution to help either filter things out or automate the detection of  threats. The traditional paradigm has died 
off,” An said. “AI makes it easier for cybercriminals to come up and generate a large number of  these kinds 
of  socially engineered tricks. On our side, we’ve had to become better about using machine learning and AI to 
automate sifting through this large volume of  stuff. It’s an arms race. We take a more data-driven approach.” 

8. CALLSIGN
Callsign uses AI and ML to validate a person’s identity just from a swipe on a touchscreen, number of  
keystrokes on the keyboard, number of  locations, and other activities. The company’s trademark platform, 
Intelligence Driven Authentication, combines multi-factor authentication and fraud analytics powered by deep 
learning technology to fight against fraudulent activity, from identity fraud to SMS phishing. 

The platform collects thousands of  data points -- including behavioral, device, locational, and telecoms -- to 
correlate identity traits and combines this with threat analysis information to ensure that this data has not been 
compromised. 

The data is then analyzed in real-time using advanced machine learning and intelligence models to deliver a 
confidence score that the user is who they say they are when making a transaction. The Intelligence Engine 
works from the first interaction, getting richer with every subsequent interaction to build a unique identity 
profile for every user.

Whereas other authentication companies may use AI to detect the occurrence of  fraud, Callsign creates profiles 
at an individual level. The thought process is that everyone isn’t the same, so the company doesn’t apply general 
predictive models.
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HOW CYBERCRIMINALS TARGET COMPANY 
EMAILS AND WHAT YOU CAN DO TO PREVENT IT
BY: VERONICA COMBS/TECHREPUBLIC

Even though malware code is always 
evolving and Emotet has morphed from 
a banking trojan to weapon that targets 
many industries, email still remains one 
of  the most popular attack vectors for 
hackers. Phishing attacks are on the 
rise, spear phishing is becoming more 
targeted, and now text messages are 
turning into spam. 

The following advice from security 
experts will help tech pros spot new 
attacks, improve their technical defenses, 
and train end users and tech team members.

STRENGTHENING THE PERIMETER 
Ron Culler, senior director of  technology and solutions at ADT cyber security, said that in addition to the 
standard anti-virus and anti-malware tools, businesses should use sandboxing technology to screen email traffic 
for malicious code embedded in HTML or in attachments.

“Sandboxes emulate desktop environments so when a message comes in with attachment, it goes through the 
process and simulates the entire process so you can see if  something happens maliciously,” he said.

Companies also should run phishing drills in-house with email templates that look professional and include 
persuasive language. “You send emails to people, and if  they click the link, it could tell them, ‘You’ve clicked a 
phishing link, go here for training,’” Culler said.  

TRENDS IN BUSINESS EMAIL COMPROMISE ATTACKS
Although email attacks remain the most common delivery method for malware, text messaging follows at a 
close second as hackers increase their use of  deceptive text messages. 
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David Richardson, vice president of  product at Lookout, 
said that bad actors are now building sites specifically 
targeting mobile devices. Some of  these sites will redirect 
users to a genuine site if  a link is being examined on the 
desktop or through automated analysis.

“Bad actors are realizing that they can keep their sites 
undetected for longer by redirecting to the actual site in 
some circumstances because that will mark them as legit-
imate,” he said. 

Richardson added that many of  these attacks come from compromised accounts from mobile apps, such as 
What’s App.  

“Hackers will compromise someone’s account and then send this message to everyone in their address book, 
and people will click because it looks legitimate,” he said.

Bad actors also trick users by closely copying the layout of  trusted brand’s login page. The page looks right but 
often the log-in and password fields are on one page, instead of  separate screens. “Attackers put all the content 
on a single page to keep things more focused there instead of  breaking it up into a multi-step process,” he said.

Users should also look for pixelated logos, poor grammar, or awkward writing as warning signs of  a phishing 
page.

Another common trick is to make the full URL hard to see because of  the limited real estate on a mobile 
screen. Culler from ADT recommended telling users to hover a mouse over a button or URL to check where a 
link is going.

Screen overlay attacks is another popular approach. This is where hackers embed malicious code in something 
that seems innocent, like a flashlight app. The malicious code tracks what the user is doing and looks for 
specific activity. When a user taps on a banking app, for example, the malicious code launches a full screen 
popup that mimics the genuine app. This gives the bad actor the chance to capture user information without 
redirecting the person to a website.

“You’ve switched context from one app to another and provided personal information to an attacker 
without realizing it,” Richardson said. “Then it will basically dismiss that application and switch you back to 
the normal app.” 

Users should also look for 
pixelated logos, poor grammar, 
or awkward writing as warning 

signs of a phishing page.

https://www.lookout.com/#link={%22role%22:%22standard%22,%22href%22:%22https://www.lookout.com/%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Lookout%22}
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Richardson said companies need a device management strategy that monitors activity and controls access in 
real-time. 

“If  you are an enterprise trying to manage 10,000 devices, what are the odds that your users are going to use 
good judgement all the time?” he said.

Michael Bruemmer from Experian said he has seen people use fake LinkedIn profiles to try to steal a person’s 
credentials. He said hackers will scan social media to identify a person’s interests and use that information to 
personalize the phishing attack.

“They know that I am a bike rider so they use that information to send a targeted attack through text or email, 
‘Click to see the pictures from the ride last weekend,” he said.

PREVENTING BUSINESS EMAIL COMPROMISE ATTACKS
Bruemmer said that companies should conduct job-specific security and privacy training at least once a year. 
The training should reflect a person’s job responsibilities and role within the company. 

“Admins, the CEO, and board members need the highest level of  training because they are under attack all the 
time,” he said. “The front desk security guard needs a different type of  training, but everyone needs it.”

Companies also need to practice responding to a data breach, if  -- or more likely when -- a phishing attack is 
successful. Bruemmer recommended assembling a cross-functional group that includes the IT security team 
lead, the chief  privacy officer, a representative from the corporate board, internal security experts, and poten-
tially a breach coach and outside legal counsel as well.

“It’s a large number of  people who need to be coordinated, and it takes time and practice to get that group 
together,” he said. “Everything looks good on paper, but unless you practice, then a breach hits and chaos 
ensues.”

He added that company leaders often overlook the fact that the response team will need to be dedicated full 
time to the problem until it is resolved.

“The rest of  the business has to continue at the same time, but people can’t be pulled in and out of  the 
response work,” he said.

His other piece of  advice for the response team is to plan for leaks. 

“We’ve got this plan and 30 or 60 days to respond to the consumer, but if  you are preempted before you are 
ready to go what are you going to do?” he said.

https://www.experianplc.com/#link={%22role%22:%22standard%22,%22href%22:%22https://www.experianplc.com/%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22Experian%22}
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SMARTPHONE HACKS: HOW COMPANIES CAN 
PROTECT EXECUTIVES
BY: TEENA MADDOX/TECHREPUBLIC

It’s been more than a month since 
the news broke that Amazon CEO 
Jeff  Bezos had his phone hacked by 
the Crown Prince of  Saudi Arabia, 
Mohammed bin Salman. But people are 
still buzzing about it. 

According to reports, the Saudi royal 
family member supposedly sent a booby-
trapped video to Bezos via a WhatsApp 
message on May 1, 2018. The video 
allegedly exploited a WhatsApp bug to 
download and install malware on Bezos’ 
personal iPhone, which then exfiltrated data from it. 

HOW TO PROTECT YOUR OWN CEO FROM CYBER HACKS
If  you want to avoid having your own company’s CEO be the star of  a similarly sleazy story, then there are 
certain things that you can do to protect your C-level executives from such cyber attacks. Of  course, no-one is 
completely safe. But you can limit the risk. 

Aaron Turner, president and chief  security officer of  Highside, a distributed identity and secure collaboration 
technology company, said, “We have been recommending that executives and other high-value travelers like 
researchers and diplomats use hardened Android devices while traveling through regions where the mobile 
network operators should be considered hostile actors. This is due to the fact that iOS relies on a single-point-
of-failure security model and has not allowed users to select which encryption roots their device trusts. With 
Android, Google has at least allowed users the option to de-trust the surveillance certificates that are injected 
into Android devices. iOS has no such capability, requiring users to jailbreak their device to de-trust surveil-
lance roots in a similar fashion. This is especially concerning due to the number of  authoritarian regimes which 
Apple has collaborated with to allow surveillance on all iOS devices.”
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Turner also said that moving away from the use of  WhatsApp is key, as there are more attacks than ever 
flowing through that platform. 

To reduce the risk, Turner said that for one client, 
“we are in the process of  designing communica-
tions filtering technology that essentially removes 
direct-to-executive communications from mobile 
phones, with all publicly-attributable numbers 
associated with executives on a protected virtual 
communications platform, and an obfuscated number 
on the actual handset that they carry. This essentially 
creates a mobile firewall to allow inspection of  all 
files before they get to the executive’s phone. This is 
expensive and operationally intensive now, but we hope to make it easier over time.”

Harold Li, vice president of  ExpressVPN, said that an IT department can provide essential advice to C-suite 
executives. “In addition to the essentials -- such as good password hygiene, multi-factor authentication, timely 
patching, and encryption -- I would highlight two additional areas that don’t get enough focus today.”

“First is social engineering, which is on the rise and can enable a criminal to circumvent even the most stringent 
security measures with the help of  their unwitting target. Make sure you educate your C-level staff  about these 
types of  attacks and give them clear escalation channels for checking and reporting potential attacks,” Li said.

“Second, in addition to reducing the risk of  a hack, operate on the assumption that devices, particularly those 
belonging to high-level targets, will inevitably be compromised. With that in mind, consider how to mitigate 
that eventuality: What policies and measures can you put in place to minimize the amount of  confidential 
information on the device at any given time? How do you ensure that compromising a single device isn’t suffi-
cient to access the most sensitive data and infrastructure? What level of  monitoring prevents hacked devices 
from staying hacked for too long?” Li said.

WHAT TO DO IF A SUSPICIOUS FILE IS RECEIVED
If  all of  the precautions offered by a company’s IT department have failed, and a suspicious file has made it to 
your phone, there are certain steps to take. 

“Don’t open suspicious files. Certainly do not install apps from a source other than the main app store or 
another safe location. If  you have IT or security staff  that handle these incidents, you should ask them what 

If you want to avoid having your 
own company’s CEO be the star of 
a similarly sleazy story, then there 
are certain things that you can do 
to protect your C-level executives 

from such cyber attacks. 
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policy to follow. These things are a bare minimum to try to stop an attacker from running malicious software 
on your device,” said Justin Cappos, associate professor at NYU Tandon School of  Engineering. 

Li said, “If  you want to check the file in case it is legitimate, do so in a sandbox, such as a virtual machine, or 
ask your IT department to do so for you.”

WHAT TO DO IF A PHONE HAS BEEN COMPROMISED
Li said, “First, they should isolate their device so that the hacker cannot communicate with it -- this can mean 
turning it off, taking out the battery if  removable, ejecting the SIM card, or even putting it in a Faraday bag. 
Second, they should change the credentials on any accounts that could have been compromised through the 
device and end any active sessions. Third, they should alert their IT department and turn over the device for 
inspection.”

And remember, everyone can be a victim of  cybersecurity hacking. Li said, “Cybersecurity has always been 
about risk management, as we recognize that it’s impossible to eliminate risks altogether short of  living 
completely off  the grid. The hacking of  Jeff  Bezos’ phone underlines this principle that there is always some 
degree of  risk -- and reminds us that we must take proactive measures to protect ourselves.”

https://faradaybag.com/what-is-a-faraday-bag/#link={%22role%22:%22standard%22,%22href%22:%22https://faradaybag.com/what-is-a-faraday-bag/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Faraday%20bag%22}
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SECRETS FROM CYBERSECURITY PROS:  
HOW TO CREATE A SUCCESSFUL EMPLOYEE 
TRAINING PROGRAM
BY: MACY BAYERN/TECHREPUBLIC

A lack of  professional growth opportu-
nities is one of  the top reasons employees 
quit, yet organizations often overlook 
learning and development initiatives. 
The minimization of  learning and 
development initiatives ultimately hurts 
both the worker and employer, as 94% 
of  employees said they would stay at a 
company longer if  they were offered 
educational opportunities, a LinkedIn 
report found.

“One of  the top job satisfaction factors of  today’s workforce is learning and development opportunities,” said 
Eleftheria Papatheodorou, director of  training at TalentMLS.

“On top of  improving retention, training benefits organizations with providing a more skilful and engaged 
workforce. It improves performance as employees are given the knowledge, resources, and skillset to do their 
best work,” said Papatheodorou. 

A critical educational area for employees is in cybersecurity, as more organizations become inundated by 
cyberattacks. 

“Cybersecurity is at the front and center of  enterprises due to the increasing number of  malicious attacks in the 
workplace,” said Jared Lucas, chief  people officer at MobileIron.

“Proper employee training and frequent refreshers can equip employees with the tools to properly ward off  
cybersecurity threats on the front lines,” Lucas said. 

Cost is a big reason organizations have historically overlooked training -and that means more than just 
the dollar sign. Training can take away from daily tasks, costing productivity for some employees, said Lisa 
Plaggemier, chief  strategy officer at MediaPro.  
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https://www.techrepublic.com/article/how-to-effectively-incorporate-learning-and-development-into-your-organization/#link={%22role%22:%22standard%22,%22href%22:%22https://www.techrepublic.com/article/how-to-effectively-incorporate-learning-and-development-into-your-organization/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%2294%%20of%20employees%20said%20they%20would%20stay%22}
https://www.techrepublic.com/article/how-to-effectively-incorporate-learning-and-development-into-your-organization/#link={%22role%22:%22standard%22,%22href%22:%22https://www.techrepublic.com/article/how-to-effectively-incorporate-learning-and-development-into-your-organization/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%2294%%20of%20employees%20said%20they%20would%20stay%22}
https://learning.linkedin.com/resources/workplace-learning-report#link={%22role%22:%22standard%22,%22href%22:%22https://learning.linkedin.com/resources/workplace-learning-report%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22LinkedIn%20report%20found%22}
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However, the cost of  not training employees, especially in 
cybersecurity practices, is far worse, Plaggemier said. 

A lack of  training leads to “Unintended data loss, data 
breach, malware infections…the list goes on and on. These 
[affect] your help desk, your legal department, and your 
reputation,” Plaggemier added.

Given how prevalent cybersecurity is, many organizations understand the value of  implementing these training 
sessions; but knowing where to start can be the most difficult part.

HOW TO CREATE A CYBERSECURITY TRAINING PROGRAM
1. Find the knowledge gap
The first step in developing a training program is finding the skills gap in your organization. Begin by deter-
mining what cybersecurity areas employees are most unfamiliar with, Papatheodorou said. 

“Their needs can be assessed via an online survey, or by asking employees and managers directly,” 
Papatheodorou said. 

Another avenue for preparation is looking at outcomes. “Start by deciding what outcomes you most desire, and 
pick the right modality of  training to best meet those outcomes -- which varies per organization,” Lucas said. 

For example, “ask the security team and leadership some questions: What are our biggest risks? What are we 
protecting? All of  this data will help you clarify where you should start.” Plaggemier said.

The organization could decide to do a general cybersecurity threat overview, a basic education that could teach 
employees how to spot and prevent breaches. Or, depending on the company’s needs, the training could be 
more specialized, focusing on password security, email and social media policies, and protection of  company 
data, Papatheodorou said. 

2. Get employee buy-in
“Getting employee buy-in is going to be the most important part of  a successful training program,” said Mark 
Webster, co-founder of  Authority Hacker. “Especially if  you’re asking them to learn something that fundamen-
tally changes the nature of  their work.”

A big part of  employee buy-in is accessibility. The courses should be easy to access, that way it isn’t a hassle to 
go through training. 

Overall, security teams must 
enter training initiatives with 

full force and a solid plan
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“Make sure to choose the right training delivery method for each role,” Papatheodorou said. “The tool you use 
to train your employees should correspond to the nature of  their work. For example, deskless workers should 
receive training through mobile devices.

“To get the employees on board, involve them beforehand and offer them learning opportunities that spark a 
personal interest,” Papatheodorou said. “Send an email asking each employee what kind of  training they’d like 
to get. Make your sales or any other training courses accessible to other departments.” 

3. Monitor progress 
Effective training programs are those that evolve and improve, which is why monitoring progress is crucial. 

To see if  the training courses have been helpful and useful, Papatheodorou suggested including quizzes or tests 
within the classes. 

“For every training module, create quizzes and tests to assess what people have learned,” Papatheodorou said. 
“If  possible, include gamification features to engage and motivate employees to score higher. Make sure to 
include frequent knowledge assessments within training sessions, as they help knowledge retention.” 

To see how training has impacted a department, run a before and after analysis, Papatheodorou added. For 
cybersecurity, this could include sending a company-wide fake phishing email before and after the training, 
measuring how many people clicked the link each time.

Overall, security teams must enter training initiatives with full force and a solid plan, according  to Plaggemier.

“It’s the security team that’s accountable, so they should ‘own,’ the program,”  Plaggemier said, “When a 
security incident happens, executives aren’t going to ask HR or Corp Comms if  the training program was 
effective, they’re going to ask you, so own it.”
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AUSSIE PARLIAMENT’S SAD CYBER ESPIONAGE 
SAGA IS A SALIENT LESSON FOR OTHERS
BY: STILGHERRIAN/ZDNET CONTRIBUTOR

“Parliaments of  all descriptions are 
of  interest to intelligence services,” 
says Tom Uren, senior analyst with the 
International Cyber Policy Centre (ICPC) 
at the Australian Strategic Policy Institute 
(ASPI) in Canberra.

The spooks want to know what issues 
the politicians are looking at, their stand 
on particular issues of  interest, and even 
their personalities and those of  their staff.

“A lot of  politics ultimately come down 
to personalities,” Uren told ZDNet. “They want to know about those issues.”

Some of  the things that you might learn from hacking a parliament are of  only short-term interest, he said. 
The latest stance on a current negotiation, for example, will come out in time anyway, and after that, the intelli-
gence has no further use.

The politics and personalities -- that’s the stuff  with long-term value. That’s the stuff  that can provide leverage 
for blackmail or bribery.

There’s nothing new here, of  course.

“Human intelligence has always worked like that. Understanding people to understand their motivations and 
how you can influence, or even manipulate, or even coerce them,” Uren said.

“The cyber aspect is just a different avenue that allows remote access, it’s deniable, and sometimes access is a 
lot easier than engaging with people.”

Cyber espionage can also provide an enormous volume of  documents.

“In a kind of  weird bureaucratic way ... it looks like you’re doing more work because you’re getting more 
documents,” Uren said. “Spies becoming more productive because of  digitalisation!”
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We shouldn’t be surprised, therefore, that we’ve already seen some high-profile parliamentary hacks.

In 2017, for example, a sustained and determined cyber attack on UK parliament’s systems compromised 90 
accounts, or about 1% of  total users. That one seems to be down to script kiddies, however.

In 2018, in the lead up to the 2019 European 
Parliament election, Microsoft claimed it was 
Russian unit APT28 -- a.k.a. Fancy Bear a.k.a. 
Strontium -- that had hacked into 104 accounts 
belonging to employees at political organisations in 
Belgium, France, Germany, Poland, Romania, and 
Serbia.

APT28 is one of  the two Russian groups known to 
have breached the Democratic National Committee servers ahead of  the US presidential election of  2016.

Hackers have also targeted non-government organisations such as the German Council on Foreign Relations, 
and European offices of  The Aspen Institute and The German Marshall Fund.

National leaders are also of  particular interest.

Documents leaked by Edward Snowden starting in 2013 revealed that the US National Security Agency (NSA) 
had wormed their way into the phones of  35 world leaders, including Germany’s Angela Merkel and Mexico’s 
Felipe Calderon.

Australia’s contribution to the global game of  phones was to spy on then-Indonesian President Susilo Bambang 
Yudhoyono, plus the country’s vice president, foreign affairs spokesman, security minister, information 
minister, and a former vice president.

More recently, The New York Times reported that China and Russia have been eavesdropping on US President 
Donald Trump’s cellphone calls.

“China is seeking to use what it is learning from the calls -- how Mr Trump thinks, what arguments tend to 
sway him and to whom he is inclined to listen -- to keep a trade war with the United States from escalating 
further,” the newspaper wrote.

“In what amounts to a marriage of  lobbying and espionage, the Chinese have pieced together a list of  the 
people with whom Mr Trump regularly speaks in hopes of  using them to influence the president.”

The politics and personalities -- 
that’s the stuff with long-term value. 

That’s the stuff that can provide 
leverage for blackmail or bribery.

https://www.zdnet.com/article/uk-parliament-cyberattack-carried-out-by-amateur-hacker-says-investigation/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/uk-parliament-cyberattack-carried-out-by-amateur-hacker-says-investigation/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22sustained%20and%20determined%22}
https://www.zdnet.com/article/security-services-investigate-cyberattack-against-uk-parliament-following-hacked-emails/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/security-services-investigate-cyberattack-against-uk-parliament-following-hacked-emails/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22compromised%2090%20accounts%22}
https://www.zdnet.com/article/security-services-investigate-cyberattack-against-uk-parliament-following-hacked-emails/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/security-services-investigate-cyberattack-against-uk-parliament-following-hacked-emails/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22compromised%2090%20accounts%22}
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https://www.zdnet.com/article/merkel-wasnt-alone-nsa-tapped-calls-of-35-world-leaders/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/merkel-wasnt-alone-nsa-tapped-calls-of-35-world-leaders/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22wormed%20their%20way%20into%20the%20phones%20of%2035%20world%20leaders%22}
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All this makes February’s revelation that the Australian Parliament’s cybersecurity wasn’t up to scratch all the 
more interesting, because government officials are trying to downplay the whole thing.

AUSTRALIAN PARLIAMENT’S TWO BIG HACKS - THE ONES 
WE KNOW OF
Australia’s Parliament is known to have suffered two serious cybersecurity incidents in the last decade.

In 2011, hackers busted the parliamentary email accounts of  then-Prime Minister Julia Gillard and at least two 
other senior ministers: Foreign Minister Kevin Rudd and Defence Minister Stephen Smith.

The hackers, widely speculated to be state-based actors from China, were believed to have had access for up to 
a month to thousands of  emails.

In February 2019, a seemingly more comprehensive hack of  the Australian Parliament network -- as well as 
political party networks -- was revealed.

According to Prime Minister Scott Morrison, it was down to a “sophisticated state actor”, again speculated to 
be China.

The attack forced a password reset of  all Australian Parliament House network users, including politicians and 
all of  their staffers.

It took eight days to remove the bad guys from the parliamentary network, according to evidence given to the 
Senate Finance and Public Administration Committee.

The incident also revealed some poor password practices. Staff  could phone or email to reset a parliamentar-
ian’s password and then be told that password. Obviously anyone pretending to be a staff  member could do the 
same.

PARLIAMENT’S SHODDY CYBERSECURITY OF 2019
A leaked report obtained by Australia’s ABC -- a draft internal audit report written by KPMG for the 
Department of  Parliamentary Services (DPS) in mid-2019 -- identified more problems.

Compliance with the Australian Signals Directorate (ASD) Essential Eight strategies to mitigate cyber intru-
sions were “at a low level of  maturity”, the report said.

While the Joint Committee of  Public Accounts and Audit (JCPAA) decided in April 2019 that the Essential 
Eight was not actually essential, the KPMG report said DPS had an “ad hoc” approach to all elements of  cyber-
security management. That’s the lowest possible rating.

https://www.zdnet.com/article/australian-pms-computer-hacked-reports-say/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/australian-pms-computer-hacked-reports-say/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22busted%20the%20parliamentary%20email%20accounts%22}
https://www.zdnet.com/article/australian-pms-computer-hacked-reports-say/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/australian-pms-computer-hacked-reports-say/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22access%20for%20up%20to%20a%20month%22}
https://www.zdnet.com/article/australian-pms-computer-hacked-reports-say/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/australian-pms-computer-hacked-reports-say/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22access%20for%20up%20to%20a%20month%22}
https://www.zdnet.com/article/australian-government-computing-network-reset-following-security-incident/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/australian-government-computing-network-reset-following-security-incident/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22hack%20of%20the%20Australian%20Parliament%20network%22}
https://www.zdnet.com/article/australian-political-parties-also-hit-by-state-actor-in-parliamentary-network-attack-pm/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/australian-political-parties-also-hit-by-state-actor-in-parliamentary-network-attack-pm/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22political%20party%20networks%22}
https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id%3A%22committees%2Festimate%2F1fb6c521-3c42-48fc-9869-f69686707902%2F0000%22#link={%22role%22:%22standard%22,%22href%22:%22https://parlinfo.aph.gov.au/parlInfo/search/display/display.w3p;query=Id%3A%22committees%2Festimate%2F1fb6c521-3c42-48fc-9869-f69686707902%2F0000%22%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22evidence%22}
https://www.zdnet.com/article/parliament-house-hack-report-reveals-poor-password-practices/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/parliament-house-hack-report-reveals-poor-password-practices/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22poor%20password%20practices%22}
https://www.abc.net.au/news/2020-02-13/leaked-report-describes-parliament-cyber-security-low-maturity/11953860#link={%22role%22:%22standard%22,%22href%22:%22https://www.abc.net.au/news/2020-02-13/leaked-report-describes-parliament-cyber-security-low-maturity/11953860%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22leaked%20report%20obtained%20by%20Australia's&nbsp;%3Cem%3EABC%3C/em%3E%22}
https://www.cyber.gov.au/publications/essential-eight-explained#link={%22role%22:%22standard%22,%22href%22:%22https://www.cyber.gov.au/publications/essential-eight-explained%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22Essential%20Eight%22}
https://www.zdnet.com/article/asd-essential-eight-cybersecurity-controls-not-essential-canberra/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/asd-essential-eight-cybersecurity-controls-not-essential-canberra/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22the%20Essential%20Eight%20was%20not%20actually%20essential%22}
https://www.zdnet.com/article/asd-essential-eight-cybersecurity-controls-not-essential-canberra/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/asd-essential-eight-cybersecurity-controls-not-essential-canberra/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22the%20Essential%20Eight%20was%20not%20actually%20essential%22}
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“The draft report also found significant deficiencies in the management of  key systems that hold potentially 
classified information,” the ABC wrote.

Critical information assets hadn’t been identified. Legacy systems weren’t being patched. The physical security 
of  computers was a continuing problem.

A critical problem, wrote the ABC, was “the lack of  an overarching approach defined for protective security 
management and security risk management processes”.

“Up until now, the department has had a responsive 
approach to protective security management, rather 
than based on formal, documented, and integrated 
risk-based approach,” the report said.

All of  this was in the first half  of  2019, long after the 
first half  of  the Essential Eight, the so-called Top 
Four, had been mandated for all government depart-
ments in 2013.

It’s a scathing report, but in statements delivered to the Senate and the House of  Representatives, DPS 
dismissed it as an inaccurate, out-of-date draft.

“I wish to assure senators that this [ABC] article does not reflect the true state of  the department’s protective 
security maturity,” said the President of  the Senate, Senator Scott Ryan, on February 13.

“It reflects early fieldwork by KPMG and was not scrutinised or verified by the department and does not 
incorporate a body of  work undertaken to demonstrate the department’s PSPF [the government’s Protective 
Security Policy Framework] maturity rating of  ‘managing’ for the relevant criteria,” he said.

He did confirm, however, that KPMG had been engaged as part of  a program started in October 2018 to audit 
the DPS’s alignment with the PSPF.

“The department has in fact achieved a maturity rating of  ‘managing’ against 85 of  the 88 relevant PSPF 
criteria and against a further three criteria was rated as ‘developing’. The department did not rate ‘ad hoc’ 
against any of  the 88 criteria.”

Ryan also cited the ASD’s 2018-2019 annual report [PDF] in relation to the early-2019 breach: “The 
Department of  Parliamentary Services had implemented security practices that helped to identify and restrict 
the extent of  the compromise, minimising the potential impact.”

Critical information assets hadn’t 
been identified. Legacy systems 

weren’t being patched. The 
physical security of computers 

was a continuing problem.

https://www.zdnet.com/article/dsds-top-4-infosec-strategies-now-mandatory-for-aust-govt/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/dsds-top-4-infosec-strategies-now-mandatory-for-aust-govt/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22mandated%20for%20all%20government%20departments%20in%202013%22}
https://www.zdnet.com/article/dsds-top-4-infosec-strategies-now-mandatory-for-aust-govt/#link={%22role%22:%22standard%22,%22href%22:%22https://www.zdnet.com/article/dsds-top-4-infosec-strategies-now-mandatory-for-aust-govt/%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22mandated%20for%20all%20government%20departments%20in%202013%22}
https://www.aph.gov.au/Parliamentary_Business/Hansard/Hansard_Display?bid=chamber/hansards/fcec5d1d-6c88-4c64-aa22-9042e5ace7c7/&sid=0000#link={%22role%22:%22standard%22,%22href%22:%22https://www.aph.gov.au/Parliamentary_Business/Hansard/Hansard_Display?bid=chamber/hansards/fcec5d1d-6c88-4c64-aa22-9042e5ace7c7/&sid=0000%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%22said%20the%20President%20of%20the%20Senate%22}
https://www.asd.gov.au/sites/default/files/2019-10/annual_report_2018-19.pdf#link={%22role%22:%22standard%22,%22href%22:%22https://www.asd.gov.au/sites/default/files/2019-10/annual_report_2018-19.pdf%22,%22target%22:%22%22,%22absolute%22:%22%22,%22linkText%22:%222018-2019%20annual%20report%22}
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Should we believe those comments? Uren is sceptical.

“Do you believe the raw unfiltered report, or do you believe the report that’s being massaged through the 
management?”, he said.

PARLIAMENTARY CYBERSECURITY IS TOUGH TO FIX
The reality is that the DPS is challenged by the sheer size and dispersed nature of  its network.

The department is responsible for Parliament House itself, plus the local electorate and Commonwealth offices 
of  all the MPs and Senators -- the computers of  5,000 users in all, plus another 2,000 mobile devices.

“DPS is kind of  in this unenviable position where they have important people politically who no doubt don’t 
want to be constrained by security,” Uren said.

“I would imagine that there’s many politicians who would go insane working in a high-security environment 
because it’s so restrictive.”

Every parliament and every government in the world would have similarly egotistical or even narcissistic 
characters.

The same would apply to billionaire CEOs.

As Uren put it. “Are you, the IT person, going to say to the CEO of  a big company ‘No, you can’t do that, 
because security’?”. No, that’s not going to happen.

IT’S ABOUT CULTURE CHANGE AND 2FA
Trump is the most obvious example of  a boss who won’t listen to advice. He refuses to give up his personal 
phone despite constant warnings.

“And then, you know, which report conforms most to the evidence we have available outside the report?”

“Trump keeps the personal phone [a stock iPhone], White House officials said, because unlike his other two 
phones, he can store his contacts in it,” The New York Times reported.

Those “other two phones” are his official devices, locked down hard by the NSA.

“Trump is supposed to swap out his two official phones every 30 days for new ones but rarely does, bristling at 
the inconvenience,” the report said.

https://www.nytimes.com/2018/10/24/us/politics/trump-phone-security.html#link={%22role%22:%22standard%22,%22href%22:%22https://www.nytimes.com/2018/10/24/us/politics/trump-phone-security.html%22,%22target%22:%22_blank%22,%22absolute%22:%22%22,%22linkText%22:%22reported%22}
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“Still, Trump’s lack of  tech savvy has alleviated some other security concerns. He does not use email, so the 
risk of  a phishing attack like those used by Russian intelligence to gain access to Democratic Party emails is 
close to nil.”

If  politicians are reluctant to follow even this sort of  advice, entreaties to use two-factor authentication (2FA) 
are even less likely to succeed. Yet 2FA is probably one of  their best methods of  defence.

That UK Parliament email hack was down to lawmakers’ “primitive and easily discovered passwords”, for 
example.

While the Australian Parliament’s most recent cyber-oopsie began with a spearphishing attack, 2FA would have 
enabled a faster cleanup. As it was, they had enough trouble even telling users what was going on.

In that Senate committee hearing, which was on 14 November 2019, Senator Kimberley Kitching asked why 
DPS hadn’t called or messaged everyone’s mobiles with news of  the password reset.

Instead, they waited for users to try logging in, failing, and calling the helpdesk -- which resulted in more 
support staff  having to be put on.

“There has been work with whips, I think, looking into that. That’s currently, at least in my experience, still 
under discussion with whips,” Ryan replied.
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