WINDOWS VIRTUAL DESKTOP
What issues does Windows Virtual Desktop solve, how do you
make the switch and what should you think about for success?

WHAT IS THIS WHITE PAPER FOR?
With Microsoft Windows Virtual Desktop (WVD), a platform-as-a-service, you can offer your employees a virtual and futureproof Windows 10 workplace via the cloud. This gives them access to their desktop and applications anywhere, anytime. Because
Windows Virtual Desktop is offered as a cloud service, you can easily scale up or down. This not only makes you very flexible as
an organization, but it also brings a great cost benefit. In addition, WVD is available worldwide and can therefore be accessed
from anywhere. And because WVD runs in the cloud, the data remains in the cloud. It will not be stored locally on laptops or other
devices, thus drastically reducing the risk of data leaks. Summary: lower costs, a better user experience, more functionalities and
better security. Since exactly the same platform is available to everyone, you can set up a Windows Virtual Desktop environment
for a small law firm just as quickly and easily as for a large corporation. What issues does Windows Virtual Desktop solve, how
do you make the switch and what should you think about for success? These are questions we focus on in this white paper.

WHAT ISSUES DOES WINDOWS VIRTUAL DESKTOP SOLVE?

OTHER PAYMENT METHOD

All organizations that are still working with an on-premises solution will be
faced with a choice sooner or later. The hardware has reached the end of the
life cycle or the software is outdated and is no longer supported. In the past,
you renewed your hardware and software and then you could use it again
for a year or five. But it was expensive. The hardware is expensive to buy
and maintain. However, the software licenses are also not cheap, and the
environment must also be maintained daily, otherwise you will have problems.

By choosing a cloud solution, such as Microsoft Windows Virtual Desktop, the
cost you see as an organization will be very different. This is because you will
have a monthly payment model with no more large one-off investments. Many
organizations are Microsoft oriented. This means you already have the licenses
for multiple Microsoft products, and therefore often also for Windows Virtual
Desktop. This way, you can offer your employees a hosted desktop without
an additional license fee from Microsoft and other third-party suppliers.

FIND THE PROPER BALANCE
Whereas the capacity of the physical server has to be taken into account with
desktop and server-based computer solutions, this is no longer necessary
with Windows Virtual Desktop. The only component that you have to manage
yourself is the virtual host server. That means you can focus entirely on
optimizing the host image. While the capacity of a physical host always has
to be taken into account with desktop or server-based computer solutions,
the focus of Microsoft Windows Virtual Desktop is to optimize Microsoft
Windows 10. When an employee has unnecessary—automated—processes
active in his or her session, this is at the expense of the virtual desktop’s
performance. Windows Virtual Desktop strikes the perfect balance between
performance and functionality, which has a positive impact on costs.

OTHER MIGRATION PROCESS
Previously, when you switched to another visualization platform, this often involved
a complex migration process, for which a physical infrastructure first had to be built
in a data center or on-premises. As Windows Virtual Desktop is a service that runs
in the cloud, this is no longer necessary. If you decide to switch to Windows Virtual
Desktop, the change consists of onboarding rather than a migration process: you
first set up the environment entirely to production standards, and your employees
can switch very easily whenever suits them. Of course, if you have an on-premises
environment, it works differently. Suppose you have five thousand employees. You
have to purchase enough hardware for the maximum number of employees to use.
Then, your hardware must first be properly set up before you can build your services
on it. If you use Windows Virtual Desktop, you can skip all these steps. You can start
rolling out the operating system and setting up your applications immediately. Of
course, with Windows Virtual Desktop you still have to determine how many resources
(hardware) you need for the number of employees who will use this environment,
but that is something else Windows Virtual Desktop deals with smartly. From the
Azure portal, you can specify which resources you want to use and how many,
but that is all you need to do concerning the underlying physical infrastructure.

OTHER SERVICE MODEL
Managing your own on-premises environment is of course very labor-intensive. If you
outsource your data center, you do not have that problem, but you do have to deal with the
other costs involved and worry about things like making sure you get the right SLA. If you
choose Windows Virtual Desktop, you don’t have to worry about any of that. Purchasing
the Windows Virtual Desktop service is almost as easy as opening a Netflix account.
Windows Virtual Desktop is about deciding what hardware resources you’re going to use.
The underlying infrastructure is managed by Microsoft, so you don’t have to worry about it.

DO YOU NEED A BETTER PERFORMANCE?
With a traditional on-premises solution, the required capacity is determined in
advance and scaled out accordingly. This is far less flexible than using Windows
Virtual Desktop. The brilliance of Windows Virtual Desktop is that you can easily
scale up. For example, an employee may need more powerful hardware because of
a specific application. By choosing a different type of “VM size,” you can increase
performance for certain employees. When this employee has finished using
the application, or it has been optimized and works on less powerful hardware
than expected, then this employee can use a more economical ‘VM size’.

HOW DO YOU APPLY WVD SUCCESSFULLY
To ensure a successful implementation of Windows Virtual Desktop, you can divide the
implementation into a number of steps, all of which you need to support properly.

1. DECIDE ON SCOPE AND EXPECTATIONS

2. BASIC CONFIGURATION

First, some decisions have to be made. What exactly are the expectations, how
exactly do you want the environment to be set up, what are the wishes and
the absolute requirements that must be met in order for the employees to be
able to do their jobs properly? Which applications will need to run in the new
environment? One of the basic applications is the Office package. Windows
Virtual Desktop has been optimized for the cloud version of Office 365, and
Office 365 virtualization support through FSLogix, but many organizations are
still using the local version of Office. Would you like to make the switch? And
do you also want to migrate your online Exchange environment to Office 365?
These are all issues that you as an organization need to think carefully about.
When supporting such a process, we offer introductory workshops during
this phase, in which we determine the scope and expectations in detail.

Once the scope and expectations are clear, the basic configuration
must be done. This includes setting up the Microsoft Azure
environment. Have all the preconditions been met? Then it’s
time to lay down the basics of Windows Virtual Desktop.

3. PERSONALIZE HOSTED DESKTOP
Once the basic Windows Virtual Desktop is in place, it’s time to personalize the
hosted desktop to suit your organization and the employees. What applications
will run on Windows Virtual Desktop is different in each situation. Some
organizations are already very “SaaS’d” and have virtually no more applications
to be installed locally. Other organizations might work with one or more legacy
applications. Windows Virtual Desktop is perfectly suitable for this, and of course
it includes everything you need for the setup. For example, if you’re dealing with
a client-server application that can’t handle a network delay, you can choose a
Microsoft data center that is near to the application server, minimizing the delay.

WINDOWS VIRTUAL DESKTOP AND “THE NEW STANDARD”
Research shows that the coronavirus crisis will also affect our home working
habits in the longer term. A good home working environment is therefore more
crucial than ever. Windows Virtual Desktop is the only cloud solution that
offers a multi-session Windows 10 workstation, which is very recognizable to
everyone. This makes it much easier to offer an optimized work environment.

4. AUTOMATION
In the next phase, you will need to determine how to handle automation from
Windows Virtual Desktop. After all, it still runs on a server OS or a Windows 10
OS and that needs to be managed. Do you have the administration outsourced,
or do you prefer to keep the management in your own hands and decide to
optimize the mechanisms, such as the deployment mechanism, for your new
environment? We have also some options: stick to the existing technology or
replace your existing management systems with more cloud-oriented systems
or with Microsoft Azure Cloud Services. For example, many organizations
use Windows Server Update Services (WSUS) or System Center Configuration
Manager (SCCM). The same services are now offered entirely by Microsoft
Azure. This means that certain tasks can also be converted to services available
from the Azure cloud during management. Such adjustments often lead to
procedural adjustments in the work process. Proper support and a well-thoughtout adoption process contribute to a positive acceptance by the employees.

5. ADOPTION AND TRANSITION PROCESS
Any change is difficult. However brilliant the idea, when people are asked to
adapt their behavior and habits, it takes a lot of effort to make them accept
and start to work in the new environment. When you switch to cloud, you
are dealing with a substantially different way of working. By using a good
adoption process, you guide your employees through that change process. But
changing workplace infrastructures also changes the way you manage them.
This is what we call transition: supervising the change of the management.

EMPLOYEES
For the employees, the change will be mainly positive. The Windows 10
environment is very recognizable to most people. When an employee logs in with
his or her corporate identity, he or she gains access to all the applications required
to do the job properly. In addition, Microsoft supports all major platforms like
Windows and MacOS, or Android and iOS for its own Windows Virtual Desktop
client. Nevertheless, there will always be resistance, for example, to the fact that the
WVD hosts—even though WVD is a cloud service—occasionally have to be rebooted
in order to roll out new applications and carry out updates. If you don’t do it, you
won’t be able to do your job at certain moments. People nowadays find this part of
life with a phone but are not always prepared to accept it in work processes. So, you
need to make sure that the new functionalities and new processes are introduced
in the right way and that the added value is made so clear that the employees
no longer want anything else. Fortunately, Microsoft offers many integration
opportunities for the Windows Virtual Desktop landscape, and every effort has
been made to ensure that the adoption process runs as smoothly as possible.

ADMINISTRATORS
During transition, there is a much smaller group of administrators, but the impact
may be much greater. The way of working changes because WVD is offered as a
PaaS service. This means that the management activities are reduced. Windows
Virtual Desktop is a real game changer, and that includes the transition process.

WINDOWS VIRTUAL DESKTOP IN COMBINATION WITH CITRIX OR VMWARE
Windows Virtual Desktop is a cloud-only solution and its integration with the Azure platform makes it a unique solution that
can easily compete with existing players in this market, such as Citrix and VMWare. Technically, Windows Virtual Desktop is
a set of services in Microsoft Azure that allow you to offer a remote desktop. The terms of Windows Virtual Desktop also often
refer to the multi-session Windows 10 image that may only be used within Azure. A desktop can therefore be based on, among
other things, Windows 10 multi-session, but that does not necessarily have to be the case. For example, Citrix has built its own
shell around Windows Virtual Desktop like Microsoft. You can also roll out a Citrix version of Windows Virtual Desktop. But
VMware Horizon Cloud also offers a layer on top of Windows Virtual Desktop. So, you can still build your VMWare or Citrix
environment, and enrich your Windows Virtual Desktop environment with features that are important to your organization. For
many organizations, a stand-alone Windows Virtual Desktop environment is sufficient, but Microsoft has consciously chosen not
to make it a completely closed system. You can place all kinds of components on top of the Azure platform. This allows you to take
advantage of the benefits of Windows Virtual Desktop and combine them with the benefits of systems from other vendors.

HOW DO YOU MANAGE THE WVD ENVIRONMENT SUCCESSFULLY?
Once you have chosen Windows Virtual Desktop and successfully completed the
implementation steps, your environment must of course also be managed. You
can control a lot of the management from the Azure portal itself, both in terms of
licenses and technology. There are several things to consider when doing this.

TWO CHANGE PROCESSES

OPTIMIZE YOUR LICENSING MODELS

Microsoft Azure and Windows Virtual Desktop are constantly developing. Microsoft
therefore shares the roadmap for Windows Virtual Desktop with the world, so
that everyone can see what is on the schedule. If you choose Windows Virtual
Desktop, you choose a solution that is constantly developing to be compliant with
the improvements that Microsoft makes to the platform. Some features you get
automatically, others you have to turn on yourself, but you have an environment
that is always up to date and always equipped with the latest technical features. Of
course, this means that you have to take this into account in your daily processes.

One of the benefits of Windows Virtual Desktop is its flexibility and associated
cost advantage. If you previously purchased a software license for, say, five years
for x number of users, it was very difficult to change it. If you had set up an onpremises environment for five thousand users, you would have had to purchase
five thousand licenses and the necessary servers. Windows Virtual Desktop makes
scaling up and down easy. For example, if the number of employees decreases
temporarily in a certain season, you scale down for as long as necessary. But the
type of license is also important. If you do not use Office very often, you might
choose a different licensing model. If you’re going to work with other devices,
you might want to switch to a more complete or cheaper licensing model.
These are choices that you can review every month or every few months.

Windows Virtual Desktop is constantly on the move, but your organization
does not stand still either. If a certain department wants to work with a new
application, then you have to make it work within Windows Virtual Desktop. So,
you always have to deal with an internal change process, but also with the change
process of Microsoft and Windows Virtual Desktop. These two change processes
must be connected—even more than before. If you previously had to deal with
monthly Windows updates, that is now a thing of the past for you. But now you
also have to deal with new features, which you have to decide whether or not to
turn on, how to deal with them and what the impact is on your environment.

DIFFERENT TECHNICAL SOLUTIONS
Finally, looking at the technology—think of issues such as: how do we
deploy applications or how do the configuration settings end up on the
hosted desktops—then there are a number of different solutions available.

CLASSICAL MANAGEMENT METHODS

NEW MANAGEMENT METHODS

NATIVE MICROSOFT SOLUTION

Existing workstations and services are often managed
using System Center Configuration Manager (SCCM)
or an alternative application that already exists. These
existing management methods can simply be taken into
the cloud. The advantage is that if you already work
with it, the administrators know how it works. This
means that the business process is also maintained.
However, taking old methods in the cloud can create
problems, because you are combining the “old
world” with the “new world” and this is never ideal.
However, it is a workable hybrid intermediate step.

Of course, you can also look at new management
products and select the optimal solution(s) for your
organization. Think of solutions such as Liquit, a
market-leading Digital Workspace Management
solution that offers the IT department opportunities
for lifecycle management, but at the same time serves
as a one-step shop for end users. Nerdio Manager
for WVD is also a fairly new tool that focuses mainly
on automation. Workspace 365 simplifies access
to information and applications on any device.
And these are just some of the Microsoft Windows
Virtual Desktop integration partners. Again, the best
solution for your organization is... having a choice.

You can opt for the native Microsoft solution,
entirely from the Microsoft Azure cloud, with the
services included in the license by default. This
is the cheapest solution.It is a solution based on
a code-based infrastructure. Super stable, superpowerful, but technically—because it involves a lot
of code—it’s a different type of management.

THE BUSINESS BENEFITS OF WINDOWS VIRTUAL DESKTOP AT A GLANCE
FROM CAPEX TO OPEX:

FROM SMALL TO LARGE:

With Windows Virtual Desktop, you have a monthly
payment model with no more large one-off investments
rather than regular investments. The trend is for
applications to become “SaaS’d.” As soon as an
application is SaaS’d, you no longer have to offer it as a
remote Windows application, so with Windows Virtual
Desktop, you no longer pay for it. This makes you much
more flexible in terms of costs than if you are stuck with
your local infrastructure for a fixed period of time.

Windows Virtual Desktop is suitable for both small and
large organizations. Since exactly the same platform is
available to everyone, you can set up a Windows Virtual
Desktop environment up for a small law firm just as
quickly and easily as for a large corporation. Windows
Virtual Desktop is also a good option for startups and
scale-ups: you can start small and grow gradually.

PAY PER USE:

GOOD HOME OFFICE:

With Windows Virtual Desktop, you pay for actual use. You
can scale up or down the number of users at any time.

With Windows Virtual Desktop you can also offer your
employees a safe, cost-effective, and pleasant home
office. Nowadays, we know how crucial that is.

WORKPLACE AS A SERVICE:

READY FOR THE FUTURE:

With Microsoft Windows Virtual Desktop, you can
offer your employees a flexible virtual Windows 10
workstation from the cloud. This gives them access to
their desktop and applications anywhere, anytime.

With Windows Virtual Desktop you have a future-proof
platform. New functionalities appear automatically in
the platform, you do not have to pay extra for them.

LOOKING FOR A PARTNER?

INTERESTED?

If you are looking for a partner who can help you set up
your virtual desktop environment, it is important to choose
a partner with solid experience, who can deal with even the
most complex issues. This kind of partner can ensure that
you get the ideal combination of standard cloud services
and customer-specific solutions. Enjoy the business benefits
of Windows Virtual Desktop with a tailored user experience
that seamlessly integrates your legacy applications into a
modern workspace. For the benefits without the burdens.

When you choose Microsoft Windows Virtual Desktop, you
will have a lot of choices. Are you looking for a partner to help
you make these choices and help you set up and manage the
Windows Virtual Desktop from start to finish? Are you looking
for a partner who can ensure that your employees have access
to a desktop-as-a-service that perfectly suits your organization?
Feel free to contact us, we will be happy to share ideas with you.

Basefarm is a European managed service provider that creates market leaders by integrating the key competencies for digital transformation – big data,
cloud services and information security, into one service offering. The company provides strategic advice, architecture and implementation together
with management and hosting of solutions on several different cloud platforms. The company was founded in 2000 in the Nordic region and today
there are 760 leading engineers and advisors working in Norway, Sweden, the Netherlands, Germany and Austria.
Basefarm was ranked highest in the IT infrastructure and application management category in Radar’s major customer survey in 2019 and 2018, and
in Whitelane’s IT Outsourcing study Nordics 2018, approved by Gartner as Cool Vendor supplier in the European Cloud Computing Market 2015 for
our unique methodology in application management. The unbelievable Machine Company *um, part of Basefarm, was named innovator of the year for
2018 by the German business magazine eins Wissen and Data Analytics. Follow us on Linkedin, Twitter and our blogs.
In August 2018 Basefarm was acquired by the Orange Group to reinforce the cloud expertise of its enterprise division Orange Business Services. For
more information, go to www.basefarm.com or follow us on LinkedIn, Twitter and our blogs.
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