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Introduction
AIOps enables IT organizations to work
more proactively and perform more
efficiently through automation and
observability.
This eBook will illustrate how AIOps is being used across
different industries and environments today, and point
the way forward toward future applications. We will
discuss new capabilities on the horizon, such as the
failure prevention system, and explore some of the
trends that are shaping AIOps development.
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Chapter 1. Putting AIOps
Use Cases Into Action
It’s clear that AIOps is becoming essential for today’s increasingly
diverse, cloud-based infrastructures and DevOps environments.
AIOps enables IT to address its increasingly strategic
responsibilities and challenges, providing the insights and
automation needed to discover and resolve issues faster, and
make better, more proactive solutions. The basic components
of an AIOps early warning system include anomaly detection,
dynamic thresholds, root cause analysis, and forecasting. These
elements work together to help IT teams and their leaders
deliver superior service quality and availability, collaborate
and innovate better, and keep their technology aligned to the
business outcomes they want most.

In this Chapter
In this eBook, we’ll build on the fundamentals of AIOps—the early warning system components of dynamic
thresholds, root cause analysis, and forecasting. We will discuss:
• Real World Use Cases for AIOps
• Benefits for IT Operations
• How AIOps Supports a DevOps Environment
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Empowering IT operations with the big picture
If you’re an IT operations professional, you know that when an incident occurs and your network or service is
impacted, it’s typically the result of a chain of events. From a security breach to a complete system outage, a
problem with one service can easily spread to impact another service. Before long, you’re facing a problem that’s
compromising overall availability or performance, which ultimately damages your customer’s experience.
When a serious incident hits, your team’s immediate response is to focus on identifying the root cause and restoring
service. Because the chain of events for outages often involves a combination of technical and process issues, it
can be hard to identify the root cause and understand why the issue occurred in the first place. AIOps connects
the dots and develops the context needed to understand the root cause of issues faster, so you can spend less time
troubleshooting and more time driving innovation and meeting customer needs.
For example, suppose a site reliability engineer (SRE) on an IT Ops team receives an alert about an application,
indicating that requests are failing. Normally, the SRE would have to start manually checking logs or monitoring
dashboards to chase down the causes of the issue. An AIOps system could enable the SRE to sidestep some of this
diagnostic work, by automatically detecting and surfacing anomalous log events showing that requests to a thirdparty database service are timing out.
The SRE may find that a recent application configuration change is still referencing, incorrectly, the previously
published IP address ranges for the third-party service. By updating the IP addresses directly, the SRE solves the
issue in minutes. AIOps has helped the engineer spend far less time troubleshooting, achieve faster MTTR, and
work more efficiently, so she can focus on more important responsibilities.

Enabling managed service providers to enhance the customer experience
Delivering a superior customer experience is a key differentiator for today’s competitive managed
service provider (MSP) market. Because they are required to monitor hardware and performance
across multiple, diverse, customer environments and services, AIOps can deliver the visibility and
insights that today’s MSPs require to support customers more effectively.
For example, a growing MSP in the Netherlands provides deployment and management of ICT
infrastructure including networking and Wi-Fi, cloud services, IP telephony, hardware, and software.
However, its existing management tools lacked performance monitoring, and provided only limited
ability to monitor the latest generation of server hardware, and no options for configuration
management. Deploying an IT infrastructure monitoring and observability platform, AIOps
capabilities, enabled the MSP to gain visibility into its entire environment and take advantage of data
collection sets, pre-set activity thresholds, and automated alerts.
With so much more insight into hardware performance than before, the provider can support its
customers even more effectively. For example, AIOps helped the MSP resolve one of its customer’s
long-standing performance issues in a remote desktop environment. Detailed metrics and analytics
revealed that it was related to an overly long CPU queue — something that could never have been
identified before without considerable investigative and diagnostic work. The overall result is improved
performance and availability for customers, together with improved more agile, efficient IT operations.
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Breaking down silos and sharing global insights
One of the advantages of AIOps is its ability to bring together data from disparate sources and apply
AI algorithms to enrich it with context—and minimize the volume of irrelevant alerts.
For example, a manufacturing firm in the UK depends on the availability and performance of its IT and
networking infrastructure, which is located in data centers spanning the globe. Its locally managed
monitoring tools were keeping individual systems up and running, but provided no single overview of
the infrastructure as a whole.
For the fast-growing company, a centralized monitoring system became essential to bridging the
gap between technical and service delivery teams by providing visibility across the worldwide
infrastructure. An IT infrastructure monitoring and observability platform, with AIOps capabilities
enabled the firm to consolidate views under a single pane of glass and customizable dashboards. Its
analytics help the company avoid duplicating monitoring data, saving administrators time tracking
down issues, and providing IT a single source of truth from a unified set of data.
With AIOps alert thresholds, support engineers on the front lines can identify and resolve issues before
they reach a stage that requires escalation. In one instance, a support engineer received a service
call about an air conditioning outage at a data center. Since AIOps features were used to track the
temperature of all the company’s servers, the early alert prevented the A/C outage from turning into a
data center outage, which would have affected hundreds of people across the organization.

Driving innovation and agility with DevOps
Like most business initiatives, DevOps is increasingly driven by cloud strategies. According to a recent study, nearly
three quarters of global IT professionals believe that 95% of all public, private, and hybrid workloads will run in the
cloud by 20251.
All these forms of cloud technology enable you to deliver more value to customers faster. To better execute their
cloud strategy, organizations have adopted a DevOps approach that embraces automation, monitoring and
observability concepts.. AIOps should provide the full visibility of your IT infrastructure and workloads—whether in
the data center or cloud—required to successfully manage a DevOps environment.

Automatically choosing the right anomaly detection algorithm
Several anomaly detection techniques are available, including Forests, Tensor-based, correlation-based, Neural
Networks, Bayesian Networks, and deviations from association rules and frequent item sets. However, it’s not
always clear which algorithm is best to apply for a particular issue.
A modern monitoring and observability platform that incorporates AIOps capabilities should process data in a
stream, keeping the system agile so it can quickly adjust and use the right algorithm. DevOps engineers should not
need to become a data-scientist, but have the confidence that the AIOps implementation can do the hard work for
them.

1

“Evolution of IT Research Report,” LogicMonitor
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Gaining DevOps observability with machine learning anomaly detection
Like IT operations organizations, DevOps teams today are faced with managing rapid growth and
complex infrastructures. Traditional static thresholds cannot offer the context and agility needed to
manage these environments, so modern DevOps teams rely on advanced ML/AI algorithms.
Anomaly detection within an AIOps early warning system should provide context, meaningful alerts,
illuminate patterns, and enable foresight and automation. It should be done automatically, without
exposure to ML/AI algorithms and parameters.
AIOps can provide several benefits for anomaly detection for DevOps teams. It can predict issues
before they occur, to prevent severe problems that can impact major initiatives. It also suppresses
alerts on issues that don’t require action, to minimize excess noise and alert fatigue. And it can help
DevOps engineers troubleshoot engineers as they occur, helping them to determine if an issue is
normal, and whether it was tied to a change in their environment.

Extending the outlook beyond fixing issues
It’s clear that AIOps enables IT professionals across the organization to gain insight and control that would never
be possible using traditional monitoring and management approaches. But to compete effectively, you need to do
more than simply respond to new problems—you need to be thinking several steps ahead of what you want your
business to achieve, and how your technology will deliver those capabilities.
In our next chapter, we will discuss why AIOps is not only about issue mitigation, but also about continuous
optimization. Using a failure prevention system, AIOps continually learns about your environment to optimize the
technology stack, to position you to power digital transformation, innovate faster, and deliver the experiences that
will keep your customers coming back.
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Chapter 2. Future
Directions for AIOps:
Automated Issue
Remediation
We’ve discussed how AIOps can help DevOps and IT operations
teams achieve the business and technical outcomes they desire.
AIOps capabilities are rapidly gaining traction and opening up
new opportunities of insight across a variety of industries and
environments. However, many of the most exciting benefits of
AIOps are still just over the horizon. As AI algorithms and other
technologies continue to mature, the ability of AIOps to augment
human intelligence and accelerate action is setting up new
possibilities.

In this Chapter
In this chapter, we will look beyond current AIOps implementations to discuss its potential for driving continuous
optimization. We will discuss:
• Introduce the basic requirements for a failure prevention system
• Integrating a Failure Prevention System into Your Existing Tech Stack
• The Future State of AIOps: Multiple Data Algorithms
• How Remote Work is Driving AIOps Adoption
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Driving Optimization with a Failure Prevention System
As we’ve introduced the capabilities of AIOps, most of our discussion has centered around its ability to help you
discover potential problems earlier, and address issues before they impact your systems and processes. However,
IT organizations are under constant pressure to continually optimize infrastructures that drive key business
processes. The pace of change is accelerating and standing still is not an option if you’re seeking to stay ahead of
competitors and maintain a culture of innovation.
Using a failure prevention system, AIOps continually learns about your environment to optimize your technology
stack, to put you in a strong position to achieve digital transformation, differentiate your organization by providing
the best customer experiences, and maintain your competitive edge.

Defining and automating action
A failure prevention system builds on the data that is gathered and analyzed by AIOps, and increases the level of
automated options, integration with other tools and systems, and proactive capabilities.
For example, if you’re on an IT team, it could give you the ability to:
• Define a specific action, such as execution of a custom script
• Set up a predefined action in response to an alert
• Automate those predefined actions in response to specific alert using a rules-based engine
For example, consider the use case we discussed earlier, where an SRE is alerted about database latency, and
AIOps determines that the root cause was a change in configuration on a service that connects to the database.
With a failure prevention system, the SRE could receive not only an alert on their phone that specifies the cause, but
also get a dropdown menu with a list of predefined options—including the option to restore the service’s previous
configuration.
With a single click, the SRE could execute a script to revert the configuration and solve the database issue. An
effective failure prevention system should support integration with an open-source provisioning and configuration
management tool, such as Ancible, to executive even complex actions.

Nonstop learning about environments
As AIOps capabilities achieve broader adoption, AIOps solution vendors will acquire more data about their
customers and apply these learnings to further enhance and automate capabilities. They could examine and
analyze a vast array of big data, examine patterns, make predictions, and apply what they have learned to
customers with similar environments.
For example, if an AIOps vendor discovers that a specific set of configuration changes can cause an Apache Web
server to fail, they could deliver proactive alerts, or even execute scripts, to prevent customers from taking these
actions.

Tracking the next wave of AIOps
The technologies that form the basis of AIOps are evolving rapidly, creating new possibilities for future AIOps
solutions. There’s no question that AIOps capabilities will only continue to expand in the months and years ahead.
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AIOps is moving from one data type to multiple data type algorithms
One of the biggest trends in AIOps is applying its capabilities from one data type to multiple data types. The trend
started where different probabilistic methods such as AI, machine learning, and statistical analysis were applied to
a single data type that was either metrics, logs, or transactions.
In the near future, data scientists will be designing AI algorithms for multiple data sets together. It will look at the
metric, log, and transaction data together, how they correlate, and what signals actually can be filtered out of all
that noise to make troubleshooting issues faster. These algorithms for multiple data types will help you save time by
enhancing early warning systems and filtering signals from noise more effectively.

Remote work is driving AI adoption
At the beginning of 2020, millions of workers around the world were forced to abandon their offices and work from
home on short notice due to the coronavirus pandemic. For many companies, remote work will become the new
normal.
• 74% of CFOs intend to shift some employees to remote work permanently2
When it comes to AIOps, it doesn’t matter where users are working. Once an algorithm is operationalized, its only
job is to accept the input data, extract the intelligence, and output the optimized value. In remote environments,
predicting performance that impacts a customer experience and employee productivity has become extremely
important, because of the exponential increase in digital traffic.
As the workforce becomes more dispersed and remote, the data they generate is collected from more diverse
locations—and has different properties. These disparate data streams are difficult to analyze manually due to the
sheer volume of the data, which is where AI helps. AI can automate complex processing of disparate data sources
and help you predict problems before they occur at an individual level, by detecting similar patterns in large
volumes of data.

AIOps will become more embedded in observability platforms
Observability platforms look at metrics, dependencies, and logs, bringing them together to connect the dots
between the different data types. Looking at this data gives you good observability across the customer
experience, employee productivity, and digital infrastructure to understand how the business is performing.
Incorporating AIOps and automation into these platforms reduces the time required to predict and fix problems
before they impact your business. The usage of observability platforms in organizations is on the rise, along with
the expectation for AIOps to become even more embedded in the near future.

Security and IT operations will be better integrated
To secure your business infrastructure and applications, the fundamental data is almost the same as IT operation
data sets: the machine and user data flowing through your digital infrastructure. Security algorithms model the
historical behavioral patterns and detect anomalies and deviations from those patterns in near real time. Using AI,
this process could be further automated towards blocking bad actors in near real-time.
For example, suppose a hacker is trying to access or penetrate a firewall. Their attack could be detected by either
a change in the volume of data, or a change in the location of the user that is trying to access it. Multiple features
could be used to classify that particular access as either regular access, hacker access, or insecure access. Once
that is detected, it could be handed over to the automation system to block the IP address of that particular region
or that particular range.

2

“CFO Actions in Response to COVID-19,” Gartner, March 2020
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The underlying data required to gather this intelligence is transactions, logs, and metrics, but utilized by security
teams. As IT operations and security teams work more closely together, they will improve their ability to not only
detect problems in infrastructure performance but also prevent cybersecurity threats in near real time.

AIOps time to value will decrease
Many AIOps platforms have long setup times, consuming valuable DevOps resources for configuration. As AIOps
vendors continue to enhance the capabilities of their platforms, they will increasingly embed better actionable
insights and new proactive capabilities within their products—without significant setup costs. This advancement will
set the foundation for future integrated self-healing systems.

Opening up the potential of business data
As the AI and ML algorithms that support AIOps gain new capabilities, they will enable you to take full advantage
of the business intuition that is embedded in your organization’s data—whether something’s happening in the
moment or patterns predicting the future.
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About LogicMonitor®
Monitoring unlocks new pathways to growth. At LogicMonitor®, we expand what’s
possible for businesses by advancing the technology behind them. LogicMonitor
seamlessly monitors infrastructures, empowering companies to focus less on problem
solving and more on evolution. We help customers turn on a complete view in minutes,
turn the dial from optimization to innovation and turn the corner from sight to vision. Join
us in shaping the information revolution by visiting LogicMonitor.com.
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