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Introduction
In a post-pandemic world riddled with cyberattacks, digital espionage, misinformation,
and a hyper-partisan political landscape, access to accurate and vetted intelligence is
vital to overcoming the array of threats and threat actors.
The threat landscape is as diverse as it is sophisticated. Staying abreast of these threats, understanding actors’
motivations and knowing their tactics, techniques and procedures (TTPs) is paramount.
This guide serves as a cornerstone for understanding:
| The threat landscape

Angry Customers

| Why your organization could be at risk

References

| How to determine your attack surface
| How attackers can target your organization
Modeling the threat landscape is an essential step to anticipate the effect of external influences such as geopolitics,
pandemics and new security threats so your organization can implement a focused security strategy that aligns with
your organization’s most valuable resources.
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Threat Actors, Hackers and Attackers
As security professionals, we are accustomed to the interchangeable use of the terms
hackers, attackers and threat actors, usually in different contexts that enable us to
understand what meaning is intended. Even though the differences between each term
are minor, it’s important to understand the distinctions.
A threat actor is a person, group or organization with malicious intent. A threat actor does not necessarily have
information technology skills or relation to the cyber landscape. Rather, a threat actor may be a person or group
specializing in psychological cyber warfare and mis- or disinformation campaigns. While they may be adept Tweeters,
social media experts and ingenious advertisers, their skill set is entirely different from hackers.
A hacker is a person with adept technical skills. The term “hacker” typically indicates a highly motivated and curious
person that likes to understand, invent, create and manipulate systems. While “hacker” is used interchangeably with
“attacker,” a hacker does not necessarily have malicious intent.
An attacker is a person, group or organization that is acting with malicious intent.
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Threat Actor Classification

Hacktivists

Threat actors can be categorized into five classes based
on their motivations and objectives. Terminology can
differ across the security community, but the ideas of
represented actors are consistent.

Hackers

A threat actor will typically fit in one of these classes:

Nation States
Organized Crime

Disgruntled Insiders
Angry Customers
References

Nation-state or state-sponsored threat actors work for a government
and conduct campaigns to gain access to valuable intelligence or designed
to influence, disrupt and compromise the political or economic stability of
other nations.
Organized crime conducts malicious activity primarily for economic gain.
The groups are structured and are a driving force behind the underground
economy.
Hacktivists want to make a statement and are emotionally committed and
relentless in their malicious activity in the name of anti-government, anticorporate or social justice actions.

Classifying threat actors is not an exact science because they can have
overlapping objectives and operate between different classes depending
on their activities or motivations. There is also an issue of advanced threat
actors masquerading as actors from other classes to avoid attribution when
their activities are discovered. For this reason, the attribution of attacks is
challenging and sensitive. Attribution can lead to geopolitical instabilities or
impact the lives of innocent individuals.
Note we deliberately avoided the use of advanced persistent threat (APT) as
a threat actor class. APT is a tactic and defines a threat actor with advanced
capabilities that remain undetected or active for an extended period.
While typically used in the context of the nation-state and state-sponsored
groups, the term may also refer to non-state-sponsored groups conducting
largescale targeted intrusions for specific goals that are not politically
oriented. State actors may also perform covert hit and run operations. For
example, North Korean hackers stole billions in cryptocurrency from crypto
exchanges1, an operation that was financially motivated, short-lived and
highly visible.

Hackers are the broader category of threat actors who operate for
excitement and bragging rights. Their intentions can be benign, but they
can also cross the moral threshold for personal gain. This class of actors is
typically a steppingstone into organized crime or security research.
Disgruntled insiders and customers are threat actors who are unhappy
and operating out of malice or neglect.
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Nation States
Some of the most notorious threat actors are those employed or contracted by national
governments. Intelligence services typically direct their activities. Their motivations are to
influence, disrupt and politically or economically compromise other nations.
One of the main reasons nation-state actors are among the most notorious in their field is the impact and scale of their attacks,
which are notable and typically newsworthy as they influence change in a region, create chaos or leave citizens in panic.
Nation-state actors and threat groups often have close links to the military or state intelligence services. Recruits
are selected based on their high degree of technical expertise, knowledge of a specific language, or ability to
engage in propaganda and misinformation campaigns. Some state actors are indicted cybercriminals who are
serving a sentence and are easy targets for recruitment.
Depending on the service that contracts the actors, motivations can range from largescale disruption and influence
campaigns to covert espionage. Some states are in it for economic gain, while others provide an environment that
allows their contractors to continue non-sanctioned operations after hours. When the mission has succeeded or the
operation did not result in favorable intelligence, nation-state threat actors are allowed to continue to operate for
personal interests. They take advantage of the foothold to extort their victim with ransomware or host frameworks
for malicious activities on the victim’s infrastructure.
While nation-state threat groups are capable of sophisticated attacks, most of their activity is composed of simple
attack vectors. They typically attempt to follow common traits used by other groups or actors. Their primary
aim is to run successful missions without being identified. These actors do not perform attacks to demonstrate
capabilities; they often try to achieve a specific objective as covertly as possible. Attribution of nation-state
incidents is difficult and has led to the formation of several industry groups that track activities and assign a variety
of names to the same attack.
Depending on the security organization that is attributing, APT10 (by Mandiant) could also be known as menuPass
(by Fireeye), Stone Panda (by Crowdstrike), Red Apollo, Cloud Hopper or POTASSIUM (by Microsoft). With the
creation of ATT&CK®, MITRE aims to provide a community-based standardization and a catalog of threat groups
with their known aliases.2
Continued on next page
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Whether an indicator of increased activity or related to our collective capability to detect more sophisticated and evasive
attack campaigns, the visibility of nation-state activity has grown over the last few years. Nation-states have used
technology as a lever of war, often for posturing and influence. In some cases, cyber and physical warfare is combined to
generate chaos or economic and political uncertainty to destabilize regimes or weaken competing nations.
Cyber espionage is the high-tech version of a cold-war craft, infiltrating high-tech research facilities through a global
medium with no concept of borders or regulation. These operators scale breadth and depth to operate from the
convenience of safe, low exposure, comfortable and resourceful workplaces. They exfiltrate secrets while hiding in
plain sight, in the massive volume of traffic, leveraging a need for privacy to evade detection. Intelligence gathering by
nations has never been in a more optimal operating environment.
Many nations have advanced cyberwarfare capabilities; however, this guide focuses on only a few diverse and notable
nation states that illustrate the concept. Depending on your location, the notion and urgency of a particular nationstate actor will be biased by geopolitics, cultural differences, economic and trading agreements.
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Nation States: The United States of America
The U.S. is home to some of the most advanced and
sophisticated nation-state actors in the world. The Office
of Tailored Access Operations (TAO) is a cyber warfare
intelligence-gathering unit of the U.S. National Security
Agency (NSA). TAO identifies, monitors, infiltrates and
gathers intelligence on computer systems used by
enemies and friendly foreign entities. The Equation Group
is one of the most notorious and highly sophisticated
threat actors suspected of being tied to the TAO unit.
On the other hand, the U.S. Cyber Command (USCYBERCOM) is one of the
eleven unified combatant commands of the U.S. Department of Defense
(DoD). While initially created for defensive purposes, it is increasingly
viewed as an offensive force of which the primary objectives consist of
espionage, targeting of critical infrastructure and political interference. In
June 2019, the New York Times reported that hackers from USCYBERCOM
planted malware capable of disrupting the Russian electrical grid. Russia
acknowledged the United States potentially attacked its electrical grid.

UNITED STATES STATE ACTORS IN ACTION

STUXNET VS. IRAN
OBJECTIVE: Destruction
TARGET: Critical infrastructure
INITIAL ACCESS: Social engineering
While government filings are thin, there is a high
level of confidence that the Equation Group, a unit
of threat actors suspected to be part of the NSA’s
TAO, was responsible for some of the most infamous
hacks, including Stuxnet and Flame.

Figure 1: NSA TAO Equation Group3

Stuxnet is a computer worm discovered in 2010 that targeted the Supervisor Control and Data Acquisition (SCADA)
systems of Iran’s nuclear program. Stuxnet was designed to target programmable logic controllers (PLC), which
are automation devices used to control machinery and industrial processes. Once deployed, the malware targeted
Microsoft operating systems and networks to search for a specific piece of software made by Siemens. The malware
compromised the Iranian nuclear centrifuges’ PLC through the Siemens controller software, causing them to spin out
of control, ultimately destroying themselves.
This attack is considered by many to be the first time nation-state threat actors maliciously acted to destroy industrial
systems. The malware was spread indiscriminately in the wild but would only target Siemens Step-7 software for
SCADA systems in embargoed equipment smuggled into Iran.
One of the interesting caveats from the Stuxnet event was the collaboration between nation-state hackers in the
United States and Israel.
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Nation States: United Kingdom
The Government Communications Headquarters,
commonly known as the GCHQ, is an intelligence,
cyber and security agency that identifies, analyzes and
disrupts threats to the U.K. GCHQ was established after
the First World War and is responsible for breaking the
German Enigma codes during the Second World War.
In November 2020, the U.K. government announced a new information
warfare network known as @HutEighteen4, in partnership with the
Defence Academy of the United Kingdom, part of the Ministry of Defence.
As a community of interest, @HutEighteen brings together practitioners,
policymakers, and thinkers within the Ministry of Defence and other
government departments, academia, industry, and the international
community. @HutEighteen aims to uncover new and innovative ways of
conducting hybrid and information warfare by harnessing diverse talent
and aptitude.

UNITED KINGDOM STATE ACTORS IN ACTION

GCHQ VS. BELGACOM: OPERATION SOCIALIST
OBJECTIVE: Espionage on high-value targets including NATO, 			
European Commission, European Parliament and the European Council
TARGET: Telecom infrastructure of Belgian telecom provider Belgacom
INITIAL ACCESS: Social engineering
In 2013, former NSA contractor
Edward Snowden published
documents that revealed “Operation
Socialist,” the code name given
by the GCHQ to an operation
active between 2010 and 2013.
They successfully breached the
infrastructure of the Belgian telecom
organization Belgacom on the
instruction of U.K. ministers.
British spies targeted Belgacom
employees working in security and
maintenance by redirecting them
with fake LinkedIn messages to
Figure 2: Snowden leaked slide from a "Top Secret" presentation
from GCHGQ5
websites that implanted backdoor
malware on their systems, a highly
developed attack technology referred to as a “Quantum Insert.” The attacks
focused on employees connected to the International Carrier Services

Continued on next page
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unit, which handles phone and data traffic in Africa and the Middle East.
They also sought to target communications made between roaming
smartphones.
The interception would have provided access to communications at NATO
headquarters in Brussels and important European institutions, including the
European Commission, European Parliament and the European Council.
This operation was the first documented example of a European Union
(formerly) member state covertly hacking into another member state’s
critical infrastructure.
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Figure 3: Snowden leaked slide from GCHQ that reveals the success of
the operation. The codename for Belgacom is "Merion Zeta."5
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Nation States: China
The People’s Republic of China (PRC) has some of the
most infamous and advanced nation-state threat actors
in the threat landscape. These threat groups represent
divisions either inside the People’s Liberation Army
(PLA) or the Ministry of State Security (MSS). Their
main objectives consist of state-sponsored espionage
campaigns targeting foreign government agencies and
organizations in multiple industries across the globe.
Some of their operators were engaged in financialmotivated crimes for personal gain while conducting
operations for the state.

CHINA STATE ACTORS IN ACTION

THE UNITED STATES OF AMERICA VS. LI XIAOYU AND DONG JIAZHI6
OBJECTIVE: Espionage and personal profit
TARGET: High tech manufacturing, education, 		
gaming software development, energy, defense, 		
pharmaceuticals, human rights organizations and
Chinese dissidents
INITIAL ACCESS: Public exploits
In July 2020, the U.S. Department of Justice (DOJ) indicted
two Chinese attackers, Li Xiaoyu (aka “Oro0lxy”) and Dong
Jiazhi. They were charged with conducting campaigns that
targeted intellectual property and confidential business
information, including COVID-19 research.

Figure 4: Wanted by the FBI: Li Xiaovu & Dong Jiazhi

Li and Dong were former college classmates who used their technical training for malicious activities. Their motivations,
however, were not limited to personal profit. They were also stealing information of interest for the PRC’s MSS. The two
often worked with and were assisted by an MSS officer during sanctioned operations.
While working with the PRC, Li and Dong conducted reconnaissance operations to gather information and resources
about potential victims and the information they might possess, such as intellectual property and educational
research. Typically, the two gained access to their victims’ networks by exploiting publicly known vulnerabilities in
web server software and web applications or wrong default configurations in popular applications. After gaining
access to the target networks, they dropped malicious web shells such as China Chopper and uploaded programs
designed to steal credentials from the victim’s network for privilege escalation. To evade detection and exfiltrate
stolen data, the two repackaged the victim’s data in RAR archives, changed the archive’s file extension and staged the
files in the victim’s recycling bin.
Li and Dong also sold their victims’ data for personal profit and extorted the breached organizations for
cryptocurrency, threatening to leak stolen data if the victims didn’t pay.
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Nation States: Iran
Iranian nation-state actors are often mistakenly
perceived as unsophisticated threat actors. Skilled Iranian
threat actors work either directly or as contractors for
the Islamic Republic of Iran’s Ministry of Intelligence and
Security (MOIS) or the Islamic Revolutionary Guard Corps
(IRGC). Their main objectives consist of state-sponsored
espionage targeting organizations in multiple industries
across the world and directly targeting dissidents and
those tagged enemies of Iran.

IRAN STATE ACTORS IN ACTION

THE UNITED STATES OF AMERICA VS. HOOMAN HEIDARIAN AND MEHDI FARHADI7
OBJECTIVE: Espionage, personal profit, influence
TARGET: Universities, think tanks, defense, 			
aerospace, telecommunication, non-government
organizations (NGO), nonprofits, foreign policy 		
organizations and foreign governments
INITIAL ACCESS: Session hijacking and SQL 		
injections while maintaining unauthorized access
by dropping key loggers and RATs
In September 2020, the U.S. DOJ indicted two Iranian
threat actors, Hooman Heidarian and Mehdi Farhadi,
Figure 5: Wanted by the FBI: Mehdi Farhadi and Hooman Heidarian
on charges of conducting cybertheft and defacement
campaigns against systems in the U.S., Europe and the Middle East.
Heidarian and Farhadi are prolific hackers who engage in politically-motivated campaigns that are destructive and
disruptive. Some attacks were conducted at the request of the Iranian government. Heidarian is reported to have
extensive experience in social engineering, data interception, hacking web applications, managing botnets and
conducting denial-of-service (DoS) attacks. Farhadi regularly partnered with and often directed Heidarian to target
specific victims. Their goal was to steal intellectual property and other data to sell the data to black market customers
— including the government of Iran — to accumulate personal wealth. They are also known for degrading and defacing
websites to intimidate perceived enemies of Iran.
When operating, the two conducted online research and reconnaissance to select their victims. Once a target was set,
they gathered data and intelligence about the victim’s network to prepare and develop tools. This process typically
includes scanning a victim’s network to discover IP ranges, hosts, routers and DNS records, known as network
Continued on next page
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mapping. Heidarian and Farhadi typically gained initial access to a victim’s
network using common tools and methods such as session hijacking and
SQL injections while maintaining unauthorized access by dropping key
loggers and RATs. During campaigns, the two developed and maintained
botnets to facilitate the spread of malware, launch DoS attacks and spam
networks.
From 2010 to 2017, Heidarian and Farhadi were able to steal hundreds of
terabytes of data and deface websites with political ideology. Using the
handle “Sejeal,” they regularly posted information and even notified media
outlets about the stolen data they were selling on the black market to gain
recognition in the hacking community.
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Nation States: North Korea
North Korean state actors representing the Democratic
People’s Republic of Korea (DPRK) are some of the most
ruthless. These highly skilled threat actors typically
work for Bureau 121, the DPRKs cyberwarfare unit, a
division of the Reconnaissance General Bureau (RGB) of
the DPRK’s military. Their goal mainly consists of statesponsored espionage, targeting government agencies
and organizations in multiple verticals across the world,
destructive and disruptive campaigns, as well as a broad
range of financially-motivated attacks.

NORTH KOREA STATE ACTORS IN ACTION

THE UNITED STATES OF AMERICA VS. PARK JIN HYOK8
OBJECTIVE: Espionage, financial, destruction
TARGET: Financial, entertainment, defense,
technology, education, utilities and virtual 			
currency
INITIAL ACCESS: Social engineering, spear-		
phishing
In September of 2018, the U.S. DOJ indicted Park
Jin Hyok, a North Korean nation-state threat actor,
charging him with conspiracy to conduct multiple
cyberattacks and intrusion.

Figure 6: Wanted by the FBI: Park Jin Hyok

Hyok is accused of being a member of the Lazarus Group, a unit reportedly under the control of the Reconnaissance
General Bureau (RGB) that is responsible for the 2017 global WannaCry 2.0 ransomware attack, the destructive
attacks on Sony Pictures in 2014 and the $81 million SWIFT hack that targeted the Central Bank in Bangladesh in
2016. These campaigns resulted in massive amounts of damage to computers, including extensive loss of data, money
and resources. Hyok has also worked for more than decade for a North Korean front company used by the DPRK to
support their malicious activity, the Korea Expo Joint Ventures (KEJV).
Hyok is a highly skilled programmer but was also known to contract actors from around the globe to conduct
his malicious activity. While Hyok’s tactics may seem simple, they are highly effective. In advance of attacks, he
researches vulnerabilities, exploits, techniques, and an organization’s employees and their social media accounts.
Using this information, Hyok launches successful social engineering attacks leveraging spear-phishing messages to
access the targeted networks. Hyok has been known to drop rapidly spreading, destructive malware designed to wipe
machines and exfiltrate information of interest, build botnets and steal money for the DPRK.
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Nation States: Russia
When it comes to cyberwarfare capability, the Russian
Federation tops most nations’ risk charts. Russia is
renowned for targeting critical infrastructure, DoS attacks,
dissemination of disinformation and propaganda aiming
for political interference and participation of statesponsored teams in political blogs. It’s also known for
internet surveillance using its version of lawful interception
interfaces known as SORM (Система оперативноразыскных мероприятий or System for Operative
Investigative Activities), persecution of cyber dissidents
and corporate espionage. Some of these activities were
coordinated by the Russian signals intelligence, which was
part of the FSB (the Federal Security Service of the Russian
Federation) and formerly a part of the KGB. The military
performed other activities under the Main Directorate of
the General Staff of the Armed Forces (GRU) of Russia.
An analysis by the U.S. Defense Intelligence Agency in 2017 outlines
Russia’s view of “Information Countermeasures” or IPb (informatsionnoye
protivoborstvo) as “strategically decisive and critically important to
control its domestic populace and influence adversary states,” dividing
“Information Countermeasures” into two categories of “InformationalTechnical” and “Informational-Psychological” groups. The former
encompasses network operations relating to defense, attack, and
exploitation and the latter to attempts to change people’s behavior or
beliefs in favor of Russian governmental objectives.9

RUSSIA STATE ACTORS IN ACTION

THE UNITED STATES OF AMERICA
VS. ANDRIENKO, DETISTOV, FROLOV,
KOVALEV, OCHICHENKO, AND PLISKIN10
OBJECTIVE: Espionage, destruction
TARGET: Defense, technology, education, utilities
and government
INITIAL ACCESS: Phishing, exploit of public-facing
applications
In October 2020, the U.S. DOJ charged six Russian
GRU officers connected with a worldwide deployment
Figure 7: Russian GRU officers wanted by the FBI
of destructive malware and other disruptive
actions. These actions included disrupting the 2017 French elections, as well as the 2018 Winter Olympics and
causing nearly $1 billion in damages to Heritage Valley Health System, TNT Express B.V. and a U.S. pharmaceutical
manufacturer.
These men are accused of being part of the GRU Military Unit, 74455, also known as Sandworm. This unit is also
known within the GRU as the Main Center for Special Technologies (GTsST). They deployed destructive malware
and launched disruptive attacks for the strategic benefit of Russia. In December of 2015 and 2016, they launched
a destructive malware campaign against Ukraine’s electric power grid, Ukraine’s Ministry of Finance and the State
Treasury Service, leveraging BlackEnergy, KillDisk and Industroyer.
In April and May of 2017, the group targeted local government entities and political parties during the French elections.
In June of 2017, they targeted hundreds of victims worldwide, causing nearly $1 billion in damage with the malware
attack, NotPetya. In December 2017, they targeted the 2018 Winter Olympic partners, athletes, government agencies,
and the International Olympic Committee (IOC) with a spear-phishing campaign that resulted in the deployment of a
Continued on next page
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malware called Olympic Destroyer, which ultimately disturbed the opening
ceremonies. The malware came riddled with false flags designed to mimic
code of Lazarus, the DPRK’s nation-state actor group, in an attempt to cause
mis-attribution when discovered.
More recently, in January 2018, the group targeted Georgian media outlets
with a spear-phishing campaign and an attack in October 2019 resulted in
the defacement and degradation of nearly 15,000 websites.
This highly advanced unit relies on simple yet effective tactics to cause
massive impacts on targeted networks. In their reconnaissance phase, they
work together, researching and probing their victims’ networks so they
can develop the required resources. Next, they procured and maintained
malicious websites and typo squatted domains that mimic their targets.
While utilizing their infrastructure, the group masks their identity in several
ways hoping to evade and mislead detection. Then, they launched a spearphishing campaign to gain initial access and harvest credentials. After that,
the group is known to deploy and drop malware on the victim’s machines
designed to transfer and harvest stolen data and render machines and
networks inoperable.
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Organized Crime
Almost all organized crime groups use communication technology to manage
their actions. Some groups specialize in using technology to commit cybercrimes.
Criminal activity is so rampant that even nation-state employed actors likely perform
cybercriminal activity after hours for personal gain.
Crime pays, so whenever there is an opportunity, organized crime will appear. As more people and devices
become connected in the wake of digital transformation, ways for cybercriminals to profit continue to emerge.
Even traditional criminals have evolved and digitalized. Drug dealers now anonymously sell drugs and stolen
goods online for cryptocurrency without the fear of being caught operating on the streets. The internet provides
increasing opportunities for cybercriminal activity and ways for threat actors to organize and create environments
that support crime and profitability.
One would assume these threat actors would not want to draw large amounts of attention, yet their crimes are often
“noisy” and noticeable. Many threat actors will even leverage media attention to publicize their capabilities, putting
increased pressure on victims to comply. If they don’t, outages can be massive and sensitive data shared on the
darknet to apply more pressure.
Profits are so significant it is nearly impossible to eliminate the threat. Criminals are incentivized to crack and hack
the latest security defenses. One way of eliminating the threat is to devalue their marketplaces, but is it possible
to decrease the value of personal data or the reputation of a business? Prevention is nearly impossible in a culture
dependent on cyber activity where threat actors are organized.
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Organized Crime: Cybercrime-as-a-Service
Cybercrime-as-a-service is the cornerstone of organized cybercrime groups. Threat
actors develop advanced tools and services which are sold or rented to other
cybercriminals. Criminals who leverage cybercrime-as-a-service range from novices
who lack experience or knowledge to technically adept and well-organized criminals
looking to build on existing platforms for even better return margins. Cybercrime
services include crimeware-as-a-service, bulletproof hosting and hacking-as-a-service.
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Crimeware-as-a-Service
Crimeware-as-a-Service is the rental or sale of sophisticated exploits and malware.
Services are varied and include the sale of zero-day exploits, ransomware packages
on underground forums and marketplaces and paid access to large botnets used to
distribute malware. TrickBot and Emotet are two well-known examples of the latter.
Both have evolved from specialized banking trojans to generic malware-as-a-service
networks to deliver custom payloads by organized cybercrime and nation-state actors.
While these botnets serve a wide variety of customers, most deliver malware designed
to steal sensitive information or deploy ransomware. The botnets typically spread
through MalSpam with lures designed to socially engineer their targets. Once they
reach a foothold, the actors or their customers gain remote access, run reconnaissance,
steal and exfiltrate sensitive data, move laterally across the network and deploy more
backdoors or accounts to maintain persistence.11
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Bulletproof Hosting
Bulletproof hosting is Infrastructure-as-a-Service for cybercriminals specializing in
Virtual Private Servers (VPS), domain hosting and web hosting. In general, bulletproof
hosting service providers are lenient about what information is uploaded or distributed
on their platforms. Spammers, providers of illegal online gambling or pornography and
organized cybercriminals use the hosting services to launch cyberattacks, host malicious
downloads or serve as command-and-control services for botnets.
Often, a bulletproof host allows a content provider to bypass the laws or contractual terms of service regulating
internet content and service use in its country of operation. Many of these bulletproof hosting providers are based in
areas with little governmental oversight.
Bulletproof hosting providers are not stable businesses. They have a high turnover rate because they are prime
targets for law enforcement shut down operations. In October 2019, Dutch police arrested two men and seized servers
belonging to KV Solutions, a bulletproof network used by cybercriminals to host dozens of internet of things (IoT)
botnets leveraged to launch distributed denial-of-service (DDoS) attacks.12
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Hacking-as-a-Service
Hacking-as-a-Service is the commercialization of hacking
skills. Experienced actors offer their skills to threat actors
who do not possess the ability to perform the crime or
attack. Some of the services offered by hackers-forhire include breaking into the social network accounts of
significant others, DDoS attacks, manipulation of school
grades, clearing and updating loan account balances,
malware development for any operating system, trojans,
tracking apps, password recovery, and deletion of loan
default records, among other services.

HACKING-AS-A-SERVICE IN ACTION

DANIEL KAYE, HACKER-FOR-HIRE
TARGET: Lonestar Cell MTN
CUSTOMER: Avishai “Avi” Marziano, Chief Executive Officer of Cellcom
Liberia
CONTRACTOR: Daniel Kaye, also known as “Bestbuy,” “Spdrman” and
“Propopret”
In October 2016, more than a half-million IoT devices worldwide tried to
connect to a handful of servers from Lonestar Cell MTN, Liberia’s leading
local mobile phone operator. The DDoS attack crippled Lonestar’s network
and also saturated the internet connections into Liberia. Connectivity
slowed to a crawl, thereby impacting the internet traffic to and from the
entire country.

Figure 8: Daniel Kaye
Photo: National Crime Agency.

Daniel Kaye, an Israel/U.K. dual citizen from Egham in Surrey, was apprehended at London’s Luton Airport in
February 2017 while boarding a Cyprus flight. The National Crime Agency said Kaye was perhaps the most significant
cybercriminal they had ever apprehended in the U.K.
Kaye was born in London but grew up in Israel and taught himself to code using internet resources. He became a
regular in many forums and in 2002 posted screenshots of defaced websites throughout the Middle East under his
alias spy[D]ir while sharing the credit with a group called the IHFB (Israeli Hackers Fight Back).
In 2014, Avishai (Avi) Marziano, the CEO of Cellcom Liberia hired Kaye to help his company improve its cybersecurity
practices. In Liberia, Lonestar was the former monopoly backed by one of Africa’s largest telecom groups. Across
Africa, mobile phone use soared and brought technology to places where few had access to a computer. When
Cellcom entered the market, the rivalry between the two companies was cutthroat from the start.
Continued on next page
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In 2015, Kaye and Marziano discussed the use of DDoS attacks to impact
Lonestar’s internet service and reputation. Leaks from the vDos stresser
(see Israeli DDoS stresser ‘vDOS’) database, obtained by KrebsOnSecurity.com
at the end of July 2016, show a user going by the alias of “bestbuy” who wrote
“I need quite a lot more power” in a request for an offer.
In October 2016, KrebsOnSecurity.com and OVH faced devastating DDoS
attacks of unprecedented sizes. One week after the attacks, an actor going
by the name of Anna-Senpai published the source code of a botnet named
Mirai on Hackforums.com, claiming responsibility for the attacks. Less than
a month later, the internet infrastructure giant Dyn became a Mirai botnet
target, resulting in large portions of the internet becoming unreachable.
Kaye, who was in the market for a powerful botnet, found what he needed.
Marziano agreed to pay him $10,000 a month for the project. Kaye then
modified the Mirai code to exploit newer vulnerabilities and developed a
400,000-device botnet capable of directing attacks of more than 500Gbps,
as tested by Kaye using one of the freely available DDoS measuring sites
such as dstat[.]cc, vedbex[.]com/tools/dstat or cyber-hub[.]pw/layer4.php.
Vulnerability CVE-2016-10372, discovered in the Eir D1000 modem, did not
properly restrict the TR-064 CPE WAN management protocol and allowed
any remote attacker to execute arbitrary commands with administrative
privileges on the device. In November 2016, Kaye leveraged this vulnerability
for his modified Mirai and attempted to infect broadband modems in the
ISP networks from Deutsche Telekom (DT), TalkTalk and Post Office U.K. to
grow his botnet. While the attacks failed, DT experienced more than 900,000
disrupted consumer internet connections.
Between October 2016 and February 2017, Kaye launched hundreds of DDoS

attacks at Lonestar MTN. Liberia’s
internet infrastructure was already
fragile, dependent on only a single
undersea fiber (ACE) to connect it
to the rest of the world. Between
successful DDoS attacks and failed
attempts at growing his botnet,
Kaye caused several extensive
internet outages for internet service
providers (ISPs) in the U.K., Germany
and Liberia. With the assistance of
authorities and security researchers,
ISPs closed in on Kaye’s operation.
To distract attention14 from
authorities for what he’d
accomplished in Liberia, Kaye
decided to share his botnet. He sent
Figure 9: Bestbuy promoting his 400k+ device botnet on Jabber 15
out messages offering access in
return for Bitcoin, with prices ranging
from $2,000 to $20,000. Initial customers included gamers who leveraged the botnet against rivals. Others had more
ambitious targets.
In written submissions to the court, Babatunde Osho, Lonestar’s former chief executive, stated that Kaye’s DDoS
attacks seriously compromised Lonestar’s ability to provide reliable internet connections to its customers. “Mr. Kaye’s
actions prevented Lonestar’s customers from communicating with each other, obtaining access to essential services
and carrying out their day-to-day business activities. A substantial number of Lonestar’s customers switched to
competitors. In the years preceding the DDOS attacks, Lonestar’s annual revenue exceeded $80m. Since the attacks,
revenue decreased by tens of millions and its current liabilities have increased by tens of millions.”
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DDoS-as-a-Service
One form of Cybercrime-as-a-Service – DDoS-as-a-Service – has significantly impacted
the DDoS threat landscape. Also known as Booter or Stresser services, they provide
professionally designed portals that allow anyone to perform devastating attacks with
just a few clicks. Subscriptions range from $9.99 per month for an unlimited number of
DDoS attacks with five minutes of attack time/15 Gbps, up to thousands of dollars for
unlimited attack time/200Gbps+.
In November 2019, Sergiy Usatyuk, a former operator of several DDoS-as-a-Service sites, was sentenced to 13
months in prison for conspiracy to commit computer damage and abuse.16 In addition to a prison sentence,
Usatyuk was ordered to forfeit over $500,000 in proceeds from the scheme. His scheme included running seven
booter services, including exostress[.]in, quezstresser[.]com, betabooter[.]com, databooter[.]com, instabooter[.]
com, polystress[.]com and zstress[.]net. ExoStresser, for instance, advertised it launched over 1 million DDoS
attacks and caused more than
100,000 hours of accumulated
network downtime.
Using a service on the clearnet
to launch attacks might seem
without risk, however, following
the takedown of Webstresser.org
by Europol in 2018, the agency
announced in January 2019 that
they were also going after the
more than 150,000 registered
users of the service17.

References

Figure 10: Subscriptions offered by Stressthem.io (August 2020)
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DDOS-AS-A-SERVICE IN ACTION

ISRAELI DDOS STRESSER ‘vDos’
vDos, a booter service owned and operated by two young Israeli hackers who went by the names P1st (aka
P1st0) and AppleJ4ck, earned more than $600,000 over two years, helping customers coordinate over 150,000
DDoS attacks.
The complete database of the vDos stresser operations was obtained by KrebsOnSecurity.com19 at the end of
July 2016 after a similar DDoS-as-a-Service site called PoodleStresser was compromised by a vulnerability and
a researcher downloaded the configuration data from the attack servers. The configuration pointed back to
api.vdos-s[.]com. Many other booter services, like PoodleStresser, relied exclusively on the services of vDos.
vDos was one of the longest-running booter services advertising on Hackforums and actively promoted on
Twitter. According to KrebsonSecurity.com the $618,000 in earnings documented in the leaked logs is almost
certainly a conservative income figure. The service dates back to Sept 2012, while payment records are only
available for purchases after 2014. The service likely made its proprietors more than $1 million.

Figure 11: vDos Stresser Twitter page 18

vDos had an excellent reputation on underground forums for their customer service and scale offered to
tens of thousands of paying customers, a significant portion of whom used the service simultaneously. The
service took measures against DDoS attacks from competing criminals and hid behind protections offered by
a legitimate DDoS protection firm19.
The morning of Tuesday, August 8, 2017, the Cyber Department of the State Attorney’s Office in Israel
announced they had arrested and charged Yarden “applej4ck” Bidani and Itay “p1st” Huri20, the two then
18-year-old Israeli owners and operators of vDos stresser, ending one of the longest-running and most
popular booter services in history.
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Organized Crime: Industrial Espionage
Industrial espionage, sometimes also called corporate espionage, uses techniques,
specifically cyber techniques, for commercial or financial purposes. Espionage is usually
thought of in terms of spies working on governments’ behalf to get information on other
nations. Still, many of the same techniques and actors work in both the nation-state
and organized crime realms.
Information represents a pivotal economic asset for businesses, threat actors in the commercial realm target organizations
across all verticals. Their main objective is theft of confidential corporate information and trade secrets such as contracts,
financial and employee records, research documents and test results, design and construction documents, etc.
Theft of commercial trade secrets, business information and personal data produce significant economic losses every
year. They can also have consequences for citizens’ fundamental rights and society at large.21 The European Centre
for International Political Economy (ECIPE) estimated a €55 billion loss and 289,000 jobs at risk caused by cyberespionage in the EU alone.22
INDUSTRIAL ESPIONAGE IN ACTION

JEAN PATRICE DELIA VS. GENERAL ELECTRIC COMPANY
In December 2019, a former General Electric (GE) engineer was arrested and plead guilty23 to conspiring to steal
trade secrets from GE. He and his business partner, who was sentenced24 in December, conspired to compete
against GE globally by leveraging stolen trade secrets related to turbine technology, stolen marketing data and
pricing information. The perpetrators downloaded thousands of files and used social engineering techniques
to target the IT department to grant them access to additional information. The attack was discovered in 2012
when GE was underbid for a service contract in Saudi Arabia by the company the two men started25.

Angry Customers

COMPULIFE VS. NAAIP

References

Compulife Software Inc. is a company that provides services for calculating, organizing and comparing life insurance
quotes. In court documents filed by the U.S. Court of Appeals for the Eleventh Circuit in May 2020 26, the company
alleged that one of its competitors— NAAIP — lied and hacked Compulife’s system, stealing its proprietary data.
Continued on next page
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NAAIP hired a hacker to collect proprietary information from Compulife’s
public portals using scraping bots.
Web scraping or web harvesting is a data processing technique used to
extract data from websites. While web scraping can be done manually
by a human user, the term typically refers to automated processes
implemented using a bot or web crawler.
The data targeted was Compulife’s transformative database. NAAIP
extracted all insurance quotes related to two zip codes in the U.S. and
leveraged the scraped data to generate quotes on their competing
website. The initial court ruling was not in Compulife’s favor. While
the underlying transformative database is considered a trade secret,
requesting and collecting individual quotes through their website is not.
Thus, Compulife’s claims alleging misappropriation of these quotes failed.

INDUSTRIAL ESPIONAGE IN ACTION

REDCURL
Group-IB, a global threat hunting and intelligence company
headquartered in Singapore reported in August 2020 on a previously
unknown advanced persistent threat group called “RedCurl” 28.
RedCurl’s primary objective appears to be worldwide corporate
espionage. In less than three years, the group attacked dozens of
targets all over the globe, from Russia to Canada. The presumed
Russian-speaking group conducts attacks on private companies
in many industries. It uses a unique toolset of well-crafted spearphishing attacks and PowerShell-based trojans to download
additional malware and exfiltrate sensitive data through legitimate
cloud storage services.

On appeal, the Eleventh Circuit held that granting that individual quotes
themselves are not entitled to the same protection as trade secrets,
the previous ruling failed to consider the possibility that so much of the
transformative database was taken — in a bit-by-bit fashion — that a
protected portion of the trade secret was acquired. The Court reasoned
that even if quotes aren’t trade secrets, taking enough of them must
amount to misappropriation of the underlying secret at some point.
As reported by Morrison & Foerster LLP 27, the Court held that because
the defendants took the quotes from a publicly accessible site does not
automatically mean that the taking was authorized or otherwise proper.
Although Compulife granted implicit permission to access unlimited
quotes, a robot can collect more quotes than any human could. So, while
manually accessing quotes from Compulife’s database is unlikely ever to
constitute improper means, using a bot to collect an otherwise infeasible
amount of data may well be.
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Organized Crime: Extortion
Extortion is the practice of gaining something, especially money, through force or threat.
Extortion has evolved from the physical world of gangster shakedowns to the cyber
realm through hostage-taking of computer networks for profit. From ransomware to
Ransom Denial-of-Service (RDoS), threat actors aim to extort cryptocurrency from
victims by threatening to degrade networks or encrypt systems and block access to
systems until payment is rendered.
RANSOMWARE
Ransomware is malicious software that infects a system and displays messages demanding a fee to receive a key to
unlock the system. Ransomware typically works by encrypting all data and system files and rendering them useless.
Entire organizations have shut down for days or weeks in the wake of ransomware attacks.
Ransomware operators modified attacks by including fail-safe capabilities that extract sensitive data before
encryption. In the so-called double extortion scheme, if a victim does not agree to pay for the decryption key, the
actors extort him or her by threatening to publish sensitive data they exfiltrated during the encryption phase of the
attack. Threat actors know the implication of the General Data Protection Regulation (GDPR) in the EU and are happy
to leverage the damage to reputation that leaked data can cause.
In some cases, threat actors resorted to launching DDoS attacks to get victims back to the negotiating table if initial
attempts did not sway them.
Ransomware is big business in the underground market. An entire economy has formed around this activity. Some
actors supply ransomware. Others provide lists with compromised systems that enable remote system access to
plant the ransomware. Yet others leverage leaked records from data breaches to perform credential stuffing attacks
and sell lists to the highest bidders, including the ransomware operators. Some groups like REvil, aka Sodinokibi,
first appeared in 2019 and provided a turnkey Ransomware-as-a-Service (RaaS) solution. Some RaaS groups leverage
revenue sharing as a business model where hackers who successfully carry out attacks pass a percentage of the
bounty back to the malware service providers.
Continued on next page
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RANSOM DENIAL-OF-SERVICE
Threat actors use RDoS to conduct extortion-based DDoS attacks that are
financially motivated. A DDoS extortion victim will receive a message by email,
typically using a private mail service such as Protonmail, GMX or even 10
Minute Mail. The message demands a ransom payment. Upon failure to remit
before the deadline, a powerful long-lasting DDoS attack starts a few days
after receiving the message. The going rate in 2020 29 30 was between 10 and 20
BTC. In 2021, due to bitcoin’s surging value, the rate was adjusted between 5
and 10 BTC. The bitcoin address for the payment is uniquely tied to the target
and provides threat actors a way to track payments.
To add credibility, attackers refer to a demonstration attack, a minor
DDoS attack that should not impact services and prove the actors’ threat’s
legitimacy. The threat actor typically poses as a well-known threat group
to instill fear. Recently, RDoS groups have called themselves Fancy Bear
(the aforementioned Russian APT) or Lazarus (the North Korean APT most
renowned for its financial industry focus). In earlier campaigns, they used the
moniker Armada Collective or even Kadyrovtsy, a Chechen military group.
Telenor Norway was a victim of the 2020 attack campaigns.31 The extortionists
demanded a ransom of 20 BTC. The deadline passed without the company
paying. Approximately 400Gbps of traffic was directed to the company and the
attack lasted for three hours, but no major services were impacted.
When there are ongoing ransom DDoS campaigns, less capable threat
actors leverage this time to run hoax campaigns, sending messages with
DDoS threats that are not backed by the infrastructure or the capability to
perform attacks. The format of these letters attempts to mimic real threat
actors and active campaign messages.

Figure 12: Sample letter received by ransom DoS victims during 2020/2021 DDoS extortions 30
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If payment is not received, the real extortionists follow through with their threats. If they don’t, security experts and
victims doubt the threat’s legitimacy, and the campaign loses credibility. In 2020 and 2021, attacks ranged from a few
hours up to several weeks, with attack rates averaging 200Gbps and peaking at 400Gbps.

Crimeware-as-a-Service

In 2021, Radware reported32 that DDoS extortionists scaled operations by applying new tactics. They circle back to earlier
targets that did not pay, enabling them to accelerate the campaign by leveraging previous research. These follow-up
strikes are typically shorter than earlier threats, leading Radware to believe they are taking this action to accelerate and
increase the number of targets while trying to profit from bitcoin's surging value at the end of 2020 and early 2021.

Bulletproof Hosting

The new threat came with a revamped message:

Cybercrime-as-a-Service

Hacking-as-a-Service
DDoS-as-a-Service

Maybe you forgot us, but we didn’t forget you. We were busy working on more
profitable projects, but now we are back.

Industrial Espionage

We can easily shut you down completely, but considering your company size, it

Extortion
Extortion

so we calculated and decided to try peacefully again. And we are not doing this

Financial

both.

Hacktivists

would probably cost you more one day without the Internet then what we are asking
for cyber vandalism, but to make money, so we are trying to be make it easier for
Remember, we never give up. And we always come back, until we are paid. Once paid
we are gone and you will never hear from us again - forever.

Hackers
Disgruntled Insiders

Ransom DoS is now a persistent threat that is no longer seasonal but rather a pervasive threat in the DDoS threat
landscape.

Angry Customers
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Organized Crime: Financial
The primary objective of financial threat actors is economic gain. These actors specialize
in tactics to infiltrate organizations’ financial processes and abuse them to scam
companies out of substantial sums of money.
BUSINESS EMAIL COMPROMISE (BEC)
Business Email Compromise (BEC), also known as Email Account Compromise (EAC), are one of the most financiallydamaging cybercrimes. People rely extensively on email to conduct business, both personal and professional. Threat
actors leverage email to trick targets into conducting financial transactions. For example, spoofing email addresses
and crafting messages posing as the CEO of the corresponding company, ordering an assistant to pay out an attached
invoice and making it seem very urgent while providing excuses for bypassing corporate review.
In September of 2019, the U.S. DOJ announced the arrest of 281 individuals involved in BEC schemes and the seizure
of $3.7 million33. Of the 281, 74 were in the U.S. These threat actors were part of a group that intercepted and hijacked
wire transfers from businesses and individuals. They targeted employees with access to the company’s finances
who regularly engaged in wire transfer payments. One of the more complex issues with BEC scams is that they don’t
necessarily rely on compromising a business’s network.
FINANCIAL THREAT ACTORS IN ACTION

TOYOTA SUBSIDIARY LOSES $37 MILLION
BEC actors target organizations large and small. One of the most significant victims was Toyota Boshoku,
a Toyota subsidiary that supplies seats and interior components. In August 2019, a threat actor posing as a
business partner of Toyota Boshoku sent emails to several people in the company’s finance and accounting
departments. This attack was not the first on Toyota that year. Divisions of Toyota in Australia, Japan and
Zaventem, the Belgium European headquarters of Toyota Boshoku, were all victims that year. 35
Continued on next page
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MAGECART
Point of sale (POS) malware, also known as RAM-scraping malware, has long been the preferred credit card theft tool.
As POS moved to smart cards with better protections, skimmers found new targets that are more lucrative and easier
to access remotely: e-commerce payment processing APIs. By inserting malicious code in the web browser, credit card
or other private and sensitive information is duplicated and uploaded to a malicious server from a client’s web browser,
even before it gets encrypted and transferred to the payment processor or stored in the backend application’s database.
Skimmers are mostly JavaScript routines injected by breaching an e-commerce hosting platform and altering the
server’s web application code. Alternatively, malicious actors can breach a third-party library used by the web
application and deliver the malicious code to the client’s browser without involving the application server, also known
as a software supply chain attack.
The Magecart campaigns have been active since 2015 and continue to be a threat with attacks against large global
organizations and smaller-sized businesses. Early in 2020, the website that collected donations for the victims of
Australian bushfires was compromised by a malicious code that stole payment information from donors36.
During the coronavirus pandemic, cybercriminals have taken advantage of unprecedented volumes of e-commerce
transactions. The number of Magecart attacks on online retailers grew by 20%, according to data released by RiskIQ37.
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Hacktivists
Hacktivists are generally considered low-risk threat actors compared to the rest of the
field, but they should not be dismissed. One of the properties that makes this group of
actors such a formidable threat is their hive mindset. They are able to work together to
respond to an event and amplify information within hours, putting severe pressure on the
unprepared. Their actions are noticeable because of their impact and the media attention
they generate.
The backgrounds of hacktivist threat actors range from concerned citizens with digital means to nation-state threat
actors. One of the larger shifts in hacktivism is the growth of local political operations as citizens become more aware
and educated about the TTPs used by nation-state actors, organized criminals and other hacktivists. In the past, it
was common for nation-state threat actors to use patriotic hacktivism as a cover for their operations, but we now see
more citizens running campaigns that are amplified by other parties of interest.
In the digital world, civil disobedience has risen to new heights. It has evolved past the point of simple critical thinking
and protest. Hacktivism is the idea of activism and the TTPs of a malicious hacker. Threat actors are typically driven
to action by anti-government motives, corporate wrongdoing or social injustice. They achieve their goals by exposing
and leaking data associated with those they accuse of wrongdoing and degrading and disrupting their networks. Their
toolset can range from rentable and straightforward to sophisticated and advanced.
Generally, hacktivist activity is now more reactionary, social and supportive than the planned and executed
attacks of Anonymous. While Anonymous still exists in some capacity, and groups like Ghost Squad Hackers
are still active, mainstream hacktivism looks more like the events that unfolded around BlueLeaks or the
assassination of Qasem Soleimani.
Continued on next page
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HACKTIVISTS IN ACTION

HACKTIVISTS IN ACTION

IRANIAN HACKTIVIST

#BLUELEAKS

In September 2020, the U.S.
DOJ announced charges against
two hacktivists for defacing
websites following the killing
of Qasem Soleimani38. Behzad
Mohammadzadeh, aka Mrb3hz
from Iran, is alleged to have
defaced more than 1,100 websites
with pro-Iranian messages since
2018. Marwan Abusrour, aka
Figure 13: Quds Force logo
Mrwn007 from Palestine, is a
spammer and carder who has
publicly claimed to have defaced 337 websites since 2016. The two allegedly
started working together in December 2019.

Over the years, many hacktivists have been arrested, and because of this,
current hacktivists have learned how to avoid exposing themselves. Less
than a decade ago, hacktivists, mainly in Anonymous, openly and freely
disclosed their activities. They even spoke directly to the media. That
practice has changed and networks for leaking sensitive data from have
been constructed. One of the best and more recent examples of this is
BlueLeaks (blueleaks[.]io).
BlueLeaks refers to 269GB of internal U.S. law enforcement data that was
obtained by the hacker collective Anonymous and released via activist
group Distributed Denial of Secrets39 in June 2020. The data, emails, memos,
financial records and reports from more than 200 agencies are believed to
have come from intelligence gathered by fusion centers in the U.S. This data
was given to Distributed Denial of Secrets, a self-described transparency
collective, to host the leak.

Following the news that the U.S. military had taken action abroad
by killing Qasem Soleimani, in retaliation the head of the Islamic
Revolutionary Guard Corps-Quds Force directed the pair to deface 51
websites in the U.S. with anti-American messages. The two hackers
accomplished the task by scanning websites for vulnerabilities and then
deploying defacement tools against the targeted websites.
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Hackers
The term “hacker” is a difficult word to describe. The word was initially used to describe
someone who had advanced computer skills or tinkered with electronics. Today the term
is often used to describe a person leveraging a computer for malicious purposes. Not all
hackers are threat actors, making it complicated to differentiate between them. In general,
the group is divided between black, white and gray hat hackers.
A hacker’s background can be extensive and diverse and include those without any formal technical training or
knowledge. As for skillsets, hackers in all three groups can range from your common script “kiddies” to advanced
programmers. While their activity can range from noble to malicious, ultimately, they all operate for thrills and
bragging rights.
Most people assume that other threat groups are more advanced, yet some of the most sophisticated and technical
people fit in the category of white hat hackers. Their work, whitepapers and discoveries are often weaponized by
other threat groups who lack ethics and morals. Classifying hackers can be complex, with actors occupying multiple
threat groups at the same time. Understanding who you are dealing with can help you handle the situation.
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Black Hat Hackers
Black hat hacker is a title that can be applied to any of the threat actors in the groups
above. They are threat actors who conduct criminal activity for personal gain or malice.
They are considered to lack morals and ethical boundaries. Their goals include illegally
accessing networks so they can modify, steal or destroy data or degrade services.
In May of 2020, the Security Service of Ukraine (SSU) arrested46 a hacker known as a “Sanix” in the Ivano-Frankivsk
region of Ukraine for selling billions of stolen credentials on forums and private channels. He and his partner were
responsible for the most extensive set of stolen data in history. In January 2019, they began posting sets of data for
sale known as the "Collection#1” that contained an assemblage of old users’ credentials, repacked for monetization.
BLACK HAT HACKERS IN ACTION

ERRATIC VS. CAPITAL ONE
In 2019, a black hat hacker and former Amazon employee — Paige A. Thompson47, aka erratic — hacked Capital
One. The attack occurred due to a misconfiguration at the application layer of a firewall installed by Capital
One, which allowed the attacker to gain access to IAM credentials and ultimately access private S3 buckets.
According to the court papers, Thompson was able to extract 140,000 Social Security numbers and 80,000 bank
account numbers, in addition to the tens of millions of credit card applications and one million Canadian social
insurance numbers. Some of the stolen information was leaked to Github.
Thompson concealed her origin via ‘The Onion Router’ (TOR) and Virtual Private Networks (VPN) to exploit the
misconfiguration and obtain the credentials and harvest the data stored on the company’s servers. Thompson
allegedly used the cloud resources of Capital One for crypto mining until she was discovered. Thompson left
a bread crumb trail on social media and made an operational security (OPSEC) mistake by leaking the data
through her Github account. This error enabled authorities to track her down.

Prev

Next

Radware | Hacker’s Almanac 2021

34

Introduction
Threat Actors
Threat Actor Classification
Nation States
Organized Crime
Hacktivists
Hackers
Black Hat Hackers
Gray Hat
Hat Hackers
Hackers
White Hat Hackers
Disgruntled Insiders
Angry Customers
References

Gray Hat Hackers
Gray hat hackers are actors whose activities are not
always deemed a threat. While conducting research,
they may violate the law or ethical standards, but they
are not operating with malicious intent. Their goal is not
to disrupt the confidentiality, integrity or availability of a
network. Nor is it to modify, steal or destroy user data.
Instead, they seek to identify exploits and vulnerabilities
in network systems, with or without permission.
Once a vulnerability is discovered, they typically contact the vendor to
patch the vulnerability, but they often ask for money or recognition for
their discovery. In other cases, they leave messages of compromise or take
responsibility into their own hands. When dealing with grey hat hackers, it
is best to show respect and avoid escalating the discovery from private to
public disclosure.

GRAY HAT HACKERS IN ACTION

DR. CYBORKIAN, CONDITIONER OF TERMINALLY ILL DEVICES
“Dr.Cyborkian,” aka “Janit0r,” referring to himself as the “conditioner of terminally ill devices,” was the author
of BrickerBot40. BrickerBot was discovered in March 2017 by Radware41. The botnet went undetected for a
long time, one of the perks of its unique sentinel architecture. The Janit0r announced the retirement of his
BrickerBot project in December 2017.
The Janit0r was active on the router hacking scene long before starting his so-called “Internet Chemotherapy”
project. In April 2016, users in the Ubiquiti Networks community reported their routers defaulted and the
defacement of login banners and hostnames reading “HACKED-ROUTER-HELP-SOS-DEFAULT-PASSWORD” and
“HACKED-ROUTER-HELP-SOS-HAD-DUPE-PASSWORD”42. There is no evidence to link these events from a vigilante
hacker to the Janit0r, but BrickerBot is known to
operate primarily from compromised Ubiquiti
devices. By July 2017, a researcher reported43 the
availability of over 36,000 defaced Ubiquiti routers
and over 7,300 defaced MikroTik routers, discovered
through the IoT search engine Shodan.io.
The Janit0r began his non-destructive ISP network
cleanup project in 2015 and by the time Mirai
came around, he was in a good position to react.
The decision to willfully sabotage other people’s
equipment was nonetheless a difficult one to
make, but the colossally dangerous CVE-2016-10372
situation ultimately left him with no other choice.
From that moment on, he was all-in.
The vulnerability CVE-2016-10372 was discovered
in the Eir D1000 modem, which did not properly

Figure 14: The Janit0r

Continued on next page
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Continued from previous page
restrict the TR-064 CPE WAN Management protocol and allowed
a remote attacker to execute arbitrary commands on the device.
In November 2016, a malicious actor going by the alias “BestBuy,”
aka “Popopret,” leveraged CVE-2016-10372 in a modified version of
Mirai and attempted to infect broadband modems in ISP networks
remotely. Deutsche Telekom, TalkTalk and Post Office UK were
victims in the attempt to create a large botnet. While the attack
failed, it left Deutsche Telekom with over 900,000 disrupted consumer
internet connections.
With a clear motivation of purging the internet of vulnerable IoT
devices, the Janit0r created BrickerBot. Unlike any known IoT botnets,
BrickerBot does not expose wormlike behavior, but the author
managed its members manually. The botnet did not actively scan the
internet for vulnerable devices, thereby making it surgical and hard to
detect. The botnet consisted of hundreds of compromised IoT devices
running an obfuscated Python program called “sentinel” that listens
for intrusion attempts on known vulnerable IoT ports, much as a
honeypot would.
When a sentinel sensed an IoT intrusion on one of its monitored ports,
it hacked back the intruder in an attempt to render it useless, aka
“brick” it. The sentinels implemented many known IoT exploits and
received regular updates as new vulnerabilities were disclosed over
time. There were different levels of bricking and depending on the
fingerprint of the device and the vulnerabilities that succeeded, the
bricking action could go from an attempt to default its configuration,
disable its Internet interfaces up to corrupting the device’s flash.

Whatever makes the device disappear from the internet was
fair game for the Janit0r and his BrickerBots. Only devices
compromised and infected by other malware face the wrath of
BrickerBot. Devices clean of infection were left untouched.
On April 10, 2017, California-based ISP Sierra Tel began receiving
customer complaints about internet and telephone connectivity loss.
An investigation by Sierra Tel’s technicians revealed the Zyxel HN-51
modems of those customers were corrupted. Customers had to go to
their local Sierra Tel shop to swap the modems for new ones.
Sierra Tel technicians promised to repair the modems and call
customers when ready. It took the company almost two weeks to
complete the response to what they called “the highly disruptive
impacts of the illegal hacking of the HN-51 modem.” According to
the Janit0r, Sierra Tel’s network was infected by Mirai. That is why
his botnet started attacking their infected modems, resulting in
corrupted devices and connectivity loss for Sierra Tel’s customers.
Janit0r claimed responsibility with BrickerBot for an alleged
cyberattack on Venezuela’s state-owned operators Cantv and
Movilnet. In August 2017, the El Nuevo Herald reported that the
two operators had to switch off mobile and fiber services in several
states following a series of cyberattacks and apparent sabotage of
their network. Half of Cantv’s 13 million users were affected and
the attacks hit many public-sector websites and .ve domain name
users. Cantv’s president described the attacks as unprecedented
“terrorist actions.” Movilnet said it lost connectivity for 7 million of its
customers for 72 hours45.
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White Hat Hackers
White hat hackers are ethical actors who specialize in advanced research and penetration testing. Their activities are
not a threat but leverage similar tactics and techniques used by criminal hackers. These actors have legal approval
to conduct research on targeted networks and devices. Their job often includes identifying exploits and patching
vulnerable systems for clients. Unfortunately, when they publish their findings, research and tools for educational
purposes, others can potentially leverage the discoveries for malicious purposes.
WHITE HAT HACKERS IN ACTION

RESEARCHERS
Victor Gevers, a researcher at the GDI Foundation is responsible for over 5,000 coordinated vulnerability
discoveries. Gevers is an ethical hacker who mainly discovers open and exposed networks via legal processes.
Responsible disclosure is a process that allows researchers to publicly and safely report their findings after
the impacted organizations had a reasonable amount of time to patch the vulnerability. Another example of
a white hat hacker is Tavis Ormandy, a vulnerability researcher for Google’s Project Zero, a division of Google
designed to find zero-day vulnerabilities to help keep the community secure.

Angry Customers
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Disgruntled Insiders
The most challenging threat to detect and mitigate is the one that originates from
within the circle of trust. Disgruntled insiders are threat actors who are current or former
employees who operate out of malice or neglect. These events can include financial
fraud, data theft, selling trade secrets, intentional sabotage and internal non-responders.
One of the most significant issues is that these threat actors are post-authorization
compared to the other groups. They already have initial access and internal knowledge
that the other groups have to discover during the reconnaissance stage.
The background of disgruntled insiders is not as complex as the other groups. They are simply employees of an
organization who join the company with no intention of committing any wrongdoing. They can be your best or worst
employees. When triggered by an event, their motives can range from a position of simple rage and revenge to one of
calculated malice.
Their tactics are simple compared to other threat actors making them more difficult to detect. They do need to
maintain persistence or move laterally. They often act within their domain, looking to cause as much damage as they
see fit. This process can include simply copying and pasting trade secrets they already had access to onto a personal
device for future competitive use, intentionally deleting or damaging infrastructure/data during or after termination,
or simply neglecting to secure critical infrastructure.

DISGRUNTLED INSIDERS IN ACTION

SUDHISH KASABA RAMESH VS. CISCO
Sudhish Kasaba Ramesh was sentenced to two years in jail in
December 2020 after being convicted of hacking Cisco’s Webex
collaboration platform49. He admitted breaking into Cisco’s cloud
infrastructure hosted on Amazon Web Services in 2018, four months
after he resigned from the company. Ramesh deployed a code from
his Google Cloud Project account, which deleted 456 virtual machines
that host the WebEx Teams application.
For up to two weeks, 16,000 WebEx Teams accounts were
inaccessible, costing Cisco approximately $1.4 million in remediation
costs, including refunds of $1 million to affected customers. Although
Ramesh apologized for his actions, the former Cisco engineer never
explained what drove him to delete the Cisco servers. Ramesh served
two years in prison, was ordered to pay a $15,000 fine and was fired
from his new job at Stitch Fix.

These threat actors are difficult to mitigate since some actions they take could be considered by investigators to
be non-malicious or negligent. Regardless, their actions are notable and newsworthy because they can topple
corporations and generate massive media attention long after the hack is complete. Understanding how and why
employees turn against their employers might help you understand the psychology, warning signs and how to
mitigate the impact of a threat from within.
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Angry Customers
Angry or disappointed customers can become threat actors. They typically do not
persist or pursue a career in crime. Attacks are performed under an intense emotional
state of the perpetrator but can nevertheless result in serious damage. Because the
actors are not experienced and have no skills to perform their attacks, they will typically
rely on cybercrime-as-a-service to conduct the actual attacks. Some of the cheapest
and easiest attack tools that can damage an organization’s reputation are DDoS
stressers.
Companies in the gaming and gambling industry deal with these threats more often than other industries due to their
customers' emotional involvement. But there are exceptions to every rule.

References
ANGRY CUSTOMERS IN ACTION

BUNQ BANK VS. JELLE S
In September 2017, a Dutch mobile bank, Bunq, was hit by a DDoS assault. As Bunq was investigating and closing
in on the attacker, an 18-year-old student walked into their offices to admit his crime and apologize for his
actions50. The attacker explained he was disappointed when the company announced they were increasing the
price of an account from €1 to €7.99 per month. In retaliation, he purchased a stresser subscription and attacked
Bunq for almost 24 hours. Rather than pressing charges, Bunq thought to do good by having him carry out a week
of community service for Amnesty International. “He is 18 and still in school. He apologized sincerely.”
In February 2018, the Dutch police arrested an 18-year-old man in connection with multiple DDoS attacks on the
Dutch Tax Authority, tech site Tweakers and Dutch internet provider Tweak 51. The attacker sent messages to the
administrator of Tweakers, and although he hid his identity with a VPN, the same IP addresses were found to be
linked with a Tweakers account52. The attacker was bragging about his accomplishments using a stresser that cost
Continued on next page
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Continued from previous page
him only €40. The attacker was the same 18-year-old student that performed the Bunq attack.
ANGRY CUSTOMERS IN ACTION

BLIZZARD ATTACKED AFTER ANNOUNCING DELAY OF SHADOWLANDS
EXPANSION RELEASE
In October 2020, the video game developer and publisher Blizzard Entertainment announced it decided to
delay the release of the Shadowlands expansion for World of Warcraft that was set to launch that month until
later that year. While most fans understood and preferred a delay rather than a bad experience and were
pleased with the decision and early announcement, others saw their upcoming holiday plans destroyed. Less

Angry Customers
References

Figure 15: Blizzard Tweet on Oct. 2, 2020

than a day after the announcement, Blizzard Tweeted that they were experiencing a DDoS attack that could
cause high latency and disconnections for some players.
One of the Icy Veins forum moderators noted that one of the fans must have seen the announcement and
decided to express their unhappiness in a destructive manner 53.
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