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Publisher…
Fresh New Content Weekly at CyberDefenseTV.com and CyberDefenseRadio.com
Dear Friends,
We are so hard at work with a humble goal – to be the #1 source of all things InfoSec knowledge – best
practices, tips, tools, techniques and the best ideas from leading industry experts. We’re on path to make
this happen entering our 7th year in 2019 with over 7,000 original pages of searchable InfoSec content.
Here are our current results, so far, thanks to your support:

We’re tracking our results on various independent websites that track keywords across the global internet
and here’s where we stand today: https://essentials.news/en/future-of-hacking. We also offer our own
statistics
that
you
are
free
to
reuse
anytime,
from
this
page:
http://www.cyberdefensemagazine.com/quotables/. We believe in sharing information and helping
educate others with as much open source intelligence (OSINT) and unique, daily updated content as
possible. With much appreciation to our all our sponsors – it’s you who allow us to deliver great content
for free every month to our readers…for you, our marketing partners, we are forever grateful!
Warmest regards,

Gary S. Miliefsky
Gary S.Miliefsky, CISSP®, fmDHS

3

CEO, Cyber Defense Media Group
Publisher, Cyber Defense Magazine

@CYBERDEFENSEMAG
CYBER DEFENSE eMAGAZINE
Published monthly by the team at Cyber Defense Media Group and
distributed electronically via opt-in Email, HTML, PDF and Online
Flipbook formats.
PRESIDENT & CO-FOUNDER
Stevin Miliefsky
stevinv@cyberdefensemagazine.com
EDITOR-IN-CHIEF & CO-FOUNDER
Pierluigi Paganini, CEH
Pierluigi.paganini@cyberdefensemagazine.com

InfoSec Knowledge is Power. We will
always strive to provide the latest, most
up to date FREE InfoSec information.

From the Editor…
Following up on the RSA Conference, where we
learned that Cyber Defense Training is becoming a
higher priority, with new and innovative players offering
excellent programs for all levels of knowledge.
We also found that A.I. and Machine Learning have
continued to be a big draw, with so many vendors
claiming a more innovative, smarter, better solution for
Detection and Response…However, the test is truly in
the deployment and it will take some time to see who is
truly delivering the goods on leverage a faster, more
intelligence InfoSec solution.
We’ve seen new and innovative cybersecurity
technologies to help protect critical infrastructure.

ADVERTISING
Marketing Team
marketing@cyberdefensemagazine.com
CONTACT US:
Cyber Defense Magazine
Toll Free:
1-833-844-9468
International: +1-603-280-4451
SKYPE:
cyber.defense
http://www.cyberdefensemagazine.com
Copyright © 2019, Cyber Defense Magazine, a division of
CYBER DEFENSE MEDIA GROUP (a Steven G. Samuels LLC d/b/a)
276 Fifth Avenue, Suite 704, New York, NY 10001
EIN: 454-18-8465, DUNS# 078358935.
All rights reserved worldwide.

PUBLISHER
Gary S. Miliefsky, CISSP®
Learn more about our founder & publisher at:
http://www.cyberdefensemagazine.com/about-our-founder/

WE’RE CELEBRATING

7 YEARS OF EXCELLENCE!

Finally, we’ve seen a lot of solutions for dealing with the
major risks in the shift to the cloud including identity and
access management (IAM). The market continues to
evolve and we’ll keep you up to speed on how its
shaking out against data theft, cybercrime,
cyberwarfare and hacktivism.

Providing free information, best practices, tips and
techniques on cybersecurity since 2012, Cyber Defense
magazine is your go-to-source for Information Security.
We’re a proud division of Cyber Defense Media Group:

Please Enjoy This April Edition of CDM!
To our faithful readers,

MAGAZINE

Pierluigi Paganini

CYBERDEFENSEMEDIAGROUP.COM
TV

RADIO

AWARDS

SPONSOR OF THE MONTH…

4

5

6

7

8

9

10

11

12

13

14

Your website could be vulnerable to outside attacks. Wouldn’t you like to know where those
vulnerabilities lie? Sign up today for your free trial of WhiteHat Sentinel Dynamic and gain a deep
understanding of your web application vulnerabilities, how to prioritize them, and what to do about
them. With this trial you will get:
An evaluation of the security of one of your organization’s websites
Application security guidance from security engineers in WhiteHat’s Threat Research Center
Full access to Sentinel’s web-based interface, offering the ability to review and generate reports as well
as share findings with internal developers and security management
A customized review and complimentary final executive and technical report
Click here to sign up at this URL: https://www.whitehatsec.com/info/security-check/
PLEASE NOTE: Trial participation is subject to qualification.
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Cybercriminals are searching for the chink in your armor
Learn to find it before they do
Source: Regent University

Cybercrime is nothing if not dynamic. As soon as bad actors are identified by local site personnel—
whether they are adversarial nation states, crime syndicates or hacktivists—they change tactics. And all
the while new players enter the field to disrupt and dismantle organizations and steal vital information for
their gain.
It’s estimated that within two years, cybercrime damage—realized in financial loss, business disruption
and mitigation costs—will reach $6 trillion dollars, and cybersecurity spending will exceed $1 trillion.
In its recently released Internet Security Threat Report, the security company Symantec reported that
while ransomware and crypto jacking are on the wane due to diminishing returns, a new threat, form
jacking, has taken their place as a top threat.
With form jacking, cybercriminals inject malicious code onto retailers’ websites to steal credit card
information. Small, mid-sized and international businesses have been hit with it, resulting in untold
millions of dollars lost.
The report also indicated that in 2018, Living-off-the-Land techniques, in which attackers hide in plain
sight by using native tools already installed on a targeted computer, increased. Supply chain and malware
attacks increased as well. Internet of Things devices—smart lightbulbs, TVs, refrigerators and the like—
remain a soft point of entry for attack.
“What do all of these attacks have in common?” queried Don Murdoch, a SANS-certified GIAC Security
Expert (GSE) and the associate director of Regent University’s Institute for Cybersecurity.
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“They share some sort of agent or threat vector which allows the adversary to meet a particular objective,”
he explained. “Threat agents are the means by which a threat connects with a vulnerability in an
information system, a business relationship, a supply chain component, or some other valued aspect of
the targeted organization.”
Murdoch, author of two industry-impacting books, “Blue Team Handbook: Incident Response Edition,”
and “SOC, SIEM, and Threat Hunting Use Cases”, advised that end users and the applications or
services that they use are major sources of attacks in the modern cyber battlefield.
“There are several agents, or vectors, that can be used to deliver an attack capability to the end user.
They could be attachments in email, a link which successfully exploits a browser or a USB drive seeded
in the parking lot,” he said.
Murdoch said that with the increased pressure on the American worker to be “always connected,” the
threat agent is extended to their tablet, home PC and smartphone.
“These systems may be just as susceptible, or perhaps even more so, than the end user. For example,
how hard would it be for someone to physically take an active unlocked cell phone?” he questioned.
“What would happen if that smartphone belonged to an executive and the attacker sent an email directing
employees to download an infected file by 5 p.m. in order to be compliant with a new program?”
To prevent the negative results from all of the above, Murdoch said that it is imperative that organizations
ensure that their IT and security staff, and all technical controls, are capbable of incercepting and stopping
attacks. He suggested business leaders ask themselves these questions:
“Why are we likely to be breached?
What is our most valuable data that an adversary would want?
How can a determined adversary find the chink in our armor?”
An effective way to deter that, which is employed on Regent’s state-of-the art cyber range, is through
Breach and Attack Simulation (BAS). This technology platform deploys an automated attack method from
a known good source in order to test the strength of the security tools in operation.
Along with BAS, Regent’s world-class instructors employ the most up-to-date strategies and educational
methods to teach trainees how to effectively combat cybercrime.
With 20 globally accessible cyber range workstations, Regent provides immersive, hands-on training that
closes the gap between theory and practice. It provides trainees, whether professionals in the field or
students in the classroom, with the practical experience needed to prevent, identify and respond to
tomorrow’s cyberattacks.
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Live-fire simulation training™ starts with platform and tool orientation before moving into live-fire attack
simulations depicting real-world cyber-attacks on traditional IT and Industrial Control System (ICS)
networks.
Trainees work through increasingly difficult scenarios ranging from Web Defacement and SQL Injection
to more sophisticated attacks such as ransomware and perform investigations using enterprise-grade
tools found in many government and Fortune 500 companies.
Regent University’s Institute for Cybersecurity is located in Virginia Beach, Virginia. It has been
designated as a National Center of Academic Excellence in Cyber Defense Education by the National
Security Agency and the Department of Homeland Security for its bachelor’s in cybersecurity. Home to
one of the nation’s most powerful and agile commercially facing cyber simulation ranges, the institute is
dedicated to closing the gap between classroom theory and practical, real-world proficiency.
Regent offers a series of courses under the Certified Cyber Practitioner™ (CCP™) program with the
option to earn the CCP™ certification, range training using live-fire simulation training™, plus associate,
NSA-accredited bachelor’s, and master’s degree programs in cybersecurity.
Regent’s Institute for Cybersecurity is disrupting and transforming the cyber defense industry with a stateof-the-art training platform and world-class trainers. To learn more about cyber training opportunities, visit
regent.edu/cyber or contact the institute at 757.352.4215.

Source: Regent.edu
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How Cyber Criminals Capitalized on the 2018 Holiday Shopping
Season
By Jordan Herman, threat researcher, RiskIQ

The 2018 holiday shopping season was a financial boon for retailers, but threat actors filled their pockets
too. The flurry of shopping activity saw retail sales in the U.S. grow 5.1 percent between November and
Christmas Eve, reaching more than $850 billion. It was the best holiday shopping season since 2012.
But where there’s money changing hands, you can count on hackers looking to scoop some up for
themselves.
So what did the threat activity around the 2018 holiday shopping frenzy look like? To better understand
what retailers were up against over the holidays, our team collected data from the two billion websites
we scan per day in 783 locations around the world, looking for instances of malicious apps and URLs.
Using Alexa’s rating system, we researched ten of the most trafficked brands between Black Friday and
New Year’s Day. Here’s a summary of what we found.

How the holidays played out:
Blacklisted apps are on the rise.
We identified 169,138 malicious apps in our Q3 Mobile Threat Landscape report. That’s a 220 percent
increase from Q2, and this trend continued into the holiday shopping season. Here’s what you need to
know:
●

12,905 total blacklisted apps contained branded terms from the ten most trafficked sites over the
holiday shopping season, a 48.7 percent increase over our Black Friday Blacklist report.

●

4,628 Blacklisted apps containing "Christmas" in the title or description were blacklisted as
malicious, representing 4.5 percent of the total that can be found by searching “Christmas” in
global app stores.
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●

The ten most trafficked brands averaged over 17 blacklisted apps each containing both its
branded terms and “Black Friday” in the title or description, and 21 blacklisted apps contained
both its branded terms and “Christmas” in the title or description. The use of these terms shows
clear intent by threat actors to leverage the shopping holiday to their own ends.

Holiday-tagged malicious URLs are on the rise.
For our research into web properties, we looked for instances of their branded terms appearing alongside
the terms "Black Friday,” “Cyber Monday,” and “Christmas” in blacklisted URLs or cause-page URLs
(pages that send users to another page hosting something malicious).
Threat actors build malicious infrastructure to leverage in their threat campaigns. We queried our Global
Blacklist for URLs of malicious pages or pages that lead to malicious sites that leverage these brands as
well as “Black Friday” and “Cyber Monday.”
We found the following:
●
●
●
●
●
●
●
●
●
●
●
●

1,502 cause-page URLs contain “Black Friday,” a 51.5% increase over the Black Friday Blacklist
report
1,521 blacklisted URLs contain “Black Friday,” a 51.8% increase
1,628 blacklisted sequence URLs contain “Black Friday,” a 52% increase
84 cause-page URLs contain “Cyber Monday,” a 425% increase
514 blacklisted URLs contain “Cyber Monday,” a 31% increase
559 sequence URLs contain “Cyber Monday,” a 35% increase
6,469 cause-page URLs contain “Christmas”
4,561 blacklisted URLs contain “Christmas”
8,571 blacklisted sequence URLs contain “Christmas”
15 cause-page URLs contain “Boxing Day”
10 blacklisted URLs contain “Boxing Day”
11 sequence URLs contain “Boxing Day”

Mage cart didn’t sleep.
“Mage cart” is an umbrella term referring to at least 15 different cybercrime groups that place digital credit
card skimmers on compromised e-commerce sites at an unprecedented rate. Their success in stealing
credit card information is frightening. With the uptick in online sales over the holiday shopping season,
Mage cart activity showed no signs of slowing down.
We detected 6,929 unique Mage cart incidents between Black Friday and New Year’s Day — that’s more
than 177 incidents every day.
How to protect your digital assets any time of year.
The key to protecting your digital assets begins with knowing what you’re responsible for. Security teams
usually only monitor in-network activity, but what about third-party operations? In the Ticketmaster supply
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chain attack, hackers placed a digital skimmer on Ticketmaster websites through the compromise of a
third-party payment platform called Inbenta, an example of a digital asset sitting outside a brand’s firewall
while still being vulnerable.
Today’s digital attack surface is everything outside the firewall, a collection of far-flung client-facing assets
that hackers can (and will) discover as they research their next threat campaigns. Assets outside the
firewall — like the threat infrastructure covered in this report — enabled some of the worst hacks of 2018,
and they will continue to be targeted into the future.
When organizations implement attack surface management, they can truly begin to understand what they
look like from the outside in, and they can start developing a strategy that lets them discover everything
associated with their organization on the internet, both legitimate and malicious. Then they can shrink
their attack surface down to size.
While high shopping seasons bring a sense of urgency for consumers to grab the best deals, it’s essential
for consumers and brands alike to take a moment to understand what they’re up against, they need to
evaluate the security of their purchases and platforms respectively.

About the Author
Jordan started working in information security in 2014 when he cut his teeth as
a SOC analyst and sysadmin at a small MSS. He graduated to threat/research
analyst at RiskIQ in 2016 has helped to surface and track various threats,
including several mage cart groups, since that time. He’s currently learning more
about data analysis and visualization to make better use of RiskIQ’s deep pools
of information.
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Why You Don’t Need (or Want) a SIEM Tool
By Tony Bradley

There are a lot of things that sound good on paper, but don’t work out as planned in practice: Hot dog
buns that are sliced on the top, being a Detroit Lions fan, implementing a SIEM tool. Of course, you can
just buy regular hot dog buns, and—thankfully—you don’t need to buy a SIEM tool. I can’t help you with
being a Lions fan—it’s a curse I live with myself—but, two out of three isn’t bad. But I digress. Let’s get
back to why you don’t want a SIEM tool.
What is a SIEM?
What is a SIEM, anyway? I suppose we should start by considering why someone might think about
implementing a SIEM tool in the first place. In the Magic Quadrant for Security Information and Event
Management, Gartner defines it:
“Gartner defines the security and information event management (SIEM) market by the customer’s need
to analyze event data in real time for early detection of targeted attacks and data breaches, and to collect,
store, investigate and report on log data for incident response, forensics and regulatory compliance.
SIEM technology aggregates event data produced by security devices, network infrastructure, systems
and applications. The primary data source is log data, but SIEM technology can also process other forms
of data, such as network telemetry. Event data is combined with contextual information about users,
assets, threats and vulnerabilities.
The data may be normalized, so that events, data and contextual information from disparate sources can
be analyzed for specific purposes, such as network security event monitoring, user activity monitoring
and security compliance reporting. The technology provides real-time analysis of events for security
monitoring, query and long-range analytics for historical analysis and other support for incident
investigation and management, and reporting (e.g., for compliance requirements).”
That is an awful lot to expect from one enterprise security solution—especially if you don’t have the skills
and expertise to properly implement, configure, and manage it. What SIEM vendors won’t tell you is that
the value of a SIEM solution for cybersecurity depends heavily on the threat intelligence feeds it uses,
and on having security experts capable of doing the log management, threat detection, and forensic
analysis necessary to deliver the results you’re expecting.
SIEM is Complex and Challenging
Matt Selheimer, Chief Marketing Officer for Alert Logic, recently presented a webinar titled “Why You
No Longer Need a SIEM Tool.” During the presentation, he asked the audience about their view on
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SIEM tools. More than 80 percent responded that a SIEM is challenging to get up-and-running and get
value from, or that they’ve held off implementing a SIEM tool because they’ve heard of the significant
difficulties involved.
What you really want is confidence in your security posture and some peace of mind. There are a variety
of tools that can help you achieve that goal. A SIEM is one such tool—but it’s a tool that requires
significant effort from you to implement, maintain, and monitor.
Let’s use an analogy. Breakfast.
What you want is a meal. There is a wide array of things you could eat that would satisfy that need, but
you decide you want an omelet. Good choice. However, instead of a delicious ham and cheese omelet,
someone gives you a chicken, a pig, and a cow and leaves it up to you to get from there to your original
goal: breakfast.
All you really wanted was breakfast. You’re not a farmer. You’re not a chef. You don’t want to be either
of those things, really. You just want breakfast.
That is essentially what you get with SIEM software. SIEM systems are a concept that sounds good on
paper—and can be effective in practice. The issue, however, is that it requires expertise to implement
and configure, and it requires consistent updating and monitoring by someone with the right skill to identify
and respond to suspicious and malicious activity. It is not something you can just buy and install and
magically get the peace of mind you were looking for.
SIEMless Threat Management
I have good news. There is better way to get breakfast…I mean confidence in your security posture and
peace of mind. Think of it like having an executive chef deliver the perfect omelet to your table rather
than raising your own animals and making it yourself.
If you want to know more about the pitfalls and challenges of implementing your own SIEM tool, and how
Alert Logic SIEMless Threat Management can help you avoid that mess and provide the security you
need at the same time, check out the recording of Matt Selheimer’s webinar: Why You No Longer Need
a SIEM Tool.

About the Author
Tony Bradley is Senior Manager of Content Marketing for Alert Logic. Tony
worked in the trenches as a network administrator and security consultant
before shifting to the marketing and writing side of things. He is an 11-time
Microsoft MVP in security and cloud and has been a CISSP-ISSAP since 2002.
Tony has authored or co-authored a dozen books on IT and IT security topics,
and is a prolific contributor to online media sites such as Forbes
and DevOps.com. He has established a reputation for effective content
marketing, and building and engaging a community and social media
audience.
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Four Corporate Email Oversights That Put Your Organization at
Risk
By Morey Haber, CTO, BeyondTrust

As part of onboarding, new hires typically sign an employee handbook which includes policies and
guidelines for acceptable information technology usage. Within the details, are often policy restrictions
regarding unacceptable usage for email. Typically, these policies state that email should only be used for
official company business correspondence, and not for personal communications.

If you travel frequently for work, or are responsible for purchasing merchandise or services for your
employer, is it acceptable to use your work email address, or should you use your personal email to
complete the transaction?

This question, and the aftermath of your departure from an organization, can create a complicated
situation and security risk that most employers are completely ignoring. And, unfortunately, they have no
way to manage or mitigate the potential risk. Consider these real-life scenarios that organizations are
facing today:

Using corporate email accounts as login for travel services
An employee creates an account on an airline’s website using the corporate email address. This address
is used for authentication into the service and to book flights or other travel arrangements.

Potential security implications
After their employment is finished, any notifications or future bookings for flights are tied to the suspended
business email account. If your organization auto-forwards the email to a peer or a manager, then an
identity theft threat vector has now been created. A co-worker now receiving the former employee’s
emails can simply select “Forgot password” and own the former employee’s account. This is especially
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true if the account is not further protected by security questions or additional two factor authentication. If
verification is tied back to the same email address, then it is game over once they have a confirmation
link.

Recommendation
The most security-conscious way to handle this scenario is for an organization to enforce the use of an
approved corporate travel service for booking flights, hotels, cars, etc. in lieu of allowing employees to
book travel on their own and using a corporate email account. If the business permits bookings outside
of a corporate service, allow and recommend individuals to use their personal email accounts for booking
travel—even if they pay with a corporate credit card. After all, it is their account.

Email address formats
Most organizations have an email address schema. Typical formats include first initial last name or first
name dot last name.

Potential security implications
What happens when an employee leaves the organization and a new employee starts with the same
name or initial combination? The new employee potentially receives all email of the former employee
even if it not slated for them. Depending on the new employee’s role, the email may not be remotely
appropriate (such as when PII and financials are involved) for them to receive. Organizations that
continue to grow will have a higher statistical likelihood of overlap for names and initials.

Recommendation
Organizations should never reuse email addresses from former employees for new personnel. Consider
adding numbers like “01” to the end of new email addresses to avoid this problem in the future.

Using corporate email accounts for payment gateways
Some organizations allow for the purchase of merchandise and services through common payment
platforms, like PayPal or Apple Pay. These are necessary for some employees (such as marketing team
members) to perform their job functions. However, none of these platforms should be set up with a user’s
corporate email address. If they need to use a business email address, create a group or alias for these
services.

Potential security implications
Just as with the air travel example in the first scenario, a personal account used for services can be
leveraged against the individual if they leave and have no access to change their email address.
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Recommendation
For these types of situations, it is recommended to use a dedicated account name for authentication, as
opposed to an email address. This option allows the account owner to change the email address, but
does present additional risk if the account is shared. Former employees using shared accounts for
payment services underscore the ongoing risk of inadequate privileged access controls and the threats
of shared accounts.

Using corporate accounts for personal email
Some employees use personal email for group-based personal correspondence, such as for their
children’s school.

Potential security implications
Once an employee departs the organization, the receiver of forwarded email is now potentially exposed
to highly personal information, and potentially in violation of some local regulations.

Recommendation
Corporate email addresses should always remain strictly delegated to business usage—and never for
personal communications. The results can present some interesting legal ramifications, especially if
removal of the address from a group is not trivial.

Today, the boundaries of work and personal spheres continue to blend and blur—providing benefits (work
flexibility, higher productivity, etc.) for both employers and employees—but not without cyber risks.
Completely strict policies of corporate email usage will only introduce more risk as employee turnover
occurs and our dependence on electronic communication continues.

Organizations have embraced policies like Bring Your Own Device (BYOD) for mobile device support
and should consider allowing personal emails addresses for exactly the same reasons. Acceptable email
usage policies need to clearly state when personal usage is acceptable, should be implemented, and
when it creates unnecessary risk due to employee termination.
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The Missing Link in Supply Chain Security – Trusted
Digital Binding

Physical-

By Eric Sharret, Government/ Defense Lead, DUST Identity

Eric Sharret is the Government and Defense Lead at DUST Identity, a leader in supply chain security.
DUST Identity is the only supply-chain solution that ensures that trusted data and verifiable products are
used and traced across their full lifecycle. Mr. Sharret has 17 years of project management and business
development experience in the areas of Cybersecurity, Machine Learning, PKI, and Wireless Mesh
Networking. He received his undergraduate at Princeton University in Computer Science Engineering
with a Minor in Finance and a certificate in Machine Learning from Stanford.
According to Symantec’s 2019 Internet Security Threat Report, supply chain attacks increased 78 percent
between 2017 and 2018. The wide attack surface and the expanding threat to modern supply chains
stem, in great part, from the increase in complexity and specialization of those networks. It is no longer
uncommon to see a component or a part change hands over a dozen times before it is added to the final
product. This provides multiple insertion points for tainted components and parts that can impact the
integrity, reliability and uptime of systems, platforms and networks.
The problem spans industries, as was demonstrated in 2017 when Trend Micro released findings of a
DoS attack on CAN-based automotive networks. It advised that long-term solutions would require a
change in regulation to include hardware protection to prevent the insertion of tainted and unauthorized
devices that impact the safety of every car made after 1996.
Just as IT network security was forced to adapt to the modern mobile workforce and growth in IoT
devices, causing a shift in perimeter defenses from firewalls to endpoint security and mobile device
management, we too must adapt to modern distributed supply chains and the cybersecurity risks they
create. We must understand that the components that make up our products live in the wild and we can
no longer rely on closed supply chains.
Recognizing this trend, Supply Chain Risk Managers (SCRM) have invested in traceability systems
including distributed ledger technologies like blockchain. These technologies aid in asset visibility and
tracking of components as they move through the supply chain. However, there is one important element
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that is lacking in these investments which, in its vacuum, threatens the progress that has been made
towards securing our supply chains. That element is secure binding between the physical object and the
digital domain.
Physical-digital binding is the key to ensuring the provenance of components and parts. How can we
trust that a physical item is the same as the one that is digitally referenced without physical-digital
binding? How can we trust test reports or any other data that ships with an item if there is no physicaldigital binding? How can we take a dynamic, risk-based approach to supply chain security without
physical-digital binding?

There are physical authentication techniques that can mark items and allow them to be tracked
throughout their lifecycle. However, many current physical authentication techniques fall short. There is
a need to approach the object identification challenge holistically. We believe there are four key
requirements for future supply chain security, and without these elements, it will be nearly impossible for
organizations to take effective measures to protect their value chains and remove friction around the
incorporation of security measures.

1. Secure Unique Identifiers
For the global shipping industry, the ability to track every item in the world is no longer a dream. Advents
in networking, cloud computing and data storage mean that we can have real-time visibility into where
our packages are at all times. For supply chain managers, this type of functionality is just as important.
For the original equipment manufacturers, it is important to track all of the downstream components in
order to secure their products. For the component manufacturers, it is important to track the upstream
end products in order to plan for future production needs.
In order to track all items in the world we cannot use a batch physical authentication technique which is
primarily focused on brand protection and not cybersecurity. The knowledge that an item was made by
a specific manufacturer is not enough, we need to know information about the item itself. Where and
when was it produced? Where has it traveled? What do we know about it?
To provide item specific tracking we need an extremely large serialization space. Creating a large
serialization space is one thing, but making it secure is another? If we needed large numbers, we could
simply create barcodes with hundreds of digits, but then anyone could copy them. It is not just simple
techniques that are at risk either. Any technology that is based on public-private key technology is at risk
of exposure to the next wave of quantum computing. Therefore, future physical authentication techniques
must provide a large serialization space that is secure, unclonable and quantum resistant.

2. Scalable to All Components
When we think of scalability, our minds immediately go to cost. While cost is indeed important, there are
more elements that go into scalability than cost, specifically when it comes to physical authentication
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techniques. Scalability includes the people who can be involved, the level of training required and the
process for marking and authenticating an item. Scalability also includes the allowable form factors such
as the size and types of items that can be marked.
Secure supply chains require a frictionless process that is applicable to all items in our supply chain. It
is untenable to use a high-cost, process intensive solution for one set of items and a low-cost, simple
process for another. This will lead to two divergent supply chain tracking systems which, as any software
developer who has managed two codebases knows, is a nightmare. Therefore, the same physical
authentication technique must be able to be easily used on every item in the supply chain.

3. Globally Distributable
We have touched on specific portions of this third required element, but it is so important that it deserves
its own mention. The primary concern with current physical authentication techniques is that the security
is embedded solely in the marking material. If the marking material is compromised, the entire supply
chain is at risk. For instance, if a currency marking material is stolen, a bad actor could start creating
their own dollars.
Therefore, in order to protect the marking material, we create artificial boundaries such as limiting the
people who can apply it or the locations that it can be applied. This adds to product costs and delivery
time as components must be shipped to specific third parties for marking. Supply chains are full of trusted
and untrusted partners. If we cannot distribute the physical authentication technology freely, we will not
be able to secure a global supply chain.

4. Evidence of Tampering
As our asset protection methodologies improve, so do the bad actors’ techniques. It is not uncommon
for a bad actor to remove genuine packaging, replace the contents with non-genuine parts and replace
the original packaging. In this case, a visual inspection system might not pick up the change. Even an
x-ray examination might not be effective if the bad actor is skilled enough.
To prevent this type of attack, we need to make sure that the physical authentication technique cannot
be removed and re-applied to a non-genuine component. Additionally, it must not be possible to attach
a new, stolen material that is identical to the original (i.e., batch level security). Rather, a physical
authentication technique must break down upon tampering, thereby severing the link between the
physical and digital world.
Cybersecurity researchers and SCRMs are hard at work preventing the next wave of supply chain
attacks. They have developed powerful software-based tools that allow cradle to grave tracking of an
item’s digital representation. However, their success hinges on a secure physical-digital binding that will
allow us to trust the data that is attached to a specific item. Physical-digital binding, in turn, requires a
physical authentication technique with a large and secure serialization space. It also requires a
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technology that is scalable, globally distributable and provides clear tamper evidence. A trusted physicaldigital binding will add value to all stakeholders in the supply chain.
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Why Does Expert Knowledge Matter?
By Milica D. Djekic

Before you make a decision to begin any security task – you need to think hard how to approach any
concern being correlated with that job. Even if you deal with the investigation within cyber defense or law
enforcement – you require a lot of skills, experience and expertise in order to effectively resolve such a
situation. For instance, let’s imagine that you are the investigator who copes with the cyber security cases
and who needs to discover the hacker’s incidents and in collaboration with policing prove who has
committed those cybercrimes. Also, the law enforcement may seek the international cooperation in order
to bring those cyber criminals to the justice. Practically, it’s so important to know how to start your search
as well as how to collect the findings and evidence about that scheme. In so many cases, it’s not easy to
prove that someone got suspicious for some crime and deal with all the necessary clues that would lead
the entire case to capture and arrest of criminals.
The experience would suggest that the hacker’s underworld could get linked with so many variations of
the transnational crime, so it’s quite trickery and sometimes time consuming to tackle such an
investigation. In addition, there could get the phases in the investigation when you may believe that you
are wasting your time and, indeed, the fact could be that you are staying with same place for a long period
of time. Simply, you would stuck with your investigation either for a reason you need to wait in order to
get something or because you would suffer the certain lack of good ideas and suggestions how to
proceed, so far. The experienced investigators could get the ideas how to handle some case mainly
relying on their previous work in the case management that has appeared through their career. On the
other hand, the young police officers or cybercrime investigators could only choose to learn hard in order
to become capable to resolve some criminal scenarios. In the practice, that young workforce is under the
supervision of the experienced staffs and those guys would so dedicatedly teach the young colleagues
how to think, deal and behave in such a situation.
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As many experts would suggest, the only certain stuff in the future is a change. In other words, the
criminology landscape would change constantly and chronically, so the new generations of law
enforcement officers would need to cope with any new trend and tendency so skillfully. The similar
situation is within the cyber defense. Even that branch of science and technology would so commonly
demand the assistance from the Police Forces and no cyber security professional would get capable to
resolve anything if he is not well-connected with the law enforcement.
The officers dealing with the wide varieties of crime offenses would need something that we call the
expert knowledge in order to approach some criminal scheme so effectively. The fact is if you do not
follow the tendencies in any field being correlated with the criminology – you would not get in position to
resolve anything being from the law enforcement interest.
Some good research point being found in the literature would suggest that the enemy is always learning
and never sleeps. This is the quite good assumption that may get the great connotation in the practice.
Why? If you assume that the overall technological, social and economic landscapes are always changing
– you would get why the expert knowledge matters. The expert knowledge could get absorbed through
both – theoretical and practical engagements and vitally significant thing here is to keep learning and
gathering the new findings, ideas and concepts. The knowledge itself is something that would get useful
today, but useless tomorrow because the new knowledge would appear in the reality, so that’s why you
need to follow the tendencies so actively.
The law enforcement agencies in combination with the cyber defense departments could resolve so many
cases together. On the other hand, if you count on the expert knowledge and some maturity models –
you would get able to understand so many different crime scenarios existing in the practice, so you would
easily recognize the one you are coping with in your own case. The better you know, the higher level of
your situational awareness would be. Finally, we would come to the strong correlation between the expert
knowledge and situational awareness. The experience would indicate that once you are aware of the
situation – you would have fewer difficulties to resolve it. In other words, the skill is not an ultimate goal
in any law enforcement area. What we need at this stage is the powerful expertise even within the young
security professionals.
The Cyber industry would hire mainly the youth and those people would get capable to obtain so many
complicated tasks either on some devices or online. Those folks should have the encouraging learning
curve and demonstrate the capacity to develop the best possible expert knowledge in order to easily get
the situational awareness. For example, if you work for a cyber industry and some of the operating
systems’ consumers have reported some kind of irregularities with their working environment – you would
need to discover those vulnerabilities and feasibly malware in order to stay at least a step ahead of your
threats.
If you are not capable to obtain so the malicious actors would take advantage over your poor expert
knowledge and defeat you. In other words, once you deal with the expertise in some field – you would
get capable to handle any situation and even make some predictions how the situation would look like in
the coming time.
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In conclusion, the expert knowledge got its purpose in any sort of criminal jurisdictions. It may support us
to resolve the cases more effectively and accurately, so it’s strategically important to invest a lot of time
and effort into your employees’ professional development. We know that such mechanisms already exist
on the marketplace, but we would want to make a suggestion about such approach’s social and economic
impacts. Differently saying, every single day of the investigation more would cost your budget more. In
case you make a powerful workforce out of your staffs – you would get capable to simply play with your
tasks and certainly overplay any enemy.
Some ancient saying would suggest that if you know your opponent and yourself – you can win any war.
With the good expert knowledge you would undoubtedly get aware of your own capacities and with the
deep investigative process – you would build up the helpful situational awareness that would support you
in the better understanding of your threat. This may seem as a good way to get such a battle, right?
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How to Prevent Cybersecurity Disaster in 2019
By Limor Wainstein, Technical writer

Cybercrime is possibly the ideal crime: very profitable, scalable and relatively low risk. As our lives
become more dependent on the online world, it is little wonder that cybercrime is escalating. 2018 saw
many high-profile attacks on our cybersecurity. But, giant corporations are not the only ones at risk. Mid
and small size business can also be at the receiving end of cybercrime. Thus, it is essential to protect
your business against potential data breaches.

Protection involves having an effective cybersecurity plan in place and keeping up to date with the latest
cybersecurity threats and data breaches. In this page, you will about 9 tips to safeguard your business
and 4 top data breaches that made headlines in 2018 and lessons learned, so your business can stay
well clear of a cybersecurity disaster in 2019.
Tools and Processes to Safeguard your Business from Cybersecurity Disast er
The world of online business can offer the potential for growth and success however it can also be a
breeding ground for security risks and scams. A single successful attack can gravely harm your business.
It can also result in a financial loss for you and your customers, and affect your business’s name.
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Let’s take a look at 9 tips your business can use to protect itself and its customers.
Tip #1 Back up your data
This can help you recover your data, or lessen the damage, in the event of a data breach. Your business
should regularly backup sensitive data, from business plans and financial records to personal records
and information of your customers. Portable devices must not remain connected to the computer and
should be stored offsite.
Tip #2 Secure your devices and computer
Install security software on your business devices and computers. Make sure it includes anti-spyware,
anti-virus, and anti-spam filters. Set up your security software to run updates automatically, to help protect
against recent viruses and attacks.
Tip #3 Encrypt sensitive data
Encrypt your data when it travels online or is stored, to ensure that only approved users can access data.
Tip #4 Use a spam filter and install a firewall to safeguard your internal networks
Spam filters can help limit the number of spam and phishing emails your business gets. Set up a firewall
on every portable business device. Ensure they are patched and updated to stop threats from entering
your network.
Tip #5 Choose strong passwords and manage administrative passwords
Modify all default passwords. Change all your passwords to something that hackers can’t readily guess.
An administrator's account can potentially provide a hacker with access to your business’s network.
Tip #6 Use SIEM solutions
Security Information and Event Management (SIEM) solutions can assist your business’s security team.
SIEM solutions can help your security team manage isolate threats in real time, incident response,
conduct a forensic investigation on security incidents, and create audits for the purpose of compliance.
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Tip #8 Educate your staff
Train your staff to be safe online, and inform them of the threats they can meet online. Your staff plays a
central role in keeping your business secure. They need to know about their computer privileges and
responsibilities, and their level of network access.
Tip #9 Protect your customers
All businesses, irrespective of size, should protect their customer information database. Leaking sensitive
customer information can have legal consequences and can damage the reputation of your business.

4 Top Data Breaches of 2018
It is important for your business to stay up to date with the latest security risks and scams. Let’s take a
look at 4 data breaches that made headlines in 2018, and lessons learned.

1. Exactis
In June 2018, it became common knowledge that Exactis had left its database vulnerable and open to
the public, leaking the records of close to 340 million people. This impacted approximately 110 million
businesses and 230 million US consumers. Exactis collects and compiles consumer and business data
from individuals who use websites that employ cookies.
The leaked data included information such as home and email address, phone numbers, interests and
details about individual’s children. It may have also included information about people’s religions, pet
details, and personal practices. Exactas is facing a first-class action lawsuit.
Lesson learned: Sensitive information use should always be in keeping with a least privilege approach.
Individuals should always need authorized access to view such data.
2. Facebook
In September 2018, Facebook discovered the largest breach it has experienced since its creation. This
Facebook breach was carried out by taking advantage of multiple bugs related to its feature known as
View As. The hackers capitalized on these vulnerabilities, and as a result, compromised the data of 50
million users. The hackers also accessed related platforms such as Airbnb, Instagram, and Spotify.
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Lesson learned: Appreciate how addictive social media can be and safeguard your network endpoints.
As there is a sizable overlap between business and personal devices, an endpoint breach will often allow
a hacker to access your business’s information.
3. Marriott International
Hackers gained access to the guest reservation database of Marriott and Starwood, accessing the
sensitive data of around 500 million customers. This data included credit card numbers and expiry dates,
bank details, passport details, personal information, and arrival-departure dates. In November 2018,
individuals detected the breach. The hackers were able to leverage the insufficient security solution used
by the Marriot.
The data was encrypted however the hackers gained access to the decryption key. The users involved
are now vulnerable to financial theft, identity theft, phishing and more.
Lesson learned: Organizations of this magnitude should have adequate security measures in place.
This is not the initial security breach faced by Marriott, so it is inexcusable that they did not invest in
sufficient cybersecurity.
4. under Armour / My Fitness Pay App
In February 2018, unauthorized persons accessed the data of Under Armour’s MyFitnessPal App. This
was one of the largest data breaches known in history. Hackers compromised data such as usernames,
scrambled passwords, and email addresses. 150,000,000 app users were involved. Individuals
unearthed the breach in March 25th and users were told to change their passwords four days later.
Because Under Armour hashed the passwords and processed user's credit card information separately,
the breach was not as disastrous as it could have been. Also, individuals identified the breach relatively
quickly. The party behind the breach remains unknown.
Lesson learned: Mobile apps provide the potential for a sizable user base. So it is the role of the
developer to ensure they are hashing email addresses and passwords, to protect against potential
cybersecurity incidents.
Conclusion
Every business regardless of its size must ensure that their customer and user data is secure. While
giant companies may be able to recover from lapses in cybersecurity and data breaches because of their
infrastructural, legal and financial might, a smaller business may not be able to rally. As smaller players
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typically find it difficult to regain customer trust and lack the resources to fight class suits and litigation
battles. It is always advisable to invest in a reliable proactive cybersecurity approach. As they say, it’s
better to be safe than sorry.
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Network vulnerability assessment for ecommerce solutions
By Uladzislau Murashka, Certified Ethical Hacker at ScienceSoft

Discover how network vulnerability assessment can assist in reaching a proper security level of
a complex ecommerce ecosystem.

Network vulnerability assessment for ecommerce solutions
Running a business online nowadays requires special attention from retailers to ensure the protection of
business operations they carry out as they deal with customers’ bank account details, credit card numbers
and other personal information. Even though ecommerce solutions are convenient in use, the complexity
of their structure implies an extreme susceptibility to cyber threats that are evolving in volume and
sophistication. Vulnerability assessment can help to maintain a secure network for the entire ecommerce
ecosystem. However, there are specific features to take into account when evaluating network security
for ecommerce.

The specifics of ecommerce ecosystem security
There are two ways to carry out network vulnerability assessment for an ecommerce solution: evaluating
the security level ‘from the inside’ and assessing the protection ‘from the outside.’ While internal
vulnerability assessment focuses on identifying security weaknesses accessible from the company’s
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network, external vulnerability assessment pursues the aim to find loopholes seen from the internet. The
main reason why ecommerce ecosystems are so special from a network vulnerability assessment
perspective is that they are accessed from different points, both internal and external. Thus, when
turning to an appropriate vendor to get network vulnerability assessment services, maintain the focus on
the following ecommerce ecosystem’s specifics:
 The employees of an online retail company reach the ecommerce portal from the corporate
network.
 Ecommerce customers access the online store via web and mobile apps.
 Ecommerce solutions are integrated with payment gateways.
 Ecommerce business implies the use of email marketing tools.
Taking each of the listed key points into the account by information security services vendors allows
maximizing the value of the whole network vulnerability assessment process. The question now is what
exactly to assess and how to do it? Let’s take a closer look at the specifics and find an answer.

Employees access an ecommerce web app from a corporate network
Company’s personnel reach an ecommerce ecosystem within the company’s network, which is related
to the existence of the following problematic points:
 Company’s employees use weak passwords that can be easily cracked by hackers.
 Authorized company’s users are unaware of the existence of missing patches in workstations
or servers within the ecommerce ecosystem.
 Users’ accounts are not audited and their permission level isn’t changed if the employees move
to other positions or leave the company. Thus, they can access ecommerce databases with the
same privileges.
Evaluation approach
When evaluating the security of internal access to ecommerce systems, the purpose is to imitate the
behavior of the company’s employee. Thus, network vulnerability assessment should be conducted
according to the white box approach, which implies providing the security testing team with administrative
privileges to access the company’s infrastructure. In this case, security engineers not only determine the
versions of IT solutions used in the ecommerce ecosystem and find out whether there are known
vulnerabilities in these versions but also check configuration files and detect weaknesses (missing
patches, security misconfigurations, etc.) there. To gather the necessary details, security testing team
sends requests to the target systems (servers, web servers, web apps, etc.) and analyzes the system
responses. Moreover, the team conducts brute force attacks to check the complexity of passwords the
company’s employee’s use, as well as tries to use weak passwords in the web app registration form to
evaluate the applied password policy.
Customers access an ecommerce website via web
Web browsers used by ecommerce customers is another entry point. Clients communicate with an
ecommerce website when making purchases online. Within this area, the following security weaknesses
may be found:

46







Web authentication settings applied in the ecommerce website do not prohibit multiple login
attempts. This security weakness allows an attacker to get a website user’s authorization
credentials.
Using malware, an attacker can extract ecommerce website users’ payment details and
conduct ecommerce transactions with them. In this way, ecommerce websites can serve as the
‘points’ where hackers can get a user’s credit card information.
The communication between a customer and an ecommerce web server may be vulnerable to
man-in-the-middle attacks. This type of attack means that hijackers can tap a packet sniffer in
the interaction between the customer and the server, forge network packets, modify them and
send to the server. It may lead to the attacker accessing the user’s sensitive information
(passwords, financial data, personal information, etc.).

Evaluation approach
As web applications face the internet and are publicly accessed, external vulnerability assessment may
help to detect almost all existing vulnerabilities within it. To do this, security engineers carry out the
following actions:
 Send the requests to the web app and analyze the headings in the responses to check the types
of HTTP headers.
 Analyze the page code accessible for ecommerce web app users to check HTTP servers’
configurations, which allows them to understand if an outdated or vulnerable JavaScript library is
used.
 Simulate brute force attacks or try to set weak passwords to check authentication parameters.
Customers access an ecommerce website via mobile
When using smartphones to make purchases online, a customer reaches a mobile version of an
ecommerce website. The main problem with mobile versions of online stores is that they usually have
fewer security restrictions applied than the web versions do.
For example, when authorizing on an ecommerce website, the users have to enter their login details and
pass CAPTCHA protection. The mobile version of the website may lack this security measure, thus
allowing potential intruders to carry out brute force attacks. This security weakness means that
attackers get a chance to crack ecommerce customers’ passwords, access their personal data and later
use it with malicious intent.
Mobile versions may also fail to behave properly when filtering and validating input and output data. This
vulnerability makes them highly susceptible to SQL injections and XSS attacks.
Evaluation approach
The mobile access assessment method is the same as in case of evaluating the security of the web
access described above. Thus, the assessment implies checking the types of HTTP headers, servers’
configurations, and authentication parameters.
However, keep in mind that the absence of certain security weaknesses in the ecommerce web
application does not necessarily guarantee a similar protection level of the mobile version of the same
online store.
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Integration with payment gateways
Payment gateways used in the ecommerce transaction process are responsible for storing customers’
credit card information in the encrypted form.
The vulnerability unique for payment gateways is price manipulation. This security weakness means
that an attacker can modify an amount of money to be paid for the goods placed in the ecommerce
marketplace when the price information is transferred from the ecommerce customer’s browser to the
ecommerce web server and then to the payment gateway.
Evaluation approach
In this case, network vulnerability assessment implies evaluating the security of ecommerce platform
communication with the payment gateway by analyzing whether the secured (HTTPS) or unsecured
(HTTP) communication protocol is used.

Integration with email marketing tools
When authorizing on the ecommerce website, customers enter their email addresses that can be later
used by an online retailer with the purpose of mass emailing (sending advertisements, special offers,
online surveys, etc.). This process is done with the help of email marketing tools.
The services used for email marketing may have the following weak points:
 Susceptibility to phishing attacks. This type of network security threats implies that attackers
may use fake messages or websites spread via email services to trick an ecommerce company’s
employees into giving them such sensitive data as passwords, clients’ credit card numbers and
bank account details, etc. This may lead to data theft, the loss of customers’ loyalty and severe
reputational damage.
 Improper protection from malware spreading. Existing in various forms – spyware,
ransomware, viruses, Trojan horses, etc. – malicious software may get inside the network through
the email marketing services. The susceptibility of email marketing tools to this type of attack may
lead to data loss, hardware failure and other consequences harmful for ecommerce business
operations.
Evaluation approach
Using scanning tools, security engineers check whether the email marketing software has the right
configurations and settings following two possible approaches:
 Conducting source code review, if a customer decides on white box vulnerability assessment.
 Trying to inject the form used to send data (user names, simple texts, etc.) with malicious scripts
to check the protection of this form.
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In brevi
Being complex in structure, ecommerce ecosystems are rather difficult to protect. Network security
threats may come both from the inside (when an ecommerce platform is accessed from an office by
company employees) and from the outside (when accessed by customers via web or mobile). What’s
more, the integration of ecommerce platforms with a variety of external systems (payment gateways,
email marketing software, etc.) makes the entire ecommerce ecosystem even more susceptible to
cyberattacks.
When deciding to get network vulnerability assessment services, ensure the coverage of all the
mentioned areas. The wider range of the integrated ecommerce systems are covered, the fewer entry
point’s attackers have to get inside the network.
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Protecting Open Source Growth in Cybersecurity through
Patent Non-Aggression
By Keith Bergelt, CEO of Open Invention Network

According to Cybersecurity Ventures, between 2017 and 2021, more than $1 trillion will have been
cumulatively spent on cyber security products and services. Gartner estimates that by 2020, more than
60 percent of organizations will have invested in multiple data security tools such as data loss prevention,
encryption and data-centric audit and protections tools, up from approximately 35 percent today.
Additionally, it estimates that worldwide spending on information security products and services were
more than $114 billion in 2018, an increase of 12.4 percent from the previous year.
A Cybersecurity Ventures report issued in late-2017, states that cybercrime damage is estimated to reach
$6 trillion annually by 2021. Due to the convergence of an escalation in the number of security
vulnerabilities, an increase in hacker capabilities and tools as well as new legislation being enacted in
the European Union, the estimated costs due to cybercrime may be conservative.
In order to meet the cybersecurity challenges of tomorrow, information security companies, venture
capitalists and governments must invest and rapidly deploy new, innovative systems. A potential
impediment is the growth of cybersecurity technology-related intellectual property lawsuits.
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Cyber Security Patent Lawsuits on the Rise and the Need for Shared Innovation in Cyber Security
Comparatively speaking, cybersecurity is a relatively young and fast developing technology segment
where a licensing culture has not taken hold. Once dominated by several enterprise and consumerfocused companies, today thousands of cybersecurity software vendors exist, as well as more than 60
open source software security platforms hosted on GitHub. With the industry’s growing market size, many
aggressive entrants, and an open source software model that is fast becoming the standard way of
moving innovation forward, there is a potential for established vendors to look to impair these growth
drivers through the use of intellectual property.
The expected growth in the security software industry has the potential to be significantly disrupted and
its innovation impaired by patent lawsuits. Finjan Holdings Inc., a security technology company turned
Non-Practicing Entity (patent troll), has been the most litigious actor in the cybersecurity market. They
have successfully sued for awards and licensing fees from Symantec, FireEye and Sophos, among
others. They have also brought patent infringement lawsuits against Rapid 7, Check Point Software
Technologies and Carbon Black, and continue to pursue software vendors for aggressive licensing deals.
Additionally, there are competitor-based lawsuits. For example, cloud-based cybersecurity company
CUPP Computing AS, and its American counterpart CUPP Cybersecurity, filed a patent lawsuit against
security industry heavyweight Trend Micro.

Open Source – Driving Innovation Everywhere
Open source is a leading technology in smart cars, IoT platforms, blockchain technologies and
cybersecurity software projects like Kali Linux. Today, open source code is so effective and cost efficient
that it is used in more than 90 percent of all commercially available software. In fact, it is impossible to
catalog all of the daily touch points the average person has with an open source-powered product, or
service. Growth in security open source software (OSS) projects, like all manner of OSS development
and usage, is growing at a rapid pace due to the innovations the community consistently achieves.
While it has experienced exponential growth, the successful proliferation of open source by banking
networks, mobile phone manufacturers, telecom networks, smart cars, cloud computing and blockchain
platforms, among many others, was not always a foregone conclusion. In 2003, there was an intellectual
property (IP) -based attack on Linux, the most prevalent OSS project.

Promoting Patent Non-Aggression in Cybersecurity
While the claims underlying the litigation ultimately were found to be without merit in the court proceeding,
it was a wakeup call to several IP-savvy companies as to the potential negative impact of patent
aggression on the growth of Linux and OSS projects. IBM, Red Hat and SUSE (then Novell) coordinated
an effort with Sony, Philips and NEC to conceptualize and implement a solution designed to create a
“patent no-fly zone” around the core of Linux. The organization is Open Invention Network and is charged
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with administering this patent no-fly zone, utilizing a free license to require participant companies to
forebear litigation and cross-license patents in the core of Linux and adjacent OSS. In the 12 years since
its formation, the organization has grown into the largest patent non-aggression community in history with
an excess of 2,900 participant companies that own upwards of two million patents and applications.
In addition to administering the highly successful royalty-free free license, the organization has been one
of the most active users of the America Invents Act's pre-issuance submission program and through its
actions prevented the grant of hundreds of patent applications with overly broad claims that, if issued as
submitted, would have threatened Linux technology and products for years to come. This communitybased organization also routinely uses its central role as guardian of patent freedom in the open source
community to gather critical prior art to neutralize Linux-related litigation and pre-litigation patent
assertions. In some cases, it has taken the extraordinary measure of forward deploying key assets from
its defensive patent portfolio of more than 1,300 patents and applications to companies at risk or in
litigation for the purpose of allowing these companies to better defend themselves from patent
antagonists with often far larger patent portfolios and deeper pockets seeking to slow or stall the progress
of Linux.
Going forward, the cybersecurity industry has the potential to be a significant driver of innovation and
protection for the global economy. The organization has and will continue to include core open source
technology in the Linux System and is thereby insulating its members from patent risk in this area. As
the threat landscape morphs and new threats arise from the ranks of operating companies and patent
assertion entities, the community will remain vigilant in acting to ensure fewer poor quality patents are
issued, poor quality granted patents are invalidated and the community of companies pledging patent
non-aggression in the core of Linux and adjacent open source technology grows.
In order for the creativity and inventive capacities of the hundreds of thousands of people developing
around cybersecurity to be realized, it is vital that patent non-aggression in the core is safeguarded.
Companies and individuals seeking to support patent non-aggression in cybersecurity software should
participate as members of its community by becoming signatories of its free license and, in so doing,
commit to the onward sustainability of the collaborative model of innovation that is central to open source.
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What is an Information Security Policy Architecture?
By Sandy Bacik, Senior Compliance & Cyber Security Auditor, CipherTechs, Inc.

In general, policy1 is guidance of behavior for anyone or anything
defined in scope.
An information security policy architecture
(ISPA) is a set of documents designed to demonstrate the
business’ course of action to protect the organization’s and
organization’s customer’s information assets.
ISPA is an
interlocking set of documents that provide guidance for business
information protection requirements. An ISPA is the business’s
formal foundation of building blocks for their information security
program, see Figure 1.

1

A policy is a high-level statement for goals, behaviors and consequences. Do not forget about the consequences because
if you have one that violates the policy without a consequence, how do you know or why would you want to even know
whether or not someone violated it. Policies are technology neutral.
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When we have missing pieces in our ISPA, we do not know the foundation
for how our information assets are protected when created, accessed,
stored, processed, and transmitted. We can have a mess, like Figure 2,
should something go wrong and we do not know how to respond to validate
how we are doing things currently, a baseline.
From these two paragraphs, an ISPA shall guide behavior and document a
baseline of configurations and activities of what an organization does to
protect the information assets under their control or accountability to protect.
Yes, two simple paragraphs that take on huge meaning, value, and, of
course, takes time to development, implement and maintain for an
organization.
The ISPA will show your due diligence in protecting the organization’s
information assets under their responsibility and accountability. You
need to remember that an ISPA is not an absolute. The ISPA will grow
and change based on industry regulations and business’ goals and
objectives. Now a word of caution, do not write any ISPA document for
the sake of writing it, because it may come back to haunt you during an
audit, an incident, or during any legal proceedings.
So, what is an ISPA? While your initial implementation or your annual
review can be done as a project, your ISPA is a continuous process, see
Figure 3. It is the heart of charting your information protection program.
An ISPA shows you have documented what you have and do, then during
an assessment you demonstrate you do what you have documented. An
ISPA needs to be implemented to strengthen the foundation of the
information security program. The other activities perform as part of your information security program
and are built to support the ISPA.
A complete ISPA is a set of documents that are comprised of
policies, standards2, guidelines3, standard operating procedures
(run books)4, memos and forms. An ISPA document set can be
limited if you think through what you need to protect the
information assets and ensure the topic you are documenting
relates to a higher-level document. See Figure 4.
Before any development is done on an ISPA, the information
security team needs to remember that information security is an
organizational problem. In creating an effective ISPA, you need
to remember a few things. First and foremost, the documents
2

A standard set of rules and procedures that are required.
An outline for a statement of conduct. This is a guide as to how something or something should perform, such as
acceptable use of the Internet.
4
Or whatever the term is within your organization are documented step by step instructions to get to a goal.
3
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need to be written in plain and simple language. Should the organization go or be global, then translating
these documents into other languages will make the translation process easier. Using plain and simple
language the documents can be communicated to the staff with understanding and no misinterpretation.
As you format the documents ensure the formatting is suitable for online use. And lastly and more
importantly, ensure that the content is related to the business and business requirements. As an effective
ISPA is developed, the following items needs to be considered:





Explain why the issue is important, why a decision needs to be made.
Provide essential facts and supporting evidence.
Provide clear courses of action.
Will be effective over time.

Apply a SMART5 (Specific, Measurable, Agreeable, Realistic, and Time-bound) principle while
developing the ISPA to ensure the ISPA continues to meet the enterprise business and regulatory
requirements.
Let’s get started by listing some of the basic topics, not necessarily documents that should be included
in a basic ISPA. See Table 1. Topics are listed instead of document names, so an organization can
design their ISPA to fit into their culture, framework, organizational documentation, and structure.
Here are key topics
that
should
be
included in the top
level of an ISPA







Other
topics
or 
statements
for 
documents
should

include these topics





5

Acceptable Use
Account and Password
Auditing, Logging, and Monitoring of
Assets
Authorization, Authentication, and
Access Control
Incident Response
Asset Management
Business Continuity / Disaster
Recovery
Encryption / Key Management
Endpoint – desktop / laptop / mobile
Information Security Acronyms, to
help sales and clients
Information Security glossary, to help
sales and clients
Information Security Management
Systems (ISMS) Manual











Data Classification
Information Risk Management
Information
Security
/
Protection
Third Party Access

Network security
Security Awareness
Software security
Staff and Physical security and
Privacy – internal and external
Systems security – server,
database,
applications,
network devices, wireless

A mnemonic/acronym, giving criteria to guide in the setting of objectives within documents.
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Audit configurations of applications
and servers
Authorization, Authentication, and
Access Control
Authorized hardware and software
Change management
Data Classification
Desktop / laptop configurations
Incident response management
Information Classification
Internet filtering (proxy and websites)
Mobile device configurations

Topics for Runbook / 
Standard Operating 
Procedure




Account Reviews
Authorization, Authentication, and
Access Control Reviews
Incident Response
Onboarding, Offboarding, Movers
Risk Assessments

Topics for standards

















Monitoring and metrics for
information security, risk, and
governance
Naming conventions
Network
(router,
switch)
configurations
Protocols permitted internally,
inbound, and outbound
Remote access
System
and
Application
Development Life Cycles
Third Party Access – suppliers
and clients
Ticket management
Security Reviews
Vulnerability / Penetration
Testing
Engagement
–
sale,
engagement, post engagement
Gap Assessments
Security Operations Center
actions

Table 1 - Sample ISPA Topics
Your ISPA should be reviewed at least annually, that is the policies, standards, guidelines, procedures,
memos, and forms. Policies will be reviewed and may not need changing unless regulations or business
goals and objectives change. Standards, guidelines, procedures, and forms should also be review
annually and they change when process improves, technology or staff change, and regulatory
requirements change.
So far, the article discusses information security assets, what about cyber security? Isn’t it the same?
Generally, the two words are used synonymously, but they are similar, yet not the same. Some think
that cyber security is subset of information security while others think the opposite is true. Let’s set a
foundation here.
Practically, there is no difference in cybersecurity and information security- or is there? Information
security is the practice of preventing abuse, unauthorized access, use, disclosure, disruption,
modification, inspection, recording or destruction of information during creation, at rest, during transit,
and during destruction. The information or data may take any form, including electronic, physical, or oral.
Now, cybersecurity is the protection of internet-connected systems, including hardware, software and
data, from cyberattacks. The network and telecommunication paths and devices. What's safest to use?
It depends on your organization. Protecting information assets or assets, in general, is a combination of
logical, administrative, and physical layers from anything that is not authorized. If you name it information
security, information protection, cybersecurity, or cyber protection depends upon the verbiage and
standard within the information, but stick with one throughout all types of communication. Don’t call it
just "security", because in many manufacturing and other industries where physical protection is very
important, they will not even think about information needing protection. You need to decide what to call
it based on your organization’s culture.
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How do I get started? Remember the questions in the first paragraph? Start answering them, know your
customer, internal, and regulatory requirements, and then start mapping them to topics and requirements.
And finally fit it into a document structure. To get started from scratch, what pieces do you already have
in whatever format? If it’s limited think about temporary, contractor, or intern assistance to follow people
and documents, then the internal subject matter experts can tweak to really match the environment. Don’t
forget to assign a document owner and know the approval process for the various levels needs to be
achieved. Try to store the ISPA in a single location for easier research, linking, and maintenance. Publish
what you need internally on an Intranet.
Essentially, an ISPA can be large or small depending upon the organization. All information protection
guidance and behavior can be put into one long document with simple sections or paragraphs or it can
be individual documents per topic. Standards could be placed into one document, but if you have a
diverse environment with multiple technologies that may not work out easily. Think it through, take your
time, and ensure it aligns with the business to help get the buy-in into the future. This only thing you
need to remember is that it needs to be documented to show you do what you say and say what you do.

Reference: Sandy Bacik, Building an Effective Information Security Policy Architecture, CRC Press,
2008.

About the Author
Sandy Bacik, CipherTechs Senior Compliance & Cyber Security Auditor,
has over 20 years’ direct information security and audit experience in the
areas of IT Audit and Compliance, BCP/DR, Incident Response, Physical
security, Privacy, Regulatory Compliance and Audit, Policies/Procedures,
Operations, and Management. With an additional 15 years in Information
Technology Operations. She has managed, architected and implemented
information assurance, privacy, and audit programs in a variety of verticals.
She has performed and managed engagements for information privacy,
data classification and retention in international environments. Ms. Bacik is
the author of Building an Effective Security Policy Architecture (2008) and a contributing author to the
Information Security Management Handbook (2009, 2010, 2011, 2012, 2013) and a member of the
SecureWorldExpo Advisory Council. Sandy can be reached online at our company website
www.ciphertechs.com

57

Standardizing Security: Mitigating IoT Cyber Risks
(Part I of an II Part Series)
By Daniel Jetton, Vice President of Cyber Services, OBXtek
And Carter Simmons, Deputy Program Manager, OBXtek

Introduction
We, in America, are fully immersed in this ubiquitous, connected network that allows devices to
communicate with each other and their owners. Devices like your smart watch can communicate with
your smart phone and your smart phone can communicate with your DVR and your DVR can
communicate with your cable provider and so on. Your Amazon Echo may communicate with all of them.
The Internet of Things (IoT), as it has come to be known, is a term coined in 1999 by Kevin Ashton, a
British technologist, to describe this network that connects people and objects around them (Gabbai,
2015). Depending on the definition, the first application of IoT can be traced back to 1982 in which a
modified Coke machine at Carnegie Mellon University was able to report its inventory and temperature
through an internet connection. Intel argues that ATMs (dating back to the 70s) were the first IoT devices
(O’Keefe, 2016). Most people are already aware of smart refrigerators, video cameras, thermostats,
lamps and their capabilities but during the 2019 Consumer Electronics Show (CES) you could have found
expanded IoT which included facial recognition pet bowls (for those with multiple pets/food thieves), smart
apparel with sensors for sport and health and even a Kohler Konnect bathroom which can start the
shower, adjust water temperature and warm your toilet seat through an app (Lee, 2019).
In 2018, there were more than 7 billion IoT devices in use with an estimated 10 billion by 2020 and 22
billion by 2025. This does not even include devices that were bought, but no longer used. We are talking
a $151 billion market today expanding to $1.567 trillion by 2025 (Lueth, 2018). Largely due to global
distribution and growing internet availability, the demand for connected devices will increase while the
cost of sensors, sensor technologies, and high-speed internet decreases. The biggest segment of IoT is
consumer electronics which makes up almost 30% of the market share. The only thing slowing the growth
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will be a shortage of IoT expertise and trained workers, along with a lack of universally accepted
standards and protocols (Inkwood, 2017).
Trade off
With the massive and expedient proliferation of all these connected devices, we are looking at a changing
world, but at what cost to security? A 2015 Icontrol “State of the Smart Home” study found that 44% of
all Americans were “very concerned” and 27% “somewhat concerned” about the security of their personal
information in a smart home. Polling 5000 enterprises globally, a 2016 AT&T Cybersecurity Insights
Report found that 85% of enterprises were either currently or planning to adopt IoT hardware, yet only
10% were confident they could secure these devices (Meola, 2016). “A lot of the manufacturing behind
IoT devices today feels like the Gold Rush… everyone wants to get there in a hurry,” said John Cook,
senior director of product management at Symantec. “You effectively have people staking out a claim in
the area without further thought to security.”
The Threats
Tony Anscombe, global security evangelist with ESET, an IT security company, proved this by spending
months testing 12 IoT devices ranging from smart scales to wearables and found an array of security
issues – from passwords stored in plain text to encryption issues. “We saw unencrypted firmware
updates, unencrypted video streaming for cameras, communication and server in plain text and
passwords stored unprotected. We saw privacy policy concerns.” While IoT security has been criticized
over the past few years, IoT device privacy is another rising pain point highlighted at RSA Conference, a
leading cybersecurity event, particularly with the rise of voice assistant devices such as Amazon Echo
and Google Home. “One issue we found with these [IoT] devices is that it might not be a vulnerability – it
might be that we’re oversharing data,” said Anscombe (O’Donnel, 2018). Even so, hardware issues
abound. The TRENDnet Webcam, marketed for home security and baby monitoring, was found to have
faulty software allowing viewing and listening capabilities to anyone with the camera’s IP address. St.
Jude Medical produced an implantable cardiac device that could have allowed hackers control of the
device. Jeep’s SUV was hacked by researchers in 2015, enabling them to hijack the vehicle and control
it over the cellular network. They were able to speed it up, slow it down, and steer it off the road remotely
(iotforall, 2017). There have been cases of smart refrigerators sending pornographic spam and
televisions recording conversations. One of the most disruptive IoT attacks consisted of thousands of
hacked security cameras used to create the largest distributed denial of service (DDoS) attack against a
domain name system (DNS). The DNS provided services to Twitter, CNN, and Netflix (Zamora, 2017).
These are all documented incidents using of the IoT against itself.
IoT Vulnerabilities
The insecurities of IoT stem from numerous things:


Security isn’t built in. The devices today are being built for convenience and, on the surface, it
seems we may be too willing to give up security for convenience.



Additional security safeguards drive up costs. Will extra cost deter producers from building in
security if not a priority for buyers? Is government regulation necessary to mandate protections in
the same way they were implemented for the automobile (Palmer, 2017)?
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Devices have a direct interface with the internet and typically an internal network, increasing the
number of attack vectors for bad actors.



Sloppy or residual code is left within the device from development features that are no longer
relevant but leave open security concerns.



Default credentialing (standard factory passwords) allows open access to anyone because a
personal code, password or biometric is not mandatory (Zamora, 2017).

Additionally, hackers are continuously trying to exploit IoT vulnerabilities with tools and techniques. A
new tool called Autopilot can find vulnerable internet-connected IoT devices using artificial intelligence.
Once identified, hackers can conduct elaborate attacks (Mosca, 2018).
Foundational Issues
There are various foundational issues when dealing with security on IoT devices and applications.


IoT devices and applications are rapidly developed and frequently updated. This makes it difficult
for security professionals to keep up with the ever-changing environment.



There are billions of IoT devices that cross multiple sectors, in their day to day use and this
number is exponentially growing.



Since the devices are in the hands of the user, they have the ability to change various settings as
well as the ability to mod their devices.



The majority of IoT users are not technical people and they do not know how to harden their
devices.



There have not been any security standards or best practices developed for IoT devices and
applications.

Government Takes Action
The Department of Homeland Security (DHS) recently released their 27-page Cybersecurity Strategy
focusing on seven goals divided into five pillars of their approach. The provided framework accounts for
IoT security and addresses it specifically in the beginning stating, “The proliferation of technology also
presents new cybersecurity challenges and leads to significant national risks.” It goes on to mention the
billions of connected devices expected by 2020 and the expanding risk associated with that. DHS uses
the term “cyber ecosystem” throughout the Strategy. This can be ascribed to strategic thinking on their
part, referring to a holistic approach to supporting the DHS security goals and managing risk. Goal 6
“Strengthen the Security and Reliability of the Cyber Ecosystem” includes, “the widespread adoption of
improved operational and policy frameworks” and elaborates, via Objective 6.1, by describing the
requirement for identification and development of technical, operational and policy innovation to improve
security and resiliency of the cyber ecosystem. The Strategy even goes so far as to call out IoT device
developers and manufacturers for their focus on “speed to market” as opposed to security (DHS, 2018).
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Senator Edward Markey (D-Mass) and Representative Ted Lieu (D-Calif), two forward looking
lawmakers, are pursuing a solution to IoT security issues. They are endorsing the Cyber Shield Act of
2017 which creates a voluntary cybersecurity certification program to promote products meeting security
standards, guidelines, best practices, methodologies, procedures and processes. In October 2017, the
Cyber Shield Act (CSA) was introduced to Congress. This act will “establish a voluntary program to
identify and certify covered (IoT) products…through voluntary certification and labeling of…covered
products and subsets of covered products that meet industry-leading cybersecurity and data security
benchmarks to enhance cybersecurity and protect data.” The CSA also establishes a Cyber Shield
Advisory Committee under the Secretary of Commerce (Congress, 2017). The Cyber Shield Act would
pull together professionals from industry, academia, and consumer groups to create an advisory
committee on standards for IoT. Products would be submitted for evaluation and, once passed, receive
the established logo (Heckman, 2018). The committee would have one year to establish the format and
content which would be the precursor for receiving the certification/label (Segura, Woo, Butler & Cadigan,
2018). The biggest issue when introducing the government sector into the IoT environment is the ability
to keep up with the amount of IoT devices and applications that get introduced to the market every year.
This legislation could prove to be very resource heavy and tedious. What would be the baseline? What
current standards could be recycled? The last action of the CSA were hearings in April 2018 (Congress,
2019).
California lawmakers introduced bill SB-327 in February 2017 which was signed into law by the governor
on September 28, 2018 and will take effect January 1, 2020. The focus being that, "a manufacturer of a
connected device shall equip the device with a reasonable security feature or features." Unfortunately,
vagueness is not its only weakness. It simply requires authentication to either 1) have a unique password
or 2) prompt users to set up their own. That’s it. Hardly a solution for the security of IoT (Cimpanu 2018).
The ubiquity of IoT devices and functionalities has gotten ahead of security. Our penchant for
convenience will ensure that IoT devices promulgate, but without security these devices can and will be
used be used for nefarious purposes, often against the device owner. The industrial revolution and the
production of manufactured devices mandated action to ensure the safety of the public. IoT is no different
in that it requires an entity to advocate security. The government has taken action to address the
vulnerabilities of IoT in various initiatives like the DHS Cybersecurity Strategy and as specific legislation
like the Cyber Shield Act of 2017. California has also moved forward. While this is a good start, we feel
that solutions based on tried and true processes and models the prudent way forward. Please read our
follow up to this research in Part II of our article coming next month.
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Ghidra explained
A SOPHISTICATED TOOL WITH FAR-REACHING IMPLICATIONS
By Dr. Wesley McGrew, Director of Cyber Operations, HORNE Cyber

On March 5, the National Security Agency (NSA) officially released Ghidra, a software suite that the NSA
hopes will help cybersecurity professionals “make the cybersecurity of our great nation BETTER.” While
the release of this software is both significant and high-profile, the use of it is specialized, so there are
far more people asking questions about it than those who have answers.
Let’s start with the simplest question: What is Ghidra? Ghidra (GHEE-druh) is a framework for software
reverse engineering. Consider a (very) simplified development process:
Requirements > Design > Implementation > Distribution
With software, the “implementation” step involves developers writing code made up of instructions that
accomplish the goals of the program. Whether it’s a word processor formatting text or a web browser
retrieving it from a site, every action a software program takes requires hundreds of programmed
instructions that (hopefully) reflect the design and requirements. The code that developers write contains
names, structure and free-form comments that help those developers express the ways they are
implementing the design.
Before software makes its way to end-users, a distributable version of the program must be built. The
build process involves translating the code the developers wrote into a form that can be interpreted and
executed by a computer. This final form is more difficult for human developers to read. The development
process results in a program that (again, hopefully) meets its requirements, implements a design and is
distributed in such a way that the end-user does not have an easy way to inspect or understand that
design, even though they can run the program.
The software reverse engineering process involves examining a distributed program and trying to answer
questions about its implementation and design. Ghidra takes computer-readable code and helps an
analyst translate it back into something human-readable. Without the original developer’s notes,
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comments, design documents or even the names of functions, it is a puzzle to figure out the purpose of
certain blocks of code and areas of memory. Ghidra acts as a user interface for an analyst to read,
manipulate and add in comments and names as the analyst figures them out.
When a malicious program is discovered in a breach, the first step is to determine what it does. Unlike a
word processor, computer viruses and ransomware aren’t installed knowingly and willingly. The software
reverse engineering process must be applied to determine the malware’s full set of capabilities. Once a
breach is discovered, an analyst will seek to answer questions such as how does this malware encrypt
my data and how can I reliably detect the presence of this malware on other systems? Software reverse
engineering is also used by vulnerability analysts to read code, identify flaws in the design and
implementation of software and determine the security implications of these flaws.
There is no major feature of Ghidra that does not already exist in current software reverse engineering
tools. The biggest difference is that Ghidra, and its source code, is free for everyone to use, extend and
modify. The nearest competitor to Ghidra costs thousands of dollars in licensing fees. While there have
been other low-cost and free options, Ghidra has the most complete set of features and best user
interface in the market. Ghidra also has the potential to be used by a wider audience as a starting point
for more automation in code analysis, due to its permissive licensing.
But that doesn’t mean everyone should jump in with two feet. Software reverse engineering is a
specialized skill. If you think there is a skill shortage in deep-technical cybersecurity, then reverse
engineering is an even more specialized form of expertise that requires a sophisticated understanding of
programming and computer architecture.
Many security professionals will be able to make use of Ghidra in a wide range of services. At HORNE
Cyber, for example, our analysts identify vulnerabilities in software products, use software reverse
engineering to develop new tools to assess network security and monitor the presence of malicious code
on client networks and provide recommendations on proactive measures.
For most companies, it is impractical and even cost-prohibitive to keep a full-time professional with
reverse engineering skills on staff. It is far more likely that the application of Ghidra will trickle down in
security service engagements with some providers having that capability at the “edge” and most analysts
being able to perform basic reverse engineering of code. While it is not necessarily important to determine
what framework—Ghidra or otherwise—a security service provider is using, you may want to ask your
provider about their capability, capacity and structure in reverse engineering and how it might apply to
the services you are acquiring.
Ghidra is a specialized tool for a specialized area of practice, but its release is very impactful. It has the
potential to increase not only the size, but the depth of the talent pool in technical security, which can
result in better services and improved cybersecurity.
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Seven Myths about Security Orchestration
By Abhishek Iyer, Technical Marketing Manager, Demisto

Since security orchestration is still an evolving space with competing definitions and maturing feature
sets, there are some misconceptions that exist about its scope of use, consequences, and effort required
in deployment. Is orchestration the same thing as automation? Can everything be automated?
These are some myths about security orchestration that I’d like to address. These myths don’t quite reach
the heroic scales of Hercules and the Nemean Lion, but are interesting and insightful nonetheless.

Security Orchestration Will Replace Your Security Teams
“Automation” always has a negative connotation with respect to job replacement and a removal of the
human element. But in security orchestration’s case, nothing could be further from the truth. Security
orchestration aims to achieve a balance between machine-powered automation and human-powered
decision-making to improve security operations.
In an ideal security orchestration process, only the tasks that are repetitive, time-consuming, and not
intellectually stimulating will be automated. Any action that requires further human investigation or
approval – whether through email response, task approval, or collaboration – will be open for security
teams to weigh in.

Any Technology with Playbooks is Security Orchestration
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As with any new industry term that gains adoption and market buzz, security orchestration’s rise has led
to a cavalcade of vendors attaching the ‘security orchestration’ name to their products, whether genuine
or not.
Here are some tips on separating true security orchestration from the rest of the bandwagon:
Scope of use: If a security orchestration tool is narrow in its scope of focus (for example, just dealing
with phishing response), then it’s not a true security orchestration tool. Security orchestration is defined
by its general-purpose nature and execution across a wide range of use cases.
Extensible integrations: A security orchestration tool is only as strong as its partner integration network.
If a vendor builds a security orchestration product-line extension just to strengthen its initial products and
limiting other integrations, such a product doesn’t align with security orchestration’s true tenets.
Flexibility: Out-of-the-box, vendor-provided content such as playbooks, automation tasks, and product
integrations should just be the foundation instead of the whole building. Users should be free to build
their own combination of automated and manual tasks, custom playbooks, in-house integrations, and
more.

Security Orchestration and Security Automation are the Same Thing
While educating users on new technologies, people in the industry sometimes enthusiastically – and
incorrectly – interchange the terms “security orchestration” and “security automation.”
Security automation is making machines do task-oriented ‘human work.’ Security orchestration
is executing the interconnectivity of different products (both security and non-security) and automating
tasks across products through workflows, while also allowing for end user oversight and interaction.
Security automation is a subset of security orchestration. Security orchestration involves the combination
of people, processes, and technology to improve an organization’s security posture. Security automation
is more focused on the ‘technology’ aspect of the aforementioned trio.

Security Orchestration is Only Meant for Large Enterprises
Since security orchestration involves the coordination of actions across multiple security products, there’s
usually a presupposition that only large enterprises with well-defined SOCs and a wide range of products
will extract value out of security orchestration. But with a 2018 Verizon report claiming that 58 percent of
data breach victims are small businesses, the need for repeatable and automated incident response is
apparent irrespective of company size.
Even SOCs with 3-5 security analysts and a handful of tools can benefit from security orchestration
through well-defined processes, increased team productivity, and setting the SOC up for eventual scale.
Smaller firms can also avail Managed Security Service Providers (MSSPs) to oversee their security
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posture, where security orchestration tools can provide a valuable console for collaboration and data
centralization.

Every Security Process can (and should) be Automated
“Automate or Die” is a pithy, marketing-friendly way to convey the urgency and need for automation, but
it incorrectly paints the situation in black and white. Not every security process and action can (or even
should) be automated.
Some tasks will continue to be too sensitive for unsupervised automation and will have manual approval
processes baked in. Some tasks will continue to be too sophisticated and nuanced for machine execution
and will be performed by security teams. For those high-quantity, repeatable tasks however…bring on
that automation!

Just Deploying a Security Orchestration Tool Will Solve My Security Problems
Security orchestration is not an end-state but a journey of constant flux and churn. After the initial
deployment of security orchestration tools, organizations need to iterate and keep tweaking elements of
their security outlook such as:


Verifying the effectiveness of playbooks and making them more concise or descriptive
according to requirements



Adding new security tools to and removing existing security tools from the product stack



Conducting regular process audits and search for currently manual processes that can be
automated with time



Creating and reviewing dashboards for specific security analysts, alert types, and product
integrations to measure what’s good and what can be made better

Security Orchestration is Only for Response Processes
Since security orchestration is usually touted as a solution to deal with rising alert volumes, it’s easy to
perceive orchestration’s value being limited to response processes. But some benefits of security
orchestration also transfer over to proactive and scheduled processes that security teams otherwise don’t
have the time to perform.
Security orchestration playbooks can usually be scheduled to run at pre-determined time intervals and,
for example, conduct health checks on organizational endpoints or verify the presence of systemic
vulnerabilities. Playbooks can also be run in real-time to, for instance, execute threat hunting operations
across user environments after some malicious indicators were detected in a separate alert.
The bottom line is security orchestration’s value is contingent on organizational need and the process
itself more than the method of deployment. Don’t be afraid to dive in and let the automation begin. It’ll
end up making a small team’s effort look like an army.
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Emerging trends and cybersecurity best practices for
businesses in 2019
Cybersecurity strategies, identity access management, byod and artificial intelligence
By Giridhara Raam, Product Evangelist, Manage Engine

There was massive technological growth in 2018; things like artificial intelligence and block chains have
gained much support recently. IT departments often enable improved efficiency and security in their
organizations by adopting emerging technologies, but that's only if they have the freedom to do so. Few
years ago, IT had very less influence over business decisions, but now times are changing: IT is gaining
an increased role in business decisions with implementation of cloud computing, data centers and
enterprise mobility. According to SWC's 2018 Tech Insights Report, 81 percent of organizations agree
that IT is a strategic enabler of their business, which is a whopping increase from 45 percent in 2016.

Organizations should constantly implement new technologies into their business to improve productivity,
reliability, security and efficiency. For example, with employees becoming more mobile, organizations
need to take care of these mobile employees and their devices from one central location, employing
enterprise mobility management solution can come in handy to maintain security and increase
productivity. According to Paul Sallomi, industry leader from Deloitte, digital transformation will push 60
percent of businesses to move their IT systems to the cloud by 2019. He also stated that the
implementation of artificial intelligence (AI) will increase in 2019, up from 58 percent in 2018.
Developments in cloud computing, the Internet of Things, block chain, and AI will enable and augment
businesses' digital transformation efforts in 2019.

Technological trends that will dominate in 2019
All these massive expansions in technology listed above will attract a lot of attention from businesses,
but there are a few trends in particular you should watch out for in 2019.

Proactive and predictive cybersecurity strategies
With cyberattacks evolving every day, businesses are looking to adopt both proactive and reactive
security solutions to prevent and mitigate attacks. According to Ponemon 2017 cost of data breach study
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report, "It takes an average of 206 days to identify a breach in USA", which proves why reactive
cybersecurity alone will not be the right choice, proactive cybersecurity with predictive analysis will keep
businesses safe and secured.

Proactive security: Practicing security procedures by anticipating the scope and vector of cyberattacks.
Preventive measures to keep the attacks at bay, by employing the right shields for devices and networks.

Reactive security: Practicing security procedures to detect cyberattacks by monitoring the logs, file
behaviors etc. Reactive measures to identify and restrict the attack from spreading further to other
devices.

Predictive security: Predictive cybersecurity procedure will combine machine learning and deep
learning, allowing IT security professionals to identify, scrutinize, analyses and combat evolving
cyberattacks. Addition of analytics to proactive approach offers better visibility for cyber professional’s
top stay ahead of the attacks and also study the framework and workflow of attacks to implement better
prevention procedures.

With banking Trojans causing chaos for financial institutions, that industry in particular will start looking
beyond proactive or reactive measures, and hence predictive cybersecurity will become crucial in 2019.

Revolution in identity access management
With the cloud becoming the modern warehouse for data, cloud data security relies on strong and unique
passwords to be used in your organization. Weak and reused passwords are easily cracked by things
like brute-force attacks. Thanks to the recent introduction of biometric authentication and the increasing
adoption of two-factor authentication, data and password security have been greatly improved. In 2019,
passwords will be further reinforced with Identity-as-a-Service (IDasS), Fast Identity Online (FIDO), and
triple-entry accounting enabled by block chains. Each of these technologies bring robust and transparent
protocols that prevent users from creating weak passwords.

BYOD expansions and security challenges
Bring your own Device (BYOD) will continue to expand in 2019, with more organizations expanding
support for flexible work cultures. Although an increasingly mobile workforce has its benefits, it also
means that organizations have to consider the difficulties involved in managing a variety of dissimilar
mobile devices, that comes with different operating systems, application, framework and compatibility.
What's more, developments in enterprise mobility bring with them security challenges like watering hole
attacks, rootkits, DDoS attacks, man-in-the-middle attacks, and more.
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Enterprise mobility can bring in better productivity, provided organizations implement the security best
practices mentioned at the latter half of this article. Moving into 2019, organizations need to be careful
about which devices and applications they allow to operate on their networks.

Artificial intelligence
Alexa, SIRI, and Google Assistant have already brought the presence of interactive AI into our homes,
and are being used in businesses more and more. These, however, are just examples of artificial narrow
intelligence—the industry is yet to see artificial general intelligence, which will bring more challenges to
businesses in the future. Though AI could bring in lots of pros to business they also do have some cons,
as businesses need to ensure how secure their AI adoption is. Only after complete testing and analysis
of the AI with all the possible variation, it has to be adopted to avoid unnecessary data leaks at later date.

With continuous research in machine learning, deep learning, and artificial neural networks, the
development of viable artificial general intelligence projects are more likely to happen in 2019.

Best practices for securing business-sensitive information
Businesses need to follow the right security best practices to keep track of all technological developments
and build the right firewall environment to secure sensitive data and maintain user privacy. Here are a
few to follow:
1. Make sure that new technologies like predictive and proactive cybersecurity are thoroughly
analyzed and tested before deploying them to your entire network.
2. Use honeypot servers to help detect the flow of malicious inbound traffic and thus avoid
unforeseen brute force attacks.
3. Keep all of your applications, drivers, BIOS, and operating systems up to date. Promptly patch
each of these to avoid having vulnerabilities exploited and malware running wild on your devices.
4. Secure remote users by employing mobile-first security controls like Mobile application
management (MAM), Mobile content management (MCM), Email security management, Mobile
device management (MDM), Containerization and other data compliance procedures.
5. Prevent insider threats by restricting employee privileges based on their department, role and
scope. Allow only authorized USB drives inside the corporate network.
6. Achieve a complete ITIL process by combining ITSM and ITOM routines. Combined approach
towards IT will bring in better productivity and security to the devices by deploying patches on
time, blacklisting software and troubleshooting devices that malfunction.
7. Monitor and control browser usage metrics like active add-ons and extensions that are outdated
to avoid sneaky MITB attacks on your user devices.

Businesses need to keep themselves up to date from both a production and security perspective to
compete in the market and avoid becoming victim to modern-day, sophisticated cyberattacks.
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Combining proper awareness and continuous security best practices will help organizations fortify their
business security, allowing them to thrive in the market without obstacles.
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Why changing your mindset on your biggest ICS risk is
essential?
In a world full of threats, cybersecurity staffing could be the leading risk.
By Karl Sharman, Vice-President, BeecherMadden

58% of the companies surveyed by Kaspersky (2018) classify it as a major challenge to hire Industrial
control systems (ICS) cybersecurity employees with the right skills, a global issue in cybersecurity. Critical
Infrastructure companies often say that it is external factors that make it difficult to improve their
cybersecurity standards such as hiring the right staff. However, from experience it is more of a mindset
within both job descriptions and talent selection.
Today is full of potential threats to your organization and none more so than the cyber threat. Critical
infrastructure is a leading target for specific foreign governments, criminals and terrorist groups. Most
cyber-attacks are opportunistic but within infrastructure, 85% are targeted, according to Kaspersky
(2017). This study stated that 73% were committed by outsiders and 27% by insiders.
According to Fortinet (2018), nearly 90% of organizations with connected Operational Technology (OT)
have experienced a security breach within their SCADA (supervisory control and data acquisition) or ICS
system. Often our first thought is to protect the IT within an organization however, many of the
organizations within critical infrastructure are more complexed due to OT systems required for business
operations.
There are many different examples of OT such as ICS, automation and process control networks (PCN).
There is also SCADA which is utilized within oil & gas, pharmaceuticals and the energy sector.
The pressures on systems has led to an interconnected OT and IT environment, with many internet of
things (IoT) devices connected to the IT infrastructure to improve efficiency through smarter, data driven
decisions. With the speed in transformation, threats have also shifted quicker and are constantly evolving.
In 2018, ICS specific malware, such as Stuxnet, BlackEnergy, Havex, Trisis and CrashOverride, was
hitting critical infrastructure companies
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To compete in this cyber war, there has been a push for further integration from the OT and IT team,
which now seems unavoidable. Security posture depends on how effective both sides can be within
security. To date, the inability to identify or act on business operations risks has been a stumbling block
for securing ICS. When I speak to clients, often their challenge has been identifying or attracting the small
talent pool of security expertise within OT to further develop this.
A change of mindset is about looking at the bigger picture as often companies demand high level and
experienced security talent which is often within complicated and time-consuming processes just further
adding to increased budgets and business risk. It’s obvious, still hire the best security team you can but
make educating your employees a top priority including cross training between OT and IT. If they can
spot a phishing attack, or know to only use company hardware, you can protect yourself against a large
number of attacks. It is important to have a security team in place that understands the threat but also
your business. There are a number of solutions that this talent can implement with you, that will
dramatically improve your defenses. Not all of these involve a large amount of spend and getting the right
people, will help you get the right solution that fits your risk appetite.
Gartner (2018) believes there is an 80/20 rule-of-thumb in the answer: 80% of the security issues faced
by OT are almost identical to IT, while 20% are very unique and cannot be ignored. The 80% means that
the similarities in experiences and threats that are being seen in OT can be managed and handled by
the same expertise that is being hired in the security space. OT is no doubt slower, scarier and has bigger
implications with failure, but a change in mindset from Senior management within the company would
lead to more hires in this space as their primary security focus should be about ensuring control.

Identify talent who:
1.
2.
3.
4.
5.

Understand complex environments within security
Passionate and want to learn about ICS
Have managed complex environments such as networks & applications
Driven by safety and low amounts of down time
Someone who understands your business

Your employees are your first line of defense against external threats. While a state- sponsored attack
will have a 98% success rate, the majority of threats can be defended with simple security provisions
(Forbes, 2018). So, it’s time for you to remove silos and build this task force you require for the future of
your organization.
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HTTPS — what kind of data is not protected by default
How HTTPS can protect your data and that information is in risk.
By Pedro Tavares, Founder of CSIRT.UBI & Cyber Security Blog seguranca-informatica.pt

Currently, web traffic adopted a standard and widespread protocol to maintain connections through
Internet more secure — HTTPs.
In the past, secure connections (HTTPSecure) were associated with financial transactions, online
shopping (ecommerce), authentication/login pages, and so on.
At that time, web designers argued that there was no need to overload a TCP connection with encryption
when "information exchanged" consisted only of an HTML-based page without sensitive information
embedded.
As websites became more functional, dynamic, and complex, this reality has changed rapidly. Users want
their financial data protected, but also other things need to be kept as confidential. Things like, for
example, what they write in a social network post, the content sent through an email, among other normal
things that a user does on the Internet.
Today, we have more websites with HTTPS. This change has been so fast, that Google marked all HTTP
websites as unsafe in July 2018.
Coming back to 2014, in the I/O conference the HTTPs protocol was referred to as a new priority for all
sorts of traffic circulating on the Internet. An immediate action was taken the following year by Google.
The company started to rate all kind of HTTP search results from queries via its search engine
(google.com).
A year later, websites that had unsafe authentication modules, or payment information via credit cards
through the HTTP protocol, would be "identified" as not secure.
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Google confirmed that with the launch of Chrome 68, all websites that do not use HTTPs would be
identified as "not secure".

What protected in an HTTPS connection?
HTTPS is just HTTP over SSL (or today, TLS). In detail: HTTP + Secure results in HTTPS.
TCP/IP is a reductive OSI mapping for modern networks, where the seven original layers are reduced to
four.

The four-layer TCP/IP model has the lowest layer called the Network Interface, where protocols such as
Ethernet are executed.
From figure above, there is a layer called Network. Here, operate protocols such as ARP, ICMP (ping),
and Internet Protocol (IP). The model is composed of the Transport layer (TCP and UDP) and finally the
Application layer, the one with which we interact every day! In addition, HTTP and HTTPs work here.
In HTTPS protocol, TLS runs just below HTTP, and all HTTP communications are thus encrypted. These
communications are e.g., URLs, cookies, web content, attributes — basically, everything.
But it is important to realize that everything below the TCP/IP application layer is not encrypted. For
example, server ports, IP addresses, Ethernet addresses, i.e., any type of information required in a
connection between two or more hosts.
HTTPS protocol only encrypts the entire contents of an HTTP request (messages, cookies, the body of
a web page) — information exchanged between a user's computer (client) and, e.g., a social network
platform (the server).
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Traffic is encrypted end-to-end, allowing privacy and confidentiality by default. But what prevents
someone from claiming to be Facebook and steal user data, for example, in a cyber-cafe wireless
network? — The answer is: the certificate.

HTTPs can be used in two modes: simple and mutual
Most often it is used in simple mode, where the server only authenticates the client. For this, the client
must have a certificate and that is used to validate the server certificate.
These certificates are provided to all Internet browsers, and signed by Certificate Authorities (CA). When
a connection is established with the server, the server provides its certificate and the client validates
whether the server's certificate is valid. To this end, the client relies on the CA-signed certificate.

What kind of data is not protected?
HTTPS allows you to validate whether a client is "talking" to who they think they are and "hides" the
content of the conversation.
However, it does not hide the following data:
●
●
●
●
●
●
●

The number of times a conversation occurs
With whom one talks (with which website communication was established - Facebook, Gmail,
etc.)
How often do you keep in touch
The ability to estimate the size of the message sent
The destination server port
The IP address (client and server)
Your location (Portugal, USA, etc)
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Managing Enterprise Mobile Security
By Julian Weinberger, NCP engineering

From apps that know our every move to cookies that track each browsing session – our smartphones are
constantly spying on us. These days, most people accept that their mobile phones are not great at
keeping personal data safe. What they don’t generally know, however, is what causes data to leak and
what they can do to stop it.
The truth is, mobile users are the weakest link.
Businesses must recognize the multitude of security risks that go hand in hand with mobile devices and
put security policies in place to reduce risky practices, especially for corporate-owned devices.

BYOD Policies
To drive operational efficiency, productivity, and to enhance customer service delivery, businesses need
employees to access company data in real-time, from anywhere and at any time. While some businesses
operate on a ‘bring your own device’ (BYOD) policy, others provide workers with company-owned
equipment.
Surprisingly, more than a third (36%) of businesses don’t make employees take mobile security courses.
Given that user ignorance is a major mobile security risk, the proportion of businesses imparting basic
best practices to their employees should be a lot higher.
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Basic security practices include password-protecting phones, turning off Bluetooth, downloading apps
from only approved sources, updating the operating system regularly, and understanding the risks of
using public Wi-Fi.

App Hazards
Employees are by no means the only risk. Unfortunately, any mobile app, even one that is well respected,
can leak information. It only takes a single bug in a software update to expose the data. It might be an
app that synchronizes with contact lists and tracks geographic positioning, or it could be a mobile
messaging service that offers predictive texts via the cloud.
According to a study by Arxan Technology 90% of enterprise mobile apps featured two out of the Open
Web Application Security Project’s (OWASP’s) ten biggest security risks. The top four threats in the list
are data leakage, phishing attacks, unsecure apps and spyware.
If mobile communications are not properly secured, all these things can expose confidential information
to third parties such as marketers or even cyber criminals. Even Apple’s FaceTime video chat app is not
immune. A flaw in the software, ironically discovered on Data Privacy Day, allows group chat calls to
activate a recipient's microphone even if they don’t accept the call.
Mobile spy hazards even go beyond apps. Following last year’s reversal of the Net Neutrality
Agreement carriers have begun selling customers’ location data, effectively allowing phone tracking data
to be available to anyone willing to pay for it.

Secure Communications
To eliminate the security risks, IT admins first need to be able to see what network services employees
are connecting to with corporate-issue devices. You cannot be confident of managing remote connectivity
securely unless you have some insight into what’s going on.
Remote mobile devices should also have an automated means of verification - such as two-factor or
multi-factor authentication- before they are allowed to connect with the company’s systems.
Enterprises should also insist that employees use an encrypted connection such as a VPN to prevent
cyber attackers from intercepting communications between the device and back-end services.
Enterprise-grade VPNs allows central IT support teams to manage and authenticate any number of
remote mobile devices remotely to ensure data is encrypted and company confidential information
remains private.
The preferred VPN policy is for “always on” remote communications. Where this is not practical, because
of low battery life for example, the VPN connection should be activated automatically whenever a threat
risk is detected - such as when using public Wi-Fi in a coffee shop or airport.
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In summary, smartphones are an indispensable part of today’s workplace, but they are also a risk. From
careless user behavior to bug-ridden apps, the mobile phone is the mole in your pocket indiscreetly
disclosing personal, sometimes highly sensitive information to complete strangers. For this reason, many
enterprises are implementing centrally managed VPN software to manage how mobile devices connect
to corporate networks and to maintain secure communications.
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Finally: A Truly Trustworthy Password Management System
Why your password manager is vulnerable
By Patrick Tardif, Founder, PasswordWrench Inc.

According to 87% of 517 IT security professionals who attended the RSA Conference 2019, the world is
currently in the middle of a cyber war. (Source)
With all the endless cyber security concerns out there today, employees remain the weakest link in the
cyber security chain when it comes to poor password security behavior and management. The normal
user asks regularly - can I get away using my current set of passwords? How many passwords should I
remember to keep the threshold crossed? Is it important to remember my passwords through
memorization or is it really safe to let a third party system do it for me? Is it better to use something else
and eliminate passwords altogether? For IT and cyber security management, this tussle between
convenience and security is endless.
As a best practice, all users should use a different password for every system. For the average user, this
is not an easy practice to realize, but it’s worth explaining the reasons and probability behind this
recommendation.
If you use the same password for 2 different sites, there is a risk that one of these two sites gets hacked
and hackers gain access to the database where the passwords reside. In this situation, your password
has now been compromised, and bad actors can try to authenticate to your second website using the
compromised password. And they are too-often successful. The hackers continue to get better, and the
size and number of databases of compromised passwords that are sold and shared keeps increasing.
When any site you’ve used is compromised, it’s obviously recommended that you replace your
passwords – although many people still do not. Users frequently dismiss this, thinking that they can just
replace it after a breach, and thus don’t worry much until then. But understandably, breaches of trust
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aren’t news items that most companies willingly want to share, as has been witnessed by how long it
takes many breached companies to come clean about being hacked. And of course many never let
anyone outside the company know. Realistically, the chances that you are even made aware of a breach
are low. So the bottom line remains - use a different password for every system.
But using a different password for every system is challenging. In average, a user has approximately
thirty major passwords to manage and it’s not easy to remember that many, let alone try any sort of
updating. And every site is rule-happy now and has its own password requirements. Some require lower
case, upper-case alpha characters, some require symbols while others don’t allow certain or any
symbols. That raises the difficulty-level of remembering any passwords to nearly impossible.
You can write down all your passwords on a piece of paper – and we have met many cyber security
experts who do just this – or maintain them in a spreadsheet or other digital file, but then you have to
figure out a way to bring that piece of paper or that spreadsheet everywhere you go. If you lose that sheet
of paper or forget it somewhere, you are potentially exposing all your passwords and then would be
forced to reset all of them. If you use an electronic file, you have to synchronize that document with your
smartphone, laptop and desktop, and they’re not necessarily even secured.
All this trouble is only for managing your own passwords. Factor into these equations, as real life is bound
to, more problems that arise when you need to, for example, share a password. Then when someone on
your team or a family wants to modify that shared password, how do you maintain that password? Or
how do you share the new one – across unencrypted networks such as SMS or email? That’s no easy to
do this in a way that is safe and secure.
So why bother even using passwords? What about eliminating them completely? The great rush to find
new technologies and attempts to eliminate passwords is upon us. While many of these technologies are
potentially good 2-Factor Authenticator options, to completely eliminate passwords is ludicrous for the
foreseeable future. First, there are over 300 billion passwords that need to be managed today. Second,
there are important reasons why passwords are key and should not go away. The first and the most
important reason is that a password is something that establishes a direct relationship between the user
and a system. Anything else including a 2FA or MFA requires reliance on a third-party system outside
the realm of this intimate, direct relationship. When you introduce a third party into the equation, new
risks exponentially arise. These include but are not limited to the well-documented error pronation of false
positives or false negatives that can cause you to lose control of your own authentication process. A good
2FA is there as a supporting method to help protect against passwords being compromised.
With all these difficulties and the prevalent need to manage passwords properly and safely, it’s important
for any users and organizations to use a tool that helps do so. If you are a risk assessor or a Chief
Information Security Officer, you are all too aware of the risks of using a password manager. The
convenience of having end users entering their login credentials into a password manager and thus by
knowing the users’ passwords auto-logging them into systems is just that – convenient. But it’s hardly
safe because in order to do that, password managers must know your passwords. That goes against
bottom line principle of cyber security – the moment that anyone or any other system or tool knows your
passwords, your passwords are already compromised. The main reason to use a tool is to help you
secure your passwords, and the tools that exist are in fact doing the opposite, as we have seen time and
again through security breaches of password managers, which are always prime targets for hackers.
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At least this was all true until now. Today, there is at least one password manager that exists to help
people manage passwords safely without compromising passwords - PasswordWrench.
PasswordWrench is not a conventional password manager that stores your login and passwords, but
instead provides easy to use tools to help users re-construct passwords using hints. The only data
recorded into the PasswordWrench database is the hint, not the password. The system provides a
Password Card to the user wherein a random grid of characters are displayed. The user simply decides
the pattern or the location of their passwords on the Password Card. A user can decide to pick the row 1
of characters on the card, for example, and write down the hint to be “row 1”(Note: we do not recommend
this as a best practice but even this is more reliable than storing your login and password directly). When
the user returns to the system and reconstructs the password, the hint is presented in a password builder
toolbox where the user can easily re-build the password with a simple click.
Depending on the security level that the user wants to achieve, the password can be rebuilt, or the user
can opt to use the grid as only a reference, as if the password was written on a piece of paper, only much
safer. The password can be then entered separately from the password manager. There are plenty of
other security bells & whistles provided for convenience, including the ability to create sophisticated
passwords that meet any site requirements. This tool is ideal for security professionals and enterprises
that want to provide an easy way to manage passwords across their company while keeping security at
the forefront.
That’s the reason why we founded PasswordWrench. There is a need for a serious but easy-to-use tool
that helps enterprises manage passwords without forcing any user to compromise their passwords.
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Why You May Be the Next Equifax or Marriott Type Data Breach
By Randy Reiter, CEO, Sql Power Tools

In 2018 there were 1,200+ data breaches in the United States with over 446.5 million records stolen.
According to IBM, the average cost of a US data breach in 2018 was $7.9 million with fines dwarfing
initial costs. As an example, Uber paid a $148 million-dollar settlement in 2018 for concealing a 2016
data breach.Is your organization’s confidential database data secure from hackers and rogue insiders?
High probability it is not due to Zero Day Attacks and Rogue Insiders.

What is a Zero Day Attack?
A Zero Day Attack is the time between when a security vulnerability in software is identified and the
organization using the respective software applies the software patch issued by the vendor to prevent
the security threat. How quickly do organizations apply security patches to applications server, browser,
CRM, email, medical, military, payroll, reservation, web server, web application or other production
software? Semi-annually, quarterly, monthly, weekly or daily? Based upon the nature of the security
patch, software to be upgraded, time for regression testing and deployment to production environments
a software vulnerability can be present in an organization for days, weeks or months. Meanwhile hackers
are aware of the zero day vulnerability once the issue or fix has been publically announced. They will
attempt to exploit it immediately.
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How do Hackers use a Zero Day Vulnerability?
To gain access to the inside of an organizations security perimeter using the software vulnerability. Once
the security perimeter has been breached, confidential database data is a prime target for hackers and
rogue insiders. Confidential database data includes: credit card, tax ID, medical, social media, corporate,
manufacturing, law enforcement, defense, homeland security and public utility data. This data is almost
always stored in for Cassandra, DB2, Informix, MongoDB, MariaDB, MySQL, Oracle, PostgreSQL, SAP
Hana, SQL Server and Sybase databases. Once inside the security perimeter commonly installed
database utilities can be used to query database data.

How to Protect Confidential Database Data from Hackers or Rogue Insiders?
Security software that monitors the real-time database query activity and learns what the normal query
activity is can detect data theft within a few seconds. Applying Advanced SQL Behavioral Analysis to the
known query activity allows rogue queries to be detected immediately. This type of security software can
be inexpensively run from network tap or proxy server so that there is no impact upon production servers.
Consider the following SQL query of customer information. SELECT NAME, ADDRESS, PHONE_NO,
SOCIAL_SECURITY_NO, CREDIT_CARD_NO FROM CUSTOMERS. It would be a very rare application
that would query the entire CUSTOMERS table containing tens of millions of customers, yet most security
software would be unaware that this differs from other database queries.
Advanced SQL Behavioral Analysis of the query activity can go even further and learn the maximum
amount of data queried plus the IP addresses all queries were submitted from for each of the unique SQL
queries sent to a database. This type of data protection can detect never before observed query activity,
queries sent from a never observed IP address and queries sending more data to an IP address than the
query has ever sent before. This allows real-time detection of hackers and rogue insiders attempting to
steal confidential database data. Once detected the security team can be notified within a few seconds
so that a data breach is prevented.

Conclusion
Data breaches will continue until organizations protect confidential database data from hackers and rogue
insiders from the inside of the security perimeter using Advanced SQL Behavioral Analysis of the realtime database query and SQL activity. This will allow protection of private and public sector confidential
data.
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Password Managers: Devil’s in the Details
How Can Giving All Your Passwords To a Password Manger Be Safe?

Passwords are unequivocally the most used entry point to anything online. Ubiquitous, and the most
unsecure. Users know this. Companies know this. And hackers certainly know this. To create complex
passwords is important, but managing them – remembering them, updating them, etc. – is cumbersome.
Password managers help, but are they secure? Given the rampant data breaches that seem to occur
every few weeks – and those are only the ones we hear about – how can giving all your passwords to a
password manager be smart? Forsaking security for convenience: is there a better way?
Let us dissect why passwords aren't going anywhere – at least not yet, as well as a novel solution to
solving the problem of password management while still maintaining security.

Biometrics Are Different from Passwords
It’s important to point out first that a password is something that is created by the user. This sounds
simplistic but consider it. A password is something that, when created properly, is associated directly with
the user and only the user and the system know it. Now, if we introduce alternatives, namely biometrics
such as fingerprint readings or facial recognition, it’s supposed to be data that represents only you. Why
is this different? When a system uses biometrics for authentication, the system must rely on third-party
software to provide accurate information to indicate whether the fingerprint is a match or not. The software
itself could be buggy or contain hard-coded logic to provide false positives.
Even if an open-source biometric matching software is used, which would facilitate the discovery of bugs
and incorrect logic, what is used to produce the “match” is not the open source code, but the binaries
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after that code has been compiled. Therefore, the compiler could be compromised, and this poses a
security risk.
And the biggest as-yet-unsolved problem with biometrics is that they are not renewable. In the rush to
build accurate biometric analyzers, they are based on the premise that your face, fingerprints, heartrate,
gait, voice etc. are uniquely yours, which currently they are. Until they’re not. When your personal
biometrics are stolen – which they will be - how do you replace them? Grow new fingertips, alter your
voice or buy new retinas? The black market of body part replacement a la Minority Report will be a real
thing.

How Use Passwords to Reduce Security Risks
When a user thinks up a password, there is no need to rely on any third-party software, thus, it’s a direct
connection between the system and the user. Using a third party software to provide accurate information
poses security risks. Therefore, using a password for authentication decreases security risks, if used
correctly.
How does one improperly use a password? Here is where the crux of the problem resides. There are
enough vendor-neutral reports today that show that most people, sites, and companies are using or
require the use of passwords the wrong ways, posing imminent security risks. The main issues with
passwords are well known. A password must be long and complex enough to be secure, and should not
be comprised of known words, sequences or repetitions, or used repeatedly. For all of these reasons, a
complex password should be long and random, which means that it’s difficult to remember and takes a
long time to type it in using a keyboard. Thus, a properly created and utilized password has become less
convenient to use.

There are enough vendor-neutral reports today that show that most people, sites,
and companies are using or require the use of passwords the wrong
ways, posing imminent security risks.

For convenience reasons, we like to use the same passwords that we’ve easily memorized over and
over. Some people have been using the same set or variations of the same passwords for all their logins
for years because it's easy to log in using that same password one can remember. Sometimes we add a
few characters to it when a system is forcing us to change a password. We do it for convenience.
Unfortunately, because that same password could have been compromised from a system that failed to
report it to anyone, security risks increase every time it’s used.

To improve security, systems create minimum password requirement rules, making it harder to memorize
passwords. These are usually some combination of upper, lower case characters, numeric and/or
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symbols. Users may find themselves trying to remember if it was Citibank or their 401k account that didn’t
allow special characters. Out of frustration many of us just never change them once we get in with a
weary shrug and an, “If it ain’t broke, don’t fix it” defeat.

Website Security
Let's talk a little more about these websites that we log in to so gullibly, giving them our credit cards, bank
information, logins, mother's maiden names, dates of birth, and so much more. First, many sites are still
using plain HTTP for authentication, ignoring industry best practices which have standardized
HTTPS/SSL to cover logins. Every user is responsible for taking note of such systems and desisting from
using them, else they are exposing their passwords for anyone to grab. There is at long last momentum
in the industry to report such systems and force sites to use HTTPS. This is all good news, and this issue
has almost been eliminated by now. But the other issue is that many sites are not encrypting passwords
inside their systems, going against best practices. If hacked, your password will be compromised. We’ve
all heard enough reports of companies being hacked and passwords being exposed, and those are just
the ones that are known. Due to the bad publicity, of course, some companies fail to report hacks to their
users. This is one of the main reasons you see policy rules in companies that care about security that
force you to change your passwords regularly.

Sharing Passwords
Sometimes we have to share passwords with other people. It’s not a best practice, but it happens all the
time – consultants, colleagues, family members. If you are the user who creates a password and uses
various versions of that password over and over again “JaneDoe1”, “JaneDoe11”, Jan3Do3” etc., you
don’t want to share that with anyone lest they figure out that you use variations of “JaneDoe” for
everything. Therefore, you have to come up with a new one. It's harder to remember another one. How
many can you handle?
And how do you share a password? You can send an email to your colleagues containing the password,
but it will expose your passwords for anyone who can see that email. Plus, is your email even encrypted?
Most systems aren’t. You can simply write it down on a piece of paper or have a conversation over the
phone. You call that convenient? If you must modify it because it has been compromised, then you need
to do the same steps over again. That’s also frustrating.

Why You Need a Password Manager
The longer a password is, the safer it is, but with each character added for safety, it's equally less
convenient to memorize it as well as to enter it using a keyboard.
These challenges are the reasons why password managers were created, but not all password managers
are secure. Using third-party tools could increase security risks, so it's imperative that you use a secure
password manager.
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Some of the benefits you should expect from using a trustable password manager include:
a. Ability to generate long and complex passwords.
b. Ability to reconstruct existing passwords.
c. Ability to share a password with other people safely.
d. No need to remember any passwords.
e. Convenient enough so that only a few clicks and keyboard keys are used to enter a
password. For example, a password of 32 characters would take less than three clicks
to enter into a site whereas entering it one by one would take a while and bound to be
error-prone.
f. Encrypted and using HTTPS/SSL. Following best practices.
g. Does not force you to reveal your passwords. This is easy to say but not easy to do,
since most existing password managers require users to reveal their passwords and
by doing that, the passwords are already compromised.

What Makes the PasswordWrench Approach Different?
Now, we’re going to dig into our system, as we’ve taken a novel approach as a solution:
PasswordWrench. Our solution is intriguing because the system does not record passwords, and does
not ask users to reveal their passwords, already leapfrogging it ahead to be one of the more secure
password managers. But you want to know how it works and if it is easy to use, and whether the balance
of convenience vs. security is met?
The basis of the system uses an innovative approach, mixing what is termed a “Password Card,”
alongside a “Password Hint.” The Password Card is a grid of random characters, as seen below.
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Illustration 1: Example of a Password Card

The Password Hint is a hint that is recorded in the database in order for users to “reconstruct” their
password when needed. Let’s show some examples of how this system meets the needs of convenience
while still eliminating potential security threats.

The application allows you to generate a password automatically using different shapes such as a line,
a Z shape, an L shape and so on. You can pick any shape you like. In this example, here we show a “Z”
shape.
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Illustration 2: Example of an automated generated password, Z shape.

Above, you can see the Password Card and a Z shape of selected characters which represent the
password that it auto-generated. What PasswordWrench is recording in our database is the “Password
Hint” generated (i.e. L3-S3-L10-S10). and not the actual password. All the information recorded is
encrypted like any good password manager does, but in this case, if hacked, like many other good
password managers have been, the hacker will obtain only an encrypted Password Hint. Without the
Password Card, it’s useless. The Password Card is generated on the fly and does not reside on the
database, so a hacker won’t be able to generate the Password Card. It’s also convenient to use in this
mode since only two clicks were necessary to generate a 22 random-character password.
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In general, as security experts, we don't like auto-generated anything, especially not when it comes to
our passwords. The attraction is clear for most users, but automated mode is not a high enough yet for
people who care about security standards. So, even if it’s one of the most secure existing password
managers, there are still very real potential security threats that a user might want to eliminate. Let’s talk
about them and see if and how they can be addressed.
As mentioned above, using the automated feature of PasswordWrench, even if the Password Hint is the
only thing recorded (such as L3-S3-L10-S10), there is always the potential of insider threats, for example
an employee of the company knowing the algorithms and having access to the database. You, as a user,
can simply eliminate that threat by creating a Password Hint yourself manually. Using the same Password
Card above, instead of generating an automatic password, we can enter a hint in the Hint field. In this
example, we could write something like “Row 1” which would mean the characters on the Password Card
in row 1. We obviously want to come up with a Password Hint that is not that easy to reverse engineer,
so it’s up to you to come up with something good enough. In our example, if we write “row 1,” that will
mean entire characters on row 1, but we can do easy things, like excluding the last characters at the end.
That way, the insider threat is eliminated, and even if anyone captures our Password Hint, they would
not be able to easily reverse engineer it. This is not the most convenient way, but it’s not difficult to do or
remember. It’s convenient enough, while maintaining a very high level of security.

Illustration 3: Example of an automated generated password, Z shape.
In our example above, when it’s time to reconstruct the password, you can click on the row 1 header, it
will select the characters “i1Jld3S8`lCJx-=QN@”O\pWIM\vRI|ewfZ” with 1 click. Then you enable the

98

“Eraser” and select the last character of the row which is located at h1, removing the character “Z.” The
password obtained is then “i1Jld3S8`lCJx-=QN@”O\pWIM\vRI|ewf.”
We wanted something more convenient that would eliminate insider threats, so another way to do this
using PasswordWrench tools would be to mix the auto-generated password with few characters that you
add after it has been constructed. Those extra characters that you add manually could be from a pattern
on the Password Card. If you use a pattern on the Password Card, and you use a different Password
Card for every site you log in to, so that even if you use the same pattern, the characters will be different.
A very simple pattern example would be to use the character in position A1. If you use two different
Password Cards, the character at position A1 is different.

Illustration 4: Example of 2 different Password Cards side by side with character A1 selected.

So, in this example, we were able to generate a password of 32 characters with one click, then we added
one character using position A1 which is easy to remember, we were able to obtain a password of 33
characters with one click and one keyboard key press. This is very convenient and eliminates the insider
security threat.

How Password Wrench Protects Against Other Threats
There are other threats though, too. What if you are somewhere and a camera, hidden or not, can record
everything you see on your monitor?
Eliminating that threat is possible. There are actually a few ways to do this.
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The most convenient way would be to disable the highlight feature so that the characters are no longer
selected on the Password Card when reconstructed.
Another option would be to disable showing the characters on the Password Card. That way, no one
would know the Password Card, but the password will still be generated.

Illustration 5: Example of a Password Card without characters.
The issue here though is that we wouldn’t know what the character is at the position A1 from our previous
example. We can either print the Password Card, and we could see what that character in A1 is, or we
can click on the square at the position A1 and the system will add that character into the password. This
is a convenient way to reconstruct your password without displaying your Password Card on your screen.
Since working in cyber security has turned us all into the suspicious types, we know that someone still
might be able to figure out your pattern, because there are still UI cues that a camera could capture. The
camera won't know what the password is when generated automatically, but the character you click at
A1 will be known since the mouse is pointing there, and when you click at that position your password
length increases.
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Ultimately, for the hardcore users, the ones who require absolute security, the PasswordWrench team
has actually thought about this possibility and introduced a mode called “Stealth.” When turned on, there
are no UI cues shown whatsoever. It’s a little bit difficult to use at first, but after a few times it becomes
more natural.
Now that you are familiar with the concept of their Password Card and Password Hint, the next question
is how do you protect your master password? The one that you use to login to PasswordWrench? There
are many possibilities, with pros and cons for each. Let’s explain.
1. You can use a simple password that you can memorize. The benefit is that it’s easy to
remember. The downside is that you are going to have to change it at some point to
meet all the website requirements, and you should not use the same password over
and over. You should be taking advantage of a Password Manager.
2. You can use PasswordWrench and print out a Password Card and/or download an
image of it to use. We’ve conveniently made the printed version the size of a credit
card so you can slip it in your wallet. The negative of that is if you lose the printed
Password Card or the downloaded image, you won't be able to log in and you will be
forced to go through the “forgot password” process. The benefit is that it’s very secure
and you can manage your login Password Card within PasswordWrench.
3. You can also use the “Password Assistant.” When you log in, you will see a button
beside the password field called Assistant. What this does is generate a Password
Card from a PIN or code you enter. The downside to this solution is that using the
same code for any user will generate the exact Password Card. Of course, a user
wouldn't have your password, just the card. The pro is that it’s like having a Password
Card that can never be lost. It’s obviously important you use a code that only you know,
but it doesn’t need to be complex. You can still add or subtract characters to it as well.

Do You Want Security?
Passwords are effective at protecting users’ credentials when used responsibly. They are a direct link
between a user and the system to authenticate without the need of using third-party tools, keeping
security threats to a minimum. It’s clear that everyone should make an effort at protecting their data, and
we naively tend to believe that big companies are going to take care of it for us and the government is
going to track down the criminals and the world is safe. Security is a collective effort, and that’s the bottom
line. There are tools out there worth adding to our list of “must have” tools, and you should make
PasswordWrench one of them. It’s a tool that gives you flexibility on how you want to protect yourself, it
makes protecting yourself convenient without compromising security. If you want security,
PasswordWrench is there for you. There is even a FREE plan available.
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Meet Our Publisher: Gary S. Miliefsky, CISSP, fmDHS

“Amazing Keynote”
“Best Speaker on the Hacking Stage”
“Most Entertaining and Engaging”

Gary has been keynoting cyber security events throughout the year. He’s also been a
moderator, a panelist and has numerous upcoming events throughout the year.
If you are looking for a cybersecurity expert who can make the difference from a nice event to
a stellar conference, look no further email marketing@cyberdefensemagazine.com
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You asked, and it’s finally here…we’ve launched CyberDefense.TV
At least a dozen exceptional interviews rolling out each month starting this summer…
Market leaders, innovators, CEO hot seat interviews and much more.
A new division of Cyber Defense Media Group and sister to Cyber Defense Magazine.
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Free Monthly Cyber Defense eMagazine Via Email
Enjoy our monthly electronic editions of our Magazines for FREE.

This magazine is by and for ethical information security professionals with a twist on innovative
consumer products and privacy issues on top of best practices for IT security and Regulatory
Compliance. Our mission is to share cutting edge knowledge, real world stories and independent
lab reviews on the best ideas, products and services in the information technology industry. Our
monthly Cyber Defense e-Magazines will also keep you up to speed on what’s happening in the
cyber-crime and cyber warfare arena plus we’ll inform you as next generation and innovative
technology vendors have news worthy of sharing with you – so enjoy.
FREE, always, for our electronic editions.

You get all of this for

Click here to sign up today and within moments,

you’ll receive your first email from us with an archive of our newsletters along with this month’s
newsletter.
By signing up, you’ll always be in the loop with CDM.
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TRILLIONS ARE AT STAKE
No 1 INTERNATIONAL BESTSELLER IN FOUR CATEGORIES
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Regent University’s Institute for Cybersecurity is disrupting and transforming the Cyber
Defense industry with a state-of-the-art training platform and world-class trainers. To learn
more about commercial training offerings, visit regent.edu/cyber or contact the institute at
757.352.4215.
Learn more about this program: https://www.regent.edu/institutes/cybersecurity/industrytraining/
Space is limited, so register today: http://www.regent.edu/cyber

139

140

141

142

